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* Policy (Abstract) *
) NS
PolicyComponent CommonName: string
L—— PolicyKeywords: string[ ]
*
<

PolicySetAppliesToElement

PolicySet (Abstract)

See Policy Sets

A

PolicyConditionStructure
GroupNumber: uint16
ConditionNegated: boolean ) )
PolicyActionStructure
ActionOrder: uint16

PolicyCondition (Abstract)

See Policy Conditions

*

PolicySetComponent
Priority: uint16

PolicyAction (Abstract)

See Policy Actions
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* ManagedElement (Abstract)
(form Core)
PolicyRoleCollection
- PolicyRole: string {Req’'d}
Policy (Abstract) ActivatePolicySet ( [IN] Element: ref ManagedElement) : uint32

CommonName: string DeactivatePolicySet ( [IN] Element: ref ManagedElement) : uint32

PolicyKeywords: string[ ]

yy 0

*

PolicySetAppliesToElement

System
(Abstract, from Core)

PolicySetinRoleCollection

PolicySetinSystem

Priority: uint16 PolicySetComponent

* | Priority: uint16

* PolicySet (Abstract)

PolicyDecisionStrategy: uint16 {Enum} *
<> PolicyRoles: string[ ] {D}
* Enabled: uint16 {Enum} = 1 *

T

PolicySetValidityPeriod

PolicyRule PolicyGroup

*
PolicyTimePeriodCondition

See Policy Rules See Policy Rules

See Policy Conditions
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1 PolicySet (Abstract)
See Policy Sets
PolicyGrouplnSystem
*
w
PolicyGroup *
PolicyRuleIlnSystem * O
i i CreationClassName: string[key]
PolicyRulelnPolicyGroup {D}—<4 policyGroupName: string[key] PolicyGrouplnPolicyGroup {D}
* *
PolicyRule
CreationClassName: string[key] - . . )
PolicyRuleName: string[key] <> PolicyActionInPolicyRule
ConditionListType: uint16 {Enum} = 1 *
RuleUsage: string PolicyConditioninPolicyRule
Priority: uint16 {D} <>— GroupNumber: uint16
% | Mandatory: boolean {D} ConditionNegated: boolean
w SequencedActions: uint16 {Enum} =3
ExecutionStrategy: uint16 {Enum} <>—
* *
A PolicyAction (Abstract)
See Policy Actions
AuthenticationRule
*
PolicyRuleValidityPeriod {D} - ”
AuthorizationRule {E} PolicyCondition (Abstract)
See AuthorizationRule See Policy Conditions
PrivilegePropagationRule {E} f
PolicyTimePeriodCondition
*

See Policy Conditions
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AuthorizationRule {E}

*
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*
AuthorizationRuleAppliesToTarget {E}———

ManagedElement (Abstract)
(form Core)

*
AuthorizationRuleAppliesToPrivilege {E}————

Privilege
(from User)

*
AuthorizationRuleAppliesToldentity {E}———

Identity
(from User)

Role
(from User)

*
AuthorizationRuleAppliesToRole {E}———
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PolicyConditionStructure

—— GroupNumber: uint16

ConditionNegated: boolean%

PolicyCondition (Abstract)

SystemCreationClassName: string[key]
SystemName: string[key]

PolicyRuleCreationClassName: string[key]

PolicyRuleName: string[key]

CreationClassName: string[key]
PolicyConditionName: string[key]

*

PolicyConditioninPolicyCondition

A

K0

CompoundPolicyCondition

ConditionListType: uint16 {Enum}

QueryCondition {E}

QueryResultName: string {Req’d}

Query: String {Req’d}

QueryLanguage: uint16 = 2 {Enum, Req’'d}
Trigger: boolean = False {Req'd}
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Policy (Abstract) * ate 12312005
<> See Policy Sets PolicyComponent
*
PolicySet (Abstract)
See Policy Set: >
* ee Policy Sets
PolicyConditioninPolicyRule f i idi i
PolicyRule PolicySetValidityPeriod
*
———————<{ See Policy Sets
*

PolicyTimePeriodCondition FilterList (from Network)

AuthenticationCondition {Abstract}

TimePeriod: string

MonthOfYearMask: uint8[ ][Octetstring]
DayOfMonthMask: uint8[ J[Octetstring]
DayOfWeekMask: uint8[ ][Octetstring] 1
TimeOfDayMask: string
LocalOrUtcTime: uint16

FilterOfPacketCondition

PacketFilterCondition

VendorPolicyCondition

(See Policy
(AuthenticationConditions))

Constraint: Octetstring][ ]
ConstraintEncoding: string[OID]

*

AcceptCredentialFrom
]

CredentialManagementService (from User/
Security)




Page 6 of 13: AuthenticationConditions

AuthenticationCondition
{Abstract}

SharedSecretAuthentication

IDOfPrincipal: string

A
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Title
Author
Date

PublicPrivateKeyAuthentication

ContextOfSecret: string

AccountAuthentication

AccountID: string

SelflssuedKey: boolean
DistinguishedName: string
PublicKey: string

KerberosAuthentication

AccountContext: string

BiometricAuthentication

TypeOfBiometric: uint16 {Enum}

UserName: string

DocumentAuthentication

OtherBiometric: string
Personalldentifier: string

NetworkinglDAuthentication

NetworkingldentityClassName: string

TypeOfDocument: uint16 {Enum}
OtherDocument: string
Documentldentifier: string

PhysicalCredentialAuthentication

TypeOfCredential: uint16 {Enum}
OtherCredential: string
Physicalldentifier: string

: Policy Schema v2.11
: DMTF Policy WG
: 11/29/2005
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*

PolicyComponent

Policy (Abstract)

*

See Policy Sets <>PoliczActionStructure
ActionOrder: uint16

PolicySet (Abstract)

See Policy Sets

PolicyRule

*

See Policy Sets <_>——PolicyActioninPolicyRule——

*
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PolicyAction (Abstract)

% | SystemName: string[key]

SystemCreationClassName: string[key]

PolicyRuleCreationClassName: string[key]
PolicyRuleName: string[key]
CreationClassName: string[key]
PolicyActionName: string[key]
DoActionLogging: boolean

A

MethodAction {E}

InstgMethodCallName: string {Req'd}
Query: String {Req’d}
QueryLanguage: uint16 = 2 {Enum, Req’'d}

PolicyActioninPolicyAction

CompoundPolicyAction &

SequencedActions: uint16 {Enum}
ExecutionStrategy: uint16 {Enum}

VendorPolicyAction

ActionData: Octetstring[ ]
ActionEncoding: string[OID]

RejectConnectionAction

NetworkPacketAction

PacketAction: uint16 {Enum}
OtherAction: string
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0..1

System

(Abstract, from Core)

PolicylnSystem

Policy (Abstract) 1

Reusab

% | See Policy Sets *

PolicyRoleCollection

See PolicyRoleCollection

PolicyRoleCollectioninSystem———

PolicySet (Abstract)
- PolicySetinSystem
See Policy Sets * Priority: uint16
lePolicy
PolicyGroup
See Policy Sets w*—PoIicyGroupInSystem
PolicyRule
See Policy Sets * PolicyRulelnSystem
w

A

6 * ContainedDomain

AdminDomain
(form Core)

* |
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PolicyAction

ReusablePolicyContainer

0.1

Policy

0.1

PolicyActioninPolicyRepository {D}

PolicyCondition

*

PolicyConditioninP¢licyRepository {D}

PolicyRepository {D}

0..1
*

PolicyRepositorylnPolicyReposito D

ContainerinPolicyContainer ¥ < E
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ManagedElement (Abstract) Collection
(form Core) f C
MemberOfCollection X (from Core)
*
SystemSpecificCollection 1 System
fi i
( rom.Core) HostedCollection (from Core)
ElementinPolicyRoleCollection InstancelD : string {key} *
1
PolicyRoleCollectionInSystem
PolicySet (Abstract) PolicyRoleCollection
[See Policy Sets] PolicyRole: string {Req'd}
O ActivatePolicySet ( [IN] Element: ref ManagedElement) : uint32 *
* DeactivatePolicySet ( [IN] Element: ref ManagedElement) : uint32
*

Q

*

PolicySetinRoleCollection
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Dependency {Abstract} PolicySetAppliesToElement

(from Core)
Antecedent: ref ManagedElement {*, Key}
Dependent: ref ManagedElement {*, Key}

PolicySet: ref PolicySet {*, Key}
ManagedElement: ref ManagedElement {*. Key}

A A
AuthorizationRuleAppliesToRole {E}
AuthorizationRule: ref PolicySet {*, Key}
Role: ref ManagedElement {*. Key}
HostedCollection . . .
(from Core) AuthorizationRuleAppliesToPrivilege {E}
Antecedent: ref System {1} AuthorizationRule: ref PolicySet {*, Key}
Dependent: ref SystemSpecificCollection {*} Privilege: ref ManagedElement {*. Key}
PolicylnSystem {Abstract] AuthorizationRuleAppliesToldentity {E}
. . Antecedent: ref System {0..1} AuthorizationRule: ref PolicySet {*, Key}
PolicyRoleCollectioninSystem Dependent: ref Policy {*} Identity: ref ManagedElement {*. Key}
Antecedent: ref System {1} A
Dependent: ref PolicyRoleCollection {*} AuthorizationRuleAppliesToTarget {E}
ReusablePolicy AuthorizationRule: ref PolicySet {*, Key}
PolicyConditioninPolicyRepository {D} — | Antecedent: ref ReusablePolicyContainer {0..1} ManagedElement: ref ManagedElement {*. Key}

Dependent: ref Policy {*}

Antecedent: ref PolicyRepository {0..1, D}
Dependent: ref PolicyCondition {*, D}

PolicySetIinSystem {Abstract}

PolicyActioninPolicyRepository {D} ! Antecedent: ref System {1}
Dependent: ref PolicySet {*}
Antecedent: ref PolicyRepository {0..1, D} Priority: uint16
Dependent: ref PolicyAction {*, D} A

PolicyGroupinSystem
FilterOfPacketCondition

Antecedent: ref System {1}

FilterList: ref Antecedent {1} Dependent: ref PolicyGroup {*, weak}
PacketFilterCondition: ref ManagedElement {*}

AcceptCredentialFrom PolicyRuleIlnSystem

CredentialManagementService: ref Antecedent {*} Antecedent: ref System {1}
PacketFilterCondition: ref ManagedElement {*} Dependent: ref PolicyRule {*, weak}
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Component (from Core)

GroupComponent: ref ManagedElement {*}
PartComponent: ref ManagedElement {*}

A

PolicyComponent {Abstract]

GroupComponent: ref Policy {*}
PartComponent: ref Policy {*}

A

PolicySetValidityPeriod PolicySetComponent
GroupComponent: ref PolicySet {*} GroupComponent: ref PolicySet {*}
PartComponent: ref PolicyTimePeriodCondition {*} PartComponent: ref PolicySet {*}

Priority: uint16

PolicyConditionStruct 'Abstract
olicyConditionStructure { 4 PolicyActionStructure {Abstract}

GroupComponent: ref Policy {*}
PartComponent: ref PolicyCondition {*}
GroupNumber: uint16
ConditionNegated: boolean

GroupComponent: ref Policy {*}
PartComponent: ref PolicyAction {*}
ActionOrder: uint16

A A

PolicyConditionIinPolicyRule PolicyActionIinPolicyRule
GroupComponent: ref PolicyRule {*} GroupComponent: ref PolicyRule {*}
PartComponent: ref PolicyCondition {*} PartComponent: ref PolicyAction {*}
PolicyConditionIinPolicyCondition PolicyActioninPolicyAction
GroupComponent: ref CompoundPolicyCondition {*} GroupComponent: ref CompoundPolicyAction {*}
PartComponent: ref PolicyCondition {*} PartComponent: ref PolicyAction {*}
| | |
PolicyRuleValidityPeriod {D} PolicyRulelnPolicyGroup {D} PolicyGrouplinPolicyGroup {D}
GroupComponent: ref PolicyRule {*, D} GroupComponent: ref PolicyGroup {*, D} GroupComponent: ref PolicyGroup {*, D}
PartComponent: ref Policy TimePeriodCondition {*, D} PartComponent: ref PolicyRule {*, D} PartComponent: ref PolicyGroup {*, D}
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Component (from Core) MemberOfCollection (from Core)
GroupComponent: ref ManagedElement {*} Collection: ref Collection {*}
PartComponent: ref ManagedElement {*} Member: ref ManagedElement {*}

A A

SystemComponent (from Core)

GroupComponent: ref System {*}
PartComponent: ref ManagedSystemElement {*}

A

PolicyContainerinPolicyContainer ElementinPolicyRoleCollection
GroupComponent: ref ReusablePolicyContainer {*} Collection: ref PolicyRoleCollection {*}
PartComponent: ref ReusablePolicyContainer {*} Member: ref ManagedElement {*}

PolicySetinRoleCollection

PolicyRepositorylnPolicyRepository {D}

Collection: ref PolicyRoleCollection {*}
GroupComponent: ref PolicyRepository {*, D} Member: ref PolicySet {*}
PartComponent: ref PolicyRepository {*, D}
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Version 2.10

CIM_MethodAction
<change cr="DMTFCR01491" type = "change"> Fix definition of MethodAction.InstMethodCallName. </change>

CIM_PrivilegePropagationRule
<change cr="DMTFCR01342" type = "new"> Change and Show Access Rights </change>



