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Foreword

The Redfish Conformance and Test Tools White Paper was prepared by DMTF's Redfish Forum.

DMTF is a not-for-profit association of industry members dedicated to promoting enterprise and systems

management and interoperability. For information about DMTF, see http://www.dmtf.org.
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1 Introduction

DMTF's Redfish Forum produces specifications that contain normative requirements expected by all Redfish

services. Redfish service designers are expected to implement their services according to these requirements.

Redfish clients rely on the support of these requirements to ensure that they can communicate properly with Redfish

services and consume their data.

DMTF's Redfish Forum maintains several open-source Redfish conformance tools to verify Redfish services are

conformant with DMTF specifications and third-party prescriptions. Service developers should use the tools in this

white paper to verify their Redfish implementation.
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2 Installing DMTF's conformance tools

All Redfish conformance tools maintained by DMTF are written for Python3. These tools are also maintained in

GitHub, but also have releases pushed to the Python Package Index (PyPI). This allows users to use pip or other

built-in Python functions to install these tools without downloading source code manually.

The following commands can be used to install the tools documented in this white paper:

pip install redfish_protocol_validator -U

pip install redfish_service_validator -U

pip install redfish_interop_validator -U

New versions of the tools in this white paper are released periodically to address bugs reported by users or add new

features. The previous commands can also be used to download and apply updates to the tools.
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3 Redfish Protocol Validator

The Redfish Protocol Validator tests a service for the protocol requirements defined in the Redfish Specification. This

includes tests that verify:

• HTTP request and response headers

• HTTP status codes

• HTTP methods

• Request and response body encoding

• Security requirements

The following command can be used to run the Redfish Protocol Validator:

rf_protocol_validator -u <USERNAME> -p <PASSWORD> -r https://<IP> --no-cert-check

where

• <USERNAME> is the username of the Redfish account to use during testing

• <PASSWORD> is the password of the Redfish account to use during testing

• <IP> is the IP address of the Redfish service to test

When the test complete, an HTML report will be produced and saved in the results subdirectory from where the

tool was invoked. The following figures show example portions of the HTML report. This first figure shows the report

heading, which contains information such as the tool version, the system under test, and a summary of the results.

The second figure shows an example portion of the report with results for specific tests.
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Figure 1
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Figure 2
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4 Redfish Service Validator

The Redfish Service Validator tests the response payloads from a service conform to the schema definitions in the

Redfish Schema Bundle. This includes tests that verify:

• Mandatory properties are present

• The data type of each property is correct

• There are no undefined properties

• URIs for each resource match expected URI patterns

The following command can be used to run the Redfish Service Validator:

rf_service_validator -u <USERNAME> -p <PASSWORD> -r https://<IP>

where

• <USERNAME> is the username of the Redfish account to use during testing

• <PASSWORD> is the password of the Redfish account to use during testing

• <IP> is the IP address of the Redfish service to test

When the test complete, an HTML report will be produced and saved in the logs subdirectory from where the tool

was invoked. The following figures show example portions of the HTML report. This first figure shows the report

heading, which contains information such as the tool version, the system under test, and a summary of the results.

The second figure shows an example portion of the report with results for specific tests.
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Figure 3
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Figure 4
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5 Redfish Interop Validator

The Redfish Interop Validator tests a service to verify conformance to a Redfish interoperability profile. Redfish

interoperability profiles are created by organizations, customers, or other third parties to ensure a minimum set of the

Redfish data model is supported.

Some example Redfish interoperability profiles include:

• OCP Hardware Management Profiles: OCP has several profiles that contain hardware management

requirements for various classes of products.

• OPAF Profiles: TOG/OPAF has profiles for different tiers of systems for integration into OPAF-defined process

automation environments.

• OpenStack Ironic Profiles: OpenStack has a profile that contains requirements for a Redfish service to integrate

with its bare metal provisioning software, Ironic.

Redfish interoperability profiles are defined by the Redfish Interoperability Profiles Specification.

The following command can be used to run the Redfish Interop Validator:

rf_interop_validator -u <USERNAME> -p <PASSWORD> -r https://<IP> <PROFILE>

where

• <USERNAME> is the username of the Redfish account to use during testing

• <PASSWORD> is the password of the Redfish account to use during testing

• <IP> is the IP address of the Redfish service to test

• <PROFILE> is the filepath to the profile to test against

When the test complete, an HTML report will be produced and saved in the logs subdirectory from where the tool

was invoked. The following figures show example portions of the HTML report. This first figure shows the report

heading, which contains information such as the tool version, the system under test, and a summary of the results.

The second figure shows an example portion of the report with results for specific tests.
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Figure 6
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6 Appendix A: References

• Redfish Protocol Validator, https://github.com/DMTF/Redfish-Protocol-Validator

• Redfish Service Validator, https://github.com/DMTF/Redfish-Service-Validator

• Redfish Interop Validator, https://github.com/DMTF/Redfish-Interop-Validator

• DMTF DSP0266, Redfish Specification, https://www.dmtf.org/dsp/DSP0266

• DMTF DSP0272, Redfish Interoperability Profiles Specification, https://www.dmtf.org/dsp/DSP0272

• DMTF DSP8010, Redfish Schema Bundle, https://www.dmtf.org/dsp/DSP8010

• OCP Hardware Management Profiles, https://github.com/opencomputeproject/HWMgmt-OCP-Profiles

"https://github.com/opencomputeproject/HWMgmt-OCP-Profiles"

• The Open Group, Open Process Automation Forum Profiles, https://open-process-

automation.projects.opengroup.org/twg/part-5-system-management/profiles/ "https://open-process-

automation.projects.opengroup.org/twg/part-5-system-management/profiles/"
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7 Appendix B: Change log

Version Date Description

1.0.0 2024-01-25 Initial release.
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