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Introduction

The information in this specification should be sufficient for a provider or consumer of this data to identify
unambiguously the classes, properties, methods, and values that shall be instantiated and manipulated to
represent and manage Network Services and the associated configuration information. The target
audience for this specification is implementers who are writing CIM-based providers or consumers of
management interfaces that represent the component described in this document.

Document conventions
Typographical conventions

The following typographical conventions are used in this document:
e  Document titles are marked in italics.

e  ABNF rules are in monospaced font.
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Network Policy Management Profile

1 Scope

The Network Policy Management Profile is a base (abstract) profile that will specify the CIM Schema and
use cases associated with the general and common aspects of Network Policy Management. This profile
includes a specification of the Network Policy Service, Network Policy, Network Policy Rule and Setting
Data, Policy Conditions and Action and describes how the network Policies can be applied to the
Managed Elements.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated or
versioned references, only the edition cited (including any corrigenda or DMTF update versions) applies.
For references without a date or version, the latest published edition of the referenced document
(including any corrigenda or DMTF update versions) applies.

DMTF DSP0004, CIM Infrastructure Specification 2.7,
http://www.dmtf.org/standards/published _documents/DSP0004 2.7.pdf

DMTF DSP0200, CIM Operations over HTTP 1.3,
http://www.dmtf.org/standards/published documents/DSP0200 1.3.pdf

DMTF DSP0223, Generic Operations 1.0,
http://www.dmtf.org/standards/published documents/DSP0223 1.0.pdf

DMTF DSP1001, Management Profile Specification Usage Guide 1.0,
http://www.dmtf.org/standards/published documents/DSP1001 1.0.pdf

DMTF DSP1033, Profile Registration Profile 1.0,
http://www.dmtf.org/standards/published documents/DSP1033 1.0.pdf

ISO/IEC Directives, Part 2, Rules for the structure and drafting of International Standards,
http://isotc.iso.org/livelink/livelink.exe?func=I1&objld=4230456 &objAction=browse&sort=subtype

3 Terms and definitions

In this document, some terms have a specific meaning beyond the normal English meaning. Those terms
are defined in this clause.

The terms "shall" ("required"), "shall not", "should" ("recommended"), "should not" ("not recommended"),
"may," "need not" ("not required"), "can" and "cannot" in this document are to be interpreted as described
in ISO/IEC Directives, Part 2, Annex H. The terms in parenthesis are alternatives for the preceding term,
for use in exceptional cases when the preceding term cannot be used for linguistic reasons. Note that
ISO/IEC Directives, Part 2, Annex H specifies additional alternatives. Occurrences of such additional
alternatives shall be interpreted in their normal English meaning.

The terms "clause”, "subclause", "paragraph”, and "annex" in this document are to be interpreted as
described in ISO/IEC Directives, Part 2, Clause 5.

The terms "normative” and "informative" in this document are to be interpreted as described in ISO/IEC
Directives, Part 2, Clause 3. In this document, clauses, subclauses, or annexes labeled "(informative)" do
not contain normative content. Notes and examples are always informative elements.

Version 1.0.0c Work in Progress 7
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165  The terms defined in DSP0004, DSP0223, and DSP1001 apply to this document. The following additional
166  terms are used in this document.

167 3.1

168  conditional

169 indicates requirements to be followed strictly to conform to the document when the specified conditions
170 are met

171 3.2

172 mandatory

173 indicates requirements to be followed strictly to conform to the document and from which no deviation is
174 permitted

175 33
176 optional

177 indicates a course of action permissible within the limits of the document

178 34

179 pending configuration

180 indicates the configuration that will be applied to an IP network connection the next time the IP network
181 connection accepts a configuration

182 35

183 referencing profile

184 indicates a profile that owns the definition of this class and can include a reference to this profile in its
185 “Referenced Profiles” table

186 3.6
187 unspecified

188 indicates that this profile does not define any constraints for the referenced CIM element or operation

189 4 Symbols and abbreviated terms

190  The abbreviations defined in DSP0004, DSP0223, and DSP1001 apply to this document. The following
191 additional abbreviations are used in this document.

192 4.1

193 IP

194 Internet Protocol
195 4.2

196 VLAN

197 Virtual Local Area Network

8 Work in Progress Version 1.0.0c
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198 5 Synopsis

199 Profile name: Network Policy Management

200  Version: 0.0.1

201 Organization: DMTF

202 CIM Schema version: 2.43

203 Central class: CIM_NetworkPolicyManagementService

204  Scoping class: CIM_System

205  The Network Policy Management Profile is a base profile that specifies the CIM Schema and use cases
206 associated with the general and common aspects of Network Policy Management. The Network Policy
207 Management Profile is an adaptation of the CIM Policy Management Profile.

208 Table 1 identifies profiles on which this profile has a dependency.

209 Table 1 — Referenced profiles
Profile Name Organization Version Requirement Description
Profile Registration DMTF 1.0 Mandatory None
Network Management Profile DMTF 1.0 Optional None
Policy Profile DMTF 1.0 Mandatory None

210 6 Description

211 The Network Policy Management Profile includes base specification of the Network Policy Management
212  Service, Network Policy, Network Policy Rule and Setting Data, and Policy Conditions and Action. This

213  standard describes how a Network Policy is applied to the Managed Elements and contains three

214 possible extensions representing QoS, Firewall, and Load Balancer policies. Other types of policies, for
215 example Access Control List (ACL) or routing policies, may be represented in a similar manner.

Version 1.0.0c Work in Progress 9
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6.1 Class diagram

Figure 1 represents the class schema for the Network Policy Management Profile. For simplicity, the
CIM_ prefix has been removed from the names of the classes.

0.1 B - o
ServiceAvailableToElement NetworkPolicyServiceCapabilities {E}

ElementCapabilities:

System (Abstract)

T HostedService: ————ElementConformsToProfil
* * 1. 1.% 1

NetworkPolicyManagementService {E} RegisteredProfile

* * _I*
PolicyInSystem ReferencedProfile

ManagedElement (Abstract) 1

ServiceAffectsElements

NetworkPolicyCondition {E}

* *
—
* * NetworkPolicyConditionin
: 1 NetworkPolicyRule {E}
PolicySetAppliesToElement— NetworkPolicyRule {E} <o
*
1
| . 1 * NetworkPolicyActionin - -
El ememSIettngata NetworkPolicyRule {E} NetworkPolicyAction {E}
* |
- - PolicySetComponent *
NetworkPolicyRuleSettingData {E}
]
SettingsDefineState
0.1|
QoSPolicyRuleSettingData {E} NetworkPolicyActionSettingData {E}
A
LoadBalancingPolicyRuleSettingData {E} LoadBalancingActionSettingData {E}

FirewallPolicyRuleSettingData {E}

Figure 1 — Network Policy Management Profile: Class diagram

Network Policy model is an extension of the existing CIM Policy model, where the
CIM_NetworkPolicyRule extends the CIM_PolicyRule class, and CIM_NetworkPolicyCondition and
CIM_NetworkPolicyAction extend CIM_Policy. CIM_NetworkPolicyManagementService extends the
CIM_Service class and provides policy management capabilities.

The Network Policy Management Service is hosted on a System (for example an instance of the
Computer System representing a network appliance, device or a network management system/controller)
and serves as a management gateway through which the instances of CIM_NetworkPolicyRule are
created, configured, and applied to the instances of CIM_ManagedElement subclasses, for example,

10 Work in Progress Version 1.0.0c
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CIM_Network, CIM_ProtocolEndpoint, subclasses of CIM_Service (e.g., for configuration of the routing
policies), etc.

The CIM_NetworkPolicyRule may be subclassed to represent different types of network policies, for
example CIM_QoSPolicyRule or CIM_LoadBalancingPolicyRule.

There is a set of Network Policy Conditions that can be associated with the particular Network Policy
Rule. These conditions determine when the particular policy will be invoked. The conditions can be
evaluated in the specified order (see the definition of the
CIM_NetworkPolicyConditionInNetworkPolicyRule association for how the condition evaluation order is
specified). The set of the CIM_NetworkPolicyAction instances associated with the Network Policy via the
CIM_NetworkPolicyActionInNetworkPolicyRule determines the actions that will be executed once the
policy is triggered.

The Network Policy Rule and Network Policy Action are configured via the instances of
CIM_NetworkPolicyRuleSettingData and CIM_NetworkPolicyActionSettingData classes or subclasses
thereof.

The CIM_NetworkPolicyRuleSettingData may be subclassed to represent the settings of the policies
extending Network Policy Management Profile, for example CIM_QoSPolicyRuleSettingData or
CIM_LoadBalancingPolicyRuleSettingData.

The CIM_NetworkPolicyActionSettingData may be subclassed to represent the settings of the policies
extending Network Policy Management Profile, for example CIM_LoadBalancingActionSettingData.

The CIM_NetworkPolicyServiceCapabilities class describes the capabilities offered by the Network Policy
Management Service. The CIM_RegisteredProfile provides the information about the Policy Management
Profile registration.

7 Implementation

This clause details the requirements related to the arrangement of instances and properties of instances
for implementations of this profile.

7.1 Representing the policy management capabilities

7.1.1 CIM_NetworkPolicyManagementService

The instance of the CIM_NetworkPolicyManagementService class serves as a management endpoint
through which the instances of CIM_NetworkPolicyRule shall be created, configured, and applied to the
managed elements. Zero or more instances of CIM_NetworkPolicyManagementService shall be
instantiated.

The instances of the CIM_NetworkPolicyManagementService shall be associated with the instance of the
scoping CIM_System through an instance of CIM_HostedService association.

7.1.2 CIM_NetworkPolicyServiceCapabilities

The CIM_NetworkPolicyServiceCapabilities class represents the capabilities offered by the
CIM_NetworkPolicyManagementService. There shall be at most one instance of the
CIM_NetworkPolicyServiceCapabilities class associated with at least one or more instances of
CIM_NetworkPolicyManagementService.

Version 1.0.0c Work in Progress 11
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7.2 Representing the Network Policy

7.2.1 CIM_NetworkPolicyRule

The CIM_NetworkPolicyRule class extends the CIM_PolicyRule and represents the Network Policy that is
instantiated, configured, and applied to the various managed elements. The CIM_NetworkPolicyRule
instance shall be associated with the scoping CIM_System through an instance of CIM_PolicylnSystem
association. The instance of the CIM_NetworkPolicyRule shall be associated with one instance of the
scoping CIM_System.

A CIM_NetworkPolicyRule instance that is applied to an instance of CIM_ManagedElement shall be
associated with the CIM_ManagedElement instance through an instance of
CIM_PolicySetAppliesToElement association.

7.2.2 CIM_NetworkPolicyCondition

The CIM_NetworkPolicyCondition extends the CIM_Policy class and specifies a particular condition,
which causes the associated network policy to be triggered once met. Each CIM_NetworkPolicyCondition
instance shall be associated with one instance of the CIM_NetworkPolicyRule through the instance of
CIM_NetworkPolicyConditionInNetworkPolicyRule association.

7.2.3 CIM_NetworkPolicyAction

The CIM_NetworkPolicyAction class extends the CIM_Policy class and determines an action taken once
the policy is triggered. Each CIM_NetworkPolicyAction instance shall be associated with one instance of
the CIM_NetworkPolicyRule through the CIM_NetworkPolicyActioninNetworkPolicyRule association
instance.

7.3 Network Policy configuration

7.3.1 CIM_NetworkPolicyRuleSettingData

The CIM_NetworkPolicyRuleSettingData class extends the CIM_SettingData class and specifies the
setting data for the network policy.

An instance of the CIM_NetworkPolicySettingData shall be associated to the instance of
CIM_NetworkPolicyRule through an instance of CIM_ElementSettingsData association.

7.3.1.1 CIM_QoSPolicyRuleSettingData

The CIM_QoSPolicyRuleSettingData class extends the CIM_NetworkPolicyRuleSettingData class and
specifies the setting data for the QoS network policy.

7.3.1.2 CIM_FirewallPolicyRuleSettingData

The CIM_FirewallPolicyRuleSettingData class extends the CIM_NetworkPolicyRuleSettingData class and
specifies the setting data for the QoS network policy.

7.3.1.3 CIM_LoadBalancingPolicyRuleSettingData

The CIM_LoadBalancingPolicyRuleSettingData class extends the CIM_NetworkPolicyRuleSettingData
class and specifies the setting data for the load balancing network policy.

7.3.2 CIM_NetworkPolicyActionSettingData

CIM_NetworkPolicyActionSettingData class extends the CIM_NetworkPolicySettingData and specifies the
setting data for the Network Policy Action.

12 Work in Progress Version 1.0.0c
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An instance of the CIM_NetworkPolicyActionSettingData shall be associated to the instance of
CIM_NetworkPolicyAction through an instance of CIM_SettingsDefineState association.

7.3.2.1 CIM_LoadBalancingPolicyActionSettingData

CIM_LoadBalancingPolicyActionSettingData class extends the CIM_NetworkPolicyActionSettingData and
specifies the setting data for the load balancing network policy action.

8 Methods

This clause details the requirements for supporting intrinsic operations and extrinsic methods for the CIM
elements defined by this profile.

8.1 Extrinsic methods

If synchronous execution of a method succeeds, the implementation shall set a return value of
0 (Completed with No Error).

If synchronous execution of a method fails, the implementation shall set a return value of 2 (Failed) or a
more specific return code as specified with the respective method.

If a method is executed as an asynchronous task, the implementation shall perform all of the following
actions:

e Create a Job object according to DSP1103 Job Control Profile.
e  Set areturn value of 4096 (Job Started).

8.1.1 Job parameter

The implementation shall set the value of the Job parameter as a result of an asynchronous execution of
a method of the CIM_NetworkPolicyService as follows:

. If the method execution is performed synchronously, the implementation shall set the value to
NULL.

. If the method execution is performed asynchronously, the implementation shall set the value to
refer to the instance of the CIM_ConcreteJob class that represents the asynchronous task.

8.1.2 CIM_NetworkPolicyService.CreatePolicyRule()

The implementation of the CreatePolicyRules( ) method is required; the provisions in this subclause apply
in addition to behavior applicable to all extrinsic methods as specified in 8.1.

This method creates instances of CIM_NetworkPolicyRule class, CIM_NetworkPolicyCondition,
CIM_NetworkPolicyAction, CIM_NetworkPolicyRuleSettingData, and
CIM_NetworkPolicyActionSettingData classes and all mandatory associations between these instances
as described in clause 7.

Profile implementation should make sure that the types of the policy actions, network policy rule setting
data, and network policy action setting data match to represent a configuration of the particular policy
type, for example load balancing or firewall policy.

Input: NetworkPolicyAction[], ActionsOrder[] (uint16) (optional), NetworkPolicyCondition([],
ConditionGroupNumber[] (uint16), NetworkPolicyRuleSettingData[], NetworkPolicyActionSettingData[],
SequenceNumber, NetworkPolicyRule, REF ParentNetworkPolicyRule (optional), REF
ManagedElement][] (optional)

Output: REF to NetworkPolicyRule

Version 1.0.0c Work in Progress 13
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8.1.3 CIM_NetworkPolicyService.DeletePolicyRules()

The implementation of the DeletePolicyRules( ) method is required; the provisions in this subclause apply
in addition to behavior applicable to all extrinsic methods as specified in 8.1.

This method removes all associated instances of CIM_NetworkPolicyAction,
CIM_NetworkPolicyCondition, CIM_NetworkPolicyRuleSettingData, and
CIM_NetworkPolicyActionSettingData that are only associated with the rule specified in this method input
parameter.

The requested CIM_NetworkPolicyRule instances shall be associated with this network policy service in
order for them to be removed

Input: REF NetworkPolicyRule[]

8.1.4 CIM_NetworkPolicyService.ApplyPolicyRule() (optional)

The implementation of the ApplyPolicyRules( ) method is optional; the provisions in this subclause apply
in addition to behavior applicable to all extrinsic methods as specified in 8.1.

Applies the Network Policy Rule to the specified instances of the CIM_ManagedElement. This method
creates the instances of the CIM_PolicySetAppliesToElement association between the specified instance
of the CIM_NetworkPolicyRule and the instances of CIM_ManagedElement subclasses, which references
are supplied.

Input: REF NetworkPolicyRule, REF ManagedElement][]

8.1.5 CIM_NetworkPolicyService.ReleasePolicyRule() (optional)

The implementation of the ReleasePolicyRules( ) method is optional; the provisions in this subclause
apply in addition to behavior applicable to all extrinsic methods as specified in 8.1.

Removes the Network Policy Rule from the ManagedElement instances it was applied before. This
method deletes the instances of the CIM_PolicySetAppliesToElement association between the specified
instance of the CIM_NetworkPolicyRule and the instances of CIM_ManagedElement subclasses, which
references are supplied.

Input: REF NetworkPolicyRule, REF ManagedElement[]

8.2 Profile conventions for operations

For each profile class (including associations), the implementation requirements for operations, including
those in the following default list, are specified in class-specific subclauses of this clause.

The default list of operations is as follows:
. Getlnstance
. Enumeratelnstances
. EnumeratelnstanceNames
e  Associators
e  AssociatorNames
. References

. ReferenceNames

14 Work in Progress Version 1.0.0c
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8.3 CIM_NetworkPolicyManagementService

All operations in the default list in 8.1 shall be implemented as defined in DSP0200.

8.4 CIM_NetworkPolicyServiceCapabilities

All operations in the default list in 8.1 shall be implemented as defined in DSP0200.

8.5 CIM_NetworkPolicyRule

All operations in the default list in 8.1 shall be implemented as defined in DSP0200.

8.6 CIM_NetworkPolicyCondition

All operations in the default list in 8.1 shall be implemented as defined in DSP0200.

8.7 CIM_NetworkPolicyAction

All operations in the default list in 8.1 shall be implemented as defined in DSP0200.

8.8 CIM_NetworkPolicyRuleSettinigData

All operations in the default list in 8.1 shall be implemented as defined in DSP0200.

8.9 CIM_NetworkPolicyActionSettingData

All operations in the default list in 8.1 shall be implemented as defined in DSP0200.

Version 1.0.0c Work in Progress
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9 Use cases

This clause contains object diagrams and use cases for the Network Policy Management Profile.

9.1 Profile registration

The object diagram in Figure 2 shows one possible method for advertising profile conformance.

profilel : RegisteredProfile cs : System

RegisteredOrganization : DMTF
RegisteredName : Network Policy Management Profile
RegisteredVersion : 1.0.0

HostedService

ElementConformsToProfile Service : PolicyManagementService
L

Figure 2 — Registered profile
9.2 Profile extension and usage examples

9.2.1 Extending and using the Network Policy Management Profile

The Network Policy Management Profile is a base profile that specifies the CIM Schema and use cases
associated with the general and common aspects of Network Policy Management. This profile is intended
to be extended to represent various kinds of network policies, such as Load Balancing, Firewall, QoS,
Routing, etc.

The extension is generally performed by subclassing CIM_NetworkPolicyRulesSettingData to represent
the settings specific to the particular type of Network Policy, for example Load Balancer by introducing
CIM_LoadBalancingPolicyRuleSettingData and by subclassing CIM_NetworkPolicyActionSettingData if
the particular type of actions require specific configuration parameters, for example by introducing
CIM_LoadBalancingActionSettingData to specify the action settings for the load balancing actions.

The class diagram on Figure 3 represents the Policy Rule and Action extensions for the Load Balancer,
Firewall, and QoS specific Network Policies.

16 Work in Progress Version 1.0.0c



414

415
416

417

418
419
420
421

422
423
424

DSP1048

SettingData

A

Network Policy Management Profile

NetworkPolicyRuleSettingData {E}

QoSPolicyRuleSettingData {E}

TransmitBandwidthReservation: uint64
TransmitBandwidthLimit: uint64
MaxTrafficDelay: uint64
MaxTrafficJitter: uint64
MaxTrafficLoss: real64

MaxBurstSize: uint64

MinBurstSize: uint64

A

LoadBalancingPolicyRuleSettingData {E}

ServerPoolName: string
VirtuallPAddress: string
VirtualPortNumber: uint16
ServerPoolMemberlPAddresses: string[ ]
ServerPoolMemberPortNumbers: uint16[ ]
ServerPoolMemberWeights: uint16][ ]
InputNetworkName: string

Algorithm: uint16{Enum}

Protocol: string

FirewallPolicyRuleSettingData {E}

FromGroup: string[]
ToGroup: string[]

NetworkPolicyActionSettingData {E}

?

LoadBalancingActionSettingData {E}

HealthCheckPolicyType: uintl6
HealthCheckPolicyKey: string
HealthCheckPolicyValue: string
HealthCheckPolicyInterval: datetime
HealthCheckPolicyTimeout: datetime
HealthCheckPolicylntervalForRecovery: datetime
HealthCheckPolicyFailDetectCount: uint16
HealthCheckPolicyHitsForRecovery: uint16
PersistenceType: uint16

PersistenceKey: string

PersistenceValue: string
PersistenceTimeout: datetime
ConnectionMaxLimit: uint64
ConnectionNormalLimit: uint64
BandwidthMaxLimit: uint64
BandwidthNormalLimit: uint64
EncryptionAlgorithm: string

Figure 3 — Network Management Policy extensions

9.2.2 Load Balancer configuration

Figure 4 illustrates one of the possible load balancing scenarios. In this case the Load Balancer needs to
redirect the IP traffic, coming from the external network to one of the Virtual Machines (VM), hosted by the
same Physical Host. The VMs are connected to the internal network and their IP addresses can be

resolved via NAT.

The IP traffic that needs to be load balanced is coming to port 80 and the load balancing needs to be
performed using Round Robin algorithm, where each VM can be assigned its own weight. In this example
VM1 has been assigned weight equal to 6 and VM2 has been assigned weight equal to 3.

Version 1.0.0c
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Physical Host
VM VM Parameter Configuration
Value
{Se'w_e|r1} (Server2) Algorithm RoundRobin
LJ Virtual Port 80
VM1 Destination Port |80
VM2 Destination Port |80
— Physical NIC — VM1 weight 6
VM2 weight 3
NetworkPolicyActions | Source NAT
Load balance
Green Network
Load Balancer
{Provided by the
Virtual |P—" Infrastructure)
I
External Network
Figure 4 — Example load balancing scenario
Cs:ComputerSystem
HostedIService Name: Load Balancer
NetworkPolicyCondition NetworkPoIicyMaInagementService
gzggii?g)(/sg;:ls(;iestPAddr) ServiceType: 2 (LoadBalancer) Actl:NetworkPolicyAction
ParameterValue: 1.1.1.1 | | ActionType: 12 (sourceNAT)
OrderedDependency )
NetworkPolicyConditionin ActionOrder: 1

GroupNumber: 1

Vm1:ComputerSystem

NetworkF;olicyRuIe
Name: VM1

I
PolicyRuleName: LBL PolicySetAppliesToElement

————<>{ ConditionListType: 2 (CNF)

SequencedActions: 1 (Mandatory)

Vm2:ComputerSystem

Name: VM2

N

ActionOrder: 2

NetworkPolicyCondition ElementSettingData

Act2:NetworkPolicyAction

ParameterType: 7 (destPort)
Operator: 2 (equals)
ParameterValue: 80

LoadBal ingPolicyRuleSettingDat N
oadbaiancingrolicyRulesettinglata ActionType: 4 (loadBalance)

ServerPoolName: pooll

VirtuallPAddress: 1.1.1.1

VirtualPortNumber: 80
ServerPoolMemberlPAddresses: [ 1.1.1.2, 1.1.1.3]
ServerPoolMemberPorts: [ 80, 80]
ServerPoolMemberWeights: [3, 6 ]
InputNetworkName: external

Algorithm: 13 (WeightedRoundRobin)

Figure 5 — Example load balancing configuration using Network Policy

Figure 5 shows how such load balancing configuration can be modeled using Network Policy model. As
per Network Policy model extension principles described earlier in clause 9.2.1, we are creating instances
of CIM_LoadBalancingPolicyRuleSettingData classes to capture the specific configuration parameters of
the load balancer, such as VM weights, load balancing algorithm, and VM destination ports.
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In the case of the Round Robin load balancing algorithm, there is no need to create the additional
instances of the CIM_LoadBalancingActionSettingData class.

The instances of CIM_NetworkPolicyCondition classes capture some of the configuration parameters,
notably the destination ports for incoming IP traffic.

9.2.3 Firewall configuration

Another example of extending and using the Network Policy Management profile is configuration of
firewalls. Consider the example firewall configuration scenario outlined on the Figure 6. Here we are
configuring four network groups with the different rules permitting or denying traffic flow between them
and the external network.

Each group can contain individual or several networks (e.g., Red Network or Green Network) or can be a
collection of virtual machines or servers in the particular network (e.g., Server 1 in Red Network).

Physical Host Physical Host
™ VM M Cloe Description
(Server3) (Serverl) (Server?) Name

Groupl | RedNetwork
Group2 | Green Network
Group3 | Serverlinred Network

] ] Group4 | ExternalNetwork

— Physical NIC |— — Physical NIC —

Firewall Rules
From To Description
Group2 Groupl | AllowHTTP
Group4 Groupl | Allow SSHfrom a concrete IP
Firewall Groupl | Group2 | Allow HTTP
(Provided by the Group2 | Group3 | AllowHTTPS

Infrastructure)

Green Network Red Network

]
External Network

Figure 6 — Example firewall configuration scenario

The Firewall Rules table in Figure 6 describes the traffic flow rules between various groups used in this
example.

Figure 7 illustrates how the firewall rules described earlier can be modeled using Network Policy model.

In this case we are using instances of CIM_FirewallPolicyRuleSettingData to specify some of the firewall
configuration data, such as the names of the Groups for which the particular policy instance is configured.

The instances of CIM_NetworkPolicyCondition class specify the traffic characteristics (e.g., source IP
address and port number) that are used to trigger the particular policy (represented as an instance of
CIM_NetworkPolicyRule), which controls the traffic flow in the system.

The only type of action used by this model is the Permit action (represented via the instance of
CIM_NetworkPolicyAction class with the actionType property set to ‘permit’), which indicates that the
particular policy permits the flow of traffic between the groups once the matching conditions trigger the
execution of the particular policy instance.

Version 1.0.0c Work in Progress 19
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NetworkPolicyManagementService

ServiceType: 4 (firewall)

FirewallPolicyRuleSettingData FirewallPolicyRuleSettingData

FromGroup: [group4] —eeeeee—ServiceAffectsElement: FromGroyp: [group2]
ToGroup: [groupl] ToGroup: [group3]

FirewallPolicyRuleSettingData

ElementSettingData FromGroup: [group2,group1]

ToGroup: [groupl,group2] ElementSettingData

T
ElementSettingData
1

) NetworkPolicyRule NetwurkF;uIicyRule NetworkPolicyRule )
. X PolicyRuleName: R1_AllowSSHFromIP PolicyRuleName: R1_AllowHTTP PolicyRuleName: R1_AllowHTTPS
onditionListType: onditionListType: onditionListType:
Ngmmmgmmn_oc ditionListType: 2 (CNF, ConditionListType: 2 (CNF) ConditionListType: 2 (CNF k>
equencedActions: 3 (DontCare; equencedActions: 3 (DontCare; equencedActions: ontCare)
NetworkPolicyRule S dA 3 (DontC; S dA 3 (DontC; St dA 3 (DontC:
NetworkPolicyConditionin - N KPoli itionl
NetworkPolicyRul NetworkPolicyConditionin NetworkPolicyConditionin
e NetworkPolicyRule NetworkPolicyRule
NetworkPolicyCondition NetworkPolicyCondition NetworkPolicyCondition
ParameterType: 2 (sourcelPAddr) Parameter: 5 (sourcePort) Parameter: 5 (sourcePort) NetworkPolicyActionin
Operator: 2 (equals) Operator: 2 (equals) — Operator: 2 (equals) — NetworkPolicyRule
ParameterValue: 95.18.31.209 an Value: 443
Value: 80 -
NetworkPolicyCondition NetworkPolicyCondition NetworkPolicyCondition
ParameterType: 5 (sourcePort) — Parameter: 7 (destinationPort) Parameter: 7 (destinationPort) | |
Operator: 6 (greaterThanOrEqual) Operator: 2 (equals) — Operator: 2 (equals)
ParameterValue: 2048 (2048-65535) value: 80 Value: 443

NetworkPolicyCondition NetworkPolicyActionln
NetworkPolicyRule

ParameterType: 7 (destPort) | — NetworkPolicyCondition
Operator: 2 (equals)
ParameterValue: 22 ParameterType: 16 (protocol) NetworkPolicyCondition
Operator: 2 (equals)
ParameterValue: TCP ParameterType: 16 (protocol)
NetworkPolicyCondition Operator: 2 (equals)
ParameterValue: TCP
NetworkPolicyAction ParameterType: 16 (protocol)
Operator: 2 (equals) NetworkPolicyAction NetworkPolicyAction
ActionType: 2 (permit) ParameterValue: TCP
ActionType: 2 (permit) ActionType: 2 (permit)
460 Figure 7 — Example firewall configuration scenario using Network Policy

461 9.2.4 QoS Service configuration

462 Figure 8 shows the example Quality of Service (QoS) configurations. Here we have three classes of
463 service — Gold, Bronze, and Silver, each with different traffic characteristics, such as maximum allowed
464 bandwidth, maximum delay, jitter, and others.

465  These QoS characteristics can be applied to the traffic, generated by the particular applications, for
466 example between SIP clients and server, MySQL applications deployed in Tomcat, etc.

467  The purpose of the QoS policies is to control the use of the network resources according to selected class
468 of service.
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* QoS Scenario.

— BandwidthReservation: 2 Mbps

— BandwidthLimit: 5 Mbps
— MaxTrafficDelay: 150 ms
— MaxTrafficditter: 50 ms

— RequestedMax|PTrafficLoss: 0.05%

— Rule: Match SIP Application

— BandwidthReservation: 1 Mbps

— BandwidthLimit: 2 Mbps
— MaxTrafficDelay: 50 ms

— RequestedMax|PTrafficLoss: 0.02%
— Rule: Match MySQL Application

— BandwidthReservation: 5 Mbps

— BandwidthLimit: 10 Mbps

— MaxTrafficDelay: 150 ms

— RequestedMax|PTrafficLoss: 0.02%

— Rule: Match TomCat Application traffic on port 8080

Network Policy Management Profile

- BRONZE

Figure 8 — Example QoS Service configuration

NetworkPolicymanagementServic

ServiceType: 3 (QoS)

NetworkPolicyRule

ServiceAffectsElement

PolicyRuleName: QoS_Gold
ConditionListType: 2 (CNF)
SequencedActions: 3 (DontCare)

NetworkPolicyRule

NetworkPolicyConditionIn

T
ElementSettingData
1

NetworkPolicyRule

QoSPolicyRuleSettingData

TransmitBandwidthReservation: 2000000 (bps)

TransmitBandwidthLimit: 5000000 (bps)
MaxTrafficDelay: 150000000 (ns)
MaxTrafficJitter: 50000000 (ns)
MaxTrafficLoss: 0.05 (%)

NetworkPolicyAction

ActionType:3 (apply)

NetworkPolicyCondition

ParameterType: 2 (sourcelPAddr)
Operator: 2 (equals)
ParameterValue: 1.1.1.1

NetworkPolicyCondition

P Type: 20 (Application)

Operator: 2 (equals)
ParameterValue: SIP

NetworkPolicyRule

PolicyRuleName: QoS_Silver
ConditionListType: 2 (CNF)
SequencedActions: 3 (DontCare)

O NetworkPolicyConditioninNetworkPolicyRule

NetworkPolicyCondition

ParameterType: 2 (sourcelPAddr)
Operator: 2 (equals)
ParameterValue: 1.1.1.1

T
ElementSettingData
1

NetworkPolicyConditionin

NetworkPolicyRule

QoSPolicyRuleSettingData

<
< o '

NetworkPolicyAction

NetworkPolicyCondition

ParameterType: 7 (destPort)

TransmitBandwidthReservation: 1000000 (bps)

TransmitBandwidthLimit: 2000000 (bps)
MaxTrafficDelay: 50000000 (ns)
MaxTrafficLoss: 0.02 (%)

NetworkPolicyRule

Operator:2 (equals)
ParameterValue: 3306

ActionType: 3 (apply)

NetworkPolicyCondition

ParameterType: 2 (sourcelPAddr)

NetworkPolicyConditioninNetworkPolicyRule

PolicyRuleName: Bronze_Rulel
ConditionListType: 2 (CNF)
SequencedActions: 3 (DontCare)

<>
>

T
ElementSettingData
f

NetworkPolicyRule

QoSPolicyRuleSettingData

BandwidthReservation: 5000000 (bps)
BandwidthLimit: 1000000 (bps)
MaxTrafficDelay: 150000000 (ns)
MaxTrafficLoss: 0.02 (%)

T
ElementSettingData
1

NetworkPolicyRule

NetworkPolicyRule

Figure 9 illustrates how various QoS policies can be configured using Network Policy Management

Profile.

PolicyRuleName: Bronze_Rule2
ConditionListType: 2 (CNF)
SequencedActions: 3 (DontCare)

k>——-

NetworkPolicyConditionin

[ | ParameterType: 2 (sourcelPAddr)
NetworkPolicyConditionin | Operator: 2 (equals)

NetworkPolicyActioninNetworkPolicyRule

Operator: 2 (equals)
ParameterValue: 1.1.1.1

NetworkPolicyAction

NetworkPolicyCondition

ParameterType: 7 (destPort)
Operator: 2 (equals)
ParameterValue: 8080

NetworkPolicyCondition

ParameterValue: 1.1.1.2

ActionType:3 (apply)

K >———NetworkPolicyActioninNetworkPolicyRule

NetworkPolicyAction

ActionType: 3 (apply)

Figure 9 - Example QoS Service configuration
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10 CIM Elements

DSP1048

Table 2 shows the instances of CIM Elements for this profile. Instances of the CIM Elements shall be
implemented as described in Table 2. Clauses 7 (“Implementation”) and 8 (“Methods”) may impose

additional requirements on these elements.

Table 2 — CIM Elements: Network Policy Management Profile

Element Name Requirement Description
Classes

CIM_NetworkPolicyManagementService Required See clauses 7.1.1
CIM_NetworkPolicyRule Optional See clauses 7.2.1
CIM_NetworkPolicyCondition Optional See clauses 7.2.2
CIM_NetworkPolicyAction Optional See clauses 7.2.3
CIM_NetworkPolicySettingData Optional See clauses 7.3.1
CIM_NetworkPolicyActionSettingData Optional See clauses 7.3.2
CIM_NetworkPolicyServiceCapabilities Optional See clauses 7.1.2

Association and endpoints

Indications

None defined in this profile
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