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���� 1>KLBHG����������
� �
�� ������������������������������������������������������������������������������������������������������������ ���
���� 1>KLBHG����������
�
�� ������������������������������������������������������������������������������������������������������������ ���
���� 1>KLBHG�����������
�
�� ������������������������������������������������������������������������������������������������������������ ���
���� 1>KLBHG�����������
�
��� ������������������������������������������������������������������������������������������������������������ ���

�� �B;EBH@K:IAR�������������������������������������������������������������������������������������������������������������������������������������������� ���

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= �



14 1 Foreword

�� /A> Security Protocols and Data Models (SPDM) 2 HKDBG@�"KHNI�H?�MA>�(/! IK>I:K>=�MA>Security Protocol and

Data Model (SPDM) Specification ��.+�������(/!�BL�:�GHM
?HK
IKH?BM�:LLH<B:MBHG�H?�BG=NLMKR�F>F;>KL�MA:M

IKHFHM>L�>GM>KIKBL>�:G=�LRLM>FL�F:G:@>F>GM�:G=�BGM>KHI>K:;BEBMR��!HK�BG?HKF:MBHG�:;HNM��(/!	�L>> �(/! �

�� /ABL�O>KLBHG�LNI>KL>=>L�O>KLBHG�������:G=�BML�>KK:M:�O>KLBHGL��!HK�:�EBLM�H?�MA>�<A:G@>L	�L>>�)) 3� ��BG?HKF:MBO>�

<A:G@>�EH@�

17 1.1 Acknowledgments

�� �(/!�:<DGHPE>=@>L�MA>�?HEEHPBG@�BG=BOB=N:EL�?HK�MA>BK�<HGMKB;NMBHGL�MH�MABL�=H<NF>GM�

�� Contributors:

V -B<A>EE>��AEO>KL�[��KH:=<HF�$G<�

V %>??��G=>KL>G�[�"HH@E>

V '>>��:EE:K=�[��>EE�/ ><AGHEH@B>L

V .M>O>G��>EEH<D�[�)1$�$���HKIHK:MBHG

V #>G@��:B�[��EB;:;:�"KHNI

V +:MKB<D��:IHK:E>�[�'>GHOH

V 4N
4N:G��A>G�[�$GM>E��HKIHK:MBHG

V �G=K>P��K:I>K�[�$GM>E��HKIHK:MBHG

V )B@>E� =P:K=L�[�#>PE>MM�+:<D:K=� GM>KIKBL>

V �:GBBE� @K:GHO�[��KF�'BFBM>=

V +ABEBI�#:PD>L�[�,N:E<HFF�$G<�

V �K>MM�#>GGBG@�[��KH:=<HF�$G<�

V %>??�#BEE:G=�[�#>PE>MM�+:<D:K=� GM>KIKBL>

V 4B�#HN�[�(B<KH<ABI

V "N>KG>R�#NGM�[�$�(

V 4NO:E�$MDBG�[�)1$�$���HKIHK:MBHG

V /A>H�&HNEHNKBL�[�#>PE>MM�+:<D:K=� GM>KIKBL>

V -:@ANI:MAR�&KBLAG:FNKMAR�[�)1$�$���HKIHK:MBHG

V �>GC:FBG�'>B�[�'>GHOH

V 'NBL�'N<B:GB�[�#>PE>MM�+:<D:K=� GM>KIKBL>

V (:LHN=�(:GHH�[�'>GHOH

V �HG:E=�(:MMA>PL�[��=O:G<>=�(B<KH��>OB<>L	�$G<�

V (:A>LA�):MN�[�$GM>E��HKIHK:MBHG

V �A:G=K:�)>EH@:E�[��>EE�/><AGHEH@B>L

V  =P:K=�)>PF:G�[�#>PE>MM�+:<D:K=� GM>KIKBL>

.+�(�.I><B?B<:MBHG �.+���

� +N;EBLA>= 1>KLBHG������
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V �E>Q:G=>K�)HOBMLDBR�[�$GM>E��HKIHK:MBHG

V %BF�+:GB:G�[�,N:E<HFF�$G<�

V .<HMM�+ANHG@�[��BL<H�.RLM>FL�$G<�	��QB:=H��HKIHK:MBHG

V %>??K>R�+E:GD�[�(B<KH<ABI

V 1BLP:G:MA�+HGGNKN�[��>EE�/><AGHEH@B>L

V 'HABMA�-:G@:II:�[�(:KO>EE�/ ><AGHEH@R	�$G<�

V 3B:HRN�-N:G�[�$GM>E��HKIHK:MBHG

V )BMBG�.:K:G@=A:K�[�$GM>E��HKIHK:MBHG

V 1B=R:�.:MR:FL>MMB�[�"HH@E>

V #>F:E�.A:A�[��KH:=<HF�$G<�

V 4HGB�.AM>KGA>EE�[�2>LM>KG��B@BM:E�/><AGHEH@B>L	�$G<�

V .KBD:GMA�1:K:=:K:C:G�[�$GM>E��HKIHK:MBHG

V +>G@�3B:H�[��EB;:;:�"KHNI

V ,BG@�4:G@�[��EB;:;:�"KHNI

V %B>P>G�4:H�[�$GM>E��HKIHK:MBHG

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= �



20 2 Intr oduction

�� /A> Security Protocol and Data Model (SPDM) Specification =>?BG>Lmessages	�=:M:�H;C><ML	�:G=�L>JN>G<>L�?HK

I>K?HKFBG@�F>LL:@>�>Q<A:G@>L�HO>K�:�O:KB>MR�H?�MK:GLIHKM�:G=�IARLB<:E�F>=B:��/A>�=>L<KBIMBHG�H?�F>LL:@>

>Q<A:G@>L�BG<EN=>Lauthentication :G=�IKHOBLBHGBG@�H?�A:K=P:K>�B=>GMBMB>L	�F>:LNK>F>GM�?HK�?BKFP:K>�B=>GMBMB>L	

L>LLBHG�D>R�>Q<A:G@>�IKHMH<HEL�MH�>G:;E>�<HG?B=>GMB:EBMR�PBMA�BGM>@KBMR
IKHM><M>=�=:M:�<HFFNGB<:MBHG	�:G=�HMA>K

K>E:M>=�<:I:;BEBMB>L��/A>�.+�(�>G:;E>L�>??B<B>GM�:<<>LL�MH�EHP
E>O>E�L><NKBMR�<:I:;BEBMB>L�:G=�HI>K:MBHGL��*MA>K

F><A:GBLFL	�BG<EN=BG@�GHG
�(/!
=>?BG>=�F><A:GBLFL	�<:G�NL>�MA>�.+�(�

22 2.1 Advice

�� /A>�:NMAHKL�K><HFF>G=�K>:=>KL�OBLBM�MNMHKB:E�:G=�>=N<:MBHG�F:M>KB:EL�NG=>K.><NKBMR�+KHMH<HEL�:G=��:M:�(H=>EL:G=

+E:M?HKF�(:G:@>F>GM��HFFNGB<:MBHGL�$G?K:LMKN<MNK>��+(�$�HG�MA>��(/!�P>;LBM>�IKBHK�MH�HK�=NKBG@�MA>�K>:=BG@�H?

MABL�LI><B?B<:MBHG�MH�A>EI�NG=>KLM:G=�MABL�LI><B?B<:MBHG�

24 2.2 Conventions

�� /A>�?HEEHPBG@�<HGO>GMBHGL�:IIER�MH�:EE�.+�(�LI><B?B<:MBHGL�

26 2.2.1 Document conv entions

V �H<NF>GM�MBME>L�:II>:K�BGitalics�

V /A>�?BKLM�H<<NKK>G<>�H?�>:<A�BFIHKM:GM�M>KF�:II>:KL�BGitalics PBMA�:�EBGD�MH�BML�=>?BGBMBHG�

V ��)!�KNE>L�:II>:K�BG�:�FHGHLI:<>=�?HGM�

27 2.2.2 Reserved and unassigned v alues

�� 0GE>LL�HMA>KPBL>�LI><B?B>=	�:GR�K>L>KO>=	�NGLI><B?B>=	�HK�NG:LLB@G>=�O:EN>L�BG�>GNF>K:MBHGL�HK�HMA>K�GNF>KB<

K:G@>L�:K>�K>L>KO>=�?HK�?NMNK>�=>?BGBMBHG�;R��(/!�

�� 0GE>LL�HMA>KPBL>�LI><B?B>=	�?B>E=�O:EN>L�F:KD>=�:L�->L>KO>=�LA:EE�;>�PKBMM>G�:L�S>KH��H �	�B@GHK>=�PA>G�K>:=	�GHM

FH=B?B>=	�:G=�GHM�BGM>KIK>M>=�:L�:G�>KKHK�B?�GHM�S>KH	�:G=�NL>=�BG�MK:GL<KBIM�A:LA�<:E<NE:MBHGL�:L�BL�

30 2.2.3 Byte order ing

�� 0GE>LL�HMA>KPBL>�LI><B?B>=	�?HK�:EE�.+�(�LI><B?B<:MBHGLbyte HK=>KBG@�H?�FNEMB
;RM>�GNF>KB<�?B>E=L�HK�FNEMB
;RM>�;BM

?B>E=L�BLlittle endian �MA:M�BL	�MA>�EHP>LM�;RM>�H??L>M�AHE=L�MA>�E>:LM�LB@GB?B<:GM�;RM>	�:G=�AB@A>K�H??L>ML�AHE=�MA>�FHK>

LB@GB?B<:GM�;RM>L��

.+�(�.I><B?B<:MBHG �.+���

� +N;EBLA>= 1>KLBHG������

https://www.dmtf.org/standards/spdm
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32 2.2.3.1 Hash byte order

�� !HK�?B>E=L�HK�O:EN>L�<HGM:BGBG@�:�=B@>LM�HK�A:LA	�.+�(�IK>L>KO>L�MA>�;RM>�HK=>K�H?�MA>�=B@>LM�:L�MA>�LI><B?B<:MBHG�H?�:

@BO>G�A:LA�:E@HKBMAF�=>?BG>L��.+�(�OB>PL�MA>L>�=B@>LML	�LBFIER	�:L�:�LMKBG@�H?�H<M>ML�PA>K>�MA>�?BKLM�;RM>�BL�MA>

E>?MFHLM�;RM>�H?�MA>�=B@>LM	�MA>�L><HG=�;RM>�BL�MA>�L><HG=�E>?MFHLM�;RM>	�MA>�MABK=�;RM>�BL�MA>�MABK=�E>?MFHLM�;RM>	�:G=

MABL�I:MM>KG�<HGMBGN>L�NGMBE�MA>�E:LM�;RM>�H?�MA>�=B@>LM��/ANL	�MA>�;RM>�HK=>K�?HK�.+�(�=B@>LML�HK�A:LA>L�BL��MA>�?BKLM

;RM>�BL�IE:<>=�:M�MA>�EHP>LM�H??L>M�BG�MA>�?B>E=�HK�O:EN>	�MA>�L><HG=�;RM>�BL�IE:<>=�:M�MA>�L><HG=�EHP>LM�H??L>M	�MA>�MABK=

;RM>�BL�IE:<>=�:M�MA>�MABK=�EHP>LM�H??L>M�BG�MA>�?B>E=�HK�O:EN>�:G=�MABL�I:MM>KG�<HGMBGN>L�NGMBE�MA>�E:LM�;RM>�

�� !HK�>Q:FIE>	�BG!$+.���
� 	�:�.#������A:LA�BL�MA>�<HG<:M>G:MBHG�H?�>B@AM���
;BM�PHK=L�PA>K>�>:<A�PHK=�BL�BGbig

endian HK=>K	�;NM�MA>�HK=>K�H?�PHK=L�=H>L�GHM�A:O>�:GR�>G=B:GG>LL�:LLH<B:M>=�PBMA�BM��.+�(�LBFIER�OB>PL�MABL

���
;BM�=B@>LM�:L�:�LMKBG@�H?�H<M>ML�MA:M�BL����;RM>L�BG�LBS>�PA>K>�MA>�?BKLM�;RM>�BL�MA>�O:EN>�:M�# 6�����7�H?�MA>�?BG:E

=B@>LM	�MA>�L><HG=�;RM>�BL�MA>�O:EN>�:M�# 6�����7	�MA>�MABK=�;RM>�BL�MA>�O:EN>�:M�# 6����7	�MA>�?HNKMA�;RM>�BL�MA>�O:EN>�:M

#  6��7	�MA>�?B?MA�;RM>L�BL�MA>�O:EN>�:M�#� 6�����7	�:G=�MABL�I:MM>KG�<HGMBGN>L�NGMBE�MA>�E:LM�;RM>	�PAB<A�BL�MA>�O:EN>�:M

# � 6��7	�PA>K>�MA>�!$+.���
��LI><B?B<:MBHG�=>?BG>L�# 	�# � 	�:G=�# � �

35 2.2.3.2 Encoded ASN.1 by te order

�� !HK�?B>E=L�HK�O:EN>L�<HGM:BGBG@�� -	�� -	�HK�� -�>G<H=>=�=:M:	�.+�(�IK>L>KO>L�MA>�;RM>�HK=>K�:L�=>L<KB;>=�BG

3��� LI><B?B<:MBHG��.+�(�OB>PL�:�� -	�� -	�HK�� -�>G<H=>=�=:M:�:L�LBFIER�:�LMKBG@�H?�H<M>ML�PA>K>�MA>�?BKLM�;RM>

BL�MA>�E>?MFHLM�;RM>�H?�!B@NK>���HK�!B@NK>���BG�MA>3��� LI><B?B<:MBHG	�MA>�L><HG=�;RM>�BL�MA>�L><HG=�E>?MFHLM�;RM>	�MA>

MABK=�;RM>�BL�MA>�MABK=�E>?MFHLM�;RM>	�:G=�MABL�I:MM>KG�<HGMBGN>L�NGMBE�MA>�E:LM�;RM>��/A>�?BKLM�;RM>�BL�:ELH�<:EE>=�>BMA>K�MA>

$=>GMB?B>K�H<M>M�HK�MA>�'>:=BG@�B=>GMB?B>K�H<M>M��/A>�3����LI><B?B<:MBHG�=>?BG>L�!B@NK>��	�!B@NK>��	�:G=�B=>GMB?B>K�H<M>ML�

2A>G�IHINE:MBG@�:�� -	�� -	�HK�� -�>G<H=>=�=:M:�BG�.+�(�?B>E=L	�MA>�?BKLM�;RM>�BL�IE:<>=�BG�MA>�EHP>LM�:==K>LL	

MA>�L><HG=�;RM>�BL�IE:<>=�BG�MA>�L><HG=�EHP>LM�H??L>M	�MA>�MABK=�;RM>�BL�IE:<>=�BG�MA>�MABK=�EHP>LM�H??L>M�BG�MA>�?B>E=�HK

O:EN>�:G=�MABL�I:MM>KG�<HGMBGN>L�NGMBE�MA>�E:LM�;RM>�

37 2.2.3.3 Octet str ing by te order

�� ��LMKBG@�H?�H<M>ML�BL�<HGO>GMBHG:EER�PKBMM>G�?KHF�E>?M�MH�KB@AM���ELH�;R�<HGO>GMBHG	�;RM>�S>KH�H?�MA>�H<M>M�LMKBG@�LA:EE�;>

MA>�E>?MFHLM�;RM>�H?�MA>�H<M>M	�;RM>���H?�MA>�H<M>M�LMKBG@�LA:EE�;>�MA>�L><HG=�E>?MFHLM�;RM>�H?�MA>�H<M>M	�:G=�MABL�I:MM>KG

LA:EE�<HGMBGN>�NGMBE�MA>�O>KR�E:LM�;RM>��2A>G�IE:<BG@�:G�H<M>M�LMKBG@�BGMH�:G�.+�(�?B>E=	�MA>�BMA;RM>�H?�MA>�H<M>M�LMKBG@

LA:EE�;>�IE:<>=�BG�MA>�BMAH??L>M�H?�MA:M�?B>E=�

�� !HK�>Q:FIE>	�B?�IE:<BG@�:G�H<M>M�LMK>:F�<HGLBLMBG@�H?��Q���Q���Q�!�Q����BGMH�����+ �� �.0- ( )/��'0 ?B>E=	

MA>G�H??L>M���MA>�EHP>LM�H??L>M��H?�����+ �� �.0- ( )/��'0 PBEE�<HGM:BG�Q��	�H??L>M���H?

�����+ �� �.0- ( )/��'0 PBEE�<HGM:BG�Q��	�H??L>M���H?�����+ �� �.0- ( )/��'0 PBEE�<HGM:BG�Q�!	�:G=�H??L>M���H?

�����+ �� �.0- ( )/��'0 PBEE�<HGM:BG�Q���

40 2.2.3.4 Signatur e byte order

�� !HK�?B>E=L�HK�O:EN>L�<HGM:BGBG@�:�LB@G:MNK>	�.+�(�:MM>FIML�MH�IK>L>KO>�MA>�;RM>�HK=>K�H?�MA>�LB@G:MNK>�:L�MA>

LI><B?B<:MBHG�H?�:�@BO>G�LB@G:MNK>�:E@HKBMAF�=>?BG>L��(HLM�LB@G:MNK>�LI><B?B<:MBHGL�=>?BG>�:�LMKBG@�H?�H<M>ML�:L�MA>

?HKF:M�H?�MA>�LB@G:MNK>	�:G=�HMA>KL�F:R�>QIEB<BMER�LM:M>�MA>�>G=B:GG>LL�LN<A�:L�BG�MA>�LI><B?B<:MBHG�?HK =P:K=L


�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= � �



�NKO>��B@BM:E�.B@G:MNK>��E@HKBMAF��0GE>LL�HMA>KPBL>�LI><B?B>=	�MA>�;RM>�HK=>K�H?�:�LB@G:MNK>�?HK�:�@BO>G�LB@G:MNK>

:E@HKBMAF�LA:EE�;>H<M>M�LMKBG@�;RM>�HK=>K�

42 2.2.3.4.1 ECDSA signatures byte order

�� !$+.�+0�����
� =>?BG>L- 	 . 	�:G=� ��.��LB@G:MNK>�MH�;> =-6�.> 	�PA>K> - :G= . :K>�CNLM�BGM>@>KL��!HK

 ��.��LB@G:MNK>L	�>Q<EN=BG@�.(�	�BG�.+�(	�MA>�LB@G:MNK>�LA:EE�;>�MA>�<HG<:M>G:MBHG�H?- :G= . ��/A>�LBS>�H?-

LA:EE�;>�MA>�LBS>�H?�MA>�L>E><M>=�<NKO>��'BD>PBL>	�MA>�LBS>�H?. LA:EE�;>�MA>�LBS>�H?�MA>�L>E><M>=�<NKO>��.>>

��. �.4(�'"* BG�����
���D����
�	�� ?HK�MA>�LBS>�H?- :G= . ��/A>�;RM>�HK=>K�?HK- :G= . LA:EE�;>�;B@
>G=B:G

HK=>K��2A>G�IE:<BG@� ��.��LB@G:MNK>L�BGMH�:G�.+�(�LB@G:MNK>�?B>E=	- LA:EE�<HF>�?BKLM	�?HEEHP>=�;R. �

44 2.2.3.4.2 SM2 signatur es byte order

�� "��/��������
��� =>?BG>L- :G= . :G=�.(��LB@G:MNK>L�MH�;>=-6�.> 	�PA>K> - :G= . :K>�CNLM�BGM>@>KL��/A>

LBS>�H?- :G= . LA:EE�>:<A�;>����;RM>L��/H�?HKF�:G�.(��LB@G:MNK>	- :G= . LA:EE�;>�<HGO>KM>=�MH�:G�H<M>M�LMK>:F

:<<HK=BG@�MH�"��/��������
����:G= "��/��������
��� PBMA�:�M:K@>M�E>G@MA�H?����;RM>L��'>M�MA>�K>LNEMBG@�H<M>M

LMKBG@�H?- :G= . ;>�<:EE>= ��JD� :G= ��JD� K>LI><MBO>ER��/A>�?BG:E�.(��LB@G:MNK>�LA:EE�;>�MA>�<HG<:M>G:MBHG�H?

��JD� :G= ��JD� ��2A>G�IE:<BG@�.(��LB@G:MNK>L�BGMH�:G�.+�(�LB@G:MNK>�?B>E=	�MA>�.(��LB@G:MNK>�;RM>�HK=>K�LA:EE

;> H<M>M�LMKBG@�;RM>�HK=>K�

46 2.2.4 Sizes and lengths

�� 0GE>LL�HMA>KPBL>�LI><B?B>=	�:EE�LBS>L�:G=�E>G@MAL�:K>�BG�NGBML�H?�;RM>L�

48 2.2.5 SPDM data type conv entions

49 2.2.5.1 SPDM data types

� / :;E>���[�.+�(�=:M:�MRI>L EBLML�MA>�:;;K>OB:MBHGL�:G=�=>L<KBIMBHGL�?HK�<HFFHG�=:M:�MRI>L�MA:M�.+�(�F>LL:@>

?B>E=L�:G=�=:M:�LMKN<MNK>�=>?BGBMBHGL�NL>��/A>L>�=>?BGBMBHGL�?HEEHP�.+�� �

�� Table 1 Ñ SPDM data types

Data type Interpretation

1 -P  B@AM
;BM�>G<H=BG@�H?�MA>�.+�(�O>KLBHG�GNF;>K� 1>KLBHG�>G<H=BG@=>?BG>L�MA>�>G<H=BG@�H?�MA>�O>KLBHG�GNF;>K�

�$/!$ '�P �RM>�PBMA��
;BM�?B>E=L�

�$/!$ '�IN / PH
;RM>�PHK=�PBMA���
;BM�?B>E=L�

52 2.2.5.2 Int egers

�� 0GE>LL�GHM>=�HMA>KPBL>	�BGM>@>KL�LA:EE�;>�NGLB@G>=�

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



54 2.2.6 Version encoding

�� /A> ����� -.$*) ?B>E=�K>IK>L>GML�MA>�O>KLBHG�H?�MA>�LI><B?B<:MBHG�MAKHN@A�:�<HF;BG:MBHG�H?Major :G= Minor GB;;E>L	

>G<H=>=�:L�?HEEHPL�

Version Matches Incremented when

(:CHK

(:CHK�O>KLBHG�?B>E=�BG�MA>

����� -.$*) ?B>E=�BG�MA>�.+�(

F>LL:@>�A>:=>K�

+KHMH<HE�FH=B?B<:MBHG�;K>:DL�;:<DP:K=�<HFI:MB;BEBMR�

(BGHK

(BGHK�O>KLBHG�?B>E=�BG�MA>

����� -.$*) ?B>E=�BG�MA>�.+�(

F>LL:@>�A>:=>K�

+KHMH<HE�FH=B?B<:MBHG�F:BGM:BGL�;:<DP:K=�<HFI:MB;BEBMR�

��  3�(+' �

�� 1>KLBHG�����^ H3KO

�� 1>KLBHG����^ H3IH

�� 1>KLBHG�����^ H3IJ

� �G endpoint MA:M�LNIIHKML�1>KLBHG�����<:G�BGM>KHI>K:M>�PBMA�:G�HE=>K�>G=IHBGM�MA:M�LNIIHKML�1>KLBHG����HK�HMA>K

IK>OBHNL�FBGHK�O>KLBHGL��2A>MA>K�:G�>G=IHBGM�LNIIHKML�BGM>K
HI>K:MBHG�PBMA�IK>OBHNL�FBGHK�O>KLBHGL�H?�MA>�.+�(

LI><B?B<:MBHG�BL�:G�BFIE>F>GM:MBHG
LI><B?B<�=><BLBHG�

�� �G�>G=IHBGM�MA:M�LNIIHKML�1>KLBHG�����HGER�:G=�:G�>G=IHBGM�MA:M�LNIIHKML�1>KLBHG�����HGER�:K>�GHM�BGM>KHI>K:;E>�:G=

LA:EE�GHM�:MM>FIM�MH�<HFFNGB<:M>�;>RHG=���D����
�� �

�� /ABL�LI><B?B<:MBHG�<HGLB=>KL�MPH�FBGHK�O>KLBHGL�MH�;>�BGM>KHI>K:;E>�PA>G�BM�BL�IHLLB;E>�?HK�:G�BFIE>F>GM:MBHG�MA:M�BL

<HG?HKF:GM�MH�:�AB@A>K�FBGHK�O>KLBHG�GNF;>K�MH�:ELH�<HFFNGB<:M>�PBMA�:G�BFIE>F>GM:MBHG�MA:M�BL�<HG?HKF:GM�MH�:

EHP>K�FBGHK�O>KLBHG�GNF;>K�PBMA�FBGBF:E�=B??>K>G<>L�BG�HI>K:MBHG��$G�LN<A�:�<:L>	�MA>�?HEEHPBG@�KNE>L�:IIER�

V �HMA�>G=IHBGML�LA:EE�NL>�MA>�L:F>�EHP>K�O>KLBHG�GNF;>K�BG�MA>����� -.$*) ?B>E=�?HK�:EE�F>LL:@>L�

V !NG<MBHG:EBMR�LA:EE�;>�EBFBM>=�MH�PA:M�MA>�EHP>K�FBGHK�O>KLBHG�H?�MA>�.+�(�LI><B?B<:MBHG�=>?BG>L�

V �HFINM:MBHGL�:G=�HMA>K�HI>K:MBHGL�;>MP>>G�=B??>K>GM�FBGHK�O>KLBHGL�H?�MA>�.><NK>=�(>LL:@>L�NLBG@�.+�(

LI><B?B<:MBHG�LAHNE=�K>F:BG�MA>�L:F>	�NGE>LL�L><NKBMR�BLLN>L�H?�EHP>K�FBGHK�O>KLBHGL�:K>�?BQ>=�BG�AB@A>K�FBGHK

O>KLBHGL�:G=�MA>�?BQ>L�K>JNBK>�<A:G@>�BG�<HFINM:MBHGL�HK�HMA>K�HI>K:MBHGL��/A>L>�=B??>K>G<>L�:K>�=>I>G=>GM�HG

MA>�O:EN>�BG�MA>����� -.$*) ?B>E=�BG�MA>�F>LL:@>�

V $G�:�G>P>K�FBGHK�O>KLBHG�H?�MA>�.+�(�LI><B?B<:MBHG	�:�@BO>G�F>LL:@>�<:G�;>�EHG@>K	�;BM�?B>E=L�:G=�>GNF>K:MBHGL

<:G�<HGM:BG�G>P�O:EN>L	�:G=�K>L>KO>=�?B>E=L�<:G�@:BG�?NG<MBHG:EBMR�� QBLMBG@�GNF>KB<�:G=�;BM�?B>E=L�K>M:BG�MA>BK

>QBLMBG@�=>?BGBMBHGL�

V  KK:M:�O>KLBHGL��BG=B<:M>=�;R�:�GHG
S>KH�O:EN>�BG�MA>�+��/ � -.$*)�0(� - ?B>E=�?HK�MA>���D����
�� K>JN>LM

:G= ����
�� K>LIHGL>�F>LL:@>L��<E:KB?R�>QBLMBG@�;>A:OBHKL�BG�MA>�.+�(�LI><B?B<:MBHG��/A>R�F:BGM:BG�;BMPBL>

<HFI:MB;BEBMR�PBMA�MA>�;:L>�O>KLBHG	�>Q<>IM�:L�K>JNBK>=�MH�?BQ�L><NKBMR�ONEG>K:;BEBMB>L�HK�MH�<HKK><M�FBLM:D>L�?KHF

MA>�;:L>�O>KLBHG�

�� !HK�=>M:BEL�HG�MA>�O>KLBHG�:@K>>F>GM�IKH<>LL	�L>>" /91 -.$*)�K>JN>LM�:G=�1 -.$*)�K>LIHGL>�F>LL:@>L ��/A>

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



=>M:BE>=�O>KLBHG�>G<H=BG@�MA:M�MA>����
�� K>LIHGL>�F>LL:@>�K>MNKGL�<HGM:BGL�:G�:==BMBHG:E�;RM>�MA:M�BG=B<:M>L

LI><B?B<:MBHG�;N@�?BQ>L�HK�=>O>EHIF>GM�O>KLBHGL��.>>/ :;E>���[�.N<<>LL?NE�1 -.$*)�K>LIHGL>�F>LL:@>�?HKF:M �

64 2.2.7 Notations

�� .+�(�LI><B?B<:MBHGL�NL>�MA>�?HEEHPBG@�GHM:MBHGL�

Notation Description

�*)��/ )�/ =>

/A>�<HG<:M>G:MBHG�?NG<MBHG�*)��/ )�/ =�6��6�9996�5> 	

PA>K>�MA>�?BKLM�>GMKR�H<<NIB>L�MA>�E>:LM
LB@GB?B<:GM�;BML�:G=�MA>

E:LM�>GMKR�H<<NIB>L�MA>�FHLM
LB@GB?B<:GM�;BML�

�8�

$G�?B>E=�=>L<KBIMBHGL	�MABL�GHM:MBHG�MRIB<:EER�K>IK>L>GML�:�K:G@>

H?�;RM>�H??L>ML�LM:KMBG@�?KHF�;RM>� :G=�<HGMBGNBG@�MH�:G=

BG<EN=BG@�;RM>� � ��T�� ��

/A>�EHP>LM�H??L>M�BL�HG�MA>�E>?M��/A>�AB@A>LM�H??L>M�BL�HG�MA>

KB@AM�

?L@

.JN:K>�;K:<D>ML�:KHNG=�:�GNF;>K�MRIB<:EER�BG=B<:M>�:�;BM

H??L>M�

�BM�H??L>ML�:K>�S>KH
;:L>=�O:EN>L��/A:M�BL	�MA>�E>:LM�LB@GB?B<:GM

;BM��?��@ ��H??L>M����

?�8�@

��K:G@>�H?�;BM�H??L>ML�PA>K>�(�BL�@K>:M>K�MA:G�HK�>JN:E�MH�)�

/A>�FHLM�LB@GB?B<:GM�;BM�BL�HG�MA>�E>?M	�:G=�MA>�E>:LM�LB@GB?B<:GM

;BM�BL�HG�MA>�KB@AM�

I�
��EHP>K<:L> � :?M>K�:�GNF;>K�<HGLBLMBG@�H?H L�:G= I L

BG=B<:M>L�MA:M�MA>�GNF;>K�BL�BG�;BG:KR�?HKF:M�

H3IJ� #>Q:=><BF:E	�:L�BG=B<:M>=�;R�MA>�E>:=BG@H3 �

�R 1:KB:;E>
E>G@MA�;RM>�K:G@>�MA:M�LM:KML�:M�;RM>�H??L>M�)�

A���4'*���B

0L>=�FHLMER�BG�?B@NK>L	�MABL�GHM:MBHG�BG=B<:M>L�MA:M�MA>�I:REH:=

LI><B?B>=�BG�MA>�>G<EHLBG@�<NKER�;K:<D>ML�BL�>G<KRIM>=�:G=�HK

:NMA>GMB<:M>=�;R�MA>�D>RL�=>KBO>=�?KHF�HG>�HK�FHK>�F:CHK

L><K>ML��/A>�LI><B?B<�L><K>M�NL>=�BL�=>L<KB;>=�MAKHN@AHNM�MABL

LI><B?B<:MBHG��!HK�>Q:FIE>	A�	���������B LAHPL�MA:M�MA>

#>:KM;>:M�F>LL:@>�BL�>G<KRIM>=�:G=�HK�:NMA>GMB<:M>=�;R�MA>

D>RL�=>KBO>=�?KHF�HG>�HK�FHK>�F:CHK�L><K>ML�

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



Notation Description

A���4'*���B88??� � @@

0L>=�FHLMER�BG�?B@NK>L	�MABL�GHM:MBHG�BG=B<:M>L�MA:M�MA>�I:REH:=

LI><B?B>=�BG�MA>�>G<EHLBG@�<NKER�;K:<D>ML�BL�>G<KRIM>=�:G=�HK

:NMA>GMB<:M>=�;R�MA>�D>RL�=>KBO>=�?KHF�F:CHK�.><K>M�3�

!HK�>Q:FIE>	 A�	���������B88??� J@@LAHPL�MA:M�MA>

#>:KM;>:M�F>LL:@>�BL�>G<KRIM>=�:G=�HK�:NMA>GMB<:M>=�;R�MA>

D>RL�=>KBO>=�?KHF�F:CHK�L><K>M� J �

?GA( ..�" D)�( B@ � GA!$ '�D)�( B

0L>=�MH�BG=B<:M>�:�?B>E=�BG�:�F>LL:@>�

V GA( ..�" D)�( B BL�MA>�G:F>�H?�MA>�K>JN>LM�HK�K>LIHGL>

F>LL:@>�

V GA!$ '�D)�( B BL�MA>�G:F>�H?�MA>�?B>E=�BG�MA>�K>JN>LM�HK

K>LIHGL>�F>LL:@>���G�:LM>KBLD��C ��BGLM>:=�H?�:�?B>E=

G:F>�F>:GL�:EE�?B>E=L�BG�MA:M�F>LL:@>�>Q<>IM�?HK�:GR

<HG=BMBHG:E�?B>E=L�MA:M�:K>�>FIMR��:L�?HK�>Q:FIE>

���D���	���� � �+�,0 ��/� ��

66 2.2.8 Text or str ing encoding

�� 2A>G�:�O:EN>�BL�BG=B<:M>=�:L�:�M>QM�HK�LMKBG@�=:M:�MRI>	�MA>�>G<H=BG@�?HK�MA>�M>QM�HK�LMKBG@�LA:EE�;>�:G�:KK:R�H?

<HGMB@NHNLbytes PAHL>�O:EN>L�:K>�HK=>K>=��/A>�?BKLM�;RM>�H?�MA>�:KK:R�K>LB=>L�:M�MA>�EHP>LM�H??L>M	�:G=�MA>�E:LM�;RM>

H?�MA>�:KK:R�BL�:M�MA>�AB@A>LM�H??L>M��/A>�HK=>K�H?�<A:K:<M>KL�BG�MA>�:KK:R�LA:EE�;>�LN<A�MA:M�MA>�E>?MFHLM�<A:K:<M>K�H?

MA>�LMKBG@�BL�IE:<>=�:M�MA>�?BKLM�;RM>�BG�MA>�:KK:R	�MA>�L><HG=�E>?MFHLM�<A:K:<M>K�BL�IE:<>=�BG�MA>�L><HG=�;RM>	�:G=�LH

?HKMA�NGMBE�MA>�E:LM�<A:K:<M>K�BL�IE:<>=�BG�MA>�E:LM�;RM>�

��  :<A�;RM>�BG�MA>�:KK:R�LA:EE�;>�MA>�GNF>KB<�O:EN>�MA:M�K>IK>L>GML�MA:M�<A:K:<M>K	�:L �.�$$�[�$.*�$ ����������

=>?BG>L�

�� / :;E>���[��LI=F��>G<H=BG@�>Q:FIE> LAHPL�:G�>G<H=BG@�>Q:FIE>�H?�MA>�LMKBG@��LI=F��

� Table 2 Ñ "spdm" encoding example

Offset Character Value

 L H3OK

� I H3OH

� = H3NL

� F H3N�

71 2.2.9 Deprecated mat erial

�� �>IK><:M>=�F:M>KB:E�BL�GHM�K><HFF>G=>=�?HK�NL>�BG�G>P�=>O>EHIF>GM�>??HKML�� QBLMBG@�:G=�G>P�BFIE>F>GM:MBHGL�<:G

NL>�MABL�F:M>KB:E	�;NM�MA>R�LA:EE�FHO>�MH�MA>�?:OHK>=�:IIKH:<A�:L�LHHG�:L�IHLLB;E>��$FIE>F>GM:MBHGL�<:G�BFIE>F>GM

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



:GR�=>IK><:M>=�>E>F>GML�:L�K>JNBK>=�;R�MABL�=H<NF>GM�MH�:<AB>O>�;:<DP:K=�<HFI:MB;BEBMR���EMAHN@A�BFIE>F>GM:MBHGL

<:G�NL>�=>IK><:M>=�>E>F>GML	�MA>R�:K>�=BK><M>=�MH�NL>�MA>�?:OHK>=�>E>F>GML�BGLM>:=�

�� /A>�?HEEHPBG@�MRIH@K:IAB<:E�<HGO>GMBHG�BG=B<:M>L�=>IK><:M>=�F:M>KB:E�

�� � +- �� / �

�� �>IK><:M>=�F:M>KB:E�:II>:KL�A>K>�

�� � +- �� / �

�� $G�IE:<>L�PA>K>�MABL�MRIH@K:IAB<:E�<HGO>GMBHG�<:GGHM�;>�NL>=��?HK�>Q:FIE>	�BG�M:;E>L�HK�?B@NK>L�	�MA>

�� +- �� / ���E:;>E�BL�NL>=�:EHG>�

78 2.2.10 Other conv entions

�� 0GE>LL�HMA>KPBL>�LI><B?B>=	�:EE�?B@NK>L�:K>�BG?HKF:MBO>�

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



80 3 Scope

�� /ABL�LI><B?B<:MBHG�=>L<KB;>L�AHP�MH�NL>�F>LL:@>L	�=:M:�H;C><ML	�:G=�L>JN>G<>L�MH�>Q<A:G@>�F>LL:@>L�;>MP>>G

MPH�=>OB<>L�HO>K�:�O:KB>MR�H?�MK:GLIHKML�:G=�IARLB<:E�F>=B:��/ABL�LI><B?B<:MBHG�<HGM:BGL�MA>�F>LL:@>�>Q<A:G@>L	

L>JN>G<>�=B:@K:FL	�F>LL:@>�?HKF:ML	�:G=�HMA>K�K>E>O:GM�L>F:GMB<L�?HK�LN<A�F>LL:@>�>Q<A:G@>L	�BG<EN=BG@

:NMA>GMB<:MBHG�H?�A:K=P:K>�B=>GMBMB>L�:G=�?BKFP:K>�F>:LNK>F>GML�

�� *MA>K�LI><B?B<:MBHGL�=>?BG>�MA>�F:IIBG@�H?�MA>L>�F>LL:@>L�MH�=B??>K>GM�MK:GLIHKML�:G=�IARLB<:E�F>=B:��/ABL

LI><B?B<:MBHG�IKHOB=>L�BG?HKF:MBHG�MH�>G:;E>�L><NKBMR�IHEB<R�>G?HK<>F>GM�;NM�=H>L�GHM�LI><B?R�BG=BOB=N:E�IHEB<R

=><BLBHGL�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



83 4 Nor mativ e references

�� /A>�?HEEHPBG@�=H<NF>GML�:K>�BG=BLI>GL:;E>�?HK�MA>�:IIEB<:MBHG�H?�MABL�LI><B?B<:MBHG��!HK�=:M>=�HK�O>KLBHG>=

K>?>K>G<>L	�HGER�MA>�>=BMBHG�<BM>=	�BG<EN=BG@�:GR�<HKKB@>G=:�HK��(/!�NI=:M>�O>KLBHGL	�:IIEB>L��!HK�K>?>K>G<>L�PBMAHNM

=:M>�HK�O>KLBHG	�MA>�E:M>LM�IN;EBLA>=�>=BMBHG�H?�MA>�K>?>K>G<>=�=H<NF>GM��BG<EN=BG@�:GR�<HKKB@>G=:�HK��(/!�NI=:M>

O>KLBHGL��:IIEB>L�

V �(/!��.+�	 Common Information Model (CIM) Metamodel	 AMMIL���PPP�=FM?�HK@�LBM>L�=>?:NEM�?BE>L�

LM:G=:K=L�=H<NF>GML��.+�9�����I=?

V �(/!��.+���	 Generic Operations	 AMMIL���PPP�=FM?�HK@�LBM>L�=>?:NEM�?BE>L�LM:G=:K=L�=H<NF>GML�

�.+���9�����I=?

V �(/!��.+���	 MCTP Base Specification 1.3.0	 AMMIL���=FM?�HK@�LBM>L�=>?:NEM�?BE>L�LM:G=:K=L�=H<NF>GML�

�.+���9�����I=?

V �(/!��.+���	 MCTP IDs and Codes 1.6.0	 AMMIL���PPP�=FM?�HK@�LBM>L�=>?:NEM�?BE>L�LM:G=:K=L�=H<NF>GML�

�.+���9�����I=?

V �(/!��.+��	 Platform Level Data Model (PLDM) Base Specification	 AMMIL���PPP�=FM?�HK@�LBM>L�=>?:NEM�?BE>L�

LM:G=:K=L�=H<NF>GML��.+��9����I=?

V �(/!��.+���	 Security Protocol and Data Model (SPDM) over MCTP Binding Specification	

AMMIL���PPP�=FM?�HK@�=LI��.+���

V �(/!��.+��	 Management Profile Usage Guide	 AMMIL���PPP�=FM?�HK@�LBM>L�=>?:NEM�?BE>L�LM:G=:K=L�

=H<NF>GML��.+��9�����I=?

V "��/�����
���	 Information security technologyÑSM3 cryptographic hash algorithm 	��N@NLM����

V "��/�����
���	 Information security technologyÑSM4 block cipher algorithm 	��N@NLM����

V "��/��������
���	 Information security technologyÑPublic key cryptographic algorithm SM2 based on elliptic

curvesÑPart 1: General 	��N@NLM����

V "��/��������
���	 Information security technologyÑPublic key cryptographic algorithm SM2 based on elliptic

curvesÑPart 2: Digital signature algorithm 	��N@NLM����

V "��/��������
���	 Information security technologyÑPublic key cryptographic algorithm SM2 based on elliptic

curvesÑPart 3: Key exchange protocol 	��N@NLM����

V "��/��������
���	 Information security technologyÑPublic key cryptographic algorithm SM2 based on elliptic

curvesÑPart 4: Public key encryption algorithm 	��N@NLM����

V "��/��������
���	 Information security technologyÑPublic key cryptographic algorithm SM2 based on elliptic

curvesÑPart 5: Parameter definition 	��N@NLM����

V $ /!�-!������	 PKCS #10: Certification Request Syntax Specification	�)HO>F;>K��

V $ /!�-!������	 The Secure Shell (SSH) Public Key File Format	�)HO>F;>K���

V $ /!�-!������	 Augmented BNF for Syntax Specifications: ABNF	�%:GN:KR���

V $ /!�-!�����	 Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL)

Profile	�(:R���

V $ /!�-!�����	 Using Raw Public Keys in Transport Layer Security (TLS) and Datagram Transport Layer

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������

https://www.dmtf.org/sites/default/files/standards/documents/DSP0004_3.0.1.pdf
https://www.dmtf.org/sites/default/files/standards/documents/DSP0004_3.0.1.pdf
https://www.dmtf.org/sites/default/files/standards/documents/DSP0223_1.0.1.pdf
https://www.dmtf.org/sites/default/files/standards/documents/DSP0223_1.0.1.pdf
https://dmtf.org/sites/default/files/standards/documents/DSP0236_1.3.0.pdf
https://dmtf.org/sites/default/files/standards/documents/DSP0236_1.3.0.pdf
https://www.dmtf.org/sites/default/files/standards/documents/DSP0239_1.6.0.pdf
https://www.dmtf.org/sites/default/files/standards/documents/DSP0239_1.6.0.pdf
https://www.dmtf.org/sites/default/files/standards/documents/DSP0240_1.0.0.pdf
https://www.dmtf.org/sites/default/files/standards/documents/DSP0240_1.0.0.pdf
https://www.dmtf.org/dsp/DSP0275
https://www.dmtf.org/sites/default/files/standards/documents/DSP1001_1.2.0.pdf
https://www.dmtf.org/sites/default/files/standards/documents/DSP1001_1.2.0.pdf
https://tools.ietf.org/html/rfc2986
https://tools.ietf.org/html/rfc4716
https://tools.ietf.org/html/rfc5234
https://tools.ietf.org/html/rfc5280
https://tools.ietf.org/html/rfc5280
https://tools.ietf.org/html/rfc7250


Security (DTLS)	�%NG>����

V $ /!�-!������	 Negotiated Finite Field Diffie-Hellman Ephemeral Parameters for Transport Layer Security

(TLS)	��N@NLM����

V $ /!�-!�����	 PKCS #1: RSA Cryptography Specifications Version 2.2	�)HO>F;>K	����

V $ /!�-!�����	 Edwards-Curve Digital Signature Algorithm (EdDSA)	�%:GN:KR����

V $ /!�-!������	 ChaCha20 and Poly1305 for IETF Protocols	�%NG>����

V $ /!�-!������	 The Transport Layer Security (TLS) Protocol Version 1.3	��N@NLM����

V $ /!�-!������	 ShangMi (SM) Cipher Suites for TLS 1.3	�(:K<A����

V $ /!�-!������	 The Datagram Transport Layer Security (DTLS) Protocol Version 1.3	��IKBE����

V ISO/IEC Directives, Part 2, Principles and rules for the structure and drafting of ISO and IEC documents - 2021

(9th edition)

V )$./�.I><B:E�+N;EB<:MBHG��
���	 Recommendation for Block Cipher Modes of Operation: Galois/Counter

Mode (GCM) and GMAC	�)HO>F;>K���

V TCG Algorithm Registry, Family "2.0", Level 00 Revision 01.32	�%NG>���	���

V USB Authentication Specification Rev 1.0 with ECN and Errata through January 7, 2019

V ASN.1 Ñ ISO-822-1-4, DER Ñ ISO-8825-1
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/�3���	�3����	�3����	�3����	�3��� 	������

V ASCII Ñ ISO/IEC 646:1991 	�������
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V SHA2-256	 SHA2-384	�:G= SHA2-512
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V SHA3-256	 SHA3-384	�:G= SHA3-512
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https://tools.ietf.org/html/rfc7250
https://tools.ietf.org/html/rfc7919
https://tools.ietf.org/html/rfc7919
https://tools.ietf.org/html/rfc8017
https://tools.ietf.org/html/rfc8032
https://tools.ietf.org/html/rfc8439
https://tools.ietf.org/html/rfc8446
https://tools.ietf.org/html/rfc8998
https://datatracker.ietf.org/doc/html/rfc9147
https://www.iso.org/sites/directives/current/part2/index.xhtml
https://www.iso.org/sites/directives/current/part2/index.xhtml
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38d.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38d.pdf
https://trustedcomputinggroup.org/resource/tcg-algorithm-registry/
https://www.usb.org/document-library/usb-authentication-specification-rev-10-ecn-and-errata-through-january-7-2019
https://www.itu.int/rec/T-REC-X.680-X.693-201508-S/en
https://www.iso.org/standard/4777.html
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-5.pdf
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-5.pdf
https://tools.ietf.org/html/rfc6979
https://tools.ietf.org/html/rfc6979
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-186.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-186.pdf
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.180-4.pdf
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.202.pdf
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*KB@BG:E�MK:GLFBMM>K	�HK�LHNK<>	�H?�:G�.+�(�K>JN>LM�F>LL:@>��$M�BL�:ELH�MA>�NEMBF:M>�K><>BO>K	

HK�=>LMBG:MBHG	�H?�:G�.+�(�K>LIHGL>�F>LL:@>����->JN>LM>K�BL�MA>�L>G=>K�H?�MA>

���D����
�� K>JN>LM�:G=�K>F:BGL�MA>�K>JN>LM>K�?HK�MA>�K>F:BG=>K�H?�MA:M�<HGG><MBHG�

->L>M
/ABL�M>KF�BL�NL>=�MH�=>GHM>�:�->L>M�HK�K>LM:KM�H?�:�=>OB<>�MA:M�KNGL�MA>�->JN>LM>K�HK

->LIHG=>K�<H=>	�PAB<A�MRIB<:EER�E>:=L�MH�MA>�EHLL�H?�:EE�OHE:MBE>�LM:M>�HG�MA>�=>OB<>�

->LIHG=>K
0EMBF:M>�K><>BO>K	�HK�=>LMBG:MBHG	�H?�:G�.+�(�K>JN>LM�F>LL:@>��$M�BL�:ELH�MA>�HKB@BG:E

MK:GLFBMM>K	�HK�LHNK<>�H?�:G�.+�(�K>LIHGL>�F>LL:@>�

KHHM�<>KMB?B<:M>
!BKLM�<>KMB?B<:M>�BG�:�<>KMB?B<:M>�<A:BG	�PAB<A�:<ML�:L�MA>�MKNLM�:G<AHK�:G=�BL�MRIB<:EER�L>E?


LB@G>=�

L><NK>�L>LLBHG
+KHOB=>L�>BMA>K�>G<KRIMBHG�HK�F>LL:@>�:NMA>GMB<:MBHG�HK�;HMA�?HK�<HFFNGB<:MBG@�=:M:�HO>K�:

MK:GLIHKM�

.><NKBMR�+KHMH<HEL�:G=��:M:�(H=>EL��.+�(�

2"

2 HKDBG@�@KHNI�NG=>K��(/!�MA:M�=>?BG>L�LM:G=:K=L�MH�>G:;E>�L><NKBMR�?HK�IE:M?HKFL	�PA>MA>K

?HK�MA>�<HGMKHE�IE:G>	�=:M:�IE:G>	�HK�HMA>K�BG?K:LMKN<MNK>�

L>JN>GMB:EER�=><K>:LBG@

/ABL�LI><B?B<:MBHG�NL>L�MA>�M>KFsequentially decreasing MH�=>L<KB;>�:G�BGM>@>K�?B>E=�PA>K>

MA>�O:EN>�H?�>:<A�BGLM:G<>�H?�MA>�?B>E=�BG�:�L>KB>L�=><K>F>GML�?KHF�:�AB@A>K�LM:KMBG@�IHBGM�MH

:�EHP>K�>G=BG@�IHBGM�PBMAHNM�LDBIIBG@�HK�K>I>:MBG@�O:EN>L��!HK�BGLM:G<>	�:sequentially

decreasing ?B>E=�F:R�<HGM:BG�MA>�O:EN>L����	����	����	����	�:G=�����

L>JN>GMB:EER�BG<K>:LBG@

/ABL�LI><B?B<:MBHG�NL>L�MA>�M>KFsequentially increasing MH�=>L<KB;>�:G�BGM>@>K�?B>E=�PA>K>

MA>�O:EN>�H?�>:<A�BGLM:G<>�H?�MA>�?B>E=�BG�:�L>KB>L�BG<K>F>GML�?KHF�:�EHP>K�LM:KMBG@�IHBGM�MH�:

AB@A>K�>G=BG@�IHBGM�PBMAHNM�LDBIIBG@�HK�K>I>:MBG@�O:EN>L��!HK�BGLM:G<>	�:sequentially

increasing ?B>E=�F:R�<HGM:BG�MA>�O:EN>L��	��	��	��	�:G=���

L>LLBHG�D>RL
�GR�L><K>ML	�=>KBO>=�<KRIMH@K:IAB<�D>RL	�HK�:GR�<KRIMH@K:IAB<�BG?HKF:MBHG�;HNG=�MH�:

L>LLBHG�

.>LLBHG
.><K>ML
 Q<A:G@>

�GR�.+�(�K>JN>LM�:G=�MA>BK�<HKK>LIHG=BG@�K>LIHGL>�MA:M�BGBMB:M>L�:�L>LLBHG�:G=�IKHOB=>L

BGBMB:E�<KRIMH@K:IAB<�>Q<A:G@>�� Q:FIE>L�H?�LN<A�K>JN>LML�:K>���D���	���� :G=

���D���	���� �

.>LLBHG
.><K>ML
!BGBLA

/ABL�M>KF�=>GHM>L�:GR�.+�(�K>JN>LM�:G=�BML�<HKK>LIHG=BG@�K>LIHGL>�MA:M�?BG:EBS>L�:

L>LLBHG�L>MNI�:G=�IKHOB=>L�MA>�?BG:E�>Q<A:G@>�H?�<KRIMH@K:IAB<�HK�HMA>K�BG?HKF:MBHG�;>?HK>

:IIEB<:MBHG�=:M:�<:G�;>�L><NK>ER�MK:GLFBMM>=�� Q:FIE>L�H?�LN<A�K>JN>LML�:K>�
�
�	 :G=

���D�
�
�	 �

.+�(�F>LL:@>�I:REH:=

+HKMBHG�H?�MA>�F>LL:@>�;H=R�H?�:G�.+�(�F>LL:@>��/ABL�IHKMBHG�H?�MA>�F>LL:@>�BL�L>I:K:M>

?KHF�MAHL>�?B>E=L�:G=�>E>F>GML�MA:M�B=>GMB?R�MA>�.+�(�O>KLBHG	�MA>�.+�(�K>JN>LM�:G=

K>LIHGL>�<H=>L	�:G=�MA>�MPH�I:K:F>M>KL�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



Term Definition

.+�(�F>LL:@> 0GBM�H?�<HFFNGB<:MBHG�BG�.+�(�<HFFNGB<:MBHGL��.>>">G>KB<�.+�(�F>LL:@>�?HKF:M�

.+�(�K>JN>LM�F>LL:@>
(>LL:@>�MA:M�BL�L>GM�MH�:G�>G=IHBGM�MH�K>JN>LM�:�LI><B?B<�.+�(�HI>K:MBHG����<HKK>LIHG=BG@

.+�(�K>LIHGL>�F>LL:@>�:<DGHPE>=@>L�K><>BIM�H?�:G�.+�(�K>JN>LM�F>LL:@>�

.+�(�K>LIHGL>�F>LL:@>
(>LL:@>�MA:M�BL�L>GM�BG�K>LIHGL>�MH�:�LI><B?B<�.+�(�K>JN>LM�F>LL:@>��/ABL�F>LL:@>

BG<EN=>L�:� .+*). ��*� ?B>E=�MA:M�BG=B<:M>L�PA>MA>K�MA>�K>JN>LM�<HFIE>M>=�GHKF:EER�

MKNLM>=�<HFINMBG@�;:L>��/���

.>M�H?�:EE�A:K=P:K>	�?BKFP:K>	�:G=�HK�LH?MP:K>�<HFIHG>GML�MA:M�:K>�<KBMB<:E�MH�BML�L><NKBMR	�BG

MA>�L>GL>�MA:M�;N@L�HK�ONEG>K:;BEBMB>L�H<<NKKBG@�BGLB=>�MA>�/���FB@AM�C>HI:K=BS>�MA>�L><NKBMR

IKHI>KMB>L�H?�MA>�>GMBK>�LRLM>F���R�<HGMK:LM	�I:KML�H?�:�<HFINM>K�LRLM>F�HNMLB=>�MA>�/��

LA:EE�GHM�;>�:;E>�MH�FBL;>A:O>�BG�:�P:R�MA:M�PHNE=�E>:D�:GR�FHK>�IKBOBE>@>L�MA:G�:K>

@K:GM>=�MH�MA>F�BG�:<<HK=:G<>�PBMA�MA>�L><NKBMR�IHEB<R�

->?>K>G<>�AMMIL���>G�PBDBI>=B:�HK@�PBDB�/KNLM>=9<HFINMBG@9;:L>

MKNLM>=�>GOBKHGF>GM
�G�>GOBKHGF>GM�PA>K>�MA>�HI>K:MHK�BL�:LLNK>=�H?�GH�NG:NMAHKBS>=�BGM>K?>K>G<>�BG

HI>K:MBHGL�

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������

https://en.wikipedia.org/wiki/Trusted_computing_base


92 6 Symbols and abbr eviat ed t erms

�� /A>�:;;K>OB:MBHGL�MA:M�.+� 	 �.+��� 	�:G= �.+�� =>?BG>�:IIER�MH�MABL�=H<NF>GM�

�� /A>�?HEEHPBG@�:==BMBHG:E�:;;K>OB:MBHGL�:K>�NL>=�BG�MABL�=H<NF>GM�

Abbreviation Definition

� �� �NMA>GMB<:M>=� G<KRIMBHG�PBMA��LLH<B:M>=��:M:

�� certificate authority

�(/! !HKF>KER�MA>Distributed Management Task Force

 ��  EEBIMB<
<NKO>�<KRIMH@K:IAR

 ��.�  EEBIMB<
<NKO>��B@BM:E�.B@G:MNK>��E@HKBMAF

&�! &>R��>KBO:MBHG�!NG<MBHG

(�� (>LL:@>��NMA>GMB<:MBHG��H=>

(.� most significant byte

*$� *;C><M�B=>GMB?B>K

+(�$ Platform Management Communications Infrastructure

-(� ->MNKG�(>K<A:G=BL>��NMAHKBS:MBHG

-.� -BO>LMZ.A:FBKZ�=E>F:G

.+�( .><NKBMR�+KHMH<HE�:G=��:M:�(H=>E

/�� trusted computing base

1�� 1>KLBHG
�:I:;BEBMB>L
�E@HKBMAFL

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



95 7 SPDM message exchanges

�� /A>�F>LL:@>�>Q<A:G@>L�MA:M�MABL�LI><B?B<:MBHG�=>?BG>L�:K>�;>MP>>G�MPH�>G=IHBGML�:G=�:K>�I>K?HKF>=�:G=

>Q<A:G@>=�MAKHN@A�L>G=BG@�:G=�K><>BOBG@�H?SPDM F>LL:@>L�MA:MSPDM messages =>?BG>L��/A>�.+�(�F>LL:@>

>Q<A:G@>L�:K>�=>?BG>=�BG�:�@>G>KB<�?:LABHG�MA:M�:EEHPL�MA>�F>LL:@>L�MH�;>�<HFFNGB<:M>=�:<KHLL�=B??>K>GM�IARLB<:E

F>=BNFL�:G=�HO>K�=B??>K>GM�MK:GLIHKM�IKHMH<HEL�

�� /A>�LI><B?B<:MBHG
=>?BG>=�F>LL:@>�>Q<A:G@>L�>G:;E>�->JN>LM>KL�MH�

V �BL<HO>K�:G=�G>@HMB:M>�MA>�L><NKBMR�<:I:;BEBMB>L�H?�:�->LIHG=>K�

V �NMA>GMB<:M>�HK�IKHOBLBHG�:G�B=>GMBMR�H?�:�->LIHG=>K�

V ->MKB>O>�MA>�F>:LNK>F>GML�H?�:�->LIHG=>K�

V .><NK>ER�>LM:;EBLA�<KRIMH@K:IAB<session keys MH�<HGLMKN<M�:�L><NK>�<HFFNGB<:MBHG�<A:GG>E�?HK�MA>�MK:GLFBLLBHG

HK�K><>IMBHG�H?application data�

V -><>BO>�GHMB?B<:MBHGL�H?�L>E><M:;E>�>O>GML�PA>G�<>KM:BG�L<>G:KBHL�MK:GLIBK>�

�� /A>L>�F>LL:@>�>Q<A:G@>�<:I:;BEBMB>L�:K>�;NBEM�HG�MHI�H?�P>EE
DGHPG�:G=�>LM:;EBLA>=�L><NKBMR�IK:<MB<>L�:<KHLL�MA>

<HFINMBG@�BG=NLMKR��/A>�?HEEHPBG@�<E:NL>L�IKHOB=>�:�;KB>?�HO>KOB>P�H?�>:<A�F>LL:@>�>Q<A:G@>�<:I:;BEBMR��.HF>

F>LL:@>�>Q<A:G@>�<:I:;BEBMB>L�:K>�;:L>=�HG�MA>�L><NKBMR�FH=>E�MA:M�MA>USB Authentication Specification Rev 1.0

with ECN and Errata through January 7, 2019 =>?BG>L�

99 7.1 Security cap ability discov ery and negotiation

� /ABL�LI><B?B<:MBHG�=>?BG>L�:�F><A:GBLF�?HK�:�->JN>LM>K�MH�=BL<HO>K�MA>�L><NKBMR�<:I:;BEBMB>L�H?�:�->LIHG=>K��!HK

>Q:FIE>	�:G�>G=IHBGM�<HNE=�LNIIHKM�FNEMBIE>�<KRIMH@K:IAB<�A:LA�?NG<MBHGL�MA:M�MABL�LI><B?B<:MBHG�=>?BG>L�

!NKMA>KFHK>	�MA>�LI><B?B<:MBHG�=>?BG>L�:�F><A:GBLF�?HK�:�->JN>LM>K�:G=�->LIHG=>K�MH�L>E><M�:�<HFFHG�L>M�H?

<KRIMH@K:IAB<�:E@HKBMAFL�MH�NL>�?HK�:EE�LN;L>JN>GM�F>LL:@>�>Q<A:G@>L�;>?HK>�:GHMA>K�G>@HMB:MBHG�BL�BGBMB:M>=�;R�MA>

->JN>LM>K	�B?�:G�HO>KE:IIBG@�L>M�H?�<KRIMH@K:IAB<�:E@HKBMAFL�>QBLML�MA:M�;HMA�>G=IHBGML�LNIIHKM�

101 7.2 Identity authentication

�� $G�MABL�LI><B?B<:MBHG	�MA>�:NMA>GMB<BMR�H?�:�->LIHG=>K�BL�=>M>KFBG>=�;R�=B@BM:E�LB@G:MNK>L�NLBG@�P>EE
>LM:;EBLA>=

M><AGBJN>L�;:L>=�HG�IN;EB<�D>R�<KRIMH@K:IAR����->LIHG=>K�IKHO>L�BML�B=>GMBMR�;R�@>G>K:MBG@�=B@BM:E�LB@G:MNK>L�NLBG@

:�IKBO:M>�D>R	�:G=�MA>�LB@G:MNK>L�<:G�;>�<KRIMH@K:IAB<:EER�O>KB?B>=�;R�MA>�->JN>LM>K�NLBG@�MA>�IN;EB<�D>R�:LLH<B:M>=

PBMA�MA:M�IKBO:M>�D>R�

�� �M�:�AB@A�E>O>E	�MA>�:NMA>GMB<:MBHG�H?�MA>�B=>GMBMR�H?�:�->LIHG=>K�BGOHEO>L�MA>L>�IKH<>LL>L�

V $=>GMBMR�IKHOBLBHGBG@

V -NGMBF>�:NMA>GMB<:MBHG

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



104 7.2.1 Identity pr ovisioning

�� $=>GMBMR�IKHOBLBHGBG@�BL�MA>�IKH<>LL�MA:M�=>OB<>�O>G=HKL�?HEEHP�=NKBG@�HK�:?M>K�A:K=P:K>�F:GN?:<MNKBG@�MH�>JNBI�:

=>OB<>�PBMA�:�L><NK>�B=>GMB?B>K��$G�MA>�<HGM>QM�H?�MABL�LI><B?B<:MBHG	�MABL�L><NK>�B=>GMB?B>K�<HGLBLML�H?�:G�:LRFF>MKB<�D>R

I:BK�:G=	 HIMBHG:EER	�:�<>KMB?B<:M>�MH�;BG=�MA>�D>R�I:BK�MH�:�I:KMB<NE:K�BGLM:G<>�H?�:�=>OB<>�:G=�:LLH<B:M>�BM�PBMA

:==BMBHG:E�F>M:=:M:��/A>�LI><B?B<L�H?�D>R�@>G>K:MBHG�:G=�IKHOBLBHGBG@�:K>�HNMLB=>�MA>�L<HI>�H?�MABL�LI><B?B<:MBHG�

#HP>O>K	�:L�MA>�L><NKBMR�H?�MA>�.+�(�IKHMH<HE�=>I>G=L�HG�=>OB<>�B=>GMBMB>L�MA:M�<:GGHM�;>�>:LBER�FH=B?B>=	�K>FHO>=	

HK�<HIB>=	�BM�BL�LMKHG@ER�K><HFF>G=>=�MA:M�B=>GMBMR�D>RL�:K>�NGBJN>�I>K�=>OB<>�:G=�@>G>K:M>=�NLBG@�<KRIMH@K:IAB<:EER

LMKHG@�K:G=HF�L>>=L�

106 7.2.1.1 Certificat e models

�� $?�MKNLM�BG�:�=>OB<>�IN;EB<�D>R�BL�>LM:;EBLA>=�MAKHN@A�:�<>KMB?B<:M>	�MA>�<>KMB?B<:M>�BL�MRIB<:EER�I:KM�H?�:certificate chain�

/A>�<>KMB?B<:M>�<A:BG�A:L�:root certificate � �**/� -/ ��:L�BML�KHHM�:G=�:leaf certificate :L�MA>�E:LM�<>KMB?B<:M>�BG�BM��/A>

�**/� -/ BL�@>G>K:M>=�;R�:�MKNLM>=�KHHMcertificate authority (CA) :G=�<>KMB?B>L�MA>�<>KMB?B<:M>�<HGM:BGBG@�MA>�=>OB<>

IN;EB<�D>R�>BMA>K�=BK><MER�HK�BG=BK><MER�MAKHN@A�:�GNF;>K�H?�BGM>KF>=B:M>���L�Authentication initiators NL>�MA>

�**/� -/ MH�O>KB?R�MA>�O:EB=BMR�H?�=>OB<>�<>KMB?B<:M>�<A:BGL�

�� $?�MA>�<>KMB?B<:M>�<A:BG�NL>L�MA>�=>OB<>�<>KMB?B<:M>�HK�:EB:L�<>KMB?B<:M>�FH=>E	�MA>�<>KMB?B<:M>�<A:BG�LAHNE=�<HGM:BG�:M�E>:LM

HG>�<>KMB?B<:M>�MA:M�BG<EN=>L�A:K=P:K>�B=>GMBMR�BG?HKF:MBHG��*G>�F>:GL�H?�<HGO>RBG@�A:K=P:K>�B=>GMBMR�BL�;R�NL>�H?�:

IN;EB<�D>R��/A> #:K=P:K>�B=>GMBMR�*$�LAHNE=�;>�NL>=�MH�BG=B<:M>�PAB<A�<>KMB?B<:M>�<HGO>RL�MA>�A:K=P:K>�B=>GMBMR�

/AHN@A�>QBLMBG@�=>IEHRF>GML�FB@AM�GHM�BG<EN=>�MA>#:K=P:K>�B=>GMBMR�*$�BG�:�<>KMB?B<:M>	�BM�BL�LMKHG@ER�K><HFF>G=>=

MA:M�G>P�=>IEHRF>GML�BG<EN=>�MABL�BG?HKF:MBHG��/A>�IN;EB<�IKBO:M>�D>R�I:BK�:LLH<B:M>=�PBMA�:�A:K=P:K>�B=>GMBMR

<>KMB?B<:M>�BL�<HGLM:GM�HG�MA>�BGLM:G<>�H?�MA>�=>OB<>	�K>@:K=E>LL�H?�MA>�O>KLBHG�H?�?BKFP:K>�KNGGBG@�HG�MA>�=>OB<>�

�� .+�(�=>?BG>L�FNEMBIE>�HO>K:K<ABG@�?HKF:ML�?HK�<>KMB?B<:M>�<A:BGL	�K>?>KK>=�MH�:L�<>KMB?B<:M>�<A:BG�FH=>EL��2ABE>�MA>

=>M:BEL�H?�>:<A�<>KMB?B<:M>�<A:BG�FH=>E�O:KR	�:EE�H?�MA>F�?HEEHP�MA>�@>G>K:E�?HKF:M�H?�<HGG><MBG@�?KHF�:root certificate

� �**/� -/ ��MH�:leaf certificate	�IHLLB;ER�MAKHN@A�HG>�HK�FHK>intermediate certificates�

� � ��->LIHG=>K�<:G�NL>�HG>�HK�FHK>�H?�MA>�<>KMB?B<:M>�<A:BG�FH=>EL����->JN>LM>K�LAHNE=�;>�<:I:;E>�H?�I>K?HKFBG@

-NGMBF>�:NMA>GMB<:MBHGHG�:�<>KMB?B<:M>�<A:BG�MA:M�<HG?HKFL�MH�:GR�H?�MA>�FH=>EL�

� � � !B@NK>���[�.+�(�<>KMB?B<:M>�<A:BG�FH=>ELLAHPL�MA>�.+�(�<>KMB?B<:M>�<A:BG�FH=>EL�

� �� Figure 1 Ñ SPDM certificate chain models

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��
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114 7.2.1.1.1 Device cer tificat e model

� �� 2A>G�MA>�=>OB<>�<>KMB?B<:M>��� 1$� � -/ ��FH=>E�BL�BG�NL>	�MA>�E>:?�<>KMB?B<:M>�BL�:��>OB<>��>KMB?B<:M>	�PAB<A�<HGM:BGL

MA>�IN;EB<�D>R�MA:M�<HKK>LIHG=L�MH�MA>�=>OB<>�IKBO:M>�D>R��/AKHN@A�MA>�<>KMB?B<:M>�<A:BG	�MA>�KHHM����BG=BK><MER

>G=HKL>L�MA>�=>OB<>�IN;EB<�D>R�BG�MA>��>OB<>��>KMB?B<:M>��$G�MABL�FH=>E	�MA>��>OB<>��>KMB?B<:M>�LAHNE=�<HGM:BG�MA>

#:K=P:K>�B=>GMBMR�*$��

116 7.2.1.1.2 Alias cer tificat e model

� �� 2A>G�MA>�:EB:L�<>KMB?B<:M>���'$�.� -/ ��FH=>E�BL�BG�NL>	�MA>�E>:?�<>KMB?B<:M>�BL�:G��EB:L��>KMB?B<:M>	�BG�PAB<A�<:L>�MA>K>

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



F:R�;>�HG>�HK�FHK>�BGM>KF>=B:M>�'$�.� -/ <>KMB?B<:M>L�;>MP>>G�MA>��>OB<>��>KMB?B<:M>�:G=�MA>�E>:?��EB:L��>KMB?B<:M>�

$G�MA>�'$�.� -/ FH=>E	�MA>�=>OB<>�IKBO:M>�D>R�LB@GL�MA>�G>QM�E>O>E��EB:L��>KMB?B<:M>	�:G=�MA>G�MA>�IKBO:M>�D>R

:LLH<B:M>=�PBMA�MA>�IN;EB<�D>R�BG�>:<A��EB:L�$GM>KF>=B:M>����LB@GL�MA>��EB:L��>KMB?B<:M>�;>EHP�BM��2A>G�MA>

�'$�.� -/ FH=>E�BL�BG�NL>	�MA>��>OB<>��>KMB?B<:M>�BL�K>?>KK>=�MH�:L�:��>OB<>��>KMB?B<:M>���	�BG=B<:MBG@�MA:M�MA>

<>KMB?B<:M>�;HMA�<HGM:BGL�=>OB<>�A:K=P:K>�B=>GMBMR�BG?HKF:MBHG�:G=�?NG<MBHGL�:L�:�<>KMB?B<:M>�:NMAHKBMR�MH�LB@G�:G

:==BMBHG:E�<>KMB?B<:M>��$G�MABL�FH=>E	�MA>��>OB<>��>KMB?B<:M>����LAHNE=�<HGM:BG�MA>#:K=P:K>�B=>GMBMR�*$��

� �� ��=>OB<>�MA:M�BFIE>F>GML�MA>�'$�.� -/ FH=>E�FB@AM�?:<MHK�LHF>�FNM:;E>�BG?HKF:MBHG	�LN<A�:L�MA>�F>:LNK>F>GM�H?

:�?BKFP:K>�BF:@>	�BGMH�MA>�=>KBO:MBHG�H?�MA>�IN;EB<�IKBO:M>�D>R�I:BKL�?HK�MA>�BGM>KF>=B:M>�:G=�E>:?�:EB:L�<>KMB?B<:M>L�

/A>K>?HK>	�MA>�:LRFF>MKB<�IN;EB<�IKBO:M>�D>R�I:BKL�?HK�>:<A��EB:L��>KMB?B<:M>�LAHNE=�;>�MK>:M>=�:L�FNM:;E>�

� �� /AKHN@A�MA>�<>KMB?B<:M>�<A:BG	�MA>�KHHM����BG=BK><MER�>G=HKL>L�MA>�=>OB<>�IN;EB<�D>R�BG�MA>��>OB<>��>KMB?B<:M>��2A>G

MA>�'$�.� -/ FH=>E�BL�BG�NL>	�MA>��EB:L��>KMB?B<:M>L�:K>�>G=HKL>=�;R�MA>�=>OB<>�IKBO:M>�D>R	�F>:GBG@�MA:M�MA>��EB:L

�>KMB?B<:M>L�:K>�:ELH�BG=BK><MER�>G=HKL>=�;R�MA>�KHHM����

�� 2A>G�MA>�'$�.� -/ FH=>E�BL�NL>=	�MA>�=>OB<>�<K>:M>L�:G=�>G=HKL>L�HG>�HK�FHK>�<>KMB?B<:M>L��/A>�<>KMB?B<:M>L�?KHF

MA>�KHHM�<>KMB?B<:M>�MH�MA>��>OB<>��>KMB?B<:M>�:K>�<HGLB=>K>=�BFFNM:;E>�;><:NL>�MA>�->LIHG=>K�<:GGHM�<A:G@>�MA>F	

:L�MA>R�<:G�HGER�;>�<A:G@>=�MAKHN@A�MA>���D����
�
���� <HFF:G=�HK�:G�>JNBO:E>GM�<:I:;BEBMR��/A>�<>KMB?B<:M>L

;>EHP�MA>��>OB<>��>KMB?B<:M>�<:G�;>�<K>:M>=�HG�MA>�=>OB<>�:G=�:K>�FNM:;E>�<>KMB?B<:M>L�BG�MA:M�MA>R�<:G�<A:G@>�PA>G

MA>�=>OB<>�LM:M>�<A:G@>L	�LN<A�:L�:�=>OB<>reset��/A> (NM:;E>�<>KMB?B<:M>�*$�LAHNE=�;>�NL>=�MH�BG=B<:M>�FNM:;E>

<>KMB?B<:M>L�

��� $G�:==BMBHG	�PA>G�MA>�'$�.� -/ FH=>E�BL�NL>=	�HG>�HK�FHK>��EB:L��>KMB?B<:M>L�<:G�<HGM:BG�?BKFP:K>�B=>GMBMR

BG?HKF:MBHG��*MA>K�LM:G=:K=L�;H=B>L�FB@AM�=>?BG>�MA>�?HKF:M�H?�MA>�?BKFP:K>�B=>GMBMR�BG?HKF:MBHG��.N<A�=>?BGBMBHGL�:K>

HNMLB=>�MA>�L<HI>�H?�MABL�LI><B?B<:MBHG�

��� )HM>�MA:M�:�LB@G:MNK>�:E@HKBMAF�NL>=�PBMA�:�FNM:;E>�:EB:L�<>KMB?B<:M>�<:G�BGL>KM�K:G=HF�=:M:�=NKBG@�LB@GBG@	�PAB<A

PHNE=�<:NL>�MA>�=B@>LM�H?�MA>�<>KMB?B<:M>�<A:BG�MH�<A:G@>�>:<A�MBF>�BM�BL�K>@>G>K:M>=���G�BFIE>F>GM>K�<:G�NL>�:

F><A:GBLF�MA:M�BL�HNMLB=>�MA>�L<HI>�H?�MABL�LI><B?B<:MBHG�MH�>GLNK>�MA:M�LN<A�:�LB@G:MNK>�=H>L�GHM�<A:G@>�;>MP>>G

BGLM:G<>L�H?�
����� :G= ����
�
���� K>LIHGL>L�

123 7.2.1.1.3 Generic certificat e model

��� 2BMA�MA>�LNIIHKM�H?FNEMBIE>�:LRFF>MKB<�D>RL	�MA>�G>>=�?HK�:GHMA>K�<>KMB?B<:M>�FH=>E�:KBL>L�MH�:<<HFFH=:M>�O:KRBG@

NL>�<:L>L�MA:M� 1$� � -/ :G= �'$�.� -/ FH=>EL�<:GGHM�?NE?BEE��/ANL	�MA>�@>G>KB<�<>KMB?B<:M>�FH=>E�H??>KL�MA>

@K>:M>LM�?E>QB;BEBMR�MH�MA>�=>OB<>�F:GN?:<MNK>K	�:�F:GN?:<MNK>K�BG�MA>�LNIIER�<A:BG	�:G=�MA>�NL>KL�H?�MA>�.+�(

>G=IHBGM�

��� �L !B@NK>���[�.+�(�<>KMB?B<:M>�<A:BG�FH=>ELBEENLMK:M>L	�FN<A�EBD>�MA>�HMA>K�<>KMB?B<:M>�FH=>EL	�MA>�@>G>KB<

<>KMB?B<:M>�FH=>E	�MHH	�BL�<HFIHL>=�H?�:�<A:BG�H?�<>KMB?B<:M>L�LM:KMBG@�PBMA�MA>�KHHM�:G=�>G=BG@�PBMA�MA>�E>:?��/A>�KHHM

��	�MHH	�>BMA>K�=BK><MER�<>KMB?B>L�MA>�E>:?�<>KMB?B<:M>�HK�BG=BK><MER�<>KMB?B>L�MA>�E>:?�<>KMB?B<:M>��� ) -$�� -/ ��MAKHN@A�HG>

HK�FHK>�BGM>KF>=B:M>�<>KMB?B<:M>�:NMAHKBMB>L��$G�HMA>K�PHK=L	�MABL�FH=>E�BL�MA>�FHLM�?E>QB;E>��HK�E>:LM�K>LMKB<MBO>��H?�MA>

<>KMB?B<:M>�FH=>EL�BG�MABL�LI><B?B<:MBHG��/A>�F:BG�=B??>K>G<>�;>MP>>G�MABL�FH=>E�:G=�MA>�HMA>K�FH=>EL�BL�MA:M�.+�(

LA:EE�GHM�BFIHL>�:GR�K>JNBK>F>GML�HG�MA>�<HGM>GML�H?�>:<A�<>KMB?B<:M>�BG�MA>�<A:BG�BG�:�@>G>KB<�<>KMB?B<:M>�FH=>E�HMA>K

MA:G�MA>�D>R�I:BK�:G=�K>E:M>=�BG?HKF:MBHG�:LLH<B:M>=�BG�MA>�E>:?�<>KMB?B<:M>�

��� !HK�>Q:FIE>	�BG�:�=>OB<>�<>KMB?B<:M>�FH=>E	�MA>�E>:?�<>KMB?B<:M>�<:G�<HGM:BG�>E>F>GML�MA:M�LI><B?B<:EER�B=>GMB?R�MA>

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



=>OB<>�:G=�=>OB<>�F:GN?:<MNK>K	�PA>K>:L�MA>�@>G>KB<�<>KMB?B<:M>�FH=>E�A:L�GH�LN<A�K>JNBK>F>GM�GHK�:GR�<HG<>IM�H?

:�=>OB<>�<>KMB?B<:M>�

��� �L�LN<A	�MA>�@>G>KB<�<>KMB?B<:M>�FH=>E�:IIEB>L�MH�<>KMB?B<:M>L�BG�LEHML�@K>:M>K�MA:G�LEHM�����FH=>E�BG�:�<>KMB?B<:M>�LEHM�BG

MABL�LI><B?B<:MBHG�BL�>BMA>K�:� 1$� � -/ 	 �'$�.� -/ 	�HK � ) -$�� -/ FH=>E�

��� /A>�<HGM>GML�:G=�NL>�<:L>L�?HK�MA>�<>KMB?B<:M>L�H?�:�@>G>KB<�<>KMB?B<:M>�FH=>E	�HMA>K�MA:G�MA>�:LLH<B:M>=�D>R�I:BK�:G=

K>E:M>=�BG?HKF:MBHG�BG�MA>�E>:?�<>KMB?B<:M>	�:K>�HNMLB=>�MA>�L<HI>�H?�MABL�LI><B?B<:MBHG��/RIB<:EER	�MA>�NL>KL�H?�MA>�.+�(

>G=IHBGM	�MA>�=>OB<>�F:GN?:<MNK>K	�HK�LM:G=:K=L�=>?BG>�MA>�<HGM>GML�:G=�NL>�<:L>L�H?�:�@>G>KB<�<>KMB?B<:M>�FH=>E�

129 7.2.2 Raw public k eys

�� $GLM>:=�H?�NLBG@�<>KMB?B<:M>�<A:BGL	�MA>�O>G=HK�<:G�IKHOBLBHG�MA>�K:P�IN;EB<�D>R�H?�MA>�->LIHG=>K�MH�MA>�->JN>LM>K�BG

:�MKNLM>=�>GOBKHGF>GM��?HK�>Q:FIE>	�=NKBG@�MA>�L><NK>�F:GN?:<MNKBG@�IKH<>LL��$G�MABL�<:L>	�MKNLM�H?�MA>�IN;EB<�D>R�H?

MA>�->LIHG=>K�BL�>LM:;EBLA>=�PBMAHNM�MA>�G>>=�?HK�:�<>KMB?B<:M>
;:L>=�IN;EB<�D>R�BG?K:LMKN<MNK>�

��� /A>�?HKF:M�H?�MA>�IKHOBLBHG>=�IN;EB<�D>R�BL�HNMLB=>�MA>�L<HI>�H?�MABL�LI><B?B<:MBHG��1>G=HKL�<:G�NL>�IKHIKB>M:KR

?HKF:ML�HK�IN;EB<�D>R�?HKF:ML�MA:M�HMA>K�LM:G=:K=L�=>?BG>	�LN<A�:L-!����� :G= -!������ �

132 7.2.3 Runtime authentication

��� -NGMBF>�:NMA>GMB<:MBHG�BL�MA>�IKH<>LL�;R�PAB<A�:G�:NMA>GMB<:MBHG�BGBMB:MHK	�HK�->JN>LM>K	�BGM>K:<ML�PBMA�:�->LIHG=>K

BG�:�KNGGBG@�LRLM>F��/A>�:NMA>GMB<:MBHG�BGBMB:MHK�<:G�K>MKB>O>�MA>�<>KMB?B<:M>�<A:BGL�?KHF�MA>�->LIHG=>K�:G=�L>G=�:

NGBJN>�<A:EE>G@>�MH�MA>�->LIHG=>K��/A>�->LIHG=>K�NL>L�MA>�IKBO:M>�D>R�:LLH<B:M>=�PBMA�MA>�E>:?�<>KMB?B<:M>�MH�LB@G

MA>�<A:EE>G@>��/A>�:NMA>GMB<:MBHG�BGBMB:MHK�O>KB?B>L�MA>�LB@G:MNK>�;R�NLBG@�MA>�IN;EB<�D>R�:LLH<B:M>=�PBMA�MA>�E>:?

<>KMB?B<:M>�H?�MA>�->LIHG=>K�:G=�:GR�BGM>KF>=B:M>�IN;EB<�D>RL�PBMABG�MA>�<>KMB?B<:M>�<A:BG�;R�NLBG@�MA>�KHHM�<>KMB?B<:M>

:L�MA>�MKNLM>=�:G<AHK�

��� $?�MA>�IN;EB<�D>R�H?�MA>�->LIHG=>K�P:L�IKHOBLBHG>=�MH�MA>�->JN>LM>K�BG�:�MKNLM>=�>GOBKHGF>GM	�MA>�:NMA>GMB<:MBHG

BGBMB:MHK�L>G=L�:�NGBJN>�<A:EE>G@>�MH�MA>�->LIHG=>K��/A>�->LIHG=>K�LB@GL�MA>�<A:EE>G@>�PBMA�MA>�IKBO:M>�D>R��/A>

:NMA>GMB<:MBHG�BGBMB:MHK�O>KB?B>L�MA>�LB@G:MNK>�;R�NLBG@�MA>�IN;EB<�D>R�H?�MA>�->LIHG=>K���>OB<>�B=>GMB?B<:MBHG�<:G�;>

A:G=E>=�NLBG@�MA>" /9 )�+*$)/9$)!*�K>JN>LM�:G=� )�+*$)/9$)!*�K>LIHGL>�F>LL:@>L HK�MA>�MK:GLIHKM�E:R>K

�PAB<A�BL�HNMLB=>�MA>�L<HI>�H?�MABL�LI><B?B<:MBHG��

135 7.3 Firmwar e and configuration measur ement

��� ��F>:LNK>F>GM�BL�:�K>IK>L>GM:MBHG�H?�?BKFP:K>�LH?MP:K>�HK�<HG?B@NK:MBHG�=:M:�HG�:G�>G=IHBGM����F>:LNK>F>GM�BL

MRIB<:EER�>BMA>K�:�<KRIMH@K:IAB<�A:LA�O:EN>�H?�MA>�=:M:�HK�MA>�K:P�=:M:�BML>E?��/A>�>G=IHBGM�HIMBHG:EER�;BG=L�:

F>:LNK>F>GM�PBMA�MA>�>G=IHBGM�B=>GMBMR�MAKHN@A�MA>�NL>�H?�=B@BM:E�LB@G:MNK>L��/ABL�;BG=BG@�>G:;E>L�:G�:NMA>GMB<:MBHG

BGBMB:MHK�MH�>LM:;EBLA�MA>�B=>GMBMR�:G=�F>:LNK>F>GM�H?�MA>�?BKFP:K>�LH?MP:K>�HK�<HG?B@NK:MBHG�KNGGBG@�HG�MA>�>G=IHBGM�

137 7.4 Secure sessions

��� (:GR�=>OB<>L�>Q<A:G@>�=:M:�MA:M�FB@AM�K>JNBK>�IKHM><MBHG�PBMA�HMA>K�=>OB<>L��$G�MABL�LI><B?B<:MBHG	�MABL�=:M:�MA:M�BL

.+�(�.I><B?B<:MBHG �.+���

� +N;EBLA>= 1>KLBHG������



;>BG@�>Q<A:G@>=�BL�@>G>KB<:EER�K>?>KK>=�MH�:L�:IIEB<:MBHG�=:M:��/A>�IKHMH<HE�H?�MA>�:IIEB<:MBHG�=:M:�NLN:EER�>QBLML�:M�:

AB@A>K�E:R>K	�:G=�:L�LN<A�BM�BL�HNMLB=>�MA>�L<HI>�H?�MABL�LI><B?B<:MBHG��/A>�IKHMH<HE�H?�MA>�:IIEB<:MBHG�=:M:�NLN:EER

:EEHPL�?HK�>G<KRIM>=�:G=�HK�:NMA>GMB<:M>=�=:M:�MK:GL?>K�

��� /ABL�LI><B?B<:MBHG�IKHOB=>L�:�F>MAH=�MH�I>K?HKF�:�<KRIMH@K:IAB<�D>R�>Q<A:G@>�LN<A�MA:M�MA>�IKHMH<HE�H?�MA>

:IIEB<:MBHG�=:M:�<:G�NL>�MA>�>Q<A:G@>=�D>RL�MH�IKHOB=>�:�L><NK>�<A:GG>E�H?�<HFFNGB<:MBHG�;R�NLBG@�>G<KRIMBHG�:G=

F>LL:@>�:NMA>GMB<:MBHG��/ABL�<KRIMH@K:IAB<�D>R�>Q<A:G@>�IKHOB=>L�>BMA>K�->LIHG=>K
HGER�:NMA>GMB<:MBHG�HK�FNMN:E

:NMA>GMB<:MBHG	�;HMA�H?�PAB<A�<:G�;>�<HGLB=>K>=�>JNBO:E>GM�MH-NGMBF>�:NMA>GMB<:MBHG��!HK�FHK>�=>M:BEL	�L>>�MA>

.>LLBHG<E:NL>�

�� !BG:EER	�F:GR�.+�(�K>JN>LML�:G=�MA>BK�<HKK>LIHG=BG@�K>LIHGL>L�<:G�:ELH�;>�:??HK=>=�MA>�L:F>�IKHM><MBHG��!HK�FHK>

=>M:BEL	�L>>/ :;E>���[�.+�(�K>JN>LM�:G=�K>LIHGL>�F>LL:@>L�O:EB=BMR:G=�MA>.+�(�K>JN>LM�:G=�K>LIHGL>�<H=>

BLLN:G<>�:EEHP:G<><E:NL>�

��� !B@NK>���[�.+�(�F>LL:@BG@�IKHMH<HE�?EHP@BO>L�:�O>KR�AB@A
E>O>E�OB>P�H?�PA>G�MA>secure session LM:KML�

142 7.5 Mutual authentication ov erview

��� /A>�:;BEBMR�H?�:�->LIHG=>K�MH�O>KB?R�MA>�:NMA>GMB<BMR�H?�MA>�->JN>LM>K�BL�<:EE>=�FNMN:E�:NMA>GMB<:MBHG��.>O>K:E

F><A:GBLFL�BG�MABL�LI><B?B<:MBHG�:K>�=>M:BE>=�MH�IKHOB=>�FNMN:E�:NMA>GMB<:MBHG�<:I:;BEBMB>L��/A>�<KRIMH@K:IAB<�F>:GL

MH�O>KB?R�MA>�B=>GMBMR�H?�MA>�->JN>LM>K�BL�MA>�L:F>�:L�O>KB?RBG@�MA>�B=>GMBMR�H?�MA>�->LIHG=>K��/A> $=>GMBMR�IKHOBLBHGBG@

<E:NL>�=BL<NLL>L�B=>GMBMR�BG�K>@:K=L�MH�MA>�->LIHG=>K�;NM�MA>�=>M:BEL�:ELH�:IIER�MH�MA>�->JN>LM>K�

��� $G�@>G>K:E	�PA>G�MABL�LI><B?B<:MBHG�LM:M>L�K>JNBK>F>GML�HK�K><HFF>G=:MBHGL�?HK�->LIHG=>KL�BG�MA>�<HGM>QM�H?�B=>GMBMR	

MAHL>�L:F>�KNE>L�:ELH�:IIER�MH�->JN>LM>KL�BG�MA>�<HGM>QM�H?�FNMN:E�:NMA>GMB<:MBHG��/A>�O:KBHNL�<E:NL>L�BG�MABL

LI><B?B<:MBHG�IKHOB=>�FHK>�=>M:BEL�

145 7.6 Multiple asymmetr ic key suppor t

��� �G�.+�(�>G=IHBGM�<:G�NL>�FHK>�MA:G�HG>�:LRFF>MKB<�D>R�I:BK�?HK�:�G>@HMB:M>=�:LRFF>MKB<�:E@HKBMAF��/ABL�>G:;E>L

<KRIMH@K:IAB<�BLHE:MBHG�;>MP>>G�=B??>K>GM�NL>�<:L>L�PAB<A�IHM>GMB:EER�BG<K>:L>L�MA>�L><NKBMR�IHLMNK>�H?�MA>�.+�(

>G=IHBGM�:G=�BML�<HKK>LIHG=BG@�.+�(�<HGG><MBHGL��!HK�>Q:FIE>	�:G�.+�(�->LIHG=>K�<:G�<AHHL>�PAB<A�D>R
I:BKL

MH�NL>�BG�:�	����� K>JN>LM�:G=�PAB<A�D>R�I:BKL�MH�NL>�BG�:���D������������ K>JN>LM��/A>�.+�(�->LIHG=>K

I>KFBML�MA>�	����� :G= ���D������������ K>JN>LML�MH�NL>�MA>�L:F>�D>R
I:BK�?HK�LB@GBG@�HI>K:MBHGL�

��� �==BMBHG:EER	�:�->LIHG=>K�<:G�:EEHP�MA>�->JN>LM>K�MH�L>E><M�MA>�NL>�<:L>L�MH�:LLH<B:M>�PBMA�>:<A�:LRFF>MKB<�D>R

I:BK��/A>�->LIHG=>K�<:G	�:ELH	�:EEHP�MA>�->JN>LM>K�MH�K>JN>LM�MA>�@>G>K:MBHG�H?�:�G>P�D>R�I:BK�

��� / H�?:<BEBM:M>�MA>�NL>�H?�FNEMBIE>�:LRFF>MKB<�D>RL	�MA>�:;BEBMR�MH�NGBJN>ER�B=>GMB?R�>:<A�D>R�I:BK�BL�>LL>GMB:E��/H�:<AB>O>

MABL	�:�NGBJN>�D>R�I:BK�GNF;>K	�<:EE>=� 4��$-
� 	�B=>GMB?B>L�>:<A�:LRFF>MKB<�D>R�I:BK���==BMBHG:EER	�HG>�HK�FHK>�E>:?

<>KMB?B<:M>L�<:G�;BG=�MH�MA>�L:F>�:LRFF>MKB<�D>R�I:BK�

149 7.7 Custom envir onments

�� ��?BQ>=�HK�IK>=>M>KFBG>=�>GOBKHGF>GM�BL�:G�>GOBKHGF>GM�PA>K>�<>KM:BG�<A:K:<M>KBLMB<L�H?�MA>�>GOBKHGF>GM�:K>�?BQ>=�HK

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



DGHPG�;>?HK>�MA>�.+�(�>G=IHBGML�<HFFNGB<:M>�PBMA�>:<A�HMA>K��$G�F:GR�<:L>L	�MA>L>�<A:K:<M>KBLMB<L�:K>

=>M>KFBG>=�>O>G�;>?HK>�MA>�>GOBKHGF>GM�<:G�HI>K:M>�LN<A�:L�=NKBG@�MA>�=>LB@G�IA:L>���G�>Q:FIE>�H?�:�LN<A�:G

>GOBKHGF>GM�BL�PA>G�MPH�LI><B?B<�>G=IHBGML�<:G�HGER�<HFFNGB<:M>�PBMA�>:<A�HMA>K��/A>L>�>GOBKHGF>GML�F:R�?HK?>BM

<>KM:BG�.+�(�?>:MNK>L�LN<A�:L�BGM>KHI>K:;BEBMR��#HP>O>K	�MA>�L><NKBMR�IHLMNK>�:G=�@N:K:GM>>L�H?�MA>L>�>GOBKHGF>GML

:K>�HNMLB=>�MA>�L<HI>�H?�MABL�LI><B?B<:MBHG�

151 7.8 Notification ov erview

��� / H�:B=�:G�.+�(�>G=IHBGM�BG�>G?HK<BG@�BML�L><NKBMR�IHEB<R�K>JNBK>F>GML�BG�:G�>??B<B>GM	�K>EB:;E>	�:G=�MBF>ER�F:GG>K	�MA>

.+�(�>O>GM�F><A:GBLF IKHOB=>L�:�F>MAH=�MH�:LRG<AKHGHNLER�=>EBO>K�:�GHMB?B<:MBHG�MH�HK�K><>BO>�:�GHMB?B<:MBHG�?KHF

MA>�BGM>K>LM>=�.+�(�>G=IHBGM��/ABL�F><A:GBLF�:EEHPL�:G�BGM>K>LM>=�.+�(�>G=IHBGM�MH�<AHHL>�HGER�MA>�>O>GM�MRI>L

BM�P:GML�MH�K><>BO>��!HK�FHK>�=>M:BEL	�L>> O>GM�F><A:GBLF�

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������
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��� /A>�.+�(�F>LL:@BG@�IKHMH<HE�=>?BG>L�:�K>JN>LM
K>LIHGL>�F>LL:@BG@�FH=>E�;>MP>>G�MPH�>G=IHBGML�MH�I>K?HKF�MA>

F>LL:@>�>Q<A:G@>L�HNMEBG>=�BG.+�(�F>LL:@>�>Q<A:G@>L �� :<A SPDM request message LA:EE�;>�K>LIHG=>=�MH

PBMA�:G�.+�(�K>LIHGL>�F>LL:@>�:L�MABL�LI><B?B<:MBHG�=>?BG>L�NGE>LL�MABL�LI><B?B<:MBHG�LM:M>L�HMA>KPBL>�

��� !B@NK>���[�.+�(�F>LL:@BG@�IKHMH<HE�?EHPBL�:G�>Q:FIE>�H?�:�AB@A
E>O>E�K>JN>LM
K>LIHGL>�?EHP�=B:@K:F�?HK�.+�(�

�G�>G=IHBGM�MA:M�:<ML�:L�MA>Requester L>G=L�:G�.+�(�K>JN>LM�F>LL:@>�MH�:GHMA>K�>G=IHBGM�MA:M�:<ML�:L�MA>

Responder	�:G=�MA>�->LIHG=>K�K>MNKGL�:G�.+�(�K>LIHGL>�F>LL:@>�MH�MA>�->JN>LM>K�

��� Figure 2 Ñ SPDM messaging protocol flow

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



���

NEGOTIATE_ALGORITHMS

ALGORITHMS

GET_DIGESTS

DIGESTS

If necessary

ResponderRequester

GET_VERSION

VERSION

CAPABILITIES

If supported

CHALLENGE

CHALLENGE_AUTH

GET_CERTIFICATE

CERTIFICATE

If supported

MEASUREMENTS

KEY_EXCHANGE

GET_MEASUREMENTS

FINISH

FINISH_RSP

If supported

Secure Session

  

Application Data

KEY_EXCHANGE_RSP

Mutual Authentication

GET_CAPABILITIES

If supported

��� �EE�.+�(�K>JN>LM
K>LIHGL>�F>LL:@>L�LA:K>�:�<HFFHG�=:M:�?HKF:M�MA:M�<HGLBLML�H?�:�?HNK
byte F>LL:@>�A>:=>K

:G=�S>KH�HK�FHK>�;RM>L�F>LL:@>payload MA:M�BL�F>LL:@>
=>I>G=>GM��/A>�?HEEHPBG@�<E:NL>L�=>L<KB;>�MA>�<HFFHG

F>LL:@>�?HKF:M�:G=.+�(�F>LL:@>L� =>M:BEL�?HK�>:<A�H?�MA>�K>JN>LM�:G=�K>LIHGL>�F>LL:@>L�

��� /A>�->JN>LM>K�LA:EE�BLLN>���D����
�� 	 ���D�����

�
�� 	�:G= �����
���D����
�	�� K>JN>LM�F>LL:@>L�;>?HK>

BLLNBG@�:GR�HMA>K�K>JN>LM�F>LL:@>L��/A>�K>LIHGL>L�MH���D����
�� 	 ���D�����

�
�� 	�:G= �����
���D����
�	��

<:G�;>�L:O>=�;R�MA>�->JN>LM>K�LH�MA:M�:?M>K�->L>M�MA>�->JN>LM>K�<:G�LDBI�MA>L>�K>JN>LML�

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



160 8.1 SPDM connection model

��� $G�.+�(	�<HFFNGB<:MBHG�;>MP>>G�:�I:BK�H?�.+�(�>G=IHBGML�LM:KML�PA>G�HG>�>G=IHBGM�L>G=L�:���D����
��

K>JN>LM�MH�:GHMA>K�.+�(�>G=IHBGM��/A>�.+�(�>G=IHBGM�MA:M�LM:KML�MA>�<HFFNGB<:MBHG�BL�<:EE>=�MA>�->JN>LM>K��/A>

>G=IHBGM�K><>BOBG@�MA>���D����
�� :G=�IKHOB=BG@�MA>����
�� K>LIHGL>�BL�<:EE>=�:�->LIHG=>K��/A>�<HFFNGB<:MBHG

;>MP>>G�:�I:BK�H?�->JN>LM>K�:G=�->LIHG=>K�BL�<:EE>=�:�<HGG><MBHG��*G>�HK�FHK>�<HGG><MBHGL�<:G�>QBLM�;>MP>>G�:

->JN>LM>K�:G=�->LIHG=>K���B??>K>GM�<HGG><MBHGL�FB@AM�>QBLM�HO>K�MA>�L:F>�MK:GLIHKM�HK�HO>K�=B??>K>GM�MK:GLIHKML�

2A>G�MA>K>�:K>�FNEMBIE>�<HGG><MBHGL�HO>K�MA>�L:F>�MK:GLIHKM	�MA>�MK:GLIHKM�BL�K>LIHGLB;E>�?HK�IKHOB=BG@�F><A:GBLFL

?HK�.+�(�>G=IHBGML�MH�=BLMBG@NBLA�;>MP>>G�HG>�HK�FHK>�<HGG><MBHGL��2A>G�MA>�MK:GLIHKM�=H>L�GHM�IKHOB=>�LN<A�:

F><A:GBLF	�MA>K>�LA:EE�;>�HG>�<HGG><MBHG�;>MP>>G�MA>�->JN>LM>K�:G=�->LIHG=>K�HO>K�MA:M�<HGG><MBHG�

��� .+�(�>G=IHBGML�<:G�;>�;HMA�:�->JN>LM>K�:G=�->LIHG=>K���L�:�->JN>LM>K	�:G�.+�(�>G=IHBGM�<:G�<HFFNGB<:M>

PBMA�HG>�HK�FHK>�->LIHG=>KL��'BD>PBL>	�:L�:�->LIHG=>K	�:G�.+�(�>G=IHBGM�<:G�K>LIHG=�MH�FNEMBIE>�->JN>LM>KL�

/A>�.+�(�<HGG><MBHG�FH=>E�<HGLB=>KL�>:<A�H?�MA>L>�<HFFNGB<:MBHGL�MH�;>�:�L>I:K:M>�<HGG><MBHG��!HK�>Q:FIE>	�:

I:BK�H?�.+�(�>G=IHBGML�<:G�;>�;HMA�->JN>LM>K�:G=�->LIHG=>K�MH�>:<A�HMA>K��/ANL	�MA>�.+�(�<HGG><MBHG�FH=>E

<HGLB=>KL�MABL�MH�;>�MPH�L>I:K:M>�<HGG><MBHGL�

��� 2BMABG�:�<HGG><MBHG	�MA>�->JN>LM>K�K>F:BGL�MA>�->JN>LM>K�?HK�MA>�K>F:BG=>K�H?�MA>�<HGG><MBHG��'BD>PBL>	�MA>

->LIHG=>K�K>F:BGL�MA>�->LIHG=>K�?HK�MA>�K>F:BG=>K�H?�MA>�<HGG><MBHG��#HP>O>K	�NG=>K�<>KM:BG�L<>G:KBHL�:EEHP>=�;R

.+�(	�:�->LIHG=>K�<:G�L>G=�:�K>JN>LM�MH�:�->JN>LM>K�:G=	�EBD>PBL>	�:�->JN>LM>K�FB@AM�IKHOB=>�:�K>LIHGL>�MH�:

->LIHG=>K��/A>L>�<:L>L�:K>�EBFBM>=�:G=�MABL�LI><B?B<:MBHG�>QIEB<BMER�=>?BG>L�MA>L>�<:L>L��$G�LN<A�L<>G:KBHL	�PA>G�:

->JN>LM>K�IKHOB=>L�:�K>LIHGL>	�MA>�->JN>LM>K�LA:EE�:;B=>�;R�:EE�K>JNBK>F>GML�BG�MABL�LI><B?B<:MBHG�:L�B?�MA>R�:K>�:

->LIHG=>K�?HK�MA:M�K>JN>LM��.BFBE:KER	�PA>G�:�->LIHG=>K�L>G=L�:�K>JN>LM	�MA>�->LIHG=>K�LA:EE�:;B=>�;R�:EE

K>JNBK>F>GML�BG�MABL�LI><B?B<:MBHG�:L�B?�MA>R�:K>�:�->JN>LM>K�?HK�MA:M�K>JN>LM�

��� 2BMABG�:�<HGG><MBHG	�MA>�->JN>LM>K�<:G�>LM:;EBLA�HG>�HK�FHK>�L><NK>�L>LLBHGL��/A>L>�L><NK>�L>LLBHGL�:K>

<HGLB=>K>=�MH�;>�I:KM�H?�MA>�L:F>�<HGG><MBHG��.><NK>�L>LLBHGL�<:G�M>KFBG:M>�:G=�:==BMBHG:E�L>LLBHGL�<:G�;>

>LM:;EBLA>=�:M�:GR�MBF>������D����
�� <:G�K>L>M�MA>�<HGG><MBHG�:G=�:EE�<HGM>QM�:LLH<B:M>=�PBMA�MA:M�<HGG><MBHG

BG<EN=BG@	�;NM�GHM�EBFBM>=�MH	�BG?HKF:MBHG�LN<A�:L�L>LLBHG�D>RL�:G=�L>LLBHG�$�L��#HP>O>K	�MABL�BL�GHM�<HGLB=>K>=�:

M>KFBG:MBHG�H?�MA>�<HGG><MBHG����<HGG><MBHG�<:G�M>KFBG:M>�=N>�MH�>QM>KG:E�>O>GML�LN<A�:L�:�=>OB<>�K>L>M�HK�:G�>KKHK


A:G=EBG@�LMK:M>@R�BFIE>F>GM>=�HG�:G�.+�(�>G=IHBGM	�;NM�LN<A�L<>G:KBHL�:K>�HNMLB=>�MA>�L<HI>�H?�MABL�LI><B?B<:MBHG�

�HGG><MBHGL�<:G�;>�M>KFBG:M>=�NLBG@�F><A:GBLFL�HNMLB=>�MA>�L<HI>�H?�MABL�LI><B?B<:MBHG�

165 8.2 SPDM bits-t o-by tes mapping

��� �EE�.+�(�?B>E=L	�K>@:K=E>LL�H?�LBS>�HK�>G=B:GG>LL	�F:I�MA>�AB@A>LM�GNF>KB<�;BML�MH�MA>�AB@A>LM�GNF>KB<:EER�:LLB@G>=

;RM>�BG�L>JN>GMB:EER�=><K>:LBG@�HK=>K�=HPG�MH�:G=�BG<EN=BG@�MA>�E>:LM�GNF>KB<:EER�:LLB@G>=�;RM>�H?�MA:M�?B>E=��/A>

?HEEHPBG@�MPH�?B@NK>L�BEENLMK:M>�MABL�F:IIBG@�

��� !B@NK>���[�*G>
;RM>�?B>E=�;BM�F:ILAHPL�MA>�HG>
;RM>�?B>E=�;BM�F:I�

��� Figure 3 Ñ One-byte field bit map

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



���

�RM>�*??L>M��

�BM


�BM
�

�BM
�

�BM
�

�BM
�

�BM
�

�BM
�

�BM
�

 Q:FIE>��
� �*G>
�RM>�!B>E=�.M:KMBG@�:M��RM>�*??L>M��

�� !B@NK>���[�/ PH
;RM>�?B>E=�;BM�F:ILAHPL�MA>�MPH
;RM>�?B>E=�;BM�F:I�

��� Figure 4 Ñ T wo-byte field bit map

���

�RM>�*??L>M��

�BM�


�BM�
�

�BM�
�

�BM�
�

�BM�
�

�BM�
�

�BM�
�

�BM�
�

 Q:FIE>���
� �/ PH
�RM>�!B>E=�.M:KMBG@�:M��RM>�*??L>M��

�RM>�*??L>M��

�BM�
�

�BM�
�

�BM�
��

�BM�
� �

�BM�
�

�BM�
��

�BM�
��

�BM�
��

173 8.3 Generic SPDM message for mat

��� / :;E>���[�">G>KB<�.+�(�F>LL:@>�?B>E=�=>?BGBMBHGL=>?BG>L�MA>�?B>E=L�MA:M�<HGLMBMNM>�:�@>G>KB<�.+�(�F>LL:@>	

BG<EN=BG@�MA>�F>LL:@>�A>:=>K�:G=�I:REH:=�

��� Table 3 Ñ Generic SPDM message field definitions

Byte offset Bit offset Size (bits) Field Description

 6���7 � .+�(�(:CHK�1 >KLBHG

.A:EE�;>�MA>�F:CHK�O>KLBHG�H?�MA>

.+�(�.I><B?B<:MBHG���G�>G=IHBGM

LA:EE�GHM�<HFFNGB<:M>�;R�NLBG@�:G

BG<HFI:MB;E>�.+�(�O>KLBHG�O:EN>�

.>> 1>KLBHG�>G<H=BG@�

 6��7 � .+�(�(BGHK�1 >KLBHG

.A:EE�;>�MA>�FBGHK�O>KLBHG�H?�MA>

.+�(�.I><B?B<:MBHG����LI><B?B<:MBHG

PBMA�:�@BO>G�FBGHK�O>KLBHG�>QM>G=L

:�LI><B?B<:MBHG�PBMA�:�EHP>K�FBGHK

O>KLBHG�:L�EHG@�:L�MA>R�LA:K>�MA>

F:CHK�O>KLBHG��.>>1>KLBHG

>G<H=BG@�

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



Byte offset Bit offset Size (bits) Field Description

� 6��7 � ->JN>LM�->LIHGL>��H=>

.A:EE�;>�MA>�K>JN>LM�F>LL:@>�<H=>

HK�K>LIHGL>�<H=>	�PAB<A/ :;E>���[

.+�(�K>JN>LM�<H=>L :G= / :;E>��

[�.+�(�K>LIHGL>�<H=>L

>GNF>K:M>�H3HH MAKHN@AH3O�

K>IK>L>GM�K>LIHGL>�<H=>L�:G=

H3PH MAKHN@AH3�� K>IK>L>GM

K>JN>LM�<H=>L��$G�K>JN>LM

F>LL:@>L	�MABL�?B>E=�BL�<HGLB=>K>=

MA>�K>JN>LM�<H=>��$G�K>LIHGL>

F>LL:@>L	�MABL�?B>E=�BL�<HGLB=>K>=

MA>�K>LIHGL>�<H=>�

� 6��7 � +:K:F�

.A:EE�;>�MA>�?BKLM�HG>
;RM>

I:K:F>M>K��/A>�<HGM>GML�H?�MA>

I:K:F>M>K�:K>�LI><B?B<�MH�MA>

� ,0 ./�� .+*). ��*� �

� 6��7 � +:K:F�

.A:EE�;>�MA>�L><HG=�HG>
;RM>

I:K:F>M>K��/A>�<HGM>GML�H?�MA>

I:K:F>M>K�:K>�LI><B?B<�MH�MA>

� ,0 ./�� .+*). ��*� �

�
.>>�MA>

=>L<KBIMBHG�
1:KB:;E> SPDM message payload

.A:EE�;>�S>KH�HK�FHK>�;RM>L�MA:M�:K>

LI><B?B<�MH�MA>� ,0 ./�� .+*). 

�*� �

176 8.3.1 SPDM version

��� /A> ����� -.$*) ?B>E=	�IK>L>GM�:L�MA>�?BKLM�?B>E=�BG�:EE�.+�(�F>LL:@>L	�BG=B<:M>L�MA>�O>KLBHG�H?�MA>�.+�(

LI><B?B<:MBHG�MA:M�MA>�?HKF:M�H?�:G�.+�(�F>LL:@>�:=A>K>L�MH��/A>�?HKF:M�H?�MABL�?B>E=�LA:EE�;>�MA>�L:F>�:L�;RM>��BG

/ :;E>���[�">G>KB<�.+�(�F>LL:@>�?B>E=�=>?BGBMBHGL��/A>�O:EN>�H?�MABL�?B>E=�LA:EE�;>�MA>�L:F>�O:EN>�:L�MA>�O>KLBHG�H?

MABL�LI><B?B<:MBHG�>Q<>IM�?HK���D����
�� :G= ����
�� F>LL:@>L�

��� !HK�>Q:FIE>	�B?�MA>�O>KLBHG�H?�MABL�LI><B?B<:MBHG�BL����	�MA>�O:EN>�H?����� -.$*) BLH3IJ 	�PAB<A�:ELH�<HKK>LIHG=L�MH

:G �������%*-�� -.$*) H?���:G=�:G ������$)*-�� -.$*) H?����.>> 1>KLBHG�>G<H=BG@?HK�FHK>�>Q:FIE>L�

��� /A>�O>KLBHG�H?�MABL�LI><B?B<:MBHG�<:G�;>�?HNG=�HG�MA>�MBME>�I:@>�:G=�BG�MA>�?HHM>K�H?�MA>�HMA>K�I:@>L�BG�MABL�=H<NF>GM�

�� /A> ����� -.$*) ?HK�MA>�O>KLBHG�H?�MABL�LI><B?B<:MBHG�LA:EE�;>H3IK �

��� /A> ����1 -.$*)�/-$)" LA:EE�;>�:�LMKBG@�?HKF>=�;R�<HG<:M>G:MBG@�MA>�F:CHK�O>KLBHG	�:�I>KBH=������	�:G=�MA>�FBGHK

O>KLBHG��!HK�>Q:FIE>	�B?�MA>�O>KLBHG�H?�MABL�LI><B?B<:MBHG�BL������	�MA>G����1 -.$*)�/-$)" BLFI9JF �

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



182 8.4 SPDM request codes

��� / :;E>���[�.+�(�K>JN>LM�<H=>L =>?BG>L�MA>�.+�(�K>JN>LM�<H=>L��/A>Implementation requirement <HENFG

BG=B<:M>L�K>JNBK>F>GML�HG�MA>�->JN>LM>K�

��� �EE�.+�(
<HFI:MB;E>�BFIE>F>GM:MBHGL�LA:EE�NL>.+�(�K>JN>LM�<H=>L�

��� $?�:G ����� K>LIHGL>�BL�L>GM�?HK�NGLNIIHKM>=�K>JN>LM�<H=>L	�MA>�--*-�*� LA:EE�;> �).0++*-/ �� ,0 ./ �

��� Table 4 Ñ SPDM request codes

Request Code value Implementation requirement Message format

" /9�$" ./. Q�� *IMBHG:E
/ :;E>����[�" /9�$" ./.�K>JN>LM

F>LL:@>�?HKF:M

" /9� - /$!$�� / Q�� *IMBHG:E
/ :;E>����[�" /9� - /$!$�� / �K>JN>LM

F>LL:@>�?HKF:M

�#�'' )" Q�� *IMBHG:E
/ :;E>����[��#�'' )" �K>JN>LM�F>LL:@>

?HKF:M

" /91 -.$*) Q�� ->JNBK>=
/ :;E>���[�" /91 -.$*)�K>JN>LM

F>LL:@>�?HKF:M

�#0)&9. )� Q�� *IMBHG:E / :;E>����[��#0)&9. )��K>JN>LM�?HKF:M

�#0)&9" / Q�� *IMBHG:E / :;E>���[��#0)&9" /�K>JN>LM�?HKF:M

" /9 )�+*$)/9$)!* Q�� *IMBHG:E
/ :;E>�� ���[�" /9 )�+*$)/9$)!*

K>JN>LM�?HKF:M

" /9( �.0- ( )/. Q  *IMBHG:E
/ :;E>����[�" /9( �.0- ( )/.

K>JN>LM�F>LL:@>�?HKF:M

" /9��+ ��$'$/$ . Q � ->JNBK>=
/ :;E>�� ��[�" /9��+ ��$'$/$ .�K>JN>LM

F>LL:@>�?HKF:M

" /9.0++*- / �9 1 )/9/4+ . Q � *IMBHG:E

/ :;E>����[

" /9.0++*- / �9 1 )/9/4+ .

K>JN>LM�F>LL:@>�?HKF:M

) "*/$� / 9�'"*-$/#(. Q � ->JNBK>=
/ :;E>����[�) "*/$� / 9�'"*-$/#(.

K>JN>LM�F>LL:@>�?HKF:M

& 49 3�#�)" Q � *IMBHG:E
/ :;E>����[�& 49 3�#�)" �K>JN>LM

F>LL:@>�?HKF:M

!$)$.# Q � *IMBHG:E
/ :;E>����[�!$)$.#�K>JN>LM�F>LL:@>

?HKF:M

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



Request Code value Implementation requirement Message format

+.&9 3�#�)" Q � *IMBHG:E
/ :;E>����[�+.&9 3�#�)" �K>JN>LM

F>LL:@>�?HKF:M

+.&9!$)$.# Q � *IMBHG:E
/ :;E>����[�+.&9!$)$.#�K>JN>LM�F>LL:@>

?HKF:M

# �- /� � / Q � *IMBHG:E
/ :;E>����[�# �- /� � /�K>JN>LM�F>LL:@>

?HKF:M

& 490+�� / Q � *IMBHG:E
/ :;E>���[�& 490+�� / �K>JN>LM

F>LL:@>�?HKF:M

" /9 )��+.0'� / �9- ,0 ./ Q � *IMBHG:E

/ :;E>����[

" /9 )��+.0'� / �9- ,0 ./

K>JN>LM�F>LL:@>�?HKF:M

� '$1 -9 )��+.0'� / �9- .+*). Q � *IMBHG:E

/ :;E>����[

� '$1 -9 )��+.0'� / �9- .+*). 

K>JN>LM�F>LL:@>�?HKF:M

 )�9. ..$*) Q � *IMBHG:E
/ :;E>����[� )�9. ..$*)�K>JN>LM

F>LL:@>�?HKF:M

" /9�.- Q � *IMBHG:E
/ :;E>���[�" /9�.-�K>JN>LM�F>LL:@>

?HKF:M

. /9� - /$!$�� / Q  *IMBHG:E
/ :;E>����[�. /9� - /$!$�� / �K>JN>LM

F>LL:@>�?HKF:M

" /9( �.0- ( )/9 3/ ).$*)9'*" Q ! *IMBHG:E

/ :;E>�����[

" /9( �.0- ( )/9 3/ ).$*)9'*"

F>LL:@>�?HKF:M

.0�.�-$� 9 1 )/9/4+ . Q! *IMBHG:E
/ :;E>�� ���[�.0�.�-$� 9 1 )/9/4+ .

K>JN>LM�F>LL:@>�?HKF:M

. )�9 1 )/ Q!� *IMBHG:E
/ :;E>�� ���[�. )�9 1 )/�K>JN>LM

F>LL:@>�?HKF:M

" /9& 49+ �$-9$)!* Q!� *IMBHG:E
/ :;E>����[�" /9& 49+ �$-9$)!*

K>JN>LM�F>LL:@>�?HKF:M

. /9& 49+ �$-9$)!* Q!� *IMBHG:E
/ :;E>����[�. /9& 49+ �$-9$)!*

K>JN>LM�F>LL:@>�?HKF:M

1 )�*-9� !$) �9- ,0 ./ Q! *IMBHG:E

/ :;E>����[

1 )�*-9� !$) �9- ,0 ./�K>JN>LM

F>LL:@>�?HKF:M

- .+*)�9$!9- ��4 Q!! ->JNBK>=
/ :;E>����[�- .+*)�9$!9- ��4�K>JN>LM

F>LL:@>�?HKF:M

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



Request Code value Implementation requirement Message format

->L>KO>=
�EE�HMA>K

O:EN>L

.+�(�BFIE>F>GM:MBHGL�<HFI:MB;E>�PBMA

MABL�O>KLBHG�LA:EE�GHM�NL>�MA>�K>L>KO>=

K>JN>LM�<H=>L�

187 8.5 SPDM response codes

��� /A> � ,0 ./�� .+*). ��*� ?B>E=�BG�MA>�.+�(�K>LIHGL>�F>LL:@>�LA:EE�LI><B?R�MA>�:IIKHIKB:M>�K>LIHGL>�<H=>�?HK�:

K>JN>LM���EE�.+�(
<HFI:MB;E>�BFIE>F>GM:MBHGL�LA:EE�NL>/ :;E>���[�.+�(�K>LIHGL>�<H=>L �

��� *G�:�LN<<>LL?NE�<HFIE>MBHG�H?�:G�.+�(�HI>K:MBHG	�MA>�LI><B?B>=�K>LIHGL>�F>LL:@>�LA:EE�;>�K>MNKG>=��0IHG�:G

NGLN<<>LL?NE�<HFIE>MBHG�H?�:G�.+�(�HI>K:MBHG	�MA>����� K>LIHGL>�F>LL:@>�LAHNE=�;>�K>MNKG>=�

�� / :;E>���[�.+�(�K>LIHGL>�<H=>L =>?BG>L�MA>�K>LIHGL>�<H=>L�?HK�.+�(��/A>Implementation requirement <HENFG

BG=B<:M>L�K>JNBK>F>GML�HG�MA>�->LIHG=>K�

��� Table 5 Ñ SPDM response codes

Response Value Implementation requirement Message format

�$" ./. Q� *IMBHG:E
/ :;E>����[�.N<<>LL?NE��$" ./.

K>LIHGL>�F>LL:@>�?HKF:M

� - /$!$�� / Q� *IMBHG:E

/ :;E>���[�.N<<>LL?NE

� - /$!$�� / �K>LIHGL>�F>LL:@>

?HKF:M

�#�'' )" 9�0/# Q� *IMBHG:E

/ :;E>����[�.N<<>LL?NE

�#�'' )" 9�0/#�K>LIHGL>

F>LL:@>�?HKF:M

1 -.$*) Q� ->JNBK>=
/ :;E>���[�.N<<>LL?NE�1 -.$*)

K>LIHGL>�F>LL:@>�?HKF:M

�#0)&9. )�9��& Q� *IMBHG:E
/ :;E>����[��#0)&9. )�9��&

K>LIHGL>�F>LL:@>�?HKF:M

�#0)&9- .+*). Q� *IMBHG:E
/ :;E>����[��#0)&9- .+*). 

K>LIHGL>�?HKF:M

 )�+*$)/9$)!* Q� *IMBHG:E
/ :;E>�����[� )�+*$)/9$)!*

K>LIHGL>�?HKF:M

( �.0- ( )/. Q� *IMBHG:E

/ :;E>����[�.N<<>LL?NE

( �.0- ( )/.�K>LIHGL>

F>LL:@>�?HKF:M

��+ ��$'$/$ . Q�� ->JNBK>=

/ :;E>����[�.N<<>LL?NE

��+ ��$'$/$ .�K>LIHGL>�F>LL:@>

?HKF:M

.+�(�.I><B?B<:MBHG �.+���

� +N;EBLA>= 1>KLBHG������



Response Value Implementation requirement Message format

.0++*- / �9 1 )/9/4+ . Q�� *IMBHG:E

/ :;E>�� ��[

.0++*- / �9 1 )/9/4+ .

K>LIHGL>�F>LL:@>�?HKF:M

�'"*-$/#(. Q�� ->JNBK>=

/ :;E>����[�.N<<>LL?NE

�'"*-$/#(.�K>LIHGL>�F>LL:@>

?HKF:M

& 49 3�#�)" 9-.+ Q�� *IMBHG:E

/ :;E>����[�.N<<>LL?NE

& 49 3�#�)" 9-.+�K>LIHGL>

F>LL:@>�?HKF:M

!$)$.#9-.+ Q�� *IMBHG:E
/ :;E>����[�.N<<>LL?NE�!$)$.#9-.+

K>LIHGL>�F>LL:@>�?HKF:M

+.&9 3�#�)" 9-.+ Q�� *IMBHG:E
/ :;E>����[�+.&9 3�#�)" 9-.+

K>LIHGL>�F>LL:@>�?HKF:M

+.&9!$)$.#9-.+ Q�� *IMBHG:E

/ :;E>����[�.N<<>LL?NE

+.&9!$)$.#9-.+�K>LIHGL>

F>LL:@>�?HKF:M

# �- /� � /9��& Q�� *IMBHG:E
/ :;E>����[�# �- /� � /9��&

K>LIHGL>�F>LL:@>�?HKF:M

& 490+�� / 9��& Q�� *IMBHG:E
/ :;E>����[�& 490+�� / 9��&

K>LIHGL>�F>LL:@>�?HKF:M

 )��+.0'� / �9- ,0 ./ Q�� *IMBHG:E

/ :;E>����[

 )��+.0'� / �9- ,0 ./

K>LIHGL>�F>LL:@>�?HKF:M

 )��+.0'� / �9- .+*). 9��& Q�� *IMBHG:E

/ :;E>����[

 )��+.0'� / �9- .+*). 9��&

K>LIHGL>�F>LL:@>�?HKF:M

 )�9. ..$*)9��& Q�� *IMBHG:E
/ :;E>����[� )�9. ..$*)9��&

K>LIHGL>�F>LL:@>�?HKF:M

�.- Q�� *IMBHG:E
/ :;E>����[��.-�K>LIHGL>�F>LL:@>

?HKF:M

. /9� - /$!$�� / 9-.+ Q� *IMBHG:E

/ :;E>����[�.N<<>LL?NE

. /9� - /$!$�� / 9-.+�K>LIHGL>

F>LL:@>�?HKF:M

( �.0- ( )/9 3/ ).$*)9'*" Q�! *IMBHG:E

/ :;E>�����[�.N<<>LL?NE

( �.0- ( )/9 3/ ).$*)9'*"

F>LL:@>�?HKF:M

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



Response Value Implementation requirement Message format

.0�.�-$� 9 1 )/9/4+ .9��& Q� *IMBHG:E

/ :;E>�� ���[

.0�.�-$� 9 1 )/9/4+ .9��&

K>LIHGL>�F>LL:@>�?HKF:M

 1 )/9��& Q�� *IMBHG:E
/ :;E>�� ���[� 1 )/9��&�K>LIHGL>

F>LL:@>�?HKF:M

& 49+ �$-9$)!* Q�� *IMBHG:E
/ :;E>����[�& 49+ �$-9$)!*

K>LIHGL>�F>LL:@>�?HKF:M

. /9& 49+ �$-9$)!*9��& Q�� *IMBHG:E

/ :;E>����[

. /9& 49+ �$-9$)!*9��&

K>LIHGL>�F>LL:@>�?HKF:M

1 )�*-9� !$) �9- .+*). Q� *IMBHG:E

/ :;E>����[

1 )�*-9� !$) �9- .+*). 

K>LIHGL>�F>LL:@>�?HKF:M

 --*- Q�! ->JNBK>=
/ :;E>����[� --*-�K>LIHGL>

F>LL:@>�?HKF:M

->L>KO>=
�EE�HMA>K

O:EN>L

.+�(�BFIE>F>GM:MBHGL�<HFI:MB;E>

PBMA�MABL�O>KLBHG�LA:EE�GHM�NL>�MA>

K>L>KO>=�K>LIHGL>�<H=>L�

192 8.6 SPDM request and r esponse code issuance allowance

��� / :;E>���[�.+�(�K>JN>LM�:G=�K>LIHGL>�F>LL:@>L�O:EB=BMR=>L<KB;>L�MA>�<HG=BMBHGL�NG=>K�PAB<A�:�K>JN>LM�:G=

K>LIHGL>�<:G�;>�BLLN>=�

��� /A> Session <HENFG�=>L<KB;>L�PA>MA>K�MA>�K>LI><MBO>�K>JN>LM�:G=�K>LIHGL>�<:G�;>�L>GM�BG�:�L>LLBHG��$?�MA>�O:EN>�BL

"Allowed"	�MA>�BLLN>K�H?�MA>�K>JN>LM�:G=�K>LIHGL>�LA:EE�;>�:;E>�MH�L>G=�BM�BG�:�L><NK>�L>LLBHG	�MA>K>;R�:??HK=BG@�MA>F

MA>�IKHM><MBHG�H?�:�L><NK>�L>LLBHG��$?�MA>Session <HENFG�O:EN>�BL"Prohibited"	�MA>�BLLN>K�LA:EE�;>�IKHAB;BM>=�?KHF

L>G=BG@�MA>�K>LI><MBO>�K>JN>LM�:G=�K>LIHGL>�BG�:�L><NK>�L>LLBHG�

��� /A> Outside of a session <HENFG�BG=B<:M>L�PAB<A�K>JN>LML�:G=�K>LIHGL>L�:K>�:EEHP>=�MH�;>�L>GM�?K>>�:G=

BG=>I>G=>GM�H?�:�L>LLBHG	�MA>K>;R�E:<DBG@�MA>�IKHM><MBHG�H?�:�L><NK>�L>LLBHG���G"Allowed" BG�MABL�<HENFG�BG=B<:M>L

MA:M�MA>�K>LI><MBO>�K>JN>LM�:G=�K>LIHGL>�LA:EE�;>�:;E>�MH�;>�L>GM�HNMLB=>�MA>�<HGM>QM�H?�:�L><NK>�L>LLBHG��'BD>PBL>	�:

"Prohibited" BG�MABL�<HENFG�LA:EE�IKHAB;BM�MA>�BLLN>K�?KHF�L>G=BG@�MA>�K>LI><MBO>�K>JN>LM�HK�K>LIHGL>�HNMLB=>�MA>

<HGM>QM�H?�:�L>LLBHG�

��� ��K>JN>LM�:G=�BML�<HKK>LIHG=BG@�K>LIHGL>�<:G�A:O>�:G"Allowed" O:EN>�BG�;HMA�MA>Session :G= Outside of a

session <HENFGL	�BG�PAB<A�<:L>�MA>R�<:G�;>�L>GM�:G=�K><>BO>=�BG�;HMA�L<>G:KBHL�;NM�FB@AM�A:O>�:==BMBHG:E

K>LMKB<MBHGL��!HK�=>M:BEL	�L>>�MA>�K>LI><MBO>�K>JN>LM�:G=�K>LIHGL>�<E:NL>L�

��� ��K>JN>LM�:G=�BML�<HKK>LIHG=BG@�K>LIHGL>�MA:M�A:L�:G"Allowed" O:EN>�BG�MA>Session :G= "Prohibited" BG�MA>

Outside of a session <HENFGL�:K>�<HFF:G=L�NL>=�;R�MA>�L>LLBHG��/A>L>�<HFF:G=L�HGER�HI>K:M>�HG�MA>�L>LLBHG

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



MA:M�MA>R�P>K>�L>GM�NG=>K	�PAB<A�BL�HNMLB=>�MA>�L<HI>�H?�MABL�LI><B?B<:MBHG��/A>�L>LLBHG�$��BL�BFIEB<BM�?KHF�MA>�L>LLBHG

NL>=�MH�MK:GLFBM�MA>�<HFF:G=L�

��� !BG:EER	�MA>Session phases <HENFG�=>L<KB;>L�PAB<A�IA:L>L�H?�:�L>LLBHG�MA>�K>LI><MBO>�K>JN>LM�:G=�K>LIHGL>�LA:EE

;>�BLLN>=�PA>G�MA>R�:K>�:EEHP>=�MH�;>�BLLN>=�BG�:�L>LLBHG�

��� $?	�=NKBG@�MA>�L>LLBHG�A:G=LA:D>�IA:L>	�:G�NG>QI><M>=�K>JN>LM�BL�K><>BO>=�NLBG@�:�O:EB=�L>LLBHG�$�	�MA>�->LIHG=>K

LA:EE�>BMA>K�L>G=�:G����� F>LL:@>�BG�MA>�L>LLBHG�PBMA�--*-�*� S�) 3+ �/ �� ,0 ./ HK�LBE>GMER�=BL<:K=�MA>

K>JN>LM�

� � )�*-:� !$) � LA:EE�BG=B<:M>�PA>MA>K�:�1 )�*-9� !$) �9- ,0 ./�:G=�1 )�*-9� !$) �9- .+*). �BL

"Allowed" HK"Prohibited" ?HK�NL>�BG�MA>Session 	 Outside of a session 	�:G=�MA>�:IIEB<:;E>Session phases �

�� !HK�=>M:BEL	�L>>�MA>.>LLBHG<E:NL>�

�� Table 6 Ñ SPDM request and response messages validity

Request Response Outside of a session Session Session phases

" /9( �.0- ( )/. ( �.0- ( )/. �EEHP>= �EEHP>= �IIEB<:MBHG�+A:L>

!$)$.# !$)$.#9-.+ �HG=BMBHG:E����� �EEHP>=
.>LLBHG

#:G=LA:D>

+.&9!$)$.# +.&9!$)$.#9-.+ +KHAB;BM>= �EEHP>=
.>LLBHG

#:G=LA:D>

# �- /� � / # �- /� � /9��& +KHAB;BM>= �EEHP>= �IIEB<:MBHG�+A:L>

& 490+�� / & 490+�� / 9��& +KHAB;BM>= �EEHP>= �IIEB<:MBHG�+A:L>

 )�9. ..$*)  )�9. ..$*)9��& +KHAB;BM>= �EEHP>= �IIEB<:MBHG�+A:L>

)HM��IIEB<:;E>  --*- �EEHP>= �EEHP>= �EE�+A:L>L

" /9 )��+.0'� / �9- ,0 ./  )��+.0'� / �9- ,0 ./ �EEHP>= �EEHP>= �EE�+A:L>L

� '$1 -9 )��+.0'� / �9- .+*).  )��+.0'� / �9- .+*). 9��& �EEHP>= �EEHP>= �EE�+A:L>L

1 )�*-9� !$) �9- ,0 ./ 1 )�*-9� !$) �9- .+*). 1>G=HK
=>?BG>=
1>G=HK


=>?BG>=
1>G=HK
=>?BG>=

�#0)&9. )� �#0)&9. )�9��& �EEHP>= �EEHP>= �EE�+A:L>L

�#0)&9" / �#0)&9- .+*). �EEHP>= �EEHP>= �EE�+A:L>L

" /9 )�+*$)/9$)!*  )�+*$)/9$)!* �EEHP>= �EEHP>= �IIEB<:MBHG�+A:L>

" /9�.- �.- �EEHP>= �EEHP>= �IIEB<:MBHG�+A:L>

. /9� - /$!$�� / . /9� - /$!$�� / 9-.+ �EEHP>= �EEHP>= �IIEB<:MBHG�+A:L>

" /9�$" ./. �$" ./. �EEHP>= �EEHP>= �IIEB<:MBHG�+A:L>

" /9� - /$!$�� / � - /$!$�� / �EEHP>= �EEHP>= �IIEB<:MBHG�+A:L>

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



Request Response Outside of a session Session Session phases

" /9& 49+ �$-9$)!* & 49+ �$-9$)!* �EEHP>= �EEHP>= �IIEB<:MBHG�+A:L>

. /9& 49+ �$-9$)!* . /9& 49+ �$-9$)!*9��& �EEHP>= �EEHP>= �IIEB<:MBHG�+A:L>

" /9( �.0- ( )/9 3/ ).$*)9'*" ( �.0- ( )/9 3/ ).$*)9'*" �EEHP>= �EEHP>= �IIEB<:MBHG�+A:L>

" /9.0++*- / �9 1 )/9/4+ . .0++*- / �9 1 )/9/4+ . +KHAB;BM>= �EEHP>= �IIEB<:MBHG�+A:L>

.0�.�-$� 9 1 )/9/4+ . .0�.�-$� 9 1 )/9/4+ .9��& +KHAB;BM>= �EEHP>= �IIEB<:MBHG�+A:L>

. )�9 1 )/  1 )/9��& +KHAB;BM>= �EEHP>= �IIEB<:MBHG�+A:L>

- .+*)�9$!9- ��4 ->LIHGL>�MH�*KB@BG:E�->JN>LM���� �EEHP>=���� �EEHP>=���� �EE�+A:L>L����

�EE�HMA>KL �EE�HMA>KL �EEHP>= +KHAB;BM>=)HM��IIEB<:;E>

�� ��� .>>�- .+*)�9$!9- ��4�K>JN>LM�=>L<KBIMBHG�?HK�=>M:BEL�����+KHAB;BM>=�PA>G	����	���D
�D�	�D����D��� �

H 	��EEHP>=�PA>G	����	���D
�D�	�D����D��� � I �

204 8.7 Concurr ent SPDM message pr ocessing

�� /ABL�<E:NL>�=>L<KB;>L�MA>�LI><B?B<:MBHGL�:G=�K>JNBK>F>GML�?HK�A:G=EBG@�<HG<NKK>GM�HO>KE:IIBG@�.+�(�K>JN>LM

F>LL:@>L�

�� $?�:G�>G=IHBGM�<:G�:<M�:L�;HMA�:�->LIHG=>K�:G=�->JN>LM>K	�BM�LA:EE�;>�:;E>�MH�L>G=�K>JN>LM�F>LL:@>L�:G=�K>LIHGL>

F>LL:@>L�BG=>I>G=>GMER�

207 8.8 Requir ements for R equesters

�� ��->JN>LM>K�LA:EE�GHM�A:O>�FNEMBIE>�HNMLM:G=BG@�K>JN>LML�MH�MA>�L:F>�->LIHG=>K�PBMABG�:�<HGG><MBHG	�PBMA�MA>

?HEEHPBG@�>Q<>IMBHGL�

V �L�MA>" /91 -.$*)�K>JN>LM�:G=�1 -.$*)�K>LIHGL>�F>LL:@>L <E:NL>�=>L<KB;>L	�:�->JN>LM>K�<:G�BLLN>�:

���D����
�� MH�:�->LIHG=>K�MH�K>L>M�MA>�<HGG><MBHG�:M�:GR�MBF>	�>O>G�B?�MA>�->JN>LM>K�A:L�>QBLMBG@�HNMLM:G=BG@

K>JN>LML�MH�MA>�L:F>�->LIHG=>K�

V $G�MA>E:K@>�.+�(�F>LL:@>�MK:GL?>K�F><A:GBLF	�:�LBG@E>�E:K@>�.+�(�K>JN>LM�F>LL:@>�:G=�:�LBG@E>

�	���D���� K>JN>LM�<:G�;>�HNMLM:G=BG@�:M�MA>�L:F>�MBF>�

�� �G�HNMLM:G=BG@�K>JN>LM�BL�:�K>JN>LM�PA>K>�MA>�K>JN>LM�F>LL:@>�A:L�;>@NG�MK:GLFBLLBHG	�MA>�<HKK>LIHG=BG@

K>LIHGL>�A:L�GHM�;>>G�?NEER�K><>BO>=	�:G=�MA>�K>JN>LM�BL�GHM�:�K>MKR�:L�=>L<KB;>=�BG/ BFBG@�->JNBK>F>GML�

�� $?�MA>�->JN>LM>K�A:L�L>GM�:�K>JN>LM�MH�:�->LIHG=>K�:G=�P:GML�MH�L>G=�:�LN;L>JN>GM�K>JN>LM�MH�MA>�L:F>

->LIHG=>K	�MA>G�MA>�->JN>LM>K�LA:EE�P:BM�MH�L>G=�MA>�LN;L>JN>GM�K>JN>LM�NGMBE�:?M>K�MA>�->JN>LM>K�<HFIE>M>L�HG>�H?

MA>�?HEEHPBG@�:<MBHGL�

V -><>BO>L�MA>�K>LIHGL>�?KHF�MA>�->LIHG=>K�?HK�MA>�HNMLM:G=BG@�K>JN>LM�

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



V / BF>L�HNM�P:BMBG@�?HK�:�K>LIHGL>�

V -><>BO>L�:G�BG=B<:MBHG�?KHF�MA>�MK:GLIHKM�E:R>K�MA:M�MK:GLFBLLBHG�H?�MA>�K>JN>LM�F>LL:@>�?:BE>=�

V /A>�->JN>LM>K�>G<HNGM>KL�:G�BGM>KG:E�>KKHK�HK�->L>M�

V /A>�->JN>LM>K�L>G=L�:���D����
�� MH�K>BGBMB:EBS>�MA>�L>LLBHG�

�� � ��->JN>LM>K�FB@AM�L>G=�LBFNEM:G>HNL�K>JN>LM�F>LL:@>L�MH�=B??>K>GM�->LIHG=>KL�

212 8.9 Requir ements for R esponder s

��� ��->LIHG=>K�BL�GHM�K>JNBK>=�MH�IKH<>LL�FHK>�MA:G�HG>�K>JN>LM�F>LL:@>�:M�:�MBF>	�>O>G�:<KHLL�<HGG><MBHGL	�PBMA�MA>

?HEEHPBG@�>Q<>IMBHGL�

V �L�MA>" /91 -.$*)�K>JN>LM�:G=�1 -.$*)�K>LIHGL>�F>LL:@>L <E:NL>�=>L<KB;>L	�:�->JN>LM>K�<:G�BLLN>�:

���D����
�� MH�:�->LIHG=>K�MH�K>L>M�:�<HGG><MBHG�:M�:GR�MBF>	�>O>G�B?�MA>�->JN>LM>K�A:L�>QBLMBG@�HNMLM:G=BG@

K>JN>LML�MH�MA>�L:F>�->LIHG=>K�

V $G�MA>E:K@>�.+�(�F>LL:@>�MK:GL?>K�F><A:GBLF	�:�LBG@E>�E:K@>�.+�(�K>JN>LM�F>LL:@>�:G=�:�LBG@E>

�	���D���� K>JN>LM�<:G�;>�HNMLM:G=BG@�:M�MA>�L:F>�MBF>�

V ->MKB>L�<:G�;>�BLLN>=�FNEMBIE>�MBF>L�MH�MA>�L:F>�->LIHG=>K	�:L / BFBG@�K>JNBK>F>GML=>?BG>L�

��� ��->LIHG=>K�MA:M�BL�GHM�K>:=R�MH�:<<>IM�:�G>P�K>JN>LM�F>LL:@>�HK�IKH<>LL�FHK>�MA:G�HG>�HNMLM:G=BG@�K>JN>LM�:M�:

MBF>�?KHF�MA>�L:F>�->JN>LM>K�LA:EE�>BMA>K�K>LIHG=�PBMA�:G����� F>LL:@>�H? �--*-�*� S�0.4 HK�LBE>GMER�=BL<:K=�MA>

K>JN>LM�F>LL:@>�

��� $?�:�->LIHG=>K�BL�PHKDBG@�HG�:�K>JN>LM�F>LL:@>�?KHF�:�->JN>LM>K	�MA>�->LIHG=>K�<:G�K>LIHG=�PBMA�:G�����

F>LL:@>�H? �--*-�*� S�0.4 �

��� $?�:�->LIHG=>K�>G:;E>L�LBFNEM:G>HNL�<HFFNGB<:MBHGL�PBMA�FNEMBIE>�->JN>LM>KL	�MA>�->LIHG=>K�BL�>QI><M>=�MH

=BLMBG@NBLA�MA>�->JN>LM>KL�;R�NLBG@�F><A:GBLFL�MA:M�:K>�HNMLB=>�MA>�L<HI>�H?�MABL�LI><B?B<:MBHG�

217 8.10 Transcript and transcr ipt hash calculation r ules

��� /A>�MK:GL<KBIM�BL�:�<HG<:M>G:MBHG�H?�MA>�IK>L<KB;>=�?NEE�F>LL:@>L�HK�F>LL:@>�?B>E=L�BG�HK=>K��$G�MA>�<:L>�PA>K>�:

F>LL:@>�BL�MK:GL?>KK>=�BG�<ANGDL	�HGER�MA>�<HFIE>M>�F>LL:@>�MA:M�BL�;NBEM�;R�MA>�<HG<:M>G:MBHG�H?�<ANGD�I:REH:=L

LA:EE�;>�:==>=�MH�MA>�MK:GL<KBIM���HGL>JN>GMER	�MA>�MK:GL<KBIM�A:LA�BL�MA>�A:LA�H?�MA>�MK:GL<KBIM�NLBG@�MA>�G>@HMB:M>=

A:LA�:E@HKBMAF����. 	�.#� ' HK �3/	�.#� ' H? ����
�	�� ���!HK�F>LL:@>L�MA:M�:K>�>G<KRIM>=	�MA>�IE:BGM>QM

F>LL:@>L�:K>�NL>=�BG�MA>�MK:GL<KBIM��2A>K>�:�MK:GL<KBIM�BG=B<:M>L�MA:M�MA>�A:LA�H?�MA>�LI><B?B>=�<>KMB?B<:M>�<A:BG�BL

NL>=	�MA>�A:LA�H?�MA>�<>KMB?B<:M>�<A:BG�BL�<:E<NE:M>=�HO>K�MA>�LI><B?B>=�<>KMB?B<:M>�<A:BG	�:L/ :;E>����[��>KMB?B<:M>

<A:BG�?HKF:M=>L<KB;>L��(>LL:@>L�MA:M�<HGMKB;NM>�MH�:�MK:GL<KBIM�F:R�;>�HIMBHG:E�:G=�HK�<HG=BMBHG:E�:G=�PBEE�HGER

<HGMKB;NM>�MH�:�MK:GL<KBIM�B?�BLLN>=��.N<A�F>LL:@>L�:K>�B=>GMB?B>=�;R�MA>�M>QM��B?�BLLN>=��BG�MA>�MK:GL<KBIM�=>?BGBMBHG��!HK

:�@BO>G�F>LL:@>	�B?�BM�=H>L�GHM�A:O>�MA>��B?�BLLN>=��M>QM�BG�MA>�MK:GL<KBIM�=>?BGBMBHG	�MA>G�BM�BL�K>JNBK>=�MH�;>�IK>L>GM�BG

MA>�MK:GL<KBIM��2A>G�:G�>G=IHBGM�<:E<NE:M>L�MA>�MK:GL<KBIM�A:LA�HO>K�:�L>KB>L�H?�F>LL:@>L	�MA>�>G=IHBGM�LA:EE�>GLNK>

;HMA�MA>�>QBLM>G<>�:G=�MA>�HK=>K�H?�MA>�F>LL:@>L�:L�LI><B?B>=�;R�>:<A�MK:GL<KBIM�A:LA�<:E<NE:MBHG�KNE>�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



219 9 Timing r equir ements

�� / :;E>���[�/ BFBG@�LI><B?B<:MBHG�?HK�.+�(�F>LL:@>LLAHPL�MA>�MBFBG@�LI><B?B<:MBHGL�?HK�->JN>LM>KL�:G=�->LIHG=>KL�

��� $?�MA>�->JN>LM>K�=H>L�GHM�K><>BO>�:�K>LIHGL>�PBMABGT1 HKT2 MBF>�:<<HK=BG@ER	�MA>�->JN>LM>K�<:G�K>MKR�:�K>JN>LM

F>LL:@>����K>MKR�H?�:�K>JN>LM�F>LL:@>�LA:EE�;>�:�<HFIE>M>�K>MK:GLFBLLBHG�H?�MA>�HKB@BG:E�.+�(�K>JN>LM�F>LL:@>�

!KHF�MA>�I>KLI><MBO>�H?�:�->JN>LM>K	�:�K>MKR�H?�:�K>JN>LM�F>LL:@>�BL�MA>�K>MK:GLFBLLBHG�H?�MA>�HKB@BG:E�.+�(

K>JN>LM�HG>�HK�FHK>�MBF>L�BG�LN<<>LLBHG�=BK><MER�?HEEHPBG@�MA>�MK:GLFBLLBHG�H?�MA>�HKB@BG:E�.+�(�K>JN>LM��!KHF�MA>

I>KLI><MBO>�H?�:�->LIHG=>K	�:�K>MKR�H?�:�K>JN>LM�F>LL:@>�BL�MA>�K><>IMBHG�H?�MA>�L:F>�.+�(�K>JN>LM�HG>�HK�FHK>

MBF>L�BG�LN<<>LLBHG	�:LLNFBG@�MA:M�MA>�MK:GLIHKM�K><>BO>L�F>LL:@>L�BG�HK=>K��.N<<>LLBO>�.+�(�K>JN>LML�:K>

=B??>K>GM�B?�MA>�O:EN>L�H?�:GR�;BML�=B??>K�;>MP>>G�MA>F	�BG�PAB<A�<:L>�MA>�->LIHG=>K�PBEE�IKH<>LL�MA>F�=B??>K>GMER�

��� $?�MA>�MK:GLIHKM�BL�GHM�K>EB:;E>	�MA>G�MA>�->LIHG=>K�LAHNE=�LNIIHKM�K>MKR�;R�B=>GMB?RBG@�PA>MA>K�:�K><>BO>=�K>JN>LM�BL�:

K>MKB>=�HG>�HK�:�G>P�HG>��$?�MA>�->LIHG=>K�LNIIHKML�K>MKR	�MA>G�MA>�K>LIHGL>�MH�:�K>MKB>=�K>JN>LM�LA:EE�;>�B=>GMB<:E�MH

MA>�HKB@BG:E�K>LIHGL>��$?�MA>�MK:GLIHKM�BL�K>EB:;E>	�MA>G�MA>�->LIHG=>K�F:R�LNIIHKM�K>MKR�

��� /A>�->LIHG=>K�LA:EE�GHM�K>MKR�.+�(�K>LIHGL>�F>LL:@>L��$M�BL�NG=>KLMHH=�MA:M�MA>�MK:GLIHKM�IKHMH<HE�L��<:G�K>MKR	

;NM�MABL�BL�HNMLB=>�MA>�L<HI>�H?�MABL�LI><B?B<:MBHG�

224 9.1 Timing measur ements

��� 0GE>LL�HMA>KPBL>�LM:M>=	�:�->JN>LM>K�LA:EE�F>:LNK>�MBFBG@�I:K:F>M>KL�:IIEB<:;E>�MH�BM�?KHF�MA>�>G=�H?�:�LN<<>LL?NE

MK:GLFBLLBHG�H?�:G�.+�(�K>JN>LM�MH�MA>�;>@BGGBG@�H?�MA>�K><>IMBHG�H?�MA>�<HKK>LIHG=BG@�.+�(�K>LIHGL>��2BMA�MA>

>Q<>IMBHG�H?��� 	�:�->LIHG=>K�LA:EE�F>:LNK>�MBFBG@�I:K:F>M>KL�:IIEB<:;E>�MH�BM�?KHF�MA>�>G=�H?�MA>�K><>IMBHG�H?�MA>

.+�(�K>JN>LM�MH�MA>�;>@BGGBG@�H?�MK:GLFBLLBHG�H?�MA>�K>LIHGL>��/A>�K>JNBK>F>GM�:LLNF>L�MA:M�MA>�->LIHG=>K�A:L

BFF>=B:M>�:<<>LL�MH�MA>�MK:GLIHKM�

226 9.2 Timing p aramet ers

��� $G/ :;E>���[�/ BFBG@�LI><B?B<:MBHG�?HK�.+�(�F>LL:@>L	�MBFBG@�I:K:F>M>KL�:K>�=B??>K>GMB:M>=�BGMH�MPH�<:M>@HKB>L��MA>

MBFBG@�I:K:F>M>KL�?HK�GHG
<KRIMH@K:IAB<�HI>K:MBHGL���I ��:G=�MA>�MBFBG@�I:K:F>M>KL�?HK�<KRIMH@K:IAB<�HI>K:MBHGL

� �J ���/A>�MBFBG@�I:K:F>M>KL�:K>�=B??>K>GMB:M>=�BG�MABL�F:GG>K�MH�:EEHP�:�->LIHG=>K�MH�K>JN>LM�:==BMBHG:E�MBF>�?HK

<KRIMH@K:IAB<�HI>K:MBHGL��/A>�MBFBG@�I:K:F>M>KL�:IIER�MH�GHKF:E�<HG=BMBHGL	�:G=�LHF>�HI>K:MBHGL�F:R�M:D>

:==BMBHG:E�MBF>�BG�LHF>�LBMN:MBHGL��!HK�BGLM:G<>	�:�->LIHG=>K�F:R�G>>=�:==BMBHG:E�MBF>�MH�IKH<>LL�:�GHG


<KRIMH@K:IAB<�HI>K:MBHG�;><:NL>�H?�:GHMA>K�HI>K:MBHG�BG�IKH@K>LL�HK�LHF>�HMA>K�<HG=BMBHG��$G�MABL�<:L>	�MA>

->LIHG=>K�LA:EE�K>LIHG=�PBMA�:G����� F>LL:@>�H? �--*-�*� S� .+*). �*/� ��4 MH�BG=B<:M>�MA:M�BM�G>>=L�FHK>

MBF>�

��� /A>�->LIHG=>K�<:G�K>JN>LM�MBF>�;>RHG=��I ?HK�:GR�GHG
<KRIMH@K:IAB<�HI>K:MBHG�HMA>K�MA:G���D����
�� ��.BG<>

���D����
�� L>KO>L�:L�:�K>L>M�MH�MA>�<HGG><MBHG	�:�->JN>LM>K�FB@AM�L>G=���D����
�� K>JN>LML�:L�JNB<DER�:L

:EEHP>=�;R�I NGMBE�BM�K><>BO>L�:�K>LIHGL>��/A>�->LIHG=>K�LA:EE�GHM�K>LIHG=�MH���D����
�� PBMA�:G�����

F>LL:@>�H? �--*-�*� S� .+*). �*/� ��4 �

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



229 9.3 Timing specification table

�� /A> Ownership <HENFG�H?/ :;E>���[�/ BFBG@�LI><B?B<:MBHG�?HK�.+�(�F>LL:@>LLI><B?B>L�PA>MA>K�MA>�MBFBG@

I:K:F>M>K�:IIEB>L�MH�MA>�->LIHG=>K�HK�->JN>LM>K��!HK encapsulated requests	�MA>�->JN>LM>K�LA:EE�<HFIER�PBMA�MA>

MBFBG@�I:K:F>M>KL�PA>K>�MA>Ownership BG=B<:M>L�:�->LIHG=>K�

��� Table 7 Ñ T iming specification for SPDM messages

Timing parameter Ownership Value Units Description

- // ->JN>LM>K .>>�MA>�=>L<KBIMBHG� YL

/ABL�O:EN>�LA:EE�;>�MA>�PHKLM


<:L>�KHNG=
MKBI�MK:GLIHKM

MBFBG@�

/A>�O:EN>�LA:EE�;>�MA>�PHKLM


<:L>�MHM:E�MBF>�?HK�MA>

<HFIE>M>�MK:GLFBLLBHG�:G=

=>EBO>KR�H?�:G�.+�(

F>LL:@>�KHNG=�MKBI�:M�MA>

MK:GLIHKM�E:R>K�L���/A>�:<MN:E

O:EN>�?HK�MABL�I:K:F>M>K�BL

MK:GLIHKM
�HK�F>=B:
LI><B?B<�

�HMA�MA>�:<MN:E�O:EN>�:G=

AHP�:G�>G=IHBGM�H;M:BGL�MABL

O:EN>�:K>�HNMLB=>�MA>�L<HI>

H?�MABL�LI><B?B<:MBHG���

->JN>LM>K�LA:EE�F>:LNK>�MABL

MBFBG@�I:K:F>M>K�?KHF�MA>

>G=�H?�:�LN<<>LL?NE

MK:GLFBLLBHG�H?�:G�.+�(

K>JN>LM�MH�MA>�;>@BGGBG@�H?

MA>�K><>IMBHG�H?�MA>

<HKK>LIHG=BG@�.+�(

K>LIHGL>�E>LL��I HK �� 	

=>I>G=BG@�HG�MA>�->JN>LM�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



Timing parameter Ownership Value Units Description

./� ->LIHG=>K �	 YL

/ABL�O:EN>�LA:EE�;>�MA>

F:QBFNF�:FHNGM�H?�MBF>�MA>

->LIHG=>K�A:L�MH�IKHOB=>�:

K>LIHGL>�NG=>K�GHKF:E

<HG=BMBHGL�MH�K>JN>LML�MA:M�=H

GHM�K>JNBK>�<KRIMH@K:IAB<

IKH<>LLBG@	�LN<A�:L�MA>

���D�����

�
�� 	

���D����
�� 	�HK

�����
���D����
�	��

K>JN>LM�F>LL:@>L�

.>> / :;E>�� ��[

" /9��+ ��$'$/$ .�K>JN>LM

F>LL:@>�?HKF:M	 / :;E>���[

" /91 -.$*)�K>JN>LM

F>LL:@>�?HKF:M	�:G= / :;E>

���[

) "*/$� / 9�'"*-$/#(.

K>JN>LM�F>LL:@>�?HKF:M�

/� ->JN>LM>K ��� � ��I YL

/ABL�O:EN>�LA:EE�;>�MA>

FBGBFNF�:FHNGM�H?�MBF>�MA>

->JN>LM>K�LA:EE�P:BM�;>?HK>

BLLNBG@�:�K>MKR�?HK�K>JN>LML

MA:M�=H�GHM�K>JNBK>

<KRIMH@K:IAB<�IKH<>LLBG@�

!HK�=>M:BEL	�L>>�MA>��I

MBFBG@�I:K:F>M>K�

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



Timing parameter Ownership Value Units Description

�/ ->JN>LM>K�:G=�->LIHG=>K � ���3+*) )/ YL

�/ QIHG>GM�BL�K>IHKM>=�BG

MA>���D�����

�
��

K>JN>LM�F>LL:@>�:G=

�����

�
�� K>LIHGL>

F>LL:@>�

/ABL�I:K:F>M>K�BL�:IIEB<:;E>

MH�;HMA�:�->LIHG=>K�:G=

->JN>LM>K�:L�MA>Ownership

<HENFGL�LAHPL��.I><B?B<:EER

?HK�:�->JN>LM>K	�MABL�?B>E=�BL

:IIEB<:;E>�PA>G�MA>

->JN>LM>K�IKHOB=>L�:

K>LIHGL>�MA:M�K>JNBK>L

<KRIMH@K:IAB<�IKH<>LLBG@

LN<A�:L�BG�MA>�FNMN:E

:NMA>GMB<:MBHG�IHKMBHG�H?�:

���D���	���� ?EHP��2A>G

MA>�->JN>LM>K�IKHOB=>L�:

K>LIHGL>�MA:M�K>JNBK>L

<KRIMH@K:IAB<�IKH<>LLBG@	�MA>

->JN>LM>K�LA:EE�F>:LNK>

MBFBG@�CNLM�:L�:�->LIHG=>K

PHNE=�

/ABL�MBFBG@�I:K:F>M>K�LA:EE

;>�MA>�F:QBFNF�:FHNGM�H?

MBF>�MA>�>G=IHBGM�A:L�MH

IKHOB=>�:GR�K>LIHGL>

K>JNBKBG@�<KRIMH@K:IAB<

IKH<>LLBG@�NG=>K�GHKF:E

<HG=BMBHGL	�LN<A�:L�MA>

���D������������ HK

�	����� K>JN>LM

F>LL:@>L��$?�MA>�->LIHG=>K

<:GGHM�K>LIHG=�PBMABG�� 	

MA>�->LIHG=>K�LA:EE�K>LIHG=

PBMA�:G����� F>LL:@>�H?

�--*-�*� S� .+*). �*/� ��4

MH�BG=B<:M>�MA:M�BM�G>>=L�FHK>

MBF>�

.>> / :;E>�� ��[

" /9��+ ��$'$/$ .�K>JN>LM

F>LL:@>�?HKF:M	 / :;E>����[

.N<<>LL?NE���+��$'$/$ .

K>LIHGL>�F>LL:@>�?HKF:M	

/ :;E>����[

" /9( �.0- ( )/.

K>JN>LM�F>LL:@>�?HKF:M	�:G=

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



Timing parameter Ownership Value Units Description

/ :;E>����[��#�'' )" 

K>JN>LM�F>LL:@>�?HKF:M�

/� ->JN>LM>K ��� � �� YL

/ABL�O:EN>�LA:EE�;>�MA>

FBGBFNF�:FHNGM�H?�MBF>�MA>

->JN>LM>K�LA:EE�P:BM�;>?HK>

BLLNBG@�:�K>MKR�?HK�K>JN>LML

MA:M�K>JNBK>�<KRIMH@K:IAB<

IKH<>LLBG@�

!HK�=>M:BEL	�L>>�MA>��

MBFBG@�I:K:F>M>K�

-�/ ->LIHG=>K � ����3+*) )/ YL

/ABL�O:EN>�LA:EE�;>�MA>

K><HFF>G=>=�:==BMBHG:E

:FHNGM�H?�MBF>�BG

FB<KHL><HG=L�MA:M�MA>

->LIHG=>K�G>>=L�MH

<HFIE>M>�MA>�K>JN>LM>=

<KRIMH@K:IAB<�HI>K:MBHG�

2A>G�MA>�->LIHG=>K�<:GGHM

<HFIE>M>�<KRIMH@K:IAB<

IKH<>LLBG@�K>LIHGL>�PBMABG

MA>�� MBF>	�BM�LA:EE�IKHOB=>

����3+*) )/ :L�I:KM�H?�MA>

����� K>LIHGL>�:L/ :;E>���

[� --*-�K>LIHGL>

F>LL:@>�?HKF:MLAHPL��!HK

=>M:BEL	�L>>

�--*-�*� S� .+*). �*/� ��4

BG/ :;E>����[

->LIHGL>)HM->:=R

>QM>G=>=�>KKHK�=:M:?HK�MA>

����3+*) )/ O:EN>���G

.+�(�->LIHG=>K�F>:LNK>L

MA>��� O:EN>�?KHF�MA>�>G=

H?�MA>�MK:GLFBLLBHG�H?�MA>

����� F>LL:@>�H?

�--*-�*� S� .+*). �*/� ��4 	

MH�MA>�;>@BGGBG@�H?�MA>

K><>IMBHG�H?�MA>�G>QM

�������D
�D����� K>JN>LM

F>LL:@>�

.+�(�.I><B?B<:MBHG �.+���
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?BQ>L��$G?HKF:MBHG:E��B@GHK>�PA>G�<A><DBG@�O>KLBHGL�?HK�BGM>KHI>K:;BEBMR�

6��7 �EIA:

.A:EE�;>�MA>�IK>
K>E>:L>�PHKD
BG
IKH@K>LL�O>KLBHG�H?�MA>�LI><B?B<:MBHG�

�><:NL>�MA> �'+#� O:EN>�K>IK>L>GML�:G�BG
=>O>EHIF>GM�O>KLBHG�H?�MA>

LI><B?B<:MBHG	�O>KLBHGL�MA:M�LA:K>�MA>�L:F>�F:CHK�:G=�FBGHK�O>KLBHG

GNF;>KL�;NM�A:O>�=B??>K>GM�'+#� O>KLBHGL�FB@AM�GHM�;>�?NEER

BGM>KHI>K:;E>��->E>:L>=�O>KLBHGL�LA:EE�A:O>�:G�'+#� O:EN>�H?�S>KH

� H ��

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



261 10.3 GET_CAPABILITIES request and CAPABILITIES response messages

��� /ABL�K>JN>LM�F>LL:@>�LA:EE�K>MKB>O>�MA>�.+�(�<:I:;BEBMB>L�H?�:G�>G=IHBGM�

��� / :;E>�� ��[�" /9��+ ��$'$/$ .�K>JN>LM�F>LL:@>�?HKF:MLAHPL�MA>���D�����

�
�� K>JN>LM�F>LL:@>�?HKF:M�

��� / :;E>����[�.N<<>LL?NE���+ ��$'$/$ .�K>LIHGL>�F>LL:@>�?HKF:M LAHPL�MA>�����

�
�� K>LIHGL>�F>LL:@>

?HKF:M�

��� / :;E>����[�!E:@�?B>E=L�=>?BGBMBHGL�?HK�MA>�->JN>LM>KLAHPL�MA>�?E:@�?B>E=L�=>?BGBMBHGL�?HK�MA>�->JN>LM>K�

��� 'BD>PBL>	/ :;E>����[�!E:@�?B>E=L�=>?BGBMBHGL�?HK�MA>�->LIHG=>KLAHPL�MA>�?E:@�?B>E=L�=>?BGBMBHGL�?HK�MA>�->LIHG=>K�

��� / H�IKHI>KER�LNIIHKM�MK:GL?>KKBG@�H?�.+�(�F>LL:@>L	�MA>�->JN>LM>K�:G=�->LIHG=>K�LA:EE�BG=B<:M>�MPH�;N??>K�LBS>L�

V *G>�?HK�K><>BOBG@�:�LBG@E>�.+�(�MK:GL?>K�<:EE>=��/��-�).! -�$5 

V *G>�?HK�BG=B<:MBG@�MA>BK�F:QBFNF�BGM>KG:E�;N??>K�LBS>�?HK�IKH<>LLBG@�:�LBG@E>�:LL>F;E>=�K><>BO>=�.+�(

F>LL:@>�<:EE>=��3����(."�$5 

��� �==BMBHG:EER	�MA>�->JN>LM>K�:G=�->LIHG=>K�<:G�A:O>�:�MK:GLFBM�;N??>K��/A>�MK:GLFBM�;N??>K�LBS>�BL�GHM�<HFFNGB<:M>=

MH�MA>�HMA>K�.+�(�>G=IHBGM	�;NM�BM�<:G�;>�E>LL�MA:G�MA>��/��-�).! -�$5 H?�MA>�K><>BOBG@�.+�(�>G=IHBGM�

��� �HMA�MA>�->JN>LM>K�:G=�->LIHG=>K�LA:EE�LNIIHKM�:�FBGBFNF�LBS>�?HK�;HMA�MA>�MK:GLFBM�:G=�K><>BO>�;N??>K�MH

LN<<>LL?NEER�MK:GL?>K�.+�(�F>LL:@>L��/A>�FBGBFNF�LBS>�BL�K>?>KK>=�MH�:L�$)��/��-�).! -�$5 9 !HK�MABL�O>KLBHG�H?

MA>�LI><B?B<:MBHG	�MA>�$)��/��-�).! -�$5 LA:EE�;>�����/ABL�O:EN>�BL�MA>�LBS>	�BG�;RM>L	�H?�MA>�.+�(�F>LL:@>�PBMA

MA>�E:K@>LM�LBS>�?KHF�MABL�EBLM	�:LLNFBG@�:EE�?B>E=L�:K>�IK>L>GM�

V ���D����
��

V ����
�� :LLNFBG@�GH�O>KLBHGL�K>MNKG>=�<HGM:BG�'+#� O>KLBHGL�BG� -.$*)�0(� -�)/-4 :G=�O>KLBHG�>GMKB>L�:K>

GHM�=NIEB<:M>=�

V ���D�����

�
��

V �����

�
�� PBMA��-�(I BG�MA>���D�����

�
�� K>JN>LM�L>M�MH��

V �	���D���� NLBG@�MA>�LBS>�H?�MA>�.+�(�#>:=>K�?HK�MA>�LBS>�H?�MA>�����#0)& ?B>E=�

V �	���D����D��� NLBG@�MA>�F:QBFNF�LBS>�H?����� F>LL:@>�?HK�MA>�LBS>�H?�MA>� .+*). �*�-" � ,0 ./ ?B>E=�

V �	���D���

V �	���D�������� NLBG@�MA>�LBS>�H?�.+�(�#>:=>K�?HK�MA>�LBS>�H?�MA>�����#0)& ?B>E=�

V ����� NLBG@�MA>�F:QBFNF�LBS>�?HK�MA>�3/ )� ��--*-��/�

�� /A> ���D�����

�
�� K>JN>LM�PBMA� QM>G=>=�<:I:;BEBMB>L���BM��H?��-�(I L>M�MH�:�O:EN>�H?����BL�HGER�:EEHP>=�B?�;HMA

MA>�->JN>LM>K�:G=�->LIHG=>K�LNIIHKM�MA>':K@>�.+�(�F>LL:@>�MK:GL?>K�F><A:GBLF� �	���D���SI ���$?�MA>

���D�����

�
�� K>JN>LM�L>ML��BM��H?��-�(I MH�:�O:EN>�H?��	�MA>G�MA>�->LIHG=>K�LA:EE�NL>�MA>�O:EN>�?HK

��/��-�).! -�$5 :G= ��3����(."�$5 ?KHF�MA>�K>JN>LM�?HK�MA>�MK:GLFBLLBHG�H?�MA>�����

�
�� K>LIHGL>���

->LIHG=>K�<:G�K>IHKM�MA:M�BM�G>>=L�MH�MK:GLFBM�MA>�K>LIHGL>�BG�LF:EE>K�MK:GL?>KL�;R�L>G=BG@�:G����� F>LL:@>�H?

�--*-�*� S�-" � .+*). ��$?�MA>���D�����

�
�� K>JN>LM�L>ML��BM��H?��-�(I MH�:�O:EN>�H?���:G=�MA>�->LIHG=>K

=H>L�GHM�LNIIHKM�MA>':K@>�.+�(�F>LL:@>�MK:GL?>K�F><A:GBLF� �	���D���SH �	�MA>�->LIHG=>K�LA:EE�L>G=�:G

����� F>LL:@>�H? �--*-�*� S
)1�'$�� ,0 ./ �

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



��� Table 11 Ñ GET_CAP ABILITIES request message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3�I � ���D�����

�
�� ��.>> / :;E>���[

.+�(�K>JN>LM�<H=>L�

� +:K:F� �

.A:EE�;>�MA>�>QM>G=>=�<:I:;BEBMB>L�MH�BG<EN=>�BG�MA>

K>LIHGL>�

V �BM���$?�L>M�BG�MA>�K>JN>LML	�MA>�->LIHG=>K�LA:EE

BG<EN=>�MA>�.NIIHKM>=��E@HKBMAFL��EH<D�BG�BML

�����

�
�� K>LIHGL>�B?�BM�LNIIHKML�MABL

>QM>G=>=�<:I:;BEBMR��$?�MA>�->JN>LM>K�=H>L�GHM

LNIIHKM�MA>�':K@>�.+�(�F>LL:@>�MK:GL?>K

F><A:GBLF�� �	���D���SH �	�MABL�;BM�LA:EE�;>��

V �EE�HMA>K�O:EN>L�K>L>KO>=�

� +:K:F� � ->L>KO>=�

� ->L>KO>= � ->L>KO>=�

� �/ QIHG>GM �

.A:EE�;>�>QIHG>GM�H?�;:L>��	�PAB<A�BL�NL>=�MH

<:E<NE:M>�� �

.>> / :;E>���[�/ BFBG@�LI><B?B<:MBHG�?HK�.+�(

F>LL:@>L�

/A>�>JN:MBHG�?HK�� LA:EE�;>�� ���3+*) )/

FB<KHL><HG=L��YL��

!HK�>Q:FIE>	�B?���3+*) )/ BL��	 �� BL��� �����

YL�

� ->L>KO>= � ->L>KO>=�

� !E:@L �
.>> / :;E>����[�!E:@�?B>E=L�=>?BGBMBHGL�?HK�MA>

->JN>LM>K�

�� �:M:/ K:GL?>K.BS> �

/ABL�?B>E=�LA:EE�BG=B<:M>�MA>�F:QBFNF�;N??>K�LBS>	�BG

;RM>L	�H?�MA>�->JN>LM>K�?HK�K><>BOBG@�:�LBG@E>�:G=

<HFIE>M>�.+�(�F>LL:@>�PAHL>�F>LL:@>�LBS>�BL

E>LL�MA:G�HK�>JN:E�MH�MA>�O:EN>�BG�MABL�?B>E=��/A>�O:EN>

H?�MABL�?B>E=�LA:EE�;>�>JN:E�MH�HK�@K>:M>K�MA:G

�$)��/��-�).! -�$5 ��/A> ��/��-�).! -�$5 LA:EE

>Q<EN=>�MK:GLIHKM�A>:=>KL	�>G<KRIMBHG�A>:=>KL	�:G=

(�� ��/ABL�?B>E=�A>EIL�MA>�L>G=>K�H?�MA>�.+�(

F>LL:@>�DGHP�PA>MA>K�HK�GHM�BM�G>>=L�MH�NMBEBS>�MA>

':K@>�.+�(�F>LL:@>�MK:GL?>K�F><A:GBLF�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



Byte offset Field Size (bytes) Description

�� (:Q.+�(FL@.BS> �

$?�MA>�->JN>LM>K�LNIIHKML�MA>':K@>�.+�(�F>LL:@>

MK:GL?>K�F><A:GBLF	�MABL�?B>E=�LA:EE�BG=B<:M>�MA>

F:QBFNF�LBS>	�BG�;RM>L	�H?�MA>�BGM>KG:E�;N??>K�H?�:

->JN>LM>K�NL>=�MH�K>:LL>F;E>�:�LBG@E>�:G=

<HFIE>M>':K@>�.+�(�F>LL:@> ��/ABL�?B>E=�LA:EE�;>

@K>:M>K�MA:G�HK�>JN:E�MH��/��-�).! -�$5 ��/ABL

;N??>K�LBS>�BL�FHLM�A>EI?NE�PA>G�MK:GL?>KKBG@�:�':K@>

.+�(�F>LL:@>�BG�FNEMBIE>�<ANGDL�;><:NL>�BM�M>EEL

MA>�L>G=>K�PA>MA>K�HK�GHM�MA>K>�BL�>GHN@A�F>FHKR

?HK�MA>�?NEER�K>:LL>F;E>=�.+�(�F>LL:@>�

$?�MA>�->JN>LM>K�=H>L�GHM�LNIIHKM�MA>�':K@>�.+�(

F>LL:@>�MK:GL?>K�F><A:GBLF	�MABL�?B>E=�LA:EE�;>

>JN:E�MH�MA>��/��-�).! -�$5 H?�MA>�->JN>LM>K�

��� Table 12 Ñ Successful CAP ABILITIES response message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3NI � �����

�
�� ��.>> / :;E>���[

.+�(�K>LIHGL>�<H=>L �

� +:K:F� �

.A:EE�;>�MA>�>QM>G=>=�<:I:;BEBMB>L�BG<EN=>=�BG�MA>

K>LIHGL>�

V �BM���$?�MA>�K>JN>LM�F>LL:@>�L>ML�MA>�.NIIHKM>=

�E@HKBMAFL�>QM>G=>=�<:I:;BEBMR�;BM�:G=�MA>

->LIHG=>K�LNIIHKML�MABL�>QM>G=>=�<:I:;BEBMR	

MA>G�MA>�->LIHG=>K�LA:EE�L>M�MABL�;BM�BG�MA>

K>LIHGL>�:G=�LA:EE�BG<EN=>�MA>�.NIIHKM>=

�E@HKBMAFL��EH<D�BG�BML�����

�
�� K>LIHGL>�

$?�MA>�->LIHG=>K�=H>L�GHM�LNIIHKM�MABL�>QM>G=>=

<:I:;BEBMR�HK�=H>L�GHM�LNIIHKM�MA>�':K@>�.+�(

F>LL:@>�MK:GL?>K�F><A:GBLF���	���D���SH �	

MABL�;BM�LA:EE�;>��

V �EE�HMA>K�O:EN>L�K>L>KO>=�

� +:K:F� � ->L>KO>=�

� ->L>KO>= � ->L>KO>=�

.+�(�.I><B?B<:MBHG �.+���

� +N;EBLA>= 1>KLBHG������



Byte offset Field Size (bytes) Description

� �/ QIHG>GM �

.A:EE�;>�MA>�>QIHG>GM�H?�;:L>��	�PAB<A�NL>=�MH

<:E<NE:M>�� �

.>> / :;E>���[�/ BFBG@�LI><B?B<:MBHG�?HK�.+�(

F>LL:@>L�

/A>�>JN:MBHG�?HK�� LA:EE�;>�� ���3+*) )/

FB<KHL><HG=L��YL��

!HK�>Q:FIE>	�B?���3+*) )/ BL��	 �� BL��� �����

YL�

� ->L>KO>= � ->L>KO>=�

� !E:@L �
.>> / :;E>����[�!E:@�?B>E=L�=>?BGBMBHGL�?HK�MA>

->LIHG=>K�

�� �:M:/ K:GL?>K.BS> �

/ABL�?B>E=�LA:EE�BG=B<:M>�MA>�F:QBFNF�;N??>K�LBS>	�BG

;RM>L	�H?�MA>�->LIHG=>K�?HK�K><>BOBG@�:�LBG@E>�:G=

<HFIE>M>�.+�(�F>LL:@>�PAHL>�F>LL:@>�LBS>�BL

E>LL�MA:G�HK�>JN:E�MH�MA>�O:EN>�BG�MABL�?B>E=��/A>�O:EN>

H?�MABL�?B>E=�LA:EE�;>�>JN:E�MH�HK�@K>:M>K�MA:G

�$)��/��-�).! -�$5 ��/A> ��/��-�).! -�$5 LA:EE

>Q<EN=>�MK:GLIHKM�A>:=>KL	�>G<KRIMBHG�A>:=>KL	�:G=

(�� ��/ABL�?B>E=�A>EIL�MA>�L>G=>K�H?�MA>�.+�(

F>LL:@>�DGHP�PA>MA>K�HK�GHM�BM�G>>=L�MH�NMBEBS>�MA>

':K@>�.+�(�F>LL:@>�MK:GL?>K�F><A:GBLF�

�� (:Q.+�(FL@.BS> �

$?�MA>�->LIHG=>K�LNIIHKML�MA>':K@>�.+�(�F>LL:@>

MK:GL?>K�F><A:GBLF	�MABL�?B>E=�LA:EE�BG=B<:M>�MA>

F:QBFNF�LBS>	�BG�;RM>L	�H?�MA>�BGM>KG:E�;N??>K�H?�:

->LIHG=>K�NL>=�MH�K>:LL>F;E>�:�LBG@E>�:G=

<HFIE>M>':K@>�.+�(�F>LL:@> ��/ABL�?B>E=�LA:EE�;>

@K>:M>K�MA:G�HK�>JN:E�MH��/��-�).! -�$5 ��/ABL

;N??>K�LBS>�BL�FHLM�A>EI?NE�PA>G�MK:GL?>KKBG@�:�':K@>

.+�(�F>LL:@>�BG�FNEMBIE>�<ANGDL�;><:NL>�BM�M>EEL

MA>�L>G=>K�PA>MA>K�HK�GHM�MA>K>�BL�>GHN@A�F>FHKR

?HK�MA>�?NEER�K>:LL>F;E>=�.+�(�F>LL:@>�

$?�MA>�->LIHG=>K�=H>L�GHM�LNIIHKM�MA>�':K@>�.+�(

F>LL:@>�MK:GL?>K�F><A:GBLF	�MABL�?B>E=�LA:EE�;>

>JN:E�MH�MA>��/��-�).! -�$5 H?�MA>�->LIHG=>K�

� .NIIHKM>=�E@HKBMAFL �E@.BS>�HK�

$?�IK>L>GM	�MABL�?B>E=�LA:EE�;>�'"�$5 BG�LBS>�:G=�MA>

?HKF:M�H?�MA>�?B>E=�LA:EE�;>�:L�=>L<KB;>=�BG.NIIHKM>=

:E@HKBMAFL�;EH<D��$?��BM��H?��-�(I =H>L�GHM�BG=B<:M>

MA:M�MA>�.NIIHKM>=��E@HKBMAF�>QM>G=>=�<:I:;BEBMR�BL

BG<EN=>=�BG�MABL�K>LIHGL>	�MA>G�MABL�?B>E=�LA:EE�;>

:;L>GM�

��� �L�=>L<KB;>=�BG�HMA>K�I:KML�H?�MABL�LI><B?B<:MBHG	�:�->JN>LM>K�HK�->LIHG=>K�<:G�K>O>KL>�KHE>L�HK�M:D>�HG�;HMA�KHE>L�?HK

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



<>KM:BG�.+�(�F>LL:@>L�:G=�?EHPL��/ANL	�:G�.+�(�>G=IHBGM�<:GGHM�L>G=�:�':K@>�.+�(�F>LL:@>�MA:M�>Q<>>=L�MA>

��3����(."�$5 H?�MA>�K><>BOBG@�.+�(�>G=IHBGM��.I><B?B<:EER	�:�K>JN>LMBG@�.+�(�>G=IHBGM�LA:EE�GHM�L>G=�:�K>JN>LM

MA:M�>Q<>>=L�MA>�LBS>�H?��3����(."�$5 H?�MA>�K>LIHG=BG@�.+�(�>G=IHBGM��'BD>PBL>	�:�K>LIHG=BG@�.+�(�>G=IHBGM

LA:EE�GHM�L>G=�:�K>LIHGL>�MA:M�>Q<>>=L�MA>�LBS>�H?��3����(."�$5 H?�MA>�K>JN>LMBG@�.+�(�>G=IHBGM��$?�MA>�LBS>�H?�:

K>LIHGL>�F>LL:@>�>Q<>>=L�MA>�LBS>�H?�MA>��3����(."�$5 H?�MA>�K>JN>LMBG@�.+�(�>G=IHBGM	�MA>�K>LIHG=BG@�.+�(

>G=IHBGM�LA:EE�K>LIHG=�PBMA�:G����� F>LL:@>�H? �--*-�*� S� .+*). �**�-" ��$?�MA>�LBS>�H?�:�K>JN>LM�F>LL:@>

>Q<>>=L�MA>�LBS>�H?�MA>��3����(."�$5 H?�MA>�K>LIHG=BG@�.+�(�>G=IHBGM	�MA>�K>LIHG=BG@�.+�(�>G=IHBGM�LA:EE

>BMA>K�K>LIHG=�PBMA�:G����� F>LL:@>�H? �--*-�*� S� ,0 ./�**�-" HK�LBE>GMER�=BL<:K=�MA>�K>JN>LM���==BMBHG:EER	�:G

.+�(�>G=IHBGM�BL�>QI><M>=�MH�IKHOB=>�@K:<>?NE�>KKHK�A:G=EBG@��?HK�>Q:FIE>	�;N??>K�HO>K?EHP�NG=>K?EHP�IKHM><MBHG��BG

MA>�>O>GM�MA:M�BM�K><>BO>L�:G�.+�(�F>LL:@>�MA:M�>Q<>>=L�BML��3����(."�$5 �

��� / :;E>����[�!E:@�?B>E=L�=>?BGBMBHGL�?HK�MA>�->JN>LM>KLAHPL�MA>�?E:@�?B>E=L�=>?BGBMBHGL�?HK�MA>�->JN>LM>K�

��� 0GE>LL�HMA>KPBL>�LM:M>=	�B?�:�->JN>LM>K�BG=B<:M>L�LNIIHKM�?HK�:�<:I:;BEBMR�:LLH<B:M>=�PBMA�:G�.+�(�K>JN>LM�HK

K>LIHGL>�F>LL:@>	�BM�F>:GL�MA>�->JN>LM>K�<:G�K><>BO>�MA>�<HKK>LIHG=BG@�K>JN>LM�:G=�IKH=N<>�:�LN<<>LL?NE

K>LIHGL>��$G�HMA>K�PHK=L	�MA>�->JN>LM>K�BL�:<MBG@�:L�:�->LIHG=>K�MH�MA:M�.+�(�K>JN>LM�:LLH<B:M>=�PBMA�MA:M

<:I:;BEBMR��!HK�>Q:FIE>	�B?�:�->JN>LM>K�L>ML�MA>����D��� ;BM�MHI 	�MA>�->JN>LM>K�<:G�K><>BO>�:���D����
�
����

K>JN>LM�:G=�L>G=�;:<D�:�LN<<>LL?NE����
�
���� K>LIHGL>�F>LL:@>�

��� �'"�$5 BL�MA>�LBS>�H?�MA>.NIIHKM>=�:E@HKBMAFL�;EH<D��$?�MA>�.NIIHKM>=��E@HKBMAFL��EH<D�BL�GHM�BG<EN=>=�BG�MA>

K>LIHGL>	�MA>G�MA>�0++*-/ ��'"*-$/#(. ?B>E=�LA:EE�;>�:;L>GM�

��� Table 13 Ñ Flag fields definitions for the Requester

Byte offset Bit offset Field Description

  ->L>KO>= ->L>KO>=�

 � � - /9��+

$?�L>M	�->JN>LM>K�LA:EE�LNIIHKM�
����� :G=

����
�
���� K>LIHGL>�F>LL:@>L��.A:EE�;>H� B?

MA>�->JN>LM>K�=H>L�GHM�LNIIHKM�:LRFF>MKB<

:E@HKBMAFL�

 � �#�'9��+
DEPRECATED: $?�L>M	�->JN>LM>K�LA:EE�LNIIHKM

�	�����D���	 K>LIHGL>�F>LL:@>�

 6���7 ->L>KO>= ->L>KO>=�

 �  )�- 4+/9��+

$?�L>M	�->JN>LM>K�LA:EE�LNIIHKM�F>LL:@>�>G<KRIMBHG

BG�:�L><NK>�L>LLBHG��$?�L>M	�PA>G�MA>�->JN>LM>K

<AHHL>L�MH�LM:KM�:�L><NK>�L>LLBHG	�MA>�->JN>LM>K

LA:EE�L>G=�HG>�H?�MA>�.>LLBHG
.><K>ML
 Q<A:G@>

K>JN>LM�F>LL:@>L�LNIIHKM>=�;R�MA>�->LIHG=>K�

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



Byte offset Bit offset Field Description

 � (��9��+

$?�L>M	�->JN>LM>K�LA:EE�LNIIHKM�F>LL:@>

:NMA>GMB<:MBHG�BG�:�L><NK>�L>LLBHG��$?�L>M	�PA>G�MA>

->JN>LM>K�<AHHL>L�MH�LM:KM�:�L><NK>�L>LLBHG	�MA>

->JN>LM>K�LA:EE�L>G=�HG>�H?�MA>�.>LLBHG
.><K>ML


 Q<A:G@>�K>JN>LM�F>LL:@>L�LNIIHKM>=�;R�MA>

->LIHG=>K� ���D��� BL�GHM�MA>�L:F>�:L�MA>	��� BG

MA>� ,0 ./ -� -$!4��/� HK � .+*)� -� -$!4��/�

?B>E=L�H?�.>LLBHG
.><K>ML
 Q<A:G@>�:G=�.>LLBHG


.><K>ML
!BGBLA�F>LL:@>L�

�  (0/9�0/#9��+ $?�L>M	�->JN>LM>K�LA:EE�LNIIHKM�FNMN:E�:NMA>GMB<:MBHG�

� � & 49 39��+

$?�L>M	�->JN>LM>K�LA:EE�LNIIHKM���D���	����

K>JN>LM�F>LL:@>��$?�L>M	�������D��� HK ���D���

LA:EE�;>�L>M�

� 6���7 +.&9��+

+K>
.A:K>=�&>R�<:I:;BEBMB>L�H?�MA>�->JN>LM>K�

V HH� ��->JN>LM>K�LA:EE�GHM�LNIIHKM�+K>
.A:K>=

&>R�<:I:;BEBMB>L�

V HI� ��->JN>LM>K�LA:EE�LNIIHKM�+K>
.A:K>=�&>R

V IH� :G= II� ��->L>KO>=�

$?�LNIIHKM>=	�������D��� HK ���D��� LA:EE�;>�L>M�

� �  )��+9��+

$?�L>M	�->JN>LM>K�LA:EE�LNIIHKM

���D�����������D������� 	 �����������D������� 	

��
���D�����������D�������� 	�:G=

�����������D��������D��� F>LL:@>L���==BMBHG:EER	

MA>�MK:GLIHKM�F:R�K>JNBK>�MA>�->JN>LM>K�MH�LNIIHKM

MA>L>�F>LL:@>L�

�����D��� P:L�IK>OBHNLER�=>IK><:M>=�;><:NL>

�:LB<�FNMN:E�:NMA>GMB<:MBHGBL�=>IK><:M>=�

�>IK><:MBHG�BL�K>FHO>=�LBG<>�LHF>�F>LL:@>L	�LN<A

:L ���D������ 	�=H�GHM�K>JNBK>�FNMN:E�:NMA>GMB<:MBHG

;NM�LMBEE�K>JNBK>�����D��� �

� � #� � /9��+
$?�L>M	�->JN>LM>K�LA:EE�LNIIHKM	��������

F>LL:@>L�

� � & 490+�9��+
$?�L>M	�->JN>LM>K�LA:EE�LNIIHKM���D������

F>LL:@>L�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



Byte offset Bit offset Field Description

� � #�)�.#�& 9$)9/# 9�' �-9��+

$?�L>M	�MA>�->JN>LM>K�<:G�LNIIHKM�:�->LIHG=>K�MA:M

<:G�HGER�L>G=�:G=�K><>BO>�:EE�.+�(�F>LL:@>L

>Q<A:G@>=�=NKBG@�MA>�.>LLBHG�#:G=LA:D>�+A:L>�BG

MA>�<E>:K��LN<A�:L�PBMAHNM�>G<KRIMBHG�:G=�F>LL:@>

:NMA>GMB<:MBHG����IIEB<:MBHG�=:M:�BL�>G<KRIM>=�:G=�HK

:NMA>GMB<:M>=�NLBG@�MA>�G>@HMB:M>=�<KRIMH@K:IAB<

:E@HKBMAFL�:L�GHKF:E��.>MMBG@�MABL�;BM�E>:=L�MH

<A:G@>L�BG�MA>�<HGM>GML�H?�<>KM:BG�.+�(�F>LL:@>L	

:L�=BL<NLL>=�BG�HMA>K�I:KML�H?�MABL�LI><B?B<:MBHG�

$?�MABL�;BM�BL�<E>:K>=	�MA>�->JN>LM>K�LB@G:EL�MA:M�BM

K>JNBK>L�>G<KRIMBHG�:G=�HK�F>LL:@>�:NMA>GMB<:MBHG

H?�.+�(�F>LL:@>L�>Q<A:G@>=�=NKBG@�MA>�.>LLBHG

#:G=LA:D>�+A:L>�

$?�MA>�->JN>LM>K�LNIIHKML�+K>
.A:K>=�&>RL

� ���D��� BLHI� ��:G=�=H>L�GHM�LNIIHKM�:LRFF>MKB<

D>R�>Q<A:G@>�����D��D��� BLH� �	�MA>G�MABL�;BM�LA:EE

;>�S>KH��$?�MA>�->JN>LM>K�=H>L�GHM�LNIIHKM

>G<KRIMBHG�:G=�F>LL:@>�:NMA>GMB<:MBHG	�MA>G�MABL�;BM

LA:EE�;>�S>KH�

$G�HMA>K�PHK=L	�MABL�;BM�BG=B<:M>L�PA>MA>K���D���

:G= �������D��� BL�BGOHEO>=�:<<HK=BG@ER�BG�MA>

A:G=LA:D>�IA:L>�H?�:�L><NK>�L>LLBHG�HK�;HMA

>G<KRIMBHG�:G=�F>LL:@>�:NMA>GMB<:MBHG�<:I:;BEBMB>L

:K>�=BL:;E>=�BG�MA>�L>LLBHG�A:G=LA:D>�IA:L>�H?�:

L><NK>�L>LLBHG�

�  +0�9& 49$�9��+

$?�L>M	�MA>�IN;EB<�D>R�H?�MA>�->JN>LM>K�P:L

IKHOBLBHG>=�MH�MA>�->LIHG=>K��/A>�MK:GLIHKM�E:R>K�BL

K>LIHGLB;E>�?HK�B=>GMB?RBG@�MA>�->LIHG=>K��$G�MABL

<:L>	�MA> ����D��� :G= ���
D���D��� H?�MA>

->JN>LM>K�LA:EE�;>H �

� � �#0)&9��+
$?�L>M	�->JN>LM>K�LA:EE�LNIIHKM':K@>�.+�(

F>LL:@>�MK:GL?>K�F><A:GBLFF>LL:@>L�

� 6���7 ->L>KO>= ->L>KO>=�

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



Byte offset Bit offset Field Description

� 6���7  +9$)!*9��+

/A> �����
��D
��� K>LIHGL>�<:I:;BEBMB>L�H?�MA>

->JN>LM>K�

V HH� ��/A>�->JN>LM>K�=H>L�GHM�LNIIHKM

�����
��D
��� K>LIHGL>�<:I:;BEBMB>L�

V HI� ��/A>�->JN>LM>K�LNIIHKML�MA>

�����
��D
��� K>LIHGL>�;NM�<:GGHM�I>K?HKF

LB@G:MNK>�@>G>K:MBHG�?HK�MABL�K>LIHGL>�

V IH� ��/A>�->JN>LM>K�LNIIHKML�MA>

�����
��D
��� K>LIHGL>�:G=�<:G�@>G>K:M>

LB@G:MNK>L�?HK�MABL�K>LIHGL>�

V II� ��->L>KO>=�

�  ->L>KO>= ->L>KO>=�

� �  1 )/9��+
$?�L>M	�MA>�->JN>LM>K�BL�:G O>GM�)HMB?B>K��.>>  O>GM

F><A:GBLF?HK�=>M:BEL�

� 6���7 (0' /$9& 49��+

.A:EE�;>�MA>�(NEMBIE>��LRFF>MKB<�&>R�<:I:;BEBMB>L�H?

MA>�->JN>LM>K�

V HH� ��->JN>LM>K�LA:EE�GHM�LNIIHKM�0'/$+' 

�.4(( /-$��� 4 <:I:;BEBMB>L�

V HI� ��->JN>LM>K�LA:EE�HGER�LNIIHKM�0'/$+' 

�.4(( /-$��� 4 <:I:;BEBMB>L�

V IH� ��->JN>LM>K�LA:EE�LNIIHKM�0'/$+' 

�.4(( /-$��� 4 <:I:;BEBMB>L	�:G=�->LIHG=>K�<:G

NL> � ,0 ./ -�0'/$� 4�*))� ' :L (NEMBIE>

�LRFF>MKB<�&>R�)>@HMB:MBHG=>L<KB;>L�

V II� ��->L>KO>=�

$?�L>M�MHHI� HK IH� 	�MA>�->JN>LM>K�LA:EE�LNIIHKM

FHK>�MA:G�HG>�D>R�I:BK�?HK�:M�E>:LM�HG>�:LRFF>MKB<

:E@HKBMAF�?HK�NL>�BG�->JN>LM>K�:NMA>GMB<:MBHG�LN<A

:L�BG�FNMN:E�:NMA>GMB<:MBHG��$G�MA>�<:L>�H?�FNMN:E

:NMA>GMB<:MBHG	�MA>L>�:K>�MA>�D>R�I:BKL�;>EHG@BG@�MH

MA>�->JN>LM>K�

� 6���7 ->L>KO>= ->L>KO>=�

��� / :;E>����[�!E:@�?B>E=L�=>?BGBMBHGL�?HK�MA>�->LIHG=>KLAHPL�MA>�?E:@�?B>E=L�=>?BGBMBHGL�?HK�MA>�->LIHG=>K�

��� 0GE>LL�HMA>KPBL>�LM:M>=	�B?�:�->LIHG=>K�BG=B<:M>L�LNIIHKM�?HK�:�<:I:;BEBMR�:LLH<B:M>=�PBMA�:G�.+�(�K>JN>LM�HK

K>LIHGL>�F>LL:@>	�BM�F>:GL�MA>�->LIHG=>K�<:G�K><>BO>�MA>�<HKK>LIHG=BG@�K>JN>LM�:G=�IKH=N<>�:�LN<<>LL?NE

K>LIHGL>��!HK�>Q:FIE>	�B?�:�->LIHG=>K�L>ML�MA>����D��� ;BM�MHI 	�MA>�->LIHG=>K�<:G�K><>BO>�:���D����
�
����

K>JN>LM�:G=�L>G=�;:<D�:�LN<<>LL?NE����
�
���� K>LIHGL>�F>LL:@>�

�� Table 14 Ñ Flag fields definitions for the Responder

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



Byte offset Bit offset Field Description

  ���# 9��+

$?�L>M	�MA>�->LIHG=>K�LA:EE�LNIIHKM�MA>�:;BEBMR

MH�<:<A>�MA>Negotiated State :<KHLL�:�->L>M�

/ABL�:EEHPL�MA>�->JN>LM>K�MH�LDBI�K>BLLNBG@

MA>���D����
�� 	 ���D�����

�
�� 	�:G=

�����
���D����
�	�� K>JN>LML�:?M>K�:

->L>M��/A>�->LIHG=>K�LA:EE�<:<A>�MA>

L>E><M>=�<KRIMH@K:IAB<�:E@HKBMAFL�:L�HG>�H?

MA>�I:K:F>M>KL�H?�MA>�)>@HMB:M>=�.M:M>��$?�MA>

->JN>LM>K�<AHHL>L�MH�LDBI�BLLNBG@�MA>L>

K>JN>LML�:?M>K�MA>�->L>M	�MA>�->JN>LM>K�LA:EE

:ELH�<:<A>�MA>�L:F>�L>E><M>=�<KRIMH@K:IAB<

:E@HKBMAFL�

 � � - /9��+

$?�L>M	�->LIHG=>K�LA:EE�LNIIHKM�
����� :G=

����
�
���� K>LIHGL>�F>LL:@>L��.A:EE�;>

H� B?�MA>�->LIHG=>K�=H>L�GHM�LNIIHKM

:LRFF>MKB<�:E@HKBMAFL�

 � �#�'9��+
$?�L>M	�->LIHG=>K�LA:EE�LNIIHKM

�	�����D���	 K>LIHGL>�F>LL:@>�

 6���7 ( �.9��+

������������ K>LIHGL>�<:I:;BEBMB>L�H?�MA>

->LIHG=>K�

V HH� ��/A>�->LIHG=>K�LA:EE�GHM�LNIIHKM

������������ K>LIHGL>�<:I:;BEBMB>L�

V HI� ��/A>�->LIHG=>K�LA:EE�LNIIHKM

������������ K>LIHGL>�;NM�<:GGHM

I>K?HKF�LB@G:MNK>�@>G>K:MBHG�?HK�MABL

K>LIHGL>�

V IH� ��/A>�->LIHG=>K�LA:EE�LNIIHKM

������������ K>LIHGL>�:G=�<:G

@>G>K:M>�LB@G:MNK>L�?HK�MABL�K>LIHGL>�

V II� ��->L>KO>=�

)HM>�MA:M	�:I:KM�?KHF�:??><MBG@������������ 	

MABL�<:I:;BEBMR�:ELH�:??><ML�+:K:F��H?

�	����� 	�+:K:F��H? ���D���	���� 	

+:K:F��H? ���D���	���� 	�:G=�MA>

(>:LNK>F>GM.NFF:KR#:LA�?B>E=�H?

���D���	����D��� 	 �	�����D���	 	�:G=

���D���	����D��� ��.>>�MA>�K>LI><MBO>

K>JN>LM�:G=�K>LIHGL>�<E:NL>L�?HK�?NKMA>K

=>M:BEL�

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



Byte offset Bit offset Field Description

 � ( �.9!- .#9��+

V H ���L�I:KM�H? ������������ K>LIHGL>

F>LL:@>	�MA>�->LIHG=>K�F:R�K>MNKG

������������ MA:M�P>K>�<HFINM>=�=NKBG@

MA>�E:LM�->LIHG=>K�L�->L>M�

V I ��/A>�->LIHG=>K�LA:EE�LNIIHKM

K><HFINMBG@�:EE������������ PBMAHNM

K>JNBKBG@�:�->L>M�:G=�LA:EE�:EP:RL�K>MNKG

?K>LA������������ :L�I:KM�H?

������������ K>LIHGL>�F>LL:@>�

 �  )�- 4+/9��+

$?�L>M	�->LIHG=>K�LA:EE�LNIIHKM�F>LL:@>

>G<KRIMBHG�BG�:�L><NK>�L>LLBHG��$?�L>M	

���D��� HK ���D��D��� LA:EE�;>�L>M

:<<HK=BG@ER�MH�BG=B<:M>�LNIIHKM�

 � (��9��+

$?�L>M	�->LIHG=>K�LA:EE�LNIIHKM�F>LL:@>

:NMA>GMB<:MBHG�BG�:�L><NK>�L>LLBHG��$?�L>M	

���D��� HK ���D��D��� LA:EE�;>�L>M

:<<HK=BG@ER�MH�BG=B<:M>�LNIIHKM����D��� BL

GHM�MA>�L:F>�:L�MA>	��� BG�MA>

� ,0 ./ -� -$!4��/� HK

� .+*)� -� -$!4��/� ?B>E=L�H?�.>LLBHG


.><K>ML
 Q<A:G@>�:G=�.>LLBHG
.><K>ML


!BGBLA�F>LL:@>L�

�  (0/9�0/#9��+
$?�L>M	�->LIHG=>K�LA:EE�LNIIHKM�FNMN:E

:NMA>GMB<:MBHG�

� � & 49 39��+

$?�L>M	�->LIHG=>K�LA:EE�LNIIHKM

���D���	����D��� K>LIHGL>�F>LL:@>��$?�L>M	

�������D��� HK ���D��� LA:EE�;>�L>M�

� 6���7 +.&9��+

�- :�#�- ��� 4 <:I:;BEBMB>L�H?�MA>

->LIHG=>K�

V HH� ��->LIHG=>K�LA:EE�GHM�LNIIHKM�- :

�#�- ��� 4 <:I:;BEBMB>L�

V HI� ��->LIHG=>K�LA:EE�LNIIHKM�- :

�#�- ��� 4 ;NM�=H>L�GHM�IKHOB=>

->LIHG=>K�HGM>QM�?HK�L>LLBHG�D>R

=>KBO:MBHG�

V IH� ��->LIHG=>K�LA:EE�LNIIHKM�- :

�#�- ��� 4 :G=�IKHOB=>L

->LIHG=>K�HGM>QM�?HK�L>LLBHG�D>R

=>KBO:MBHG�

V II� ��->L>KO>=�

$?�LNIIHKM>=	�������D��� HK ���D��� LA:EE

;>�L>M�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



Byte offset Bit offset Field Description

� �  )��+9��+

$?�L>M	�->LIHG=>K�LA:EE�LNIIHKM

���D�����������D������� 	

�����������D������� 	

��
���D�����������D�������� 	�:G=

�����������D��������D��� F>LL:@>L�

�==BMBHG:EER	�MA>�MK:GLIHKM�F:R�K>JNBK>�MA>

->LIHG=>K�MH�LNIIHKM�MA>L>�F>LL:@>L�

�����D��� P:L�IK>OBHNLER�=>IK><:M>=

;><:NL> �:LB<�FNMN:E�:NMA>GMB<:MBHGBL

=>IK><:M>=���>IK><:MBHG�BL�K>FHO>=�LBG<>

LHF>�F>LL:@>L	�LN<A�:L ���D������ 	�=H�GHM

K>JNBK>�FNMN:E�:NMA>GMB<:MBHG�;NM�LMBEE�K>JNBK>

�����D��� �

� � #� � /9��+
$?�L>M	�->LIHG=>K�LA:EE�LNIIHKM	��������

F>LL:@>L�

� � & 490+�9��+
$?�L>M	�->LIHG=>K�LA:EE�LNIIHKM���D������

F>LL:@>L�

� � #�)�.#�& 9$)9/# 9�' �-9��+

$?�L>M	�MA>�->LIHG=>K�<:G�HGER�L>G=�:G=

K><>BO>�F>LL:@>L�PBMAHNM�>G<KRIMBHG�:G=

F>LL:@>�:NMA>GMB<:MBHG�=NKBG@�MA>�.>LLBHG

#:G=LA:D>�+A:L>��$?�L>M	���D��D��� LA:EE

:ELH�;>�L>M��.>MMBG@�MABL�;BM�E>:=L�MH�<A:G@>L

BG�MA>�<HGM>GML�H?�<>KM:BG�.+�(�F>LL:@>L	

:L�=BL<NLL>=�BG�HMA>K�I:KML�H?�MABL

LI><B?B<:MBHG�

$?�MA>�->LIHG=>K�LNIIHKML�+K>
.A:K>=�&>RL

� ���D��� BLHI� ��:G=�=H>L�GHM�LNIIHKM

:LRFF>MKB<�D>R�>Q<A:G@>�����D��D��� BL

H� �	�MA>G�MABL�;BM�LA:EE�;>�S>KH��$?�MA>

->LIHG=>K�=H>L�GHM�LNIIHKM�>G<KRIMBHG�:G=

F>LL:@>�:NMA>GMB<:MBHG	�MA>G�MABL�;BM�LA:EE�;>

S>KH�

$G�HMA>K�PHK=L	�MABL�;BM�BG=B<:M>L�PA>MA>K

F>LL:@>�:NMA>GMB<:MBHG�:G=�HK�>G<KRIMBHG

� ���D��� :G= �������D��� ��:K>�NL>=�BG�MA>

A:G=LA:D>�IA:L>�H?�:�L><NK>�L>LLBHG�

�  +0�9& 49$�9��+

$?�L>M	�MA>�IN;EB<�D>R�H?�MA>�->LIHG=>K�P:L

IKHOBLBHG>=�MH�MA>�->JN>LM>K��/A>�MK:GLIHKM

E:R>K�BL�K>LIHGLB;E>�?HK�B=>GMB?RBG@�MA>

->JN>LM>K��$G�MABL�<:L>	�MA>����D��� 	

�
��D����D��� 	�:G= ���
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���D����
�	�� K>JN>LM�F>LL:@>	�:G=�>G=IHBGM���K>MNKGL�:�L>E><M>=�FNMN:EER
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.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



Byte offset Field Size (bytes) Description

�������� �  QM#:LA ��� �

.A:EE�;>�MA>�EBLM�H?�MA>�>QM>G=>=�A:LABG@�:E@HKBMAFL

LNIIHKM>=�;R�->JN>LM>K� / :;E>����[� QM>G=>=

�E@HKBMAF�?B>E=�?HKF:M=>L<KB;>L�MA>�?HKF:M�H?�MABL

?B>E=�

�������� � ����� � ->J�E@.MKN<M �'"�/-0�/�$5 .>>�MA> �'"�/-0�/0- K>JN>LM�?B>E=�

��� �'"�/-0�/�$5 BL�MA>�LNF�H?�MA>�LBS>�H?�MA>�?HEEHPBG@�:E@HKBMAF�LMKN<MNK>�M:;E>L��/A>�:E@HKBMAF�LMKN<MNK>�M:;E>�LA:EE

;>�IK>L>GM�HGER�B?�MA>�->JN>LM>K�LNIIHKML�MA:M�'"�4+ � �'"�4+ LA:EE�FHGHMHGB<:EER�BG<K>:L>�?HK�LN;L>JN>GM

>GMKB>L�

��� / :;E>����[��E@HKBMAF�K>JN>LM�LMKN<MNK>LAHPL�MA>��E@HKBMAF�K>JN>LM�LMKN<MNK>�

��� Table 16 Ñ Algorithm request structure

Byte offset Field Size (bytes) Description

 �E@/RI> �

.A:EE�;>�MA>�MRI>�H?�:E@HKBMAF�

V Q�:G=�Q���->L>KO>=�

V Q����# �

V Q�� �����$+# -�0$/ �

V Q�� � ,��. �.4(�'" �

V Q�� � 4��# �0' �

V �EE�HMA>K�O:EN>L�K>L>KO>=�

� �E@�HNGM �

.A:EE�;>�MA>�->JN>LM>K
LNIIHKM>=�?BQ>=�:E@HKBMAFL�

V �BM�6���7��)NF;>K�H?�;RM>L�K>JNBK>=�MH�=>L<KB;>

->JN>LM>K
LNIIHKM>=�.+�(
>GNF>K:M>=�?BQ>=

:E@HKBMAFL���!BQ>=�E@�HNGM���$3 ��'"�*0)/ �

��LA:EE�;>�:�FNEMBIE>�H?���

V �BM�6��7��)NF;>K�H?�->JN>LM>K
LNIIHKM>=

>QM>G=>=�:E@HKBMAFL����3/�'"�*0)/ ��

� �E@.NIIHKM>= �$3 ��'"�*0)/
.A:EE�;>�MA>�;BM�F:LD�EBLMBG@�->JN>LM>K
LNIIHKM>=

.+�(
>GNF>K:M>=�:E@HKBMAFL�

����!BQ>=�E@�HNGM �E@ QM>KG:E ��� �3/�'"�*0)/

.A:EE�;>�MA>�EBLM�H?�->JN>LM>K
LNIIHKM>=�>QM>G=>=

:E@HKBMAFL�/ :;E>����[� QM>G=>=��E@HKBMAF�?B>E=

?HKF:M=>L<KB;>L�MA>�?HKF:M�H?�MABL�?B>E=�

��� /A>�?HEEHPBG@�M:;E>L�=>L<KB;>�MA>��E@HKBMAF�K>JN>LM�LMKN<MNK>L�F:II>=�MH�MA>BK�K>LI><MBO>�MRI>L�

V / :;E>����[��# �LMKN<MNK>

V / :;E>����[�� ���LMKN<MNK>

V / :;E>����[�->J�:L>�LRF�E@�LMKN<MNK>

V / :;E>���[�&>R.<A>=NE>�LMKN<MNK>

� Table 17 Ñ DHE structure

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



Byte offset Field Size (bytes) Description

 �E@/RI> � .A:EE�;> H3HJ � �	�

� �E@�HNGM �

V �BM�6���7��.A:EE�;>�:�O:EN>�H?���

V �BM�6��7��)NF;>K�H?�->JN>LM>K
LNIIHKM>=

>QM>G=>=��# �@KHNIL����3/�'"�*0)/J ��

� �E@.NIIHKM>= �

.A:EE�;>�MA>�;BM�F:LD�EBLMBG@�->JN>LM>K
LNIIHKM>=

.+�(
>GNF>K:M>=��B? ?B>
#>EEF:G� IA>F>K:E���# �

@KHNIL��1:EN>L�BG�I:K>GMA>L>L�LI><B?R�MA>�LBS>�H?�MA>

<HKK>LIHG=BG@�IN;EB<�O:EN>L�:LLH<B:M>=�PBMA�>:<A

@KHNI�

V �RM>���BM��??=A>��� ����������

V �RM>���BM���??=A>��� ����������

V �RM>���BM���??=A>��� ����������

V �RM>���BM���L><I���K� �������	���������

V �RM>���BM���L><I���K� �������	���������

V �RM>���BM���L><I���K� ��������	���������

V �RM>���BM���.(�9+�����+:KM���:G=�+:KM���H?

"��/�������LI><B?B<:MBHG� �������	���������

V �EE�HMA>K�O:EN>L�K>L>KO>=�

� �E@ QM>KG:E ��� �3/�'"�*0)/J

.A:EE�;>�MA>�EBLM�H?�->JN>LM>K
LNIIHKM>=�>QM>G=>=

�# �@KHNIL� / :;E>����[� QM>G=>=��E@HKBMAF�?B>E=

?HKF:M=>L<KB;>L�MA>�?HKF:M�H?�MABL�?B>E=�

�� Table 18 Ñ AEAD structure

Byte offset Field Size (bytes) Description

 �E@/RI> � .A:EE�;>�MA>H3HK� ����

� �E@�HNGM �

V �BM�6���7��.A:EE�;>�:�O:EN>�H?���

V �BM�6��7��)NF;>K�H?�->JN>LM>K
LNIIHKM>=

>QM>G=>=AEAD :E@HKBMAFL����3/�'"�*0)/K ��

� �E@.NIIHKM>= �

.A:EE�;>�MA>�;BM�F:LD�EBLMBG@�->JN>LM>K
LNIIHKM>=

.+�(
>GNF>K:M>=�� ���:E@HKBMAFL�

V �RM>���BM��� .
���
"�( �����
;BM�D>R����
;BM

$1��BGBMB:EBS:MBHG�O><MHK���M:@�LBS>�BL�LI><B?B>=�;R

MK:GLIHKM�E:R>K�

V �RM>���BM���� .
���
"�( �����
;BM�D>R����
;BM

$1��M:@�LBS>�BL�LI><B?B>=�;R�MK:GLIHKM�E:R>K�

V �RM>���BM����#��#��9+*' 4��� �����
;BM

D>R����
;BM�$1�����
;BM�M:@�

V �RM>���BM���� ��9.(�9"�( �����
;BM�D>R�

��
;BM�$1��M:@�LBS>�BL�LI><B?B>=�;R�MK:GLIHKM�E:R>K�

V �EE�HMA>K�O:EN>L�K>L>KO>=�

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



Byte offset Field Size (bytes) Description

� �E@ QM>KG:E ��� �3/�'"�*0)/K

.A:EE�;>�MA>�EBLM�H?�->JN>LM>K
LNIIHKM>=�>QM>G=>=

� ���:E@HKBMAFL�/ :;E>����[� QM>G=>=��E@HKBMAF

?B>E=�?HKF:M=>L<KB;>L�MA>�?HKF:M�H?�MABL�?B>E=�

�� Table 19 Ñ ReqBaseAsymAlg structure

Byte offset Field Size (bytes) Description

 �E@/RI> � .A:EE�;> H3HL� � ,��. �.4(�'"

� �E@�HNGM �

V �BM�6���7��.A:EE�;>�:�O:EN>�H?���

V �BM�6��7��)NF;>K�H?�->JN>LM>K
LNIIHKM>=

>QM>G=>=�:LRFF>MKB<�D>R�LB@G:MNK>�:E@HKBMAFL

?HK�MA>�INKIHL>�H?�LB@G:MNK>�@>G>K:MBHG

�� �3/�'"�*0)/L ��

� �E@.NIIHKM>= �

.A:EE�;>�MA>�;BM�F:LD�EBLMBG@�->JN>LM>K
LNIIHKM>=

.+�(
>GNF>K:M>=�:LRFF>MKB<�D>R�LB@G:MNK>

:E@HKBMAFL�?HK�MA>�INKIHL>�H?�LB@G:MNK>�@>G>K:MBHG��$?

MA>�->JN>LM>K�=H>L�GHM�LNIIHKM�:GR�K>JN>LM�

K>LIHGL>�I:BK�MA:M�K>JNBK>L�LB@G:MNK>�@>G>K:MBHG	�MABL

O:EN>�LA:EE�;>�L>M�MH�S>KH�

V �RM>���BM��/+(9�'"9-.�..�9��� �

V �RM>���BM���/+(9�'"9-.�+..9��� �

V �RM>���BM���/+(9�'"9-.�..�9��� �

V �RM>���BM���/+(9�'"9-.�+..9��� �

V �RM>���BM���

/+(9�'"9 ��.�9 ��9)$./9+��� �

V �RM>���BM���/+(9�'"9-.�..�9��� �

V �RM>���BM���/+(9�'"9-.�+..9��� �

V �RM>���BM���

/+(9�'"9 ��.�9 ��9)$./9+��� �

V �RM>����BM��

/+(9�'"9 ��.�9 ��9)$./9+��� �

V �RM>����BM���/+(9�'"9.(�9 ��9.(�9+��� �

V �RM>����BM��� =�.��>=����� �

V �RM>����BM��� =�.��>=��� �

V �EE�HMA>K�O:EN>L�K>L>KO>=�

!HK�=>M:BEL�H?�$" ) ?HK�>:<A�:E@HKBMAF	�L>>/ :;E>

���[�) "*/$� / 9�'"*-$/#(.�K>JN>LM�F>LL:@>

?HKF:M�

� �E@ QM>KG:E ��� �3/�'"�*0)/L

.A:EE�;>�MA>�EBLM�H?�->JN>LM>K
LNIIHKM>=�>QM>G=>=

:LRFF>MKB<�D>R�LB@G:MNK>�:E@HKBMAFL�?HK�MA>�INKIHL>

H?�LB@G:MNK>�@>G>K:MBHG�/ :;E>����[� QM>G=>=

�E@HKBMAF�?B>E=�?HKF:M=>L<KB;>L�MA>�?HKF:M�H?�MABL

?B>E=�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



�� Table 20 Ñ KeySchedule structure

Byte offset Field Size (bytes) Description

 �E@/RI> � .A:EE�;> H3HM� � 4��# �0' 

� �E@�HNGM �

V �BM�6���7��.A:EE�;>�:�O:EN>�H?���

V �BM�6��7��)NF;>K�H?�->JN>LM>K
LNIIHKM>=

>QM>G=>=�D>R�L<A>=NE>�:E@HKBMAFL

�� �3/�'"�*0)/M ��

� �E@.NIIHKM>= �

.A:EE�;>�MA>�;BM�F:LD�EBLMBG@�->JN>LM>K
LNIIHKM>=

.+�(
>GNF>K:M>=�D>R�L<A>=NE>�:E@HKBMAFL�

V �RM>���BM���.+�(�&>R�.<A>=NE>�

V �EE�HMA>K�O:EN>L�K>L>KO>=�

� �E@ QM>KG:E ��� �3/�'"�*0)/M

.A:EE�;>�MA>�EBLM�H?�->JN>LM>K
LNIIHKM>=�>QM>G=>=

D>R�L<A>=NE>�:E@HKBMAFL�/ :;E>����[� QM>G=>=

�E@HKBMAF�?B>E=�?HKF:M=>L<KB;>L�MA>�?HKF:M�H?�MABL

?B>E=�

�� / :;E>����[��'"*-$/#(.�K>LIHGL>�F>LL:@>�?HKF:M LAHPL�MA>����
�	�� K>LIHGL>�F>LL:@>�?HKF:M�

�� Table 21 Ñ Successful ALGORITHMS response message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3NK� ����
�	�� ��.>> / :;E>���[�.+�(

K>LIHGL>�<H=>L�

� +:K:F� �
.A:EE�;>�MA>�GNF;>K�H?�:E@HKBMAF�LMKN<MNK>�M:;E>L�BG

MABL�K>LIHGL>�NLBG@� .+�'"�/-0�/ �

� +:K:F� � ->L>KO>=�

� '>G@MA �
.A:EE�;>�MA>�E>G@MA�H?�MA>�K>LIHGL>�F>LL:@>	�BG

;RM>L�

� (>:LNK>F>GM.I><B?B<:MBHG.>E�

�BM�F:LD��$?�MA>�->LIHG=>K�LNIIHKML�( '

� ��D���SI� BG�BML�����

�
�� K>LIHGL>��HK

F>:LNK>F>GML������D���SHI� HK ����D���SIH� BG�BML

�����

�
�� K>LIHGL>�	�MA>G�MA>�->LIHG=>K�LA:EE

L>E><M�HG>�H?�MA>�F>:LNK>F>GM�LI><B?B<:MBHGL

LNIIHKM>=�;R�MA>�->JN>LM>K�:G=�->LIHG=>K��)H

FHK>�MA:G�HG>�;BM�LA:EE�;>�L>M��/A>(>:LNK>F>GM

LI><B?B<:MBHG�?B>E=�?HKF:M�M:;E>=>?BG>L�MA>�?HKF:M�?HK

MABL�?B>E=�

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



Byte offset Field Size (bytes) Description

� *MA>K+:K:FL.>E><MBHG �

.A:EE�;>�MA>�L>E><M>=�+:K:F>M>K��BM�(:LD��/A>

->LIHG=>K�LA:EE�L>E><M�HG>�H?�MA>�HI:JN>�=:M:

?HKF:ML�LNIIHKM>=�;R�MA>�->JN>LM>K��/ANL	�GH�FHK>

MA:G�HG>�;BM�LA:EE�;>�L>M�?HK�MA>�HI:JN>�=:M:�?HKF:M�

V �BM�6��7��.>> *I:JN>��:M:�!HKF:M�.NIIHKM�:G=

.>E><MBHG�/:;E>�

V �BM���
�/ABL�?B>E=�LA:EE�;>�MA>

� ,0 ./ -�0'/$� 4�*))� ' :L (NEMBIE>

�LRFF>MKB<�&>R�)>@HMB:MBHG=>L<KB;>L�

V �BM�6���7��->L>KO>=�

� (>:LNK>F>GM#:LA�E@H �

.A:EE�;>�MA>�;BM�F:LD�BG=B<:MBG@�MA>�.+�(


>GNF>K:M>=�A:LABG@�:E@HKBMAFL�NL>=�?HK

F>:LNK>F>GML�

V �RM>���BM���-:P��BM�.MK>:F�*GER�

V �RM>���BM���/+(9�'"9.#�9��� �

V �RM>���BM���/+(9�'"9.#�9��� �

V �RM>���BM���/+(9�'"9.#�9��� �

V �RM>���BM���/+(9�'"9.#��9��� �

V �RM>���BM���/+(9�'"9.#��9��� �

V �RM>���BM���/+(9�'"9.#��9��� �

V �RM>���BM���/+(9�'"9.(�9��� �

V $?�MA>�->LIHG=>K�LNIIHKML�F>:LNK>F>GML

� ����D���SHI� HK ����D���SIH� BG�BML

�����

�
�� K>LIHGL>��:G=�B?

� �.0- ( )/�+ �$!$��/$*)� ' BL�GHG
S>KH	�MA>G

>Q:<MER�HG>�;BM�BG�MABL�;BM�?B>E=�LA:EE�;>�L>M�

*MA>KPBL>	�MA>�->LIHG=>K�LA:EE�L>M�MABL�?B>E=�MH

H �

V �EE�HMA>K�O:EN>L�K>L>KO>=�

��->LIHG=>K�LA:EE�L>E><M�;BM��HGER�B?�BM�LNIIHKML�K:P

;BM�LMK>:FL�:L�MA>�HGER�?HKF�H?�F>:LNK>F>GM�

HMA>KPBL>	�MA>�->LIHG=>K�LA:EE�L>E><M�HG>�H?�MA>

HMA>K�;BML�

�� �:L>�LRF.>E �

.A:EE�;>�MA>�;BM�F:LD�BG=B<:MBG@�MA>�.+�(


>GNF>K:M>=�:LRFF>MKB<�D>R�LB@G:MNK>�:E@HKBMAF

L>E><M>=�?HK�MA>�INKIHL>�H?�LB@G:MNK>�@>G>K:MBHG��$?

MA>�->LIHG=>K�=H>L�GHM�LNIIHKM�:GR�K>JN>LM�

K>LIHGL>�I:BK�MA:M�K>JNBK>L�LB@G:MNK>�@>G>K:MBHG	�MABL

O:EN>�LA:EE�;>�L>M�MH�S>KH��/A>�->LIHG=>K�LA:EE�L>M

GH�FHK>�MA:G�HG>�;BM�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



Byte offset Field Size (bytes) Description

�� �:L>#:LA.>E �

.A:EE�;>�MA>�;BM�F:LD�BG=B<:MBG@�MA>�.+�(


>GNF>K:M>=�A:LABG@�:E@HKBMAF�L>E><M>=��$?�MA>

->LIHG=>K�=H>L�GHM�LNIIHKM�:GR�K>JN>LM�K>LIHGL>

I:BK�MA:M�K>JNBK>L�A:LABG@�HI>K:MBHGL	�MABL�O:EN>�LA:EE

;>�L>M�MH�S>KH��/A>�->LIHG=>K�LA:EE�L>M�GH�FHK>

MA:G�HG>�;BM�

� ->L>KO>= � � ->L>KO>=�

�� ( 'LI><B?B<:MBHG.>E �

.A:EE�;>�MA>�;BM�F:LD�BG=B<:MBG@�( '��/A>�->LIHG=>K

LA:EE�L>E><M�HG>�H?�MA>�( '�LI><B?B<:MBHGL�LNIIHKM>=

;R�MA>�->JN>LM>K�:G=�->LIHG=>K��)H�FHK>�MA:G�HG>

;BM�LA:EE�;>�L>M��/A>(>:LNK>F>GM� QM>GLBHG�'H@

LI><B?B<:MBHG�?B>E=�?HKF:M�M:;E>=>?BG>L�MA>�?HKF:M�?HK

MABL�?B>E=�

��  QM�LRF.>E�HNGM �

.A:EE�;>�MA>�GNF;>K�H?�>QM>G=>=�:LRFF>MKB<�D>R

LB@G:MNK>�:E@HKBMAFL�L>E><M>=�?HK�MA>�INKIHL>�H?

LB@G:MNK>�@>G>K:MBHG��.A:EE�;>�>BMA>KH HK I ������

$?�MA>�->LIHG=>K�=H>L�GHM�LNIIHKM�:GR�K>JN>LM�

K>LIHGL>�I:BK�MA:M�K>JNBK>L�LB@G:MNK>�@>G>K:MBHG	�MABL

O:EN>�LA:EE�;>�L>M�MH�S>KH�

��  QM#:LA.>E�HNGM �

.A:EE�;>�MA>�GNF;>K�H?�>QM>G=>=�A:LABG@�:E@HKBMAFL

L>E><M>=��.A:EE�;>�>BMA>KH HK I �� ����$?�MA>

->LIHG=>K�=H>L�GHM�LNIIHKM�:GR�K>JN>LM�K>LIHGL>

I:BK�MA:M�K>JNBK>L�A:LABG@�HI>K:MBHGL	�MABL�O:EN>�LA:EE

;>�L>M�MH�S>KH�

�� ->L>KO>= � ->L>KO>=�

��  QM�LRF.>E ��� �E

.A:EE�;>�MA>�>QM>G=>=�:LRFF>MKB<�D>R�LB@G:MNK>

:E@HKBMAF�L>E><M>=�?HK�MA>�INKIHL>�H?�LB@G:MNK>

@>G>K:MBHG��/A>�->LIHG=>K�LA:EE�NL>�MABL

:LRFF>MKB<�LB@G:MNK>�:E@HKBMAF�?HK�:EE�LN;L>JN>GM

:IIEB<:;E>�K>LIHGL>�F>LL:@>L�MH�MA>�->JN>LM>K�

/A> >QM>G=>=�:E@HKBMAF�?B>E=�?HKF:M�M:;E>=>L<KB;>L

MA>�?HKF:M�H?�MABL�?B>E=�

�������� �E  QM#:LA.>E ��� �E

.A:EE�;>�MA>�>QM>G=>=�A:LABG@�:E@HKBMAF�L>E><M>=�

/A>�->LIHG=>K�LA:EE�NL>�MABL�A:LABG@�:E@HKBMAF

=NKBG@�:EE�LN;L>JN>GM�K>LIHGL>�F>LL:@>L�MH�MA>

->JN>LM>K��/A>�->JN>LM>K�LA:EE�NL>�MABL�A:LABG@

:E@HKBMAF�=NKBG@�:EE�LN;L>JN>GM�:IIEB<:;E>�K>JN>LM

F>LL:@>L�MH�MA>�->LIHG=>K��/A> >QM>G=>=�:E@HKBMAF

?B>E=�?HKF:M�M:;E>=>L<KB;>L�MA>�?HKF:M�H?�MABL�?B>E=�

�������� �E ����� �E ->LI�E@.MKN<M �'"�/-0�/�$5 .>> / :;E>����[�->LIHGL>��E@.MKN<MNK>�?B>E=�?HKF:M�

�� �'"�/-0�/�$5 BL�MA>�LNF�H?�MA>�LBS>L�H?�:EE�MA>�:E@HKBMAF�LMKN<MNK>�M:;E>L	�:L�MA>�?HEEHPBG@�M:;E>L�LAHP���G�:E@HKBMAF

.+�(�.I><B?B<:MBHG �.+���

� +N;EBLA>= 1>KLBHG������



LMKN<MNK>�M:;E>�G>>=L�MH�;>�IK>L>GM�HGER�B?�MA>�->LIHG=>K�LNIIHKML�MA:M�'"�4+ � �'"�4+ LA:EE�FHGHMHGB<:EER

BG<K>:L>�?HK�LN;L>JN>GM�>GMKB>L�

�� Table 22 Ñ Response AlgStructure field format

Byte offset Field Size (bytes) Description

 �E@/RI> �

.A:EE�;>�MA>�MRI>�H?�:E@HKBMAF�

V Q�:G=�Q���->L>KO>=�

V Q����# �

V Q�� �����$+# -�0$/ �

V Q�� � ,��. �.4(�'" �

V Q�� � 4��# �0' �

V �EE�HMA>K�O:EN>L�K>L>KO>=�

� �E@�HNGM �

.A:EE�;>�MA>�;BM�F:LD�EBLMBG@�->LIHG=>K
LNIIHKM>=

?BQ>=�:E@HKBMAF�K>JN>LM>=�;R�MA>�->JN>LM>K�

V �BM�6���7��)NF;>K�H?�;RM>L�K>JNBK>=�MH�=>L<KB;>

->JN>LM>K
LNIIHKM>=�.+�(
>GNF>K:M>=�?BQ>=

:E@HKBMAFL���!BQ>=�E@�HNGM���$3 ��'"�*0)/ �

��LA:EE�;>�:�FNEMBIE>�H?���

V �BM�6��7��)NF;>K�H?�->JN>LM>K
LNIIHKM>=	

->LIHG=>K
L>E><M>=	�>QM>G=>=�:E@HKBMAFL

�� �3/�'"�*0)/E ���/ABL�O:EN>�LA:EE�;>�>BMA>K��HK

��

� �E@.NIIHKM>= �$3 ��'"�*0)/

.A:EE�;>�MA>�;BM�F:LD�?HK�BG=B<:MBG@�:�->JN>LM>K


LNIIHKM>=	�->LIHG=>K
L>E><M>=	�.+�(
>GNF>K:M>=

:E@HKBMAF��->LIHG=>K�LA:EE�L>M�:M�FHLM�HG>�;BM�MH���

��� �$3 ��'"�*0)/ �E@ QM>KG:E ��� �3/�'"�*0)/E

$?�IK>L>GM��LA:EE�;>�:�->JN>LM>K
LNIIHKM>=	

->LIHG=>K
L>E><M>=	�>QM>G=>=�:E@HKBMAF��->LIHG=>K

LA:EE�L>E><M�:M�FHLM�HG>�>QM>G=>=�:E@HKBMAF�/ :;E>���

[� QM>G=>=��E@HKBMAF�?B>E=�?HKF:M=>L<KB;>L�MA>

?HKF:M�H?�MABL�?B>E=�

�� /A>�?HEEHPBG@�M:;E>L�=>L<KB;>�MA>�:E@HKBMAF�MRI>L�:G=�MA>BK�:LLH<B:M>=�?BQ>=�?B>E=L�

V / :;E>����[��# �LMKN<MNK>

V / :;E>����[�� ���LMKN<MNK>

V / :;E>����[�->J�:L>�LRF�E@�LMKN<MNK>

V / :;E>����[�&>R.<A>=NE>�LMKN<MNK>

V / :;E>����[� QM>G=>=��E@HKBMAF�?B>E=�?HKF:M

�� Table 23 Ñ DHE structure

Byte offset Field Size (bytes) Description

 �E@/RI> � .A:EE�;> H3HJ � �	�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



Byte offset Field Size (bytes) Description

� �E@�HNGM �

V �BM�6���7��.A:EE�;>�:�O:EN>�H?���

V �BM�6��7��.A:EE�;>�MA>�GNF;>K�H?�->JN>LM>K


LNIIHKM>=	�->LIHG=>K
L>E><M>=	�>QM>G=>=��# 

@KHNIL����3/�'"�*0)/JE ���/ABL�O:EN>�LA:EE�;>

>BMA>K��HK���

� �E@.NIIHKM>= �

.A:EE�;>�MA>�;BM�F:LD�?HK�BG=B<:MBG@�:�->JN>LM>K


LNIIHKM>=	�->LIHG=>K
L>E><M>=	�.+�(
>GNF>K:M>=

�# �@KHNI��1 :EN>L�BG�I:K>GMA>L>L�LI><B?R�MA>�LBS>�H?

MA>�<HKK>LIHG=BG@�IN;EB<�O:EN>L�:LLH<B:M>=�PBMA

>:<A�@KHNI�

V �RM>���BM��??=A>��� ����������

V �RM>���BM���??=A>��� ����������

V �RM>���BM���??=A>��� ����������

V �RM>���BM���L><I���K� �������	��������

V �RM>���BM���L><I���K� �������	���������

V �RM>���BM���L><I���K� ��������	���������

V �RM>���BM���.(�9+�����+:KM���:G=�+:KM���H?

"��/������� �������	���������

V �EE�HMA>K�O:EN>L�K>L>KO>=�

� �E@ QM>KG:E ��� �3/�'"�*0)/JE

$?�IK>L>GM��LA:EE�;>�:�->JN>LM>K
LNIIHKM>=	

->LIHG=>K
L>E><M>=	�>QM>G=>=��# �:E@HKBMAF�/ :;E>

���[� QM>G=>=��E@HKBMAF�?B>E=�?HKF:M=>L<KB;>L�MA>

?HKF:M�H?�MABL�?B>E=�

�� Table 24 Ñ AEAD structure

Byte offset Field Size (bytes) Description

 �E@/RI> � .A:EE�;> H3HK� ����

� �E@�HNGM �

V �BM�6���7��.A:EE�;>�:�O:EN>�H?���

V �BM�6��7��.A:EE�;>�MA>�GNF;>K�H?�->JN>LM>K


LNIIHKM>=	�->LIHG=>K
L>E><M>=	�>QM>G=>=

� ���:E@HKBMAFL��� �3/�'"�*0)/KE ���/ABL�O:EN>

LA:EE�;>�>BMA>K��HK���

� �E@.NIIHKM>= �

.A:EE�;>�MA>�;BM�F:LD�?HK�BG=B<:MBG@�:�->JN>LM>K


LNIIHKM>=	�->LIHG=>K
L>E><M>=	�.+�(
>GNF>K:M>=

� ���:E@HKBMAF�

V �RM>���BM��� .
���
"�( �

V �RM>���BM���� .
���
"�( �

V �RM>���BM����#��#��9+*' 4��� �

V �RM>���BM���� ��9.(�9"�( �

V �EE�HMA>K�O:EN>L�K>L>KO>=�

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



Byte offset Field Size (bytes) Description

� �E@ QM>KG:E ��� �3/�'"�*0)/KE

$?�IK>L>GM��LA:EE�;>�:�->JN>LM>K
LNIIHKM>=	

->LIHG=>K
L>E><M>=	�>QM>G=>=�� ���:E@HKBMAF�

/ :;E>����[� QM>G=>=��E@HKBMAF�?B>E=�?HKF:M

=>L<KB;>L�MA>�?HKF:M�H?�MABL�?B>E=�

�� � Table 25 Ñ ReqBaseAsymAlg structure

Byte offset Field Size (bytes) Description

 �E@/RI> � .A:EE�;> H3HL� � ,��. �.4(�'"

� �E@�HNGM �

V �BM�6���7��.A:EE�;>�:�O:EN>�H?���

V �BM�6��7��)NF;>K�H?�->JN>LM>K
LNIIHKM>=	

->LIHG=>K
L>E><M>=	�>QM>G=>=�:LRFF>MKB<�D>R

LB@G:MNK>�:E@HKBMAFL����3/�'"�*0)/LE ��?HK�MA>

INKIHL>�H?�LB@G:MNK>�O>KB?B<:MBHG��/ABL�O:EN>

LA:EE�;>�>BMA>K��HK���

� �E@.NIIHKM>= �

.A:EE�;>�MA>�;BM�F:LD�?HK�BG=B<:MBG@�:�->JN>LM>K


LNIIHKM>=	�->LIHG=>K
L>E><M>=	�.+�(
>GNF>K:M>=

:LRFF>MKB<�D>R�LB@G:MNK>�:E@HKBMAF�?HK�MA>�INKIHL>

H?�LB@G:MNK>�O>KB?B<:MBHG��$?�MA>�->LIHG=>K�=H>L�GHM

LNIIHKM�:GR�K>JN>LM�K>LIHGL>�I:BK�MA:M�K>JNBK>L

LB@G:MNK>�O>KB?B<:MBHG	�MABL�O:EN>�LA:EE�;>�L>M�MH�S>KH�

$?�MA>�->LIHG=>K�PBEE�GHM�L>G=�:GR�F>LL:@>L�MA:M

K>JNBK>�:�LB@G:MNK>	�MABL�O:EN>�LAHNE=�;>�L>M�MH�S>KH�

V �RM>���BM��/+(9�'"9-.�..�9��� �

V �RM>���BM���/+(9�'"9-.�+..9��� �

V �RM>���BM���/+(9�'"9-.�..�9��� �

V �RM>���BM���/+(9�'"9-.�+..9��� �

V �RM>���BM���

/+(9�'"9 ��.�9 ��9)$./9+��� �

V �RM>���BM���/+(9�'"9-.�..�9��� �

V �RM>���BM���/+(9�'"9-.�+..9��� �

V �RM>���BM���

/+(9�'"9 ��.�9 ��9)$./9+��� �

V �RM>����BM��

/+(9�'"9 ��.�9 ��9)$./9+��� �

V �RM>����BM���/+(9�'"9.(�9 ��9.(�9+��� �

V �RM>����BM��� =�.��>=����� �

V �RM>����BM��� =�.��>=��� �

V �EE�HMA>K�O:EN>L�K>L>KO>=�

!HK�=>M:BEL�H?�$" ) ?HK�>:<A�:E@HKBMAF	�L>>/ :;E>

���[�) "*/$� / 9�'"*-$/#(.�K>JN>LM�F>LL:@>

?HKF:M�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



Byte offset Field Size (bytes) Description

� �E@ QM>KG:E ��� �3/�'"�*0)/LE

$?�IK>L>GM��LA:EE�;>�:�->JN>LM>K
LNIIHKM>=	

->LIHG=>K
L>E><M>=�>QM>G=>=�:LRFF>MKB<�D>R

LB@G:MNK>�:E@HKBMAF�?HK�MA>�INKIHL>�H?�LB@G:MNK>

O>KB?B<:MBHG�/ :;E>����[� QM>G=>=��E@HKBMAF�?B>E=

?HKF:M=>L<KB;>L�MA>�?HKF:M�H?�MABL�?B>E=�

��� Table 26 Ñ KeySchedule structure

Byte offset Field Size (bytes) Description

 �E@/RI> � .A:EE�;> H3HM� � 4��# �0' 

� �E@�HNGM �

V �BM�6���7��.A:EE�;>�:�O:EN>�H?���

V �BM�6��7��.A:EE�;>�MA>�GNF;>K�H?�->JN>LM>K


LNIIHKM>=	�->LIHG=>K
L>E><M>=	�>QM>G=>=�D>R

L<A>=NE>�:E@HKBMAFL����3/�'"�*0)/ME ���/ABL

O:EN>�LA:EE�;>�>BMA>K��HK���

� �E@.NIIHKM>= �

.A:EE�;>�MA>�;BM�F:LD�?HK�BG=B<:MBG@�:�->JN>LM>K


LNIIHKM>=	�->LIHG=>K
L>E><M>=	�.+�(
>GNF>K:M>=

D>R�L<A>=NE>�:E@HKBMAF�

V �RM>���BM���.+�(�D>R�L<A>=NE>�

V �EE�HMA>K�O:EN>L�K>L>KO>=�

� �E@ QM>KG:E ��� �3/�'"�*0)/ME

$?�IK>L>GM��LA:EE�;>�:�->JN>LM>K
LNIIHKM>=	

->LIHG=>K
L>E><M>=	�>QM>G=>=�D>R�L<A>=NE>

:E@HKBMAF�/ :;E>����[� QM>G=>=��E@HKBMAF�?B>E=

?HKF:M=>L<KB;>L�MA>�?HKF:M�H?�MABL�?B>E=�

��� Table 27 Ñ Extended Algorithm field format

Byte offset Field Size (bytes) Description

 ->@BLMKR�$� �

.A:EE�K>IK>L>GM�MA>�K>@BLMKR�HK�LM:G=:K=L�;H=R��/A>

ID <HENFG�H?/ :;E>���[�->@BLMKR�HK�LM:G=:K=L�;H=R

$� =>L<KB;>L�MA>�O:EN>�H?�MABL�?B>E=�

� ->L>KO>= � ->L>KO>=�

� �E@HKBMAF�$� �

.A:EE�BG=B<:M>�MA>�=>LBK>=�:E@HKBMAF��/A>�K>@BLMKR�HK

LM:G=:K=L�;H=R�HPGL�MA>�O:EN>�H?�MABL�?B>E=��.>>

/ :;E>���[�->@BLMKR�HK�LM:G=:K=L�;H=R�$����M

IK>L>GM	��(/!�=H>L�GHM�=>?BG>�:GR�:E@HKBMAFL�?HK

NL>�BG�>QM>G=>=�:E@HKBMAFL�?B>E=L�

��� Table 28 Ñ Opaque Data Format Support and Selection

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



Bit offset Field Description

 *I:JN>�:M:!FM

$?�L>M	�MABL�;BM�LA:EE�BG=B<:M>�MA:M�MA>�?HKF:M

?HK�:EE�+�,0 ��/� ?B>E=L�BG�MABL

LI><B?B<:MBHG�BL�=>?BG>=�;R�MA>�=>OB<>

O>G=HK�HK�HMA>K�LM:G=:K=L�;H=R�

� *I:JN>�:M:!FM�

$?�L>M	�MABL�;BM�LA:EE�BG=B<:M>�MA:M�MA>�?HKF:M

?HK�:EE�+�,0 ��/� ?B>E=L�BG�MABL

LI><B?B<:MBHG�BL�=>?BG>=�;R�MA>">G>K:E

HI:JN>�=:M:�?HKF:M�

6���7 ->L>KO>= ->L>KO>=�

��� /A>�*I:JN>��:M:�!HKF:M�.>E><MBHG�/:;E>�LAHPL�MA>�;BM�=>?BGBMBHG�?HK�MA>�?HKF:M�H?�MA>�*I:JN>�=:M:�?B>E=L���

->JN>LM>K�F:R�L>M�FHK>�MA:G�HG>�;BM�BG�MA>�M:;E>�MH�BG=B<:M>�>:<A�LNIIHKM>=�?HKF:M����->LIHG=>K�LA:EE�L>E><M�GH

FHK>�MA:G�HG>�H?�MA>�;BML�LNIIHKM>=�;R�MA>�->JN>LM>K�BG�MABL�M:;E>��$?�MA>�->JN>LM>K�HK�MA>�->LIHG=>K�=H>L�GHM�L>M�:

;BM	�MA>G�:EE�+�,0 ��/� ?B>E=L�BG�MABL�LI><B?B<:MBHG�LA:EE�;>�:;L>GM�;R�L>MMBG@�MA>�K>LI><MBO>�+�,0 ��/� )"/# ?B>E=�MH

:�O:EN>�H?�S>KH�

��� Table 29 Ñ Measurement Specification Field Format

Bit offset Field Description

 �(/!F>:L.I><

/ABL�;BM�LA:EE�BG=B<:M>�:��(/!
=>?BG>=�F>:LNK>F>GM

LI><B?B<:MBHG�/ :;E>����[��(/!�F>:LNK>F>GM

LI><B?B<:MBHG�?HKF:M=>?BG>L�MA>�?HKF:M�?HK�MABL

F>:LNK>F>GM�LI><B?B<:MBHG�

6���7 ->L>KO>= ->L>KO>=

��� /A>�(>:LNK>F>GM�.I><B?B<:MBHG�!B>E=�!HKF:M�/:;E>�=>L<KB;>L�MA>�?B>E=�?HKF:M�?HK�(>:LNK>F>GM�LI><B?B<:MBHG�K>E:M>=

?B>E=L��/A>�L>E><M>=�F>:LNK>F>GM�LI><B?B<:MBHG��� �.0- ( )/�+ �$!$��/$*)� ' ��BL�NL>=�BG�MA>������������

K>LIHGL>��.>>(>:LNK>F>GM�;EH<D:G= ���D������������ ?HK�=>M:BEL�

��� Table 30 Ñ Measurement Extension Log Specification Field Format

Bit offset Field Description

 �(/!F>E.I><

/ABL�;BM�BG=B<:M>L�:��(/!
=>?BG>=�F>:LNK>F>GM

>QM>GLBHG�EH@�LI><B?B<:MBHG��->?>K�MH�MA>�(/!

(>:LNK>F>GM� QM>GLBHG�'H@�!HKF:M<E:NL>�?HK

=>M:BEL��$?�MA>�->JN>LM>K�LNIIHKML�MA>��(/!
=>?BG>=

F>:LNK>F>GM�>QM>GLBHG�EH@�LI><B?B<:MBHG	�BM�LA:EE�L>M

MABL�;BM�MH���BG��.+ �$!$��/$*) ��$?�MA>�->LIHG=>K

L>E><ML�MA>��(/!
=>?BG>=�F>:LNK>F>GM�>QM>GLBHG

EH@�LI><B?B<:MBHG�?HK�<HGLMKN<MBG@�MA>�( '	�BM�LA:EE�L>M

MABL�;BM�MH���BG��.+ �$!$��/$*)� ' �

6���7 ->L>KO>= ->L>KO>=

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



��� /A>�(>:LNK>F>GM� QM>GLBHG�'H@�.I><B?B<:MBHG�!B>E=�!HKF:M�/:;E>�=>L<KB;>L�MA>�?B>E=�?HKF:M�?HK�( '�LI><B?B<:MBHG

K>E:M>=�?B>E=L��/A>�L>E><M>=�( '�LI><B?B<:MBHG����.+ �$!$��/$*)� ' ��BL�NL>=�BG�<HGLMKN<MBHG�H?�MA>�( '�

320 10.4.1 Connection behavior af ter VCA

��� 2BMA�MA>�LN<<>LL?NE�<HFIE>MBHG�H?�MA>����
�	�� F>LL:@>	�:EE�MA>�I:K:F>M>KL�H?�MA>�.+�(�<HGG><MBHG�A:O>�;>>G

=>M>KFBG>=��/ANL	�:EE�.+�(�F>LL:@>�>Q<A:G@>L�:?M>K�MA>�1���F>LL:@>L�LA:EE�<HFIER�PBMA�MA>�L>E><M>=

I:K:F>M>KL�BG�MA>����
�	�� F>LL:@>	�PBMA�MA>�>Q<>IMBHG�H?���D����
�� :G= ����
�� F>LL:@>L	�HK�NGE>LL

HMA>KPBL>�LM:M>=�BG�MABL�LI><B?B<:MBHG��/H�>QIE:BG�MABL�;>A:OBHK	�LNIIHL>�:�->LIHG=>K�LNIIHKML�;HMA�-.��:G=� ��.�

:LRFF>MKB<�:E@HKBMAFL��!HK�:G�.+�(�<HGG><MBHG	�MA>�->LIHG=>K�L>E><ML�MA>���D��D������DJHLP :LRFF>MKB<

:E@HKBMAF�BG��. �.4(� ' :G=�MA>���D��D�	�DJMN A:LA�:E@HKBMAF�BG��. 	�.#� ' ��$?�MA>�->JN>LM>K�HG�MA:M�L:F>

<HGG><MBHG�BLLN>L���D�
����� 	�MA>�->LIHG=>K�K>MNKGL���D��D�	�DJMN =B@>LML�HGER�?HK�MAHL>�IHINE:M>=�LEHML�MA:M

<:G�IKHOB=>�:���D��D������DJHLP LB@G:MNK>�?HK�:�	�����D���	 K>LIHGL>��/A>�->LIHG=>K�PHNE=�OBHE:M>�MABL

K>JNBK>F>GM�B?�BM�K>MNKGL�HG>�HK�FHK>�=B@>LML�H?�IHINE:M>=�LEHML�MA:M�I>K?HKF� ��.��LB@G:MNK>L�HK�B?�BM�NL>L�:�=B??>K>GM

A:LA�:E@HKBMAF�MH�<K>:M>�MA>�=B@>LML�

��� 0GE>LL�HMA>KPBL>�LM:M>=�BG�MABL�LI><B?B<:MBHG	�:G=�PBMA�MA>�>Q<>IMBHG�H?���D����
�� 	�B?�:�->JN>LM>K�BLLN>L�:�K>JN>LM

MA:M�OBHE:M>L�HG>�HK�FHK>�H?�MA>�G>@HMB:M>=�HK�L>E><M>=�I:K:F>M>KL�H?�:�@BO>G�<HGG><MBHG	�MA>�->LIHG=>K�LA:EE�>BMA>K

LBE>GMER�=BL<:K=�MA>�K>JN>LM�HK�K>MNKG�:G����� F>LL:@>�PBMA�:G�:IIKHIKB:M>�>KKHK�<H=>�
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��� /A>�->JN>LM>K�:G=�->LIHG=>K�<:G�G>@HMB:M>�MA>�I:K:F>M>KL�H?�FNEMBIE>�:LRFF>MKB<�D>R�LNIIHKM�?HK�MA>�.+�(

<HGG><MBHG���L�PBMA�HMA>K�I:K:F>M>KL�BG�MABL�K>JN>LM�:G=�K>LIHGL>	�MA>�->LIHG=>K�F:D>L�MA>�L>E><MBHG�:G=�MA>

->JN>LM>K�BG=B<:M>L�BML�LNIIHKM��/A>K>�:K>�MPH�L>ML�H?�FNEMBIE>�:LRFF>MKB<�D>R�NL>�I:K:F>M>KL�MH�G>@HMB:M>��HG>�?HK

->LIHG=>K�:NMA>GMB<:MBHG�:G=�HG>�?HK�->JN>LM>K�:NMA>GMB<:MBHG�
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��� /A>�->LIHG=>K�LA:EE�K>IHKM�MA>�FNEMBIE>�:LRFF>MKB<�D>RL�<:I:;BEBMR�BG�MA>���
D���D��� ?B>E=�H?�����

�
�� �

��� $?���
D���D��� BL IH� 	�MA>� .+*)� -�0'/$� 4�*)) ?B>E=�BG�����
���D����
�	�� =>M>KFBG>L�PA>MA>K�HK�GHM�MA>

.+�(�<HGG><MBHG�NL>L�FNEMBIE>�:LRFF>MKB<�D>RL�?HK�->LIHG=>K�:NMA>GMB<:MBHG��/A>�->JN>LM>K�F:D>L�MA>�=><BLBHG

?HK�MA>�.+�(�<HGG><MBHG�BG�MA>� .+*)� -�0'/$� 4�*)) ?B>E=��$?�MA>�->JN>LM>K�L>ML�MA>� .+*)� -�0'/$� 4�*)) ?B>E=	

MA>�->LIHG=>K�LA:EE�LNIIHKM�FNEMBIE>�:LRFF>MKB<�D>RL�BG�MA>�.+�(�<HGG><MBHG�?HK�->LIHG=>K�:NMA>GMB<:MBHG��$?

� .+*)� -�0'/$� 4�*)) BL�GHM�L>M	�MA>�->LIHG=>K�LA:EE�LNIIHKM�HGER�HG>�D>R�I:BK�I>K�LNIIHKM>=�:LRFF>MKB<

:E@HKBMAF�?HK�MABL�.+�(�<HGG><MBHG�

��� $?���
D���D��� BLHI� 	�MA>�->LIHG=>K�=>M>KFBG>L�MA:M�MA>�.+�(�<HGG><MBHG�NL>L�FNEMBIE>�:LRFF>MKB<�D>RL��/A>

� .+*)� -�0'/$� 4�*)) ?B>E=�BG�����
���D����
�	�� LA:EE�;>�L>M�MH�:<DGHPE>=@>�MA>�->LIHG=>K�<:I:;BEBMR�

��� $?���
D���D��� BLHH� 	�MA>�->LIHG=>K�=>M>KFBG>L�MA:M�MA>�.+�(�<HGG><MBHG�=H>L�GHM�NL>�FNEMBIE>�:LRFF>MKB<

D>RL��/A> � .+*)� -�0'/$� 4�*)) ?B>E=�BG�����
���D����
�	�� LA:EE�;>�<E>:K>=�

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������
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��� /A>�->JN>LM>K�LA:EE�K>IHKM�MA>�FNEMBIE>�:LRFF>MKB<�D>RL�<:I:;BEBMR�?HK�->JN>LM>K�:NMA>GMB<:MBHG�BG�MA>

���
D���D��� ?B>E=�H?���D�����

�
�� �

��� $?���
D���D��� BL IH� 	�MA>� ,0 ./ -�0'/$� 4�*))� ' ?B>E=�BG�MA>����
�	�� F>LL:@>�=>M>KFBG>L�PA>MA>K�HK�GHM

MA>�.+�(�<HGG><MBHG�NL>L�FNEMBIE>�:LRFF>MKB<�D>RL�?HK�->JN>LM>K�:NMA>GMB<:MBHG	�LN<A�:L�BG�FNMN:E�:NMA>GMB<:MBHG�

/A>�->LIHG=>K�F:D>L�MA>�=><BLBHG�?HK�MA>�.+�(�<HGG><MBHG�BG� ,0 ./ -�0'/$� 4�*))� ' ��$?�MA>�->LIHG=>K�L>ML

MA>� ,0 ./ -�0'/$� 4�*))� ' ?B>E=	�MA>�->JN>LM>K�LA:EE�LNIIHKM�FNEMBIE>�:LRFF>MKB<�D>RL�BG�MABL�.+�(�<HGG><MBHG

?HK�->JN>LM>K�:NMA>GMB<:MBHG��$?� ,0 ./ -�0'/$� 4�*))� ' BL�GHM�L>M	�MA>�->JN>LM>K�LA:EE�LNIIHKM�HGER�HG>�D>R�I:BK

I>K�LNIIHKM>=�:LRFF>MKB<�:E@HKBMAF�?HK�MABL�.+�(�<HGG><MBHG�

��� $?���
D���D��� BLHI� 	�MA>�->JN>LM>K�=>M>KFBG>L�MA:M�MA>�.+�(�<HGG><MBHG�NL>L�FNEMBIE>�:LRFF>MKB<�D>RL��/A>

� ,0 ./ -�0'/$� 4�*))� ' ?B>E=�BG�MA>����
�	�� F>LL:@>�LA:EE�;>�L>M�MH�:<DGHPE>=@>�MA>�->JN>LM>K�<:I:;BEBMR�

��� $?���
D���D��� BLHH� 	�MA>�->JN>LM>K�=>M>KFBG>L�MA:M�MA>�.+�(�<HGG><MBHG�=H>L�GHM�NL>�FNEMBIE>�:LRFF>MKB<

D>RL��/A> � ,0 ./ -�0'/$� 4�*))� ' ?B>E=�BG�MA>����
�	�� F>LL:@>�LA:EE�;>�<E>:K>=�
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��� !HK�MA>�K>F:BG=>K�H?�MABL�LI><B?B<:MBHG	�MA>�;HHE>:G�O:KB:;E>L���
D���D����D��� :G= ���
D���D����D��� BG=B<:M>

PA>MA>K�HK�GHM�MA>�K>LIHG=BG@�.+�(�>G=IHBGM�LNIIHKML�FHK>�MA:G�HG>�D>R�I:BK�?HK�HG>�HK�FHK>�:LRFF>MKB<

:E@HKBMAFL�?HK�D>R�I:BKL�;>EHG@BG@�MH�BM�BG�MABL�.+�(�<HGG><MBHG��$?�MA>�K>LIHG=BG@�>G=IHBGM�BL�MA>�->JN>LM>K	�MA>G

���
D���D����D��� BL�NL>=��.>>/ :;E>����[�(0' /$9& 49�*))9- ,�O:EN>�<:E<NE:MBHG ��$?�MA>�K>LIHG=BG@

>G=IHBGM�BL�MA>�->LIHG=>K	�MA>G���
D���D����D��� BL�NL>=��.>>/ :;E>����[�(0' /$9& 49�*))9-.+�O:EN>

<:E<NE:MBHG�

��� Table 31 Ñ MUL TI_KEY_CONN_REQ value calculation

MULTI_KEY_CAPin GET_CAPABILITIES RequesterMultiKeyConnSel in ALGORITHMS MULTI_KEY_CONN_REQ

HH�  ?:EL>

HH� � BGO:EB=

HI�  BGO:EB=

HI� � MKN>

IH�  ?:EL>

IH� � MKN>

��� Table 32 Ñ MUL TI_KEY_CONN_RSP value calculation

MULTI_KEY_CAPin CAPABILITIES ResponderMultiKeyConn in NEGOTIATE_ALGORITHMS MULTI_KEY_CONN_RSP

HH�  ?:EL>

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



MULTI_KEY_CAPin CAPABILITIES ResponderMultiKeyConn in NEGOTIATE_ALGORITHMS MULTI_KEY_CONN_RSP

HH� � BGO:EB=

HI�  BGO:EB=

HI� � MKN>

IH�  ?:EL>

IH� � MKN>

��� $?�MA>�K>LIHG=BG@�.+�(�>G=IHBGM�A:L���
D���D��� L>M�MHHH� 	�MA>G�MA>�<HKK>LIHG=BG@���
D���D����D��� HK

���
D���D����D��� LA:EE�;>�?:EL>�

�� $?�MA>�K>LIHG=BG@�.+�(�>G=IHBGM�A:L���
D���D��� L>M�MHHI� 	�MA>G�MA>�<HKK>LIHG=BG@���
D���D����D��� HK

���
D���D����D��� LA:EE�;>�MKN>�

��� $?�MA>�K>LIHG=BG@�.+�(�>G=IHBGM�A:L���
D���D��� L>M�MHIH� 	�MA>G�MA>�O:EN>�H?�MA>�<HKK>LIHG=BG@

���
D���D����D��� HK ���
D���D����D��� =>I>G=L�HG�MA>�I>>K�>G=IHBGM��$?�MA>�K>LIHG=BG@�.+�(�>G=IHBGM�BL�MA>

->JN>LM>K�:G=�B?� ,0 ./ -�0'/$� 4�*))� ' BL�L>M�;R�MA>�->LIHG=>K	�MA>G�MA>�O:EN>�H?���
D���D����D��� LA:EE�;>

MKN>��$?�MA>�K>LIHG=BG@�.+�(�>G=IHBGM�BL�MA>�->LIHG=>K�:G=�B?� .+*)� -�0'/$� 4�*)) BL�L>M�;R�MA>�->JN>LM>K	�MA>G

MA>�O:EN>�H?���
D���D����D��� LA:EE�;>�MKN>��$G�:EE�HMA>K�<:L>L	�MA>�O:EN>�H?�MA>�<HKK>LIHG=BG@���
D���D����D���

HK ���
D���D����D��� LA:EE�;>�?:EL>�
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��� /ABL�<E:NL>�=>L<KB;>L�K>JN>LM�F>LL:@>L�:G=�K>LIHGL>�F>LL:@>L�:LLH<B:M>=�PBMA�MA>�B=>GMBMR�H?�MA>�->LIHG=>K�L

:NMA>GMB<:MBHG�HI>K:MBHGL��/A>���D�
����� :G= ���D����
�
���� F>LL:@>L�LA:EE�;>�LNIIHKM>=�;R�:�->LIHG=>K

MA:M�K>MNKGL����D���SI BG�BML�����

�
�� K>LIHGL>�F>LL:@>��/A> �	����� F>LL:@>�MA:M�MABL�<E:NL>�=>?BG>L

LA:EE�;>�LNIIHKM>=�;R�:�->LIHG=>K�MA:M�K>MNKGL�	�D���SI BG�BML�����

�
�� K>LIHGL>�F>LL:@>��/A>

���D�
����� :G= ���D����
�
���� F>LL:@>L�:K>�GHM�:IIEB<:;E>�B?�MA>�IN;EB<�D>R�H?�MA>�->LIHG=>K�P:L�IKHOBLBHG>=

MH�MA>�->JN>LM>K�BG�:�MKNLM>=�>GOBKHGF>GM�

��� !B@NK>���[�->LIHG=>K�:NMA>GMB<:MBHG�� Q:FIE>�<>KMB?B<:M>�K>MKB>O:E�?EHPLAHPL�MA>�AB@A
E>O>E�K>JN>LM
K>LIHGL>

F>LL:@>�?EHP�:G=�L>JN>G<>�?HKcertificate K>MKB>O:E�

��� Figure 8 Ñ Responder authentication: Example certificate retrieval flow
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1>G=HK�>KM
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.#���� .EHM0

É

.#���� .EHM3

É

.#���� .EHMn-2

.#���� .EHMn-1

*??L>M���
'>G@MA��Q��

ResponderRequester

��� /A>�K>JN>LM>K�L>G=L�:�" /9�$" ./.�
K>JN>LM�F>LL:@>� ��� /A>�K>LIHG=>K�L>G=L�:��$" ./.�

F>LL:@>�

��!HK�>:<A�K><>BO>=�
" /9� - /$!$�� / �K>JN>LM	�MA>�
K>LIHG=>K�O>KB?B>L�MA:M�*??L>M�BL�
PBMABG�MA>�<>KMB?B<:M>�<A:BG�:G=�MA>G�
L>G=L�MA>�� - /$!$�� / �K>LIHGL>�
F>LL:@>�;:L>=�HG�MA>�K>JN>LM>=�
'>G@MA��$?�MA>�:<MN:E�� -/$!$�� / �
<A:BG�E>G@MA�BL�E>LL�MA:G�HK�>JN:E�MH�
MA>�K>JN>LM>=�'>G@MA��>�@������
;RM>L�	�MA>�->LIHG=>K�K>MNKGL�>GMBK>�
<>KMB?B<:M>�:G=�:�->F:BG=>K'>G@MA����

����HFI:K>�=B@>LML�BG��$" ./.�K>LIHGL>�
F>LL:@>�MH�<:<A>=�=B@>LML��Continue if 
no match is found �

�� /A>�K>JN>LM>K�L>G=L�:�
" /9� - /$!$�� / �K>JN>LM�

�� 1>KB?R�O:EB=BMR�H?�<>KMB?B<:M>�<A:BG�:@:BGLM�
MA>�KHHM�<>KMB?B<:M>	�MA>G�IKH<>>=�MH�MA>�
<A:EE>G@>
K>LIHGL>�

" /9�$" ./.

�$" ./.

" /9� - /$!$�� / 

� - /$!$�� / �����	��

If necessary

-HHM�>KM

��� /A> ���D�
����� K>JN>LM�F>LL:@>�:G=�
����� K>LIHGL>�F>LL:@>�<:G�HIMBFBS>�MA>�:FHNGM�H?�=:M:�K>JNBK>=�MH�;>

MK:GL?>KK>=�?KHF�MA>�->LIHG=>K�MH�MA>�->JN>LM>K	�=N>�MH�MA>�IHM>GMB:EER�E:K@>�LBS>�H?�:�<>KMB?B<:M>�<A:BG��/A>

<KRIMH@K:IAB<�A:LA�O:EN>L�H?�>O>KR�<>KMB?B<:M>�<A:BG�LMHK>=�HG�:G�>G=IHBGM�:K>�K>MNKG>=�PBMA�MA>�
����� K>LIHGL>

F>LL:@>	�>G:;EBG@�MA>�->JN>LM>K�MH�<HFI:K>�MA>L>�O:EN>L�MH�IK>OBHNLER�K>MKB>O>=�:G=�<:<A>=�<>KMB?B<:M>�<A:BG�A:LA

O:EN>L�:G=�=>M><M�:GR�<A:G@>L�MH�MA>�<>KMB?B<:M>�<A:BGL�LMHK>=�HG�MA>�=>OB<>�;>?HK>�BLLNBG@�:���D����
�
����

K>JN>LM�F>LL:@>�

��� !HK�MA>�KNGMBF>�<A:EE>G@>
K>LIHGL>�?EHP	�MA>�LB@G:MNK>�?B>E=�BG�MA>�	�����D���	 K>LIHGL>�F>LL:@>�I:REH:=�LA:EE

<HGM:BG�MA>�LB@G:MNK>�@>G>K:M>=�;R�NLBG@�MA>�IKBO:M>�D>R�:LLH<B:M>=�PBMA�MA>�E>:?�<>KMB?B<:M>�HO>K�MA>�A:LA�H?�MA>

F>LL:@>�MK:GL<KBIM��.>>/ :;E>����[�->JN>LM�HK=>KBG@�:G=�F>LL:@>�MK:GL<KBIM�<HFINM:MBHG�KNE>L�?HK�(��(��

��� /ABL�>GLNK>L�<KRIMH@K:IAB<�;BG=BG@�;>MP>>G�:�LI><B?B<�K>JN>LM�F>LL:@>�?KHF�:�LI><B?B<�->JN>LM>K�:G=�:�LI><B?B<

K>LIHGL>�F>LL:@>�?KHF�:�LI><B?B<�->LIHG=>K	�PAB<A�>G:;E>L�MA>�->JN>LM>K�MH�=>M><M�MA>�IK>L>G<>�H?�:G�:<MBO>

:=O>KL:KR�:MM>FIMBG@�MH�=HPG@K:=>�<KRIMH@K:IAB<�:E@HKBMAFL�HK�.+�(�O>KLBHGL�

�� !NKMA>KFHK>	�:�->JN>LM>K
@>G>K:M>=nonce IKHM><ML�MA>�<A:EE>G@>
K>LIHGL>�?KHF�K>IE:R�:MM:<DL	�PA>K>:L�:

->LIHG=>K
@>G>K:M>=�GHG<>�IK>O>GML�MA>�->LIHG=>K�?KHF�LB@GBG@�HO>K�:K;BMK:KR�=:M:�MA:M�MA>�->JN>LM>K�=B<M:M>L�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



/A>�F>LL:@>�MK:GL<KBIM�@>G>K:MBHG�?HK�MA>�LB@G:MNK>�<HFINM:MBHG�BL�K>LM:KM>=�:L�H?�MA>�FHLM�K><>GM���D����
��

K>JN>LM�K><>BO>=�

351 10.6 Requester identity authentication

��� $?�:�->JN>LM>K�LNIIHKML�FNMN:E�:NMA>GMB<:MBHG	�BM�LA:EE�<HFIER�PBMA�:EE�K>JNBK>F>GML�IE:<>=�HG�:�->LIHG=>K�:L

LI><B?B>=�BG->LIHG=>K�B=>GMBMR�:NMA>GMB<:MBHG�

��� $?�:�->LIHG=>K�LNIIHKML�FNMN:E�:NMA>GMB<:MBHG	�BM�LA:EE�<HFIER�PBMA�:EE�K>JNBK>F>GML�IE:<>=�HG�:�->JN>LM>K�:L

LI><B?B>=�BG->LIHG=>K�B=>GMBMR�:NMA>GMB<:MBHG��/A>�IK><>=BG@�MPH�LM:M>F>GML�>LL>GMB:EER�=>L<KB;>�:�KHE>�K>O>KL:E�

354 10.6.1 Certificat es and certificat e chains

���  :<A�.+�(�>G=IHBGM�MA:M�LNIIHKML�B=>GMBMR�:NMA>GMB<:MBHG�NLBG@�<>KMB?B<:M>L�LA:EE�<:KKR�:M�E>:LM�HG>�<HFIE>M>

<>KMB?B<:M>�<A:BG����<>KMB?B<:M>�<A:BG�<HGM:BGL�:G�HK=>K>=�EBLM�H?�<>KMB?B<:M>L	�IK>L>GM>=�:L�MA>�;BG:KR��;RM>�

<HG<:M>G:MBHG�H?�MA>�?B>E=L�MA:M/ :;E>����[��>KMB?B<:M>�<A:BG�?HKF:MLAHPL��$G�MA>�<HGM>QM�H?�MABL�LI><B?B<:MBHG	�:

<HFIE>M>�<>KMB?B<:M>�<A:BG�BL�HG>�PA>K>���B��MA>�?BKLM�<>KMB?B<:M>�>BMA>K�BL�LB@G>=�;R�:�-HHM��>KMB?B<:M>��:�<>KMB?B<:M>�MA:M

LI><B?B>L�:�MKNLM�:G<AHK��HK�BL�:�-HHM��>KMB?B<:M>�BML>E?	��BB��>:<A�LN;L>JN>GM�<>KMB?B<:M>�BL�LB@G>=�;R�MA>�IK><>=BG@

<>KMB?B<:M>	�:G=��BBB��MA>�?BG:E�<>KMB?B<:M>�<HGM:BGL�MA>�IN;EB<�D>R�NL>=�MH�:NMA>GMB<:M>�MA>�.+�(�>G=IHBGM��/A>�?BG:E

<>KMB?B<:M>�BL�<:EE>=�MA>leaf certificate�

��� $?�:G�.+�(�>G=IHBGM�=H>L�GHM�LNIIHKM�FNEMBIE>�:LRFF>MKB<�D>RL�����
D���D���SH �	�MA>�.+�(�>G=IHBGM�LA:EE

<HGM:BG�:�LBG@E>�IN;EB<
IKBO:M>�D>R�I:BK�I>K�LNIIHKM>=�:E@HKBMAF�?HK�BML�E>:?�<>KMB?B<:M>L	�K>@:K=E>LL�H?�AHP�F:GR

<>KMB?B<:M>�<A:BGL�:K>�LMHK>=�HG�MA>�=>OB<>��/A>�->LIHG=>K�L>E><ML�:�LBG@E>�:LRFF>MKB<�D>R�LB@G:MNK>�:E@HKBMAF�I>K

->JN>LM>K�K>@:K=E>LL�H?�MA>�O:EN>�H?���
D���D��� ?B>E=�

��� �>KMB?B<:M>�<A:BGL�:K>�LMHK>=�BG�EH@B<:E�EH<:MBHGL�<:EE>=slots�� :<A�LNIIHKM>=�LEHM�LA:EE�>BMA>K�;>�>FIMR�HK�<HGM:BG�HG>

<HFIE>M>�<>KMB?B<:M>�<A:BG����=>OB<>�LA:EE�GHM�<HGM:BG�FHK>�MA:G�>B@AM�LEHML��.EHML�:K>�GNF;>K>=��MAKHN@A���BG<ENLBO>�

.EHM��BL�IHINE:M>=�;R�=>?:NEM��$?�:�=>OB<>�NL>L�MA>� 1$� � -/ FH=>E���
��D����D���SH� BG�BML�����

�
��

K>LIHGL>��:G=�B?�MA>�<HKK>LIHG=BG@���
D���D����D��� HK ���
D���D����D��� BL�?:EL>	�MA>G�MA>�<>KMB?B<:M>�<A:BG�BG

>O>KR�IHINE:M>=�LEHM�LA:EE�NL>�MA>� 1$� � -/ FH=>E��$?�:�=>OB<>�NL>L�MA>�'$�.� -/ FH=>E���
��D����D���SI� BG

BML�����

�
�� K>LIHGL>��:G=�B?�MA>�<HKK>LIHG=BG@���
D���D����D��� HK ���
D���D����D��� BL�?:EL>	�MA>G�MA>

<>KMB?B<:M>�<A:BG�BG�>O>KR�IHINE:M>=�LEHM�LA:EE�NL>�MA>�'$�.� -/ FH=>E��$?�MA>�<HKK>LIHG=BG@���
D���D����D��� HK

���
D���D����D��� BL�?:EL>	�MA>� -/�*� ' ?B>E=�BG<>KMB?B<:M>�BG?H�M:;E>LA:EE�:EP:RL�;>�S>KH	�GH�F:MM>K�PA>MA>K�MA>

=>OB<>�NL>L�MA>� 1$� � -/ FH=>E�HK�MA>�'$�.� -/ FH=>E�

��� $?�MA>�<HKK>LIHG=BG@���
D���D����D��� HK ���
D���D����D��� BL�MKN>	�MA>�<>KMB?B<:M>�FH=>E�?HK�>:<A�IHINE:M>=

<>KMB?B<:M>�LEHM�<:G�;>�=B??>K>GM��(NEMBIE>�:LRFF>MKB<�D>R�LNIIHKM�:EEHPL�MA>�NL>�H?�MA>�@>G>KB<�<>KMB?B<:M>�FH=>E��/A>

NL>�H?�MA>� ) -$�� -/ FH=>E�LA:EE�;>�IKHAB;BM>=�PA>G�MA>�<HKK>LIHG=BG@���
D���D����D��� HK

���
D���D����D��� BL�?:EL>�

��� $G�:EE�<:L>L	�MA>�<>KMB?B<:M>�FH=>E�?HK�LEHM��LA:EE�;>�>BMA>K�MA>�=>OB<>�<>KMB?B<:M>�FH=>E�HK�MA>�:EB:L�<>KMB?B<:M>�FH=>E�

�� �==BMBHG:E�LEHML�F:R�;>�IHINE:M>=�MAKHN@A�MA>�LNIIER�<A:BG�LN<A�:L�;R�:�IE:M?HKF�BGM>@K:MHK�HK�;R�:G�>G=�NL>K�LN<A

:L�:G�$/�:=FBGBLMK:MHK����LEHM�F:LD�B=>GMB?B>L�MA>�<>KMB?B<:M>�<A:BGL�BG�MA>�>B@AM�LEHML��.BFBE:KER	�B?�MA>�->JN>LM>K

LNIIHKML�FNMN:E�:NMA>GMB<:MBHG�:G=�B?���
D���D����D��� BL�?:EL>	�:�->JN>LM>K�=>OB<>�LA:EE�NL>�>BMA>K�MA>

.+�(�.I><B?B<:MBHG �.+���

� +N;EBLA>= 1>KLBHG������



� 1$� � -/ FH=>E�HK�MA>�'$�.� -/ FH=>E�:G=�MA>�<>KMB?B<:M>�<A:BG�BG�>O>KR�IHINE:M>=�LEHM�LA:EE�NL>�MA>�L:F>

FH=>E��)HM>�MA:M�MA>�->JN>LM>K�=H>L�GHM�A:O>�<:I:;BEBMR�?E:@L�MH�BG=B<:M>�MA>�<>KMB?B<:M>�FH=>E�

��� $?�:G�>G=IHBGM�LNIIHKML�<>KMB?B<:M>L	�MA>G�.EHM��BL�MA>�=>?:NEM�<>KMB?B<:M>�<A:BG�LEHM��.EHM��LA:EE�<HGM:BG�:�O:EB=

<>KMB?B<:M>�<A:BG�NGE>LL�MA>�=>OB<>�A:L�GHM�R>M�A:=�:�<>KMB?B<:M>�<A:BG�IKHOBLBHG>=�:G=�BL�BG�:�MKNLM>=�>GOBKHGF>GM�

���  :<A�<>KMB?B<:M>�BG�:�<A:BG�LA:EE�;>�BG��.)���� -
>G<H=>=3��� O��?HKF:M�:L-!����� =>?BG>L��/A>��.)���� -

>G<H=BG@�H?�>:<A�BG=BOB=N:E�<>KMB?B<:M>�<:G�;>�:G:ERS>=�MH�=>M>KFBG>�BML�E>G@MA�

��� / H�:EEHP�?HK�?E>QB;BEBMR�BG�LNIIHKMBG@�FNEMBIE>�<>KMB?B<:M>�FH=>EL	�MA>�FBGBFNF�GNF;>K�H?�<>KMB?B<:M>L�PBMABG�:�<>KMB?B<:M>

<A:BG�LA:EE�;>�HG>�:G=�:�<A:BG�LA:EE�<HGM:BG�:�E>:?�<>KMB?B<:M>�

��� /A>�E>:?�<>KMB?B<:M>�BG�MA>�=>OB<>�<>KMB?B<:M>�FH=>E�LA:EE�;>�MA>� 1$� � -/ E>:?�<>KMB?B<:M>��/A>�E>:?�<>KMB?B<:M>�BG�:G

:EB:L�<>KMB?B<:M>�FH=>E�LA:EE�;>�MA>�'$�.� -/ E>:?�<>KMB?B<:M>��$G�:�@>G>KB<�<>KMB?B<:M>�FH=>E	�MA>�E>:?�<>KMB?B<:M>�LA:EE

;>�MA> � ) -$�� -/ E>:?�<>KMB?B<:M>��2A>G�MA>�<HKK>LIHG=BG@���
D���D����D��� HK ���
D���D����D��� BL�?:EL>

:G=�:�<>KMB?B<:M>�<A:BG�<HGLBLML�H?�:�LBG@E>�<>KMB?B<:M>	�MA:M�<>KMB?B<:M>�<:G�HGER�;>�:� 1$� � -/ E>:?�<>KMB?B<:M>��2A>G

MA>�<HKK>LIHG=BG@���
D���D����D��� HK ���
D���D����D��� BL�MKN>�:G=�:�<>KMB?B<:M>�<A:BG�<HGLBLML�H?�:�LBG@E>

<>KMB?B<:M>	�MA:M�<>KMB?B<:M>�BL�>BMA>K�:� 1$� � -/ HK�: � ) -$�� -/ E>:?�<>KMB?B<:M>�

��� 2A>G�:NMA>GMB<:MBG@�:G�.+�(�>G=IHBGM	�:�O:EB=�<>KMB?B<:M>�LEHM���'*/
� ��?HK�LEHML��
���BG<ENLBO>ER�BL�:�LNIIHKM>=

<>KMB?B<:M>�LEHM�MA:M�<HGM:BGL�;HMA�:�<>KMB?B<:M>�<A:BG�:G=�BML�<HKK>LIHG=BG@�D>R�I:BK��$?�:�K>JN>LM�NL>L�:G�BGO:EB=

<>KMB?B<:M>�LEHM	�MA>�K>LIHG=BG@�.+�(�>G=IHBGM�LA:EE�>BMA>K�K>LIHG=�PBMA�:G����� F>LL:@>�HK�LBE>GMER�=BL<:K=�MA>

K>JN>LM�

��� / :;E>����[��>KMB?B<:M>�<A:BG�?HKF:M=>L<KB;>L�MA>�<>KMB?B<:M>�<A:BG�?HKF:M�

��� Table 33 Ñ Certificate chain format

Byte offset Field Size (bytes) Description

 '>G@MA �

.A:EE�;>�MA>�MHM:E�E>G@MA�H?�MA>�<>KMB?B<:M>�<A:BG	�BG

;RM>L	�BG<EN=BG@�:EE�?B>E=L�BG�MABL�M:;E>��/ABL�?B>E=�BL

EBMME>�>G=B:G�

� ->L>KO>= � ->L>KO>=�

� -HHM#:LA 	

.A:EE�;>�MA>�=B@>LM�H?�MA>�-HHM��>KMB?B<:M>��)HM>�MA:M

MA>�-HHM��>KMB?B<:M>�BL��.)���� -
>G<H=>=�?HK�MABL

=B@>LM��/ABL�?B>E=�LA:EE�;>�BGA:LA�;RM>�HK=>K� 	 BL

MA>�HNMINM�LBS>	�BG�;RM>L	�H?�MA>�A:LA�:E@HKBMAF

L>E><M>=�;R�MA>�FHLM�K><>GM����
�	�� K>LIHGL>�

��� 	 �>KMB?B<:M>L  )"/# 
����� 	 �

.A:EE�;>�: <HFIE>M><>KMB?B<:M>�<A:BG�<HGLBLMBG@�H?

HG>�HK�FHK>��.)���� -
>G<H=>= 3��� O�

<>KMB?B<:M>L��/ABL�?B>E=�LA:EE�;>�BG G<H=>=��.)��

;RM>�HK=>K�
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��� /ABL�K>JN>LM�F>LL:@>�LA:EE�K>MKB>O>�MA>�<>KMB?B<:M>�<A:BG�=B@>LML�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



�� / :;E>����[�" /9�$" ./.�K>JN>LM�F>LL:@>�?HKF:M LAHPL�MA>���D�
����� K>JN>LM�F>LL:@>�?HKF:M�

��� /A>�=B@>LML�BG/ :;E>����[�.N<<>LL?NE��$" ./.�K>LIHGL>�F>LL:@>�?HKF:M LA:EE�;>�<HFINM>=�HO>K�MA>�<>KMB?B<:M>

<A:BG�:L/ :;E>����[��>KMB?B<:M>�<A:BG�?HKF:MLAHPL�

��� 2A>G�MA>�<HKK>LIHG=BG@���
D���D����D��� HK ���
D���D����D��� BL�MKN>	�<>KMB?B<:M>�LEHML�A:O>�?HNK�LM:M>L�MA:M

<:G�;>�K>IHKM>=�;R�MA>�>G=IHBGM��/A>�LN;
;NEE>M�H?�>:<A�LM:M>�=>L<KB;>L�AHP�MA>�LM:M>�BL�K>IK>L>GM>=�BG�MA>�
�����

K>LIHGL>�

�� �H>L�GHM�>QBLM

` /A>�<HKK>LIHG=BG@�;BM�BG�0++*-/ ��'*/��.& BL�GHM�L>M�

��  QBLML�:G=�>FIMR

` /A>�<HKK>LIHG=BG@�;BM�BG�0++*-/ ��'*/��.& BL�L>M�:G=�MA>�<HKK>LIHG=BG@�;BM�BG

�-*1$.$*) ��'*/��.& BL�GHM�L>M�

��  QBLML�PBMA�D>R

` /A>�<HKK>LIHG=BG@�;BML�BG�0++*-/ ��'*/��.& :G= �-*1$.$*) ��'*/��.& :K>�L>M	�;NM�MA>�O:EN>�H?

MA>�<HKK>LIHG=BG@� -/�*� ' ?B>E=�BL�S>KH�

��  QBLML�PBMA�D>R�:G=�<>KM

` /A>�<HKK>LIHG=BG@�;BML�BG�0++*-/ ��'*/��.& :G= �-*1$.$*) ��'*/��.& :K>�L>M	�:G=�MA>�O:EN>�H?

MA>�<HKK>LIHG=BG@� -/�*� ' ?B>E=�BL�GHG
S>KH�

��� 2A>G�:�<>KMB?B<:M>�LEHM�=H>L�GHM�>QBLM	�BM�LA:EE�K>F:BG�BG�MABL�LM:M>�?HK�MA>�K>F:BG=>K�H?�MA>�.+�(�<HGG><MBHG��/A>

�>QBLML�:G=�>FIMR��LM:M>�BG=B<:M>L�MA>�IK>L>G<>�H?�:�<>KMB?B<:M>�LEHM�PA>K>�G>BMA>K�:�D>R�GHK�:�<>KMB?B<:M>�A:L�;>>G

IKHOBLBHG>=�R>M��/A>�� QBLML�PBMA�D>R��LM:M>�BG=B<:M>L�MA>�<>KMB?B<:M>�LEHM�A:L�HGER�:G�:LRFF>MKB<�D>R�:LLH<B:M>=�PBMA�BM

;NM�GH�<>KMB?B<:M>�<A:BG��/A>�� QBLML�PBMA�D>R�:G=�<>KM��LM:M>�BG=B<:M>L�MA>�<>KMB?B<:M>�A:L�;HMA�:G�:LRFF>MKB<�D>R

:LLB@G>=�MH�BM�:G=�:�<>KMB?B<:M>�<A:BG��/A>�� QBLML�PBMA�D>R�:G=�<>KM��LM:M>�BL�:�?NEER�IKHOBLBHG>=�LM:M>��2A>G�:

<>KMB?B<:M>�LEHM�>QBLML	�MA>�MRIB<:E�IKH@K>LLBHG�H?�LM:M>L�LM:KML�:M��>QBLML�:G=�>FIMR�	�?HEEHP>=�;R�� QBLML�PBMA�D>R�	�:G=

>G=L�PBMA�� QBLML�PBMA�D>R�:G=�<>KM��

��� Table 34 Ñ GET_DIGESTS request message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3PI � ���D�
����� ��.>> / :;E>���[�.+�(

K>JN>LM�<H=>L�

� +:K:F� � ->L>KO>=�

� +:K:F� � ->L>KO>=�

��� Table 35 Ñ Successful DIGESTS response message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



Byte offset Field Size (bytes) Description

� ->JN>LM->LIHGL>�H=> �
H3HI � �
����� ��.>> / :;E>���[�.+�(�K>LIHGL>

<H=>L�

� +:K:F� �

.NIIHKM>=.EHM(:LD��/ABL�?B>E=�BG=B<:M>L�PAB<A�LEHML

MA>�K>LIHG=BG@�.+�(�>G=IHBGM�LNIIHKML��$?

<>KMB?B<:M>�LEHM�3�>QBLML�BG�MA>�K>LIHG=BG@�.+�(

>G=IHBGM	�MA>�;BM�BG�IHLBMBHG�3�H?�MABL�;RM>�LA:EE�;>�L>M�

��BM��BL�MA>�E>:LM�LB@GB?B<:GM�;BM�H?�MA>�;RM>���'BD>PBL>	

B?�<>KMB?B<:M>�LEHM�3�=H>L�GHM�>QBLM�BG�MA>�K>LIHG=BG@

.+�(�>G=IHBGM	�;BM�3�H?�MABL�;RM>�LA:EE�GHM�;>�L>M

:G=�<>KMB?B<:M>�LEHM�3�LA:EE�;>�:G�BGO:EB=�O:EN>�BG

O:KBHNL�LEHM�$��?B>E=L���'*/
� ��:<KHLL�:EE�.+�(

K>JN>LM�F>LL:@>L�MA:M�<HGM:BG�MABL�?B>E=�

� +:K:F� �

+KHOBLBHG>=.EHM(:LD��$?�LEHM�&�<HGM:BGL�:�<>KMB?B<:M>

<A:BG�MA:M�LNIIHKML�MA>�<NKK>GMER�G>@HMB:M>=

:E@HKBMAFL�?HK�MA>�<HGG><MBHG	�;BM�&�H?�MABL�;RM>�LA:EE

;>�L>M����BM��BL�MA>�E>:LM�LB@GB?B<:GM�;BM�H?�MA>�;RM>��

�==BMBHG:EER	�B?�MA>�<HKK>LIHG=BG@

���
D���D����D��� HK ���
D���D����D��� BL�MKN>

:G=�B?�LEHM�&�<HGM:BGL�:G�:LLH<B:M>=�D>R�I:BK�MA:M

LNIIHKML�MA>�<NKK>GMER�G>@HMB:M>=�:E@HKBMAFL�?HK�MA>

<HGG><MBHG	�;BM�&�H?�MABL�;RM>�LA:EE�;>�L>M��!HK�:EE

?B>E=L�?KHF�$" ./ MH� 4�.�" ��.& BG<ENLBO>	�MA>

GNF;>K�H?�?B>E=L�K>MNKG>=��=>GHM>=�;R) ��LA:EE�;>

>JN:E�MH�MA>�GNF;>K�H?�;BML�L>M�BG�MABL�;RM>�

/A>L>�?B>E=L�LA:EE�;>�K>MNKG>=�BG�HK=>K�H?�BG<K>:LBG@

LEHM�GNF;>K�

$?�:�;BM�BL�L>M�BG�MABL�?B>E=	�MA>�<HKK>LIHG=BG@�;BM�BG

�0++*-/ ��'*/��.& LA:EE�:ELH�;>�L>M�

� �B@>LM67 	
�B@>LM�H?�MA>�<>KMB?B<:M>�<A:BG�BG� -/�'*/?H@ ��/ABL

?B>E=�LA:EE�;>�BGA:LA�;RM>�HK=>K�

��� ��� ��� ���

��� 	 ���G�
��� �B@>LM6G
�7 	

�B@>LM�H?�MA>�<>KMB?B<:M>�<A:BG�BG� -/�'*/?):I@ ��/ABL

?B>E=�LA:EE�;>�BGA:LA�;RM>�HK=>K��$?�:�<>KMB?B<:M>�<A:BG

BL�GHM�IK>L>GM�BG�MABL�LEHM	�MA>�O:EN>�H?�MABL�?B>E=�LA:EE

;>�:EE�S>KHL�

����� 	 ��G� &>R+:BK$�67 �

.A:EE�;>�MA>� 4��$-
� H?�MA>�D>R�I:BK�:LLH<B:M>=

PBMA� -/�'*/?H@ �

/ABL�?B>E=�LA:EE�;>�IK>L>GM�B?�MA>�<HKK>LIHG=BG@

���
D���D����D��� HK ���
D���D����D��� BL�MKN>�

*MA>KPBL>	�BM�LA:EE�;>�:;L>GM�

��� ��� ��� ���

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



Byte offset Field Size (bytes) Description

����� 	 �������G &>R+:BK$�6G
�7 �

.A:EE�;>�MA>� 4��$-
� H?�MA>�D>R�I:BK�:LLH<B:M>=

PBMA� -/�'*/?):I@ �

/ABL�?B>E=�LA:EE�;>�IK>L>GM�B?�MA>�<HKK>LIHG=BG@

���
D���D����D��� HK ���
D���D����D��� BL�MKN>�

*MA>KPBL>	�BM�LA:EE�;>�:;L>GM�

����� 	 �������G �>KMB?B<:M>$G?H67 �

.A:EE�;>�MA>�<>KMB?B<:M>�BG?HKF:MBHG�?HK� -/�'*/?H@ �

/A>�?HKF:M�H?�MABL�?B>E=�LA:EE�;>�MA>�?HKF:M�MA:M�MA>

<>KMB?B<:M>�BG?H�M:;E>=>?BG>L�

/ABL�?B>E=�LA:EE�;>�IK>L>GM�B?�MA>�<HKK>LIHG=BG@

���
D���D����D��� HK ���
D���D����D��� BL�MKN>�

*MA>KPBL>	�BM�LA:EE�;>�:;L>GM�

��� ��� ��� ���

����� 	 �������G �>KMB?B<:M>$G?H6G
�7 �

.A:EE�;>�MA>�<>KMB?B<:M>�BG?HKF:MBHG�?HK

� -/�'*/?):I@ ��/A>�?HKF:M�H?�MABL�?B>E=�LA:EE�;>�MA>

?HKF:M�MA:M�MA><>KMB?B<:M>�BG?H�M:;E>=>?BG>L�

/ABL�?B>E=�LA:EE�;>�IK>L>GM�B?�MA>�<HKK>LIHG=BG@

���
D���D����D��� HK ���
D���D����D��� BL�MKN>�

*MA>KPBL>	�BM�LA:EE�;>�:;L>GM�

����� 	 �������G &>R0L:@>(:LD67 �

.A:EE�;>�MA>�D>R�NL:@>�;BM�F:LD�?HK� -/�'*/?H@ �

/A>�?HKF:M�H?�MABL�?B>E=�LA:EE�;>�MA>�?HKF:M�MA:M�MA>

D>R�NL:@>�;BM�F:LD�M:;E>=>?BG>L�

/ABL�?B>E=�LA:EE�;>�IK>L>GM�B?�MA>�<HKK>LIHG=BG@

���
D���D����D��� HK ���
D���D����D��� BL�MKN>�

*MA>KPBL>	�BM�LA:EE�;>�:;L>GM�

��� ��� ��� ���

����� 	 �������G &>R0L:@>(:LD6G
�7 �

.A:EE�;>�MA>�D>R�NL:@>�;BM�F:LD�?HK� -/�'*/?):I@ �

/A>�?HKF:M�H?�MABL�?B>E=�LA:EE�;>�MA>�?HKF:M�MA:M�MA>

D>R�NL:@>�;BM�F:LD�M:;E>=>?BG>L�

/ABL�?B>E=�LA:EE�;>�IK>L>GM�B?�MA>�<HKK>LIHG=BG@

���
D���D����D��� HK ���
D���D����D��� BL�MKN>�

*MA>KPBL>	�BM�LA:EE�;>�:;L>GM�

��� / :;E>����[��>KMB?B<:M>�BG?HLAHPL�MA>�?HKF:M�?HK�MA>� -/$!$��/ 
)!* ?B>E=L�

��� Table 36 Ñ Certificate info

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



Bit offset Field Description

6��7 �>KM(H=>E

/A>�O:EN>�H?�MABL�?B>E=�LA:EE�BG=B<:M>�MA>�<>KMB?B<:M>

FH=>E�MA:M�MA>�<>KMB?B<:M>�LEHM�NL>L�

V 1:EN>�H?��BG=B<:M>L�>BMA>K�MA:M�MA>�<>KMB?B<:M>

LEHM�=H>L�GHM�<HGM:BG�:GR�<>KMB?B<:M>L�HK�MA:M

MA>�<HKK>LIHG=BG@���
D���D����D��� HK

���
D���D����D��� BL�?:EL>�

V 1:EN>�H?���BG=B<:M>L�MA:M�MA>�<>KMB?B<:M>�LEHM

NL>L�MA>� 1$� � -/ FH=>E�

V 1:EN>�H?���BG=B<:M>L�MA:M�MA>�<>KMB?B<:M>�LEHM

NL>L�MA>�'$�.� -/ FH=>E�

V 1:EN>�H?���BG=B<:M>L�MA:M�MA>�<>KMB?B<:M>�LEHM

NL>L�MA>� ) -$�� -/ FH=>E�

V �EE�HMA>K�O:EN>L�K>L>KO>=�

6���7 ->L>KO>= ->L>KO>=

��� / :;E>����[�&>R�NL:@>�;BM�F:LD LAHPL�MA>�?HKF:M�?HK�MA>� 4�.�" ��.& ?B>E=L�

��� Table 37 Ñ Key usage bit mask

Bit offset Field Description

 &>R Q0L>

$?�L>M	�MA>�'*/
� ?B>E=L�BG

���D���	���� 	

���D���	����D��� :G= �
�
�	

<:G�LI><B?R�MABL�<>KMB?B<:M>�LEHM�

$?�GHM�L>M	�MA>�'*/
� ?B>E=L�BG

���D���	���� 	

���D���	����D��� :G= �
�
�	

LA:EE�GHM�LI><B?R�MABL�<>KMB?B<:M>

LEHM�

� �A:EE>G@>0L>

$?�L>M	�MA>�'*/
� ?B>E=L�BG

�	����� :G=

�	�����D���	 <:G�LI><B?R

MABL�<>KMB?B<:M>�LEHM��$?�GHM�L>M	

MA>�'*/
� ?B>E=L�BG�	�����

:G= �	�����D���	 LA:EE�GHM

LI><B?R�MABL�<>KMB?B<:M>�LEHM�

� (>:LNK>F>GM0L>

$?�L>M	�MA>�'*/
� ?B>E=L�BG

���D������������ :G=

������������ <:G�LI><B?R�MABL

<>KMB?B<:M>�LEHM��$?�GHM�L>M	�MA>

�'*/
� ?B>E=L�BG

���D������������ :G=

������������ LA:EE�GHM�LI><B?R

MABL�<>KMB?B<:M>�LEHM�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



Bit offset Field Description

�  G=IHBGM$G?H0L>

$?�L>M	�MA>�'*/
� ?B>E=L�BG

���D�����
��D
��� :G=

�����
��D
��� <:G�LI><B?R�MABL

<>KMB?B<:M>�LEHM��$?�GHM�L>M	�MA>

�'*/
� ?B>E=L�BG

���D�����
��D
��� :G=

�����
��D
��� LA:EE�GHM

LI><B?R�MABL�<>KMB?B<:M>�LEHM�

6����7 ->L>KO>= ->L>KO>=

�� .M:G=:K=L&>R0L>

$?�L>M	�MABL�?B>E=�LA:EE�BG=B<:M>

NL:@>�=>?BG>=�;R�LM:G=:K=L

HMA>K�MA:G�LI><B?B<:MBHGL

=>?BG>=�;R��(/! �

�� 1>G=HK&>R0L>
$?�L>M	�MABL�?B>E=�LA:EE�BG=B<:M>

NL:@>�=>?BG>=�;R�:�O>G=HK�

�� !HK�LEHM�	�:M�E>:LM�HG>�H?� 4�3�. 	 �#�'' )" �. 	 � �.0- ( )/�. 	�:G= �)�+*$)/
)!*�. LA:EE�;>�L>M��/A>

<HKK>LIHG=BG@�<:I:;BEBMR�;BML�LA:EE�;>�L>M�:IIKHIKB:M>ER�

381 10.8 GET_CERTIFICATE request and CERTIFICATE response messages

��� /ABL�K>JN>LM�F>LL:@>�LA:EE�K>MKB>O>�MA>�<>KMB?B<:M>�<A:BG�?KHF�MA>�LI><B?B>=�LEHM�GNF;>K�

��� / :;E>����[�" /9� - /$!$�� / �K>JN>LM�F>LL:@>�?HKF:MLAHPL�MA>���D����
�
���� K>JN>LM�F>LL:@>�?HKF:M�

��� " /9� - /$!$�� / �K>JN>LM�:MMKB;NM>LLAHPL�MA>���D����
�
���� K>JN>LM�:MMKB;NM>L�

��� / :;E>���[�.N<<>LL?NE�� - /$!$�� / �K>LIHGL>�F>LL:@>�?HKF:MLAHPL�MA>����
�
���� K>LIHGL>�F>LL:@>�?HKF:M�

��� / :;E>����[�� - /$!$�� / �K>LIHGL>�:MMKB;NM>LLAHPL�MA>����
�
���� K>LIHGL>�:MMKB;NM>L�

��� /A>�->JN>LM>K�L>G=L�HG>�HK�FHK>���D����
�
���� K>JN>LML�MH�K>MKB>O>�MA>�<>KMB?B<:M>�<A:BG�H?�MA>�->LIHG=>K�

��� Table 38 Ñ GET_CERTIFICA TE request message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3PJ � ���D����
�
���� ��.>> / :;E>���[

.+�(�K>JN>LM�<H=>L�

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



Byte offset Field Size (bytes) Description

� +:K:F� �

�BM�6���7��->L>KO>=�

�BM�6��7��.A:EE�;>�MA>�'*/
� ��.EHM�GNF;>K�H?�MA>

->LIHG=>K�<>KMB?B<:M>�<A:BG�MH�K>:=��/A>�O:EN>�BG

MABL�?B>E=�LA:EE�;>�;>MP>>G��:G=���BG<ENLBO>�

� +:K:F� �
->JN>LM�:MMKB;NM>L�

.>> " /9� - /$!$�� / �K>JN>LM�:MMKB;NM>L�

� *??L>M �

.A:EE�;>�MA>�H??L>M�BG�;RM>L�?KHF�MA>�LM:KM�H?�MA>

<>KMB?B<:M>�<A:BG�MH�PA>K>�MA>�K>:=�K>JN>LM

F>LL:@>�;>@BGL��/A>�->LIHG=>K�LA:EE�L>G=�BML

<>KMB?B<:M>�<A:BG�LM:KMBG@�?KHF�MABL�H??L>M��!HK�MA>

?BKLM���D����
�
���� K>JN>LM�?HK�:�@BO>G�LEHM	�MA>

->JN>LM>K�LA:EE�L>M�MABL�?B>E=�MH���!HK�LN;L>JN>GM

K>JN>LML	�!!. / BL�L>M�MH�MA>�G>QM�IHKMBHG�H?�MA>

<>KMB?B<:M>�BG�MA:M�LEHM�

� '>G@MA �

.A:EE�;>�MA>�E>G@MA�H?�<>KMB?B<:M>�<A:BG�=:M:	�BG

;RM>L	�MH�;>�K>MNKG>=�BG�MA>�<HKK>LIHG=BG@

K>LIHGL>��/ABL�?B>E=�BL�:G�NGLB@G>=���
;BM�BGM>@>K�

��� Table 39 Ñ GET_CERTIFICA TE request attributes

Bit offset Field Description

 .EHM.BS>->JN>LM>=

2A>G �'*/�$5 � ,0 ./ �SI� BG�MA>���D����
�
���� K>JN>LM	�MA>�->LIHG=>K�LA:EE�K>MNKG

MA>�GNF;>K�H?�;RM>L�:O:BE:;E>�?HK�<>KMB?B<:M>�<A:BG�LMHK:@>�BG�MA>� (�$)� - )"/# ?B>E=�H?

MA>�K>LIHGL>��2A>G�'*/�$5 � ,0 ./ �SI� 	�MA>�!!. / :G=  )"/# ?B>E=L�BG�MA>

���D����
�
���� K>JN>LM�LA:EE�;>�B@GHK>=�;R�MA>�->LIHG=>K�

6���7 ->L>KO>= ->L>KO>=�

�� Table 40 Ñ Successful CERTIFICA TE response message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3HJ � ����
�
���� ��.>> / :;E>���[�.+�(

K>LIHGL>�<H=>L�

� +:K:F� �

�BM�6���7��->L>KO>=�

�BM�6��7��.A:EE�;>�MA>�'*/
� ��.EHM�GNF;>K�H?�MA>

<>KMB?B<:M>�<A:BG�K>MNKG>=�

� +:K:F� �
/A>�?HKF:M�H?�MABL�?B>E=�LA:EE�;>�MA>�?HKF:M�MA:M/ :;E>

���[�� - /$!$�� / �K>LIHGL>�:MMKB;NM>L=>?BG>L�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



Byte offset Field Size (bytes) Description

� +HKMBHG'>G@MA �

.A:EE�;>�MA>�GNF;>K�H?�;RM>L�H?�MABL�IHKMBHG�H?�MA>

<>KMB?B<:M>�<A:BG��/ABL�LAHNE=�;>�E>LL�MA:G�HK�>JN:E�MH

 )"/# K><>BO>=�:L�I:KM�H?�MA>�K>JN>LM��!HK

>Q:FIE>	�MA>�->LIHG=>K�FB@AM�L>M�MABL�?B>E=�MH�:

O:EN>�E>LL�MA:G )"/# K><>BO>=�:L�I:KM�H?�MA>

K>JN>LM�=N>�MH�EBFBM:MBHGL�HG�MA>�MK:GLFBM�;N??>K�H?

MA>�->LIHG=>K��$?�MA>�K>JN>LM>= )"/# ?B>E=�BLH

MA>G�MABL�?B>E=�LA:EE�;>�L>M�MH���$?

�'*/�$5 � ,0 ./ �SI� BG�MA>�K>JN>LM	�MABL�?B>E=�LA:EE

;>�L>M�MH�S>KH�

� ->F:BG=>K'>G@MA �

.A:EE�;>�MA>�GNF;>K�H?�;RM>L�H?�MA>�<>KMB?B<:M>�<A:BG

MA:M�A:O>�GHM�;>>G�L>GM�R>M	�:?M>K�MA>�<NKK>GM

K>LIHGL>��!HK�MA>�E:LM�K>LIHGL>	�MABL�?B>E=�LA:EE�;>�

:L�:G�BG=B<:MBHG�MH�MA>�->JN>LM>K�MA:M�MA>�>GMBK>

<>KMB?B<:M>�<A:BG�A:L�;>>G�L>GM��$?�MA>�K>JN>LM>=

 )"/# ?B>E=�BLH :G= �'*/�$5 � ,0 ./ �SH� BG�MA>

K>JN>LM	�MA>G�MABL�?B>E=�LA:EE�K>MNKG�MA>�:<MN:E�LBS>�H?

MA>�<>KMB?B<:M>�<A:BG�BG�MA>�LEHM��.>>/ :;E>����[

" /9� - /$!$�� / �K>JN>LM�:MMKB;NM>L?HK�FHK>

=>M:BE�

� �>KM�A:BG �*-/$*) )"/# HK�

.A:EE�;>�MA>�K>JN>LM>=�<HGM>GML�H?�MA>�M:K@>M

<>KMB?B<:M>�<A:BG	�:L�=>L<KB;>=�BG�>KMB?B<:M>L�:G=

<>KMB?B<:M>�<A:BGL��$? �'*/�$5 � ,0 ./ �SI� BG�MA>

K>JN>LM	�MABL�?B>E=�LA:EE�;>�:;L>GM��$?�MA>�K>JN>LM>=

 )"/# ?B>E=�BLH 	�MA>G�MABL�?B>E=�LA:EE�;>�:;L>GM�

��� Table 41 Ñ CERTIFICA TE response attributes

Bit offset Field Description

6��7 �>KMB?B<:M>$G?H

/A>�O:EN>�H?�MABL�?B>E=�LA:EE�;>

MA>�<>KMB?B<:M>�FH=>E�H?�MA>�LEHM�

/A>�?HKF:M�H?�MABL�?B>E=�LA:EE�;>

MA>�?HKF:M�H?�MA>� -/�*� '

?B>E=�MA:M�MA><>KMB?B<:M>�BG?H

M:;E>=>?BG>L�

�EE�HMA>K�;BML ->L>KO>= ->L>KO>=�

��� !B@NK>���[�->LIHG=>K�<:GGHM�K>MNKG�?NEE�E>G@MA�=:M:�?EHPLAHPL�MA>�AB@A
E>O>E�K>JN>LM
K>LIHGL>�F>LL:@>�?EHP�PA>G

MA>�->LIHG=>K�<:GGHM�K>MNKG�MA>�>GMBK>�=:M:�K>JN>LM>=�;R�MA>�->JN>LM>K�BG�MA>�?BKLM�K>LIHGL>�

��� Figure 9 Ñ Responder cannot return full length data flow

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



���

ResponderRequester

" / �� - /$!$�� / �	�Q��

� - /$!$�� / ��Q�	�Q��

" /9� - /$!$�� / ��Q�	�Q��

��'*�� � )���#� )��D�;/�;;
� $'*$#��#� )��D�;/B;;

� �"��#��'��#� )��D�;/=;;

� - /$!$�� / ��Q�	��
� $'*$#��#� )��D�;/=;;
� �"��#��'��#� )��D�;

� �(%$#��'��,� �'���1 �
�D�;/B;;

� �&,�( )(�' �"��#�#��%$'*$#3�
�� (� )�;/B;;3���#� )��;/;=;;

� �&,�( )�'��,� �'���1 �
�D�;/<;;;

���  G=IHBGML�MA:M�LNIIHKM�MA>E:K@>�.+�(�F>LL:@>�MK:GL?>K�F><A:GBLFF>LL:@>�L>M�LA:EE�NL>�MA>�E:K@>�.+�(

F>LL:@>�MK:GL?>K�F><A:GBLF�F>LL:@>L�MH�F:G:@>�MA>�MK:GL?>K�H?�MA>�K>JN>LM>=�<>KMB?B<:M>�<A:BG�PA>G�MA>

����
�
���� K>LIHGL>�BL�E:K@>K�MA:G�>BMA>K�MA>��/��-�).! -�$5 H?�MA>�->JN>LM>K�HK�MA>�MK:GLFBM�;N??>K�H?�MA>

->LIHG=>K��.I><B?B<:EER�

V $?�MA>�->JN>LM>K�L>ML�!!. / MHH :G=  )"/# MHH3���� BG�MA>���D����
�
���� K>JN>LM	�MA>�->LIHG=>K

LA:EE�L>M�*-/$*) )"/# >JN:E�MH�MA>�LBS>�H?�MA>�<HFIE>M>�<>KMB?B<:M>�<A:BG�LMHK>=�BG�MA>�K>JN>LM>=�LEHM	�LA:EE�L>M

� (�$)� - )"/# MHH 	�:G=�LA:EE�LMHK>�MA>�<HGM>GML�H?�MA>�<HFIE>M>�<>KMB?B<:M>�<A:BG�BG� -/�#�$) BG�MA>

����
�
���� K>LIHGL>��/A>G�MA>�->LIHG=>K�LA:EE�?K:@F>GM�:G=�K>MNKG�MABL�K>LIHGL>�F>LL:@>�BG�<ANGDL	�:L�I>K

MA>�<E:NL>L�IK>L>GM>=�BG�	���D��� K>JN>LM�:G=�	���D�������� K>LIHGL>�F>LL:@>��$G�MABL�<:L>	�MA>

->LIHG=>K�LA:EE�GHM�K>MNKG�:�I:KMB:E�<>KMB?B<:M>�<A:BG�

��� �R�L>MMBG@�'*/�$5 � ,0 ./ �SI� BG�MA>�K>JN>LM�:MMKB;NM>L	�MA>�->JN>LM>K�<:G�JN>KR�MA>�LBS>�H?�MA>�->LIHG=>K�L

<>KMB?B<:M>�LEHM��/A>�->JN>LM>K�LAHNE=�JN>KR�MA>�LEHM�LBS>�;>?HK>�:GR�:<MBHG�MA:M�NL>L�LEHM�LMHK:@>	�;><:NL>�MA>

->LIHG=>K�FB@AM�<A:G@>�MA>�O:EN>�H?�MA>�LEHM�LBS>�;:L>=�HG�HMA>K�:<MBHGL�

397 10.8.1 Mutual authentication r equir ements for GE T_CERTIFICATE and CERTIFICATE
messages

��� $?�MA>�->JN>LM>K�LNIIHKML�FNMN:E�:NMA>GMB<:MBHG	�MA>�K>JNBK>F>GML�IE:<>=�HG�MA>�->LIHG=>K�BG" /9� - /$!$�� / 

K>JN>LM�:G=�� - /$!$�� / �K>LIHGL>�F>LL:@>L <E:NL>�LA:EE�:ELH�:IIER�MH�MA>�->JN>LM>K��$?�MA>�->LIHG=>K�LNIIHKML

FNMN:E�:NMA>GMB<:MBHG	�MA>�K>JNBK>F>GML�IE:<>=�HG�MA>�->JN>LM>K�BG�MA>" /9� - /$!$�� / �K>JN>LM�:G=

� - /$!$�� / �K>LIHGL>�F>LL:@>L <E:NL>L�LA:EE�:ELH�:IIER�MH�MA>�->LIHG=>K��/A>�IK><>=BG@�MPH�L>GM>G<>L

>LL>GMB:EER�=>L<KB;>�:�KHE>�K>O>KL:E�

399 10.8.2 SPDM certificat e requir ements and r ecommendations

� /ABL�LI><B?B<:MBHG�=>?BG>L�:�GNF;>K�H?�3����O�K>JNBK>=:G= HIMBHG:E?B>E=L�?HK�<HFIEB:GM�.+�(�<>KMB?B<:M>L��.+�(

<>KMB?B<:M>L�:ELH�:=A>K>�MH�MA>�K>JNBK>F>GML�:L-!����� =>?BG>L��0GE>LL�LM:M>=�HMA>KPBL>	�MA>�?HEEHPBG@�<E:NL>L

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



:IIER�MH�MAHL>�<>KMB?B<:M>L�BG�MA>�<A:BG�MA:M�:K>�LI><B?B<�MH�:�=>OB<>�BGLM:G<>	�MA:M�BL	�MA>�E>:?�<>KMB?B<:M>�BG�MA>

� 1$� � -/ FH=>E�HK�MA>� 1$� � -/ 	�:EE�BGM>KF>=B:M>�'$�.� -/ L	�:G=�MA>�E>:?�<>KMB?B<:M>�BG�MA>�'$�.� -/ FH=>E�

.>> B=>GMBMR�IKHOBLBHGBG@�

�� $G�:==BMBHG	�MA>�0�% �/��'/ -)�/$1 ���( <>KMB?B<:M>�>QM>GLBHG*/# -��( ?B>E=�BL�K><HFF>G=>=�?HK�IKHOB=BG@�=>OB<>

BG?HKF:MBHG��.>>�MA>�>?BGBMBHG�H?�HMA>K):F>�NLBG@�MA>��(/!�*$��

�� $G/ :;E>����[�!B>E=�K>JNBK>F>GML	�MA>�K>JNBK>F>GML�<HENFGL�=>?BG>�MA>�K>JNBK>F>GM�?HK�MA>�<HKK>LIHG=BG@�<>KMB?B<:M>

FH=>EL��$G�MA>L>�<HENFGL	�MA>�<HKK>LIHG=BG@�?B>E=�PBMA�:�O:EN>�H?��(:G=:MHKR��LA:EE�;>�IK>L>GM�BG�MA>�E>:?�<>KMB?B<:M>�

'BD>PBL>	�MA>�<HKK>LIHG=BG@�?B>E=�PBMA�:�O:EN>�H?��*IMBHG:E��<:G�;>�IK>L>GM�HK�:;L>GM�BG�MA>�E>:?�<>KMB?B<:M>���L�:�GHM>	

MABL�M:;E>�K>?E><ML�MA>�FBGBFNF�K>JNBK>F>GML�?KHF�MA>�I>KLI><MBO>�H?�MABL�LI><B?B<:MBHG��/A>�O>G=HK	�NL>KL�H?�MA>

.+�(�>G=IHBGM	�:G=�HMA>K�LM:G=:K=L�LN<A�:L-!����� <:G�IE:<>�:==BMBHG:E�HK�FHK>
K>LMKB<MBO>�K>JNBK>F>GML�

�� Table 42 Ñ Field requirements

Field DeviceCert / AliasCert Requirements
GenericCert

Requirements
Description

�:LB<��HGLMK:BGML (:G=:MHKR (:G=:MHKR

/A>���

O:EN>�LA:EE

;> ���� �

1>KLBHG (:G=:MHKR (:G=:MHKR

/A>�O>KLBHG

H?�MA>

>G<H=>=

<>KMB?B<:M>

LA:EE�;>

IK>L>GM�:G=

LA:EE�;>K

�>G<H=>=�:L

O:EN>J ��

.>KB:E�)NF;>K (:G=:MHKR (:G=:MHKR

/A>���


:LLB@G>=

L>KB:E

GNF;>K�LA:EE

;>�IK>L>GM

PBMA�:

IHLBMBO>

BGM>@>K

O:EN>�

.B@G:MNK>��E@HKBMAF (:G=:MHKR *IMBHG:E

$?�IK>L>GM	

MA>

�$")�/0- 

:E@HKBMAF

MA:M�MA>���

NL>L�LA:EE�;>

IK>L>GM�

.+�(�.I><B?B<:MBHG �.+���

� +N;EBLA>= 1>KLBHG������



Field DeviceCert / AliasCert Requirements
GenericCert

Requirements
Description

$LLN>K (:G=:MHKR *IMBHG:E

$?�IK>L>GM	

MA>���

=BLMBG@NBLA>=

G:F>�LA:EE

;>�LI><B?B>=�

.N;C><M�):F> (:G=:MHKR *IMBHG:E

$?�IK>L>GM	

MA>�LN;C><M

G:F>�LA:EE

;>�IK>L>GM

:G=�LA:EE

K>IK>L>GM

MA>

=BLMBG@NBLA>=

G:F>

:LLH<B:M>=

PBMA�MA>�E>:?

<>KMB?B<:M>�

1:EB=BMR (:G=:MHKR *IMBHG:E

$?�IK>L>GM	

L>>

�>KMB?B<:M>

O:EB=BMR

=>M:BEL	�:G=

-!����� �

.N;C><M�+N;EB<�&>R�$G?H (:G=:MHKR (:G=:MHKR

/A>�=>OB<>

IN;EB<�D>R

:G=�MA>

:E@HKBMAF

LA:EE�;>

IK>L>GM�

&>R�0L:@> (:G=:MHKR *IMBHG:E

$?�IK>L>GM	

MA>�D>R

NL:@>�;BM�?HK

=B@BM:E

LB@G:MNK>

LA:EE�;>�L>M�

�� !HK�BGM>KF>=B:M>�:G=�KHHM�<>KMB?B<:M>L	�MA>�;:LB<�<HGLMK:BGML�?B>E=�LA:EE�;>�IK>L>GM�:G=�MA>����O:EN>�LA:EE�;>���� �

�� Table 43 Ñ Optional fields

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



Field Description

.N;C><M��EM>KG:MBO>�):F>�HMA>K):F>

$G�LHF>�<:L>L	�BM�FB@AM�;>�=>LBK:;E>�MH�IKHOB=>�=>OB<>
LI><B?B<�BG?HKF:MBHG

:L�I:KM�H?�MA>�E>:?�<>KMB?B<:M>���(/!�<AHL>�MA>*/# -��( ?B>E=�PBMA�:

LI><B?B<�?HKF:M�MH�K>IK>L>GM�MA>�=>OB<>�BG?HKF:MBHG��/A>�NL>�H?�MA>

*/# -��( ?B>E=�:ELH�IKHOB=>L�?E>QB;BEBMR�?HK�HMA>K�:EEB:G<>L�MH�IKHOB=>

=>OB<>
LI><B?B<�BG?HKF:MBHG�:L�I:KM�H?�MA>�E>:?�<>KMB?B<:M>��.>>�MA>

�>?BGBMBHG�H?�HMA>K):F>�NLBG@�MA>��(/!�*$���)HM>�MA:M*/# -��( ?B>E=

?HKF:ML�LI><B?B>=�;R�HMA>K�LM:G=:K=L�:K>�I>KFBLLB;E>�BG�MA>�<>KMB?B<:M>�

 QM>G=>=�&>R�0L:@>�� &0�

$?�IK>L>GM�BG�:�<>KMB?B<:M>	�MA>� QM>G=>=�&>R�0L:@>�>QM>GLBHG�BG=B<:M>L

HG>�HK�FHK>�INKIHL>L�?HK�PAB<A�MA>�IN;EB<�D>R�LAHNE=�;>�NL>=��.>>

 QM>G=>=�&>R�0L:@>�:NMA>GMB<:MBHG�*$�L�

.+�(�)HG
<KBMB<:E��>KMB?B<:M>� QM>GLBHG

$?�IK>L>GM�BG�:�<>KMB?B<:M>	�MA>�.+�(�)HG
<KBMB<:E��>KMB?B<:M>� QM>GLBHG

BG=B<:M>L�HG>�HK�FHK>�GHG
<KBMB<:E�*$�L�:LLH<B:M>=�PBMA�MA>�<>KMB?B<:M>�

.>> .+�(�)HG
�KBMB<:E��>KMB?B<:M>� QM>GLBHG�*$��

�� Certificate validity details

�� �L�I>K -!����� 	�MA>�<>KMB?B<:M>�O:EB=BMR�I>KBH=�BL�MA>�MBF>�BGM>KO:E�=NKBG@�PAB<A�MA>����P:KK:GML�MA:M�BM�PBEE�F:BGM:BG

BG?HKF:MBHG�:;HNM�MA>�LM:MNL�H?�MA>�<>KMB?B<:M>��/A>�?B>E=�BL�K>IK>L>GM>=�:L�:G��.)��
>G<H=>=�. ,0 )� �H?�MPH

=:M>L��MA>�=:M>�PA>G�MA>�<>KMB?B<:M>�O:EB=BMR�I>KBH=�;>@BGL��)*/� !*- ��:G=�MA>�=:M>�PA>G�MA>�<>KMB?B<:M>�O:EB=BMR

I>KBH=�>G=L��)*/�!/ - ��

�� !HK�:�E>:?�<>KMB?B<:M>�PAHL>�<A:BG�BL�LMHK>=�BG�.EHM�	�MA>)*/� !*- =:M>�LAHNE=�;>�MA>�=:M>�H?�<>KMB?B<:M>�<K>:MBHG	

:G=�MA>)*/�!/ - =:M>�LAHNE=�;>�L>M�MH�">G>K:EBS>=/BF>�O:EN>QQQQIJKIJKMQMQ���$FFNM:;E>�E>:?�<>KMB?B<:M>L�

)*/�!/ - =:M>L�LAHNE=�;>�L>M�:IIKHIKB:M>ER�MH�>GLNK>�MA:M�MA>�E>:?�<>KMB?B<:M>�PBEE�GHM�>QIBK>�=NKBG@�MA>�IK:<MB<:E

EB?>MBF>�H?�MA>�=>OB<>�

�� !HK�E>:?�<>KMB?B<:M>L�PAHL>�<A:BGL�:K>�LMHK>=�BG�.EHML��
�	�MA>)*/� !*- =:M>�LAHNE=�;>�MA>�=:M>�H?�<>KMB?B<:M>

<K>:MBHG��/A>)*/�!/ - =:M>�<:G�;>�L>M�:<<HK=BG@�MH�>G=�NL>K�K>JNBK>F>GML	�BG<EN=BG@�O:EN>L�MA:M�PBEE�K>LNEM�BG

<>KMB?B<:M>�>QIBK:MBHG�:G=�MANL�K>JNBK>�<>KMB?B<:M>�K>G>P:E�:G=�=>OB<>�K><>KMB?B<:MBHG�=NKBG@�MA>�EB?>MBF>�H?�MA>�=>OB<>�

�� �>?BGBMBHG�H?�HMA>K):F>�NLBG@�MA>��(/!�*$�LAHPL�MA>�=>?BGBMBHG�H?�HMA>K):F>�NLBG@�MA>��(/!�*$��

�� � Definition of otherName using the DMTF OID

$�:������������
����
�
���88S�A I K N I L I LIJ B

$�:����:.+�(��������
����
�
���88S�A�$�:���� JOL B

�����/# -��( �88S �������� A

/4+ :$��������:*$�

1�'0 �? H@����
�
��0�:����:� 1$� :$)!*

B

-- OID for DMTF device info --

$�:����:� 1$� :$)!*���������
����
�
���88S�A I K N I L I LIJ JOL I B

����:*$��������������������������������88S��������
����
�
���=$�:����:� 1$� :$)!*>

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



-- All printable characters except ":" --

����:� 1$� :./-$)"���������������������88S ���P�/-$)" =�������� F8F>

-- Device Manufacturer --

����:(�)0!��/0- -����������������������88S�����:� 1$� :./-$)"

-- Device Product --

����:+-*�0�/���������������������������88S�����:� 1$� :./-$)"

-- Device Serial Number --

����:. -$�'�0(� -����������������������88S�����:� 1$� :./-$)"

-- Device information string  --
0�:����:� 1$� :$)!*��������������������88S ���P�/-$)" =A����:(�)0!��/0- - F8F����:+-*�0�/ F8F����:

. -$�'�0(� -B>

��� /A> '>:?�<>KMB?B<:M>�>Q:FIE>LAHPL�:G�>Q:FIE>�E>:?�<>KMB?B<:M>�

413 10.8.2.1 Extended Key Usage authentication OIDs

��� /A>�?HEEHPBG@� QM>G=>=�&>R�0L:@>�INKIHL>L�:K>�=>?BG>=�?HK�.+�(�<>KMB?B<:M>�:NMA>GMB<:MBHG�

V .+�(�->LIHG=>K��NMA>GMB<:MBHG�T�B=
�(/!
LI=F���U��/A>�IK>L>G<>�H?�MABL�*$��LA:EE�BG=B<:M>�MA:M�:�E>:?

<>KMB?B<:M>�<:G�;>�NL>=�?HK�->LIHG=>K�:NMA>GMB<:MBHG�INKIHL>L�

V .+�(�->JN>LM>K��NMA>GMB<:MBHG�T�B=
�(/!
LI=F���U��/A>�IK>L>G<>�H?�MABL�*$��LA:EE�BG=B<:M>�MA:M�:�E>:?

<>KMB?B<:M>�<:G�;>�NL>=�?HK�->JN>LM>K�:NMA>GMB<:MBHG�INKIHL>L�

��� /A>�IK>L>G<>�H?�;HMA�*$�L�LA:EE�BG=B<:M>�MA:M�MA>�E>:?�<>KMB?B<:M>�<:G�;>�NL>=�?HK�;HMA�->JN>LM>K�:G=�->LIHG=>K

:NMA>GMB<:MBHG�INKIHL>L��$?�IK>L>GM	�MA>L>�*$�L�LA:EE�:II>:K�BG�MA>�E>:?�<>KMB?B<:M>�

��� ��->LIHG=>K�=>OB<>�MA:M�LNIIHKML�FNMN:E�:NMA>GMB<:MBHG�LAHNE=�BG<EN=>�MA>������ .+*)� -��0/# )/$��/$*) *$��BG

MA>� QM>G=>=�&>R�0L:@>�?B>E=�H?�BML�E>:?�<>KMB?B<:M>����->JN>LM>K�=>OB<>�MA:M�LNIIHKML�FNMN:E�:NMA>GMB<:MBHG�LAHNE=

BG<EN=>�MA>������ ,0 ./ -��0/# )/$��/$*) *$��BG�MA>� QM>G=>=�&>R�0L:@>�?B>E=�H?�BML�E>:?�<>KMB?B<:M>��)HM>�MA:M

:EM>KG:M>�*$�L�LI><B?B>=�;R�HMA>K�LM:G=:K=L�:K>�I>KFBLLB;E>�BG�MA>�<>KMB?B<:M>�

417 10.8.2.2 SPDM Non-Cr itical Cer tificat e Extension OID

��� /A> $�:����:.+�(: 3/ ).$*) *$��BL�:�<HGM:BG>K�H?�GHG
<KBMB<:E�.+�(�*$�L�:G=�MA>BK�<HKK>LIHG=BG@�O:EN>L��/A>�*$�

O:EN>�?HK$�:����:.+�(: 3/ ).$*) LA:EE�;>�T�B=
�(/!
LI=F���U��!NKMA>KFHK>	�MABL�*$��BL�:��>KMB?B<:M>� QM>GLBHG�:L

=>?BG>=�BG-!����� 	�:G=�BML�>G<H=BG@�LA:EE�?HEEHP�MA>�3/ ).$*) LRGM:Q�:ELH�=>?BG>=�BG�-!�������/A> �3/ ).$*)

LRGM:Q�=>?BG>L�MAK>>�I:K:F>M>KL� 3/)
� 	 �-$/$��' 	�:G=  3/)��'0 ��/A>�O:EN>L�H?�MA>L>�MAK>>�I:K:F>M>KL�?HK$�:

����:.+�(: 3/ ).$*) LA:EE�;>�MA>�� -�>G<H=BG@�H?�MA>��.)���O:EN>�:L�MA>�(/!�.+�(� QM>GLBHG�!HKF:M =>?BG>L�

��� Definition of DMTF SPDM Extension Format

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



$�:����:.+�(: 3/ ).$*)��3/ ).$*)�88S

A

 3/)
��������A�$�:����:.+�( N B

�-$/$��' FALSE

 3/)��'0 ����$�:.+�(:� -/:*$�.

B

$�:.+�(:� -/:*$�.�88S �������� SIZE =I 99���> �� $�:.+�(:� -/:*$�

$�:.+�(:� -/:*$��88S ��������

A

.+�(�
����������������������
����
�
��

.+�(�
�� !$)$/$*) ����� ���
�� OPTIONAL

B

�� /A> .+�(�
� ?B>E=�LA:EE�<HGM:BG�:G�*$��=>?BG>=�BG�MABL�LI><B?B<:MBHG��*GER�=>LB@G:M>=�*$�L	�I>KFBMM>=�;R�MABL

LI><B?B<:MBHG	�LA:EE�;>�:EEHP>=�BG.+�(�
� ��/A> .+�(�
�� !$)$/$*) ?B>E=�LA:EE�;>�:�� -�>G<H=BG@�H?�MA>��.)���O:EN>

H?�MA>�=>?BGBMBHG�BG=B<:M>=�;R.+�(�
� �

��� /A>L>�<E:NL>L�=>L<KB;>�MA>�=>?BGBMBHGL�:G=�?HKF:ML�H?�MA>�.+�(�*$�L�<HGM:BG>=�BG$�:����:.+�(: 3/ ).$*) ��$?

IK>L>GM	�MA>L>�*$�L�LA:EE�HGER�;>�<HGM:BG>=�BG$�:����:.+�(: 3/ ).$*) �

422 10.8.2.2.1 Hardwar e identity OID

��� /A> $�:����:#�-�2�- :$� )/$/4 *$��BL�=>?BG>=�MH�A>EI�B=>GMB?R�MA>�A:K=P:K>�B=>GMBMR�<>KMB?B<:M>�BG�:�<A:BG�K>@:K=E>LL

H?�MA><>KMB?B<:M>�<A:BG�FH=>ENL>=�� � 1$� � -/ HK �'$�.� -/ ���$?�MA>�'$�.� -/ FH=>E�BL�NL>=	�MABL�*$��LA:EE�GHM�;>

IK>L>GM�BG�:GR�:EB:L�<>KMB?B<:M>L�BG�MA>�<A:BG��/A>$�:����:#�-�2�- :$� )/$/4 *$��LA:EE�A:O>�:�?HKF:M�:L#:K=P:K>

B=>GMBMR�*$��?HKF:M=>?BG>L�

��� Hardware identity OID format

$�:����:#�-�2�- :$� )/$/4�$�:.+�(:� -/:*$��88�S�A

.+�(�
������������A�$�:����:.+�( J B

.+�(�
�� !$)$/$*)�������

B

425 10.8.2.2.2 Mutable cer tificat e OID

��� (NM:;E>�<>KMB?B<:M>L�F:R�BG<EN=>�MA>$�:����:(0/��' :� -/$!$��/ *$��MH�B=>GMB?R�MA>F�:L�FNM:;E>��$?�NL>=	�MABL�*$�

LA:EE�;>�IK>L>GM�BG�:EE�FNM:;E>�<>KMB?B<:M>L�BG�MA>�<A:BG��/A>$�:����:(0/��' :� -/$!$��/ *$��LA:EE�A:O>�:�?HKF:M�:L

(NM:;E>�<>KMB?B<:M>�*$��?HKF:M=>?BG>L�

��� Mutable certificate OID format

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



$�:����:(0/��' :� -/$!$��/ �$�:.+�(:� -/:*$��88S�A

.+�(�
������������A�$�:����:.+�( M B

.+�(�
�� !$)$/$*)�������

B

428 10.9 CHALLENGE request and CHALLENGE_AUTH response messages

��� /ABL�K>JN>LM�F>LL:@>�LA:EE�:NMA>GMB<:M>�:�->LIHG=>K�MAKHN@A�MA>�<A:EE>G@>
K>LIHGL>�IKHMH<HE�

�� / :;E>����[��#�'' )" �K>JN>LM�F>LL:@>�?HKF:M LAHPL�MA>�	����� K>JN>LM�F>LL:@>�?HKF:M�

��� / :;E>����[�.N<<>LL?NE��#�'' )" 9�0/#�K>LIHGL>�F>LL:@>�?HKF:M LAHPL�MA>�	�����D���	 K>LIHGL>

F>LL:@>�?HKF:M�

��� / :;E>����[��#�'' )" 9�0/#�K>LIHGL>�:MMKB;NM> LAHPL�MA>�	�����D���	 K>LIHGL>�:MMKB;NM>�

��� Table 44 Ñ CHALLENGE request message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3PK� �	����� ��.>> / :;E>���[�.+�(

K>JN>LM�<H=>L�

� +:K:F� �

.A:EE�;>�MA>�'*/
� ��.EHM�GNF;>K�H?�MA>�->LIHG=>K

<>KMB?B<:M>�<A:BG�MA:M�LA:EE�;>�NL>=�?HK�:NMA>GMB<:MBHG�

$?�MA>�IN;EB<�D>R�H?�MA>�->LIHG=>K�P:L�IKHOBLBHG>=�MH

MA>�->JN>LM>K�BG�:�MKNLM>=�>GOBKHGF>GM	�MA>�O:EN>�BG

MABL�?B>E=�LA:EE�;>H3�� ��HMA>KPBL>�BM�LA:EE�;>

;>MP>>G��:G=���BG<ENLBO>�

� +:K:F� �

.A:EE�;>�MA>�MRI>�H?�F>:LNK>F>GM�LNFF:KR�A:LA

K>JN>LM>=�

V H3H��)H�F>:LNK>F>GM�LNFF:KR�A:LA

K>JN>LM>=�

V H3I � TCB F>:LNK>F>GML�HGER�

V H3�� ���EE�F>:LNK>F>GML�

V �EE�HMA>K�O:EN>L�K>L>KO>=�

$?�:�->LIHG=>K�=H>L�GHM�LNIIHKM�F>:LNK>F>GML

� ����D���SHH� BG�BML�����

�
�� K>LIHGL>�	�MA>

->JN>LM>K�LA:EE�L>M�MABL�O:EN>�MHH3H�

� )HG<> �� /A>�->JN>LM>K�LAHNE=�<AHHL>�:�K:G=HF�O:EN>�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



Byte offset Field Size (bytes) Description

�� �HGM>QM �

/A>�->JN>LM>K�<:G�BG<EN=>�:IIEB<:MBHG
LI><B?B<

BG?HKF:MBHG�BG��HGM>QM��/A>�->JN>LM>K�LAHNE=�?BEE�MABL

?B>E=�PBMA�S>KHL�B?�BM�A:L�GH�<HGM>QM�MH�IKHOB=>�

��� Table 45 Ñ Successful CHALLENGE_AUTH response message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3HK� �	�����D���	 ��.>> / :;E>���[

.+�(�K>LIHGL>�<H=>L �

� +:K:F� �
.A:EE�;>�MA>�->LIHGL>��MMKB;NM>�!B>E=��.>>/ :;E>���

[��#�'' )" 9�0/#�K>LIHGL>�:MMKB;NM> �

� +:K:F� �

.A:EE�;>�MA>�LEHM�F:LD��/A>�;BM�BG�IHLBMBHG�&�H?�MABL

;RM>�LA:EE�;>�L>M�MHI� B?�:G=�HGER�B?�LEHM�GNF;>K�&�BL

BG�MA>�� QBLML�PBMA�D>R�:G=�<>KM��LM:M>	�MA:M�BL	�LEHM�&

A:L�:�D>R�IKHOBLBHG>=�:G=�<HGM:BGL�:�<>KMB?B<:M>

<A:BG���BM��BL�MA>�E>:LM�LB@GB?B<:GM�;BM�H?�MA>�;RM>��

/ABL�?B>E=�BL�K>L>KO>=�B?�MA>�IN;EB<�D>R�H?�MA>

->LIHG=>K�P:L�IKHOBLBHG>=�MH�MA>�->JN>LM>K�BG�:

MKNLM>=�>GOBKHGF>GM�

� �>KM�A:BG#:LA 	

.A:EE�;>�>BMA>K�MA>�A:LA�H?�MA>�<>KMB?B<:M>�<A:BG�:L

/ :;E>����[��>KMB?B<:M>�<A:BG�?HKF:M=>L<KB;>L�HK	�B?

MA>�IN;EB<�D>R�H?�MA>�->LIHG=>K�P:L�IKHOBLBHG>=�MH

MA>�->JN>LM>K�BG�:�MKNLM>=�>GOBKHGF>GM	�MA>�IN;EB<

D>R�NL>=�?HK�:NMA>GMB<:MBHG��/A>�->JN>LM>K�<:G�NL>

MABL�O:EN>�MH�<A><D�MA:M�MA>�<>KMB?B<:M>�<A:BG�HK�IN;EB<

D>R�F:M<A>L�MA>�HG>�K>JN>LM>=�

/ABL�?B>E=�LA:EE�;>�BGA:LA�;RM>�HK=>K�

��� 	 )HG<> �� .A:EE�;>�MA>�->LIHG=>K
L>E><M>=�K:G=HF�O:EN>�

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



Byte offset Field Size (bytes) Description

���� 	 (>:LNK>F>GM.NFF:KR#:LA ��	 )"/# � 	 HK�

$?�MA>�->LIHG=>K�=H>L�GHM�LNIIHKM�F>:LNK>F>GML

� ����D���SHH� BG�BML�����

�
�� K>LIHGL>��HK�B?

MA>�K>JN>LM>=��-�(J � H3H	�MABL�?B>E=�LA:EE�;>

:;L>GM�

$?�MA>�K>JN>LM>=��-�(J � H3I 	�MABL�?B>E=�LA:EE�;>�MA>

<HF;BG>=�A:LA�H?�F>:LNK>F>GML�H?�:EE�F>:LNK:;E>

<HFIHG>GML�<HGLB=>K>=�MH�;>�BG�MA>�/���K>JNBK>=�MH

@>G>K:M>�MABL�K>LIHGL>	�<HFINM>=�:L

#�.#=�*)��/ )�/ =� �.0- ( )/�'*�&?H@6

� �.0- ( )/�'*�&?I@6�999>> 	�PA>K>

� �.0- ( )/�'*�&?3@ =>GHM>L�:�F>:LNK>F>GM�H?�:G
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Byte offset Field Size (bytes) Description
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��� Table 46 Ñ CHALLENGE_AUTH response attribute
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:NMA>GMB<:M>�MA>�B=>GMBMR�H?�MA>�->JN>LM>K�NLBG@�MA>�;:LB<�FNMN:E�:NMA>GMB<:MBHG�?EHP��/A>
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Requests Implementation conditions M1/M2=Concatenate(A, B, C)
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Requests Implementation conditions M1/M2=Concatenate(A, B, C)
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��� 0GE>LL�HMA>KPBL>�LM:M>=	�B?�MA>�->JN>LM>K�LNIIHKML�FNMN:E�:NMA>GMB<:MBHG	�MA>�K>JNBK>F>GML�IE:<>=�HG�MA>�->LIHG=>K

BG�MA>�#�'' )" �K>JN>LM�:G=��#�'' )" 9�0/#�K>LIHGL>�F>LL:@>L <E:NL>�LA:EE�:ELH�:IIER�MH�MA>�->JN>LM>K�

0GE>LL�HMA>KPBL>�LM:M>=	�B?�MA>�->LIHG=>K�LNIIHKML�FNMN:E�:NMA>GMB<:MBHG	�MA>�K>JNBK>F>GML�IE:<>=�HG�MA>�->JN>LM>K

BG�MA>�#�'' )" �K>JN>LM�:G=��#�'' )" 9�0/#�K>LIHGL>�F>LL:@>L <E:NL>�LA:EE�:ELH�:IIER�MH�MA>�->LIHG=>K�

/A>�IK><>=BG@�MPH�L>GM>G<>L�>LL>GMB:EER�=>L<KB;>�:�KHE>�K>O>KL:E	�NGE>LL�HMA>KPBL>�LM:M>=�

��� /A>�;:LB<�FNMN:E�:NMA>GMB<:MBHG�?EHP�LA:EE�LM:KM�PA>G�MA>�->JN>LM>K�LN<<>LL?NEER�K><>BO>L�:�	�����D���	 PBMA

BasicMutAuthReq L>M��/ABL�?EHP�LA:EE�NMBEBS>�F>LL:@>�>G<:ILNE:MBHG�:L�=>L<KB;>=�BG�MA>

" /9 )��+.0'� / �9- ,0 ./�K>JN>LM�:G=� )��+.0'� / �9- ,0 ./�K>LIHGL>�F>LL:@>L <E:NL>L�MH

K>MKB>O>�K>JN>LM�F>LL:@>L��/A>�;:LB<�FNMN:E�:NMA>GMB<:MBHG�?EHP�LA:EE�>G=�PA>G�MA>�>G<:ILNE:M>=�K>JN>LM�?EHP�>G=L�

��� /ABL�?EHP�LA:EE�HGER�:EEHP���D�
����� 	 ���D����
�
���� 	 �	����� 	�:G=�MA>BK�<HKK>LIHG=BG@�K>LIHGL>L�MH�;>

>G<:ILNE:M>=��$?�HMA>K�K>JN>LML�:K>�>G<:ILNE:M>=	�MA>�->JN>LM>K�<:G�L>G=�:G����� F>LL:@>�H?

�--*-�*� S�) 3+ �/ �� ,0 ./ :G=�LA:EE�M>KFBG:M>�MA>�?EHP�

��� !B@NK>����[�(NMN:E�:NMA>GMB<:MBHG�;:LB<�?EHPBEENLMK:M>L	�:L�:G�>Q:FIE>	�MA>�;:LB<�FNMN:E�:NMA>GMB<:MBHG�?EHP�

��� Figure 1 1 Ñ Mutual authentication basic flow
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BasicMutAuthReq is
set in the response.
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471 10.9.3.1 Mutual authentication message transcr ipt

��� /ABL�<E:NL>�:IIEB>L�MH�MA>�->LIHG=>K�:NMA>GMB<:MBG@�MA>�->JN>LM>K�BG�:�;:LB<�FNMN:E�:NMA>GMB<:MBHG�L<>G:KBH�

��� / :;E>����[��:LB<�FNMN:E�:NMA>GMB<:MBHG�F>LL:@>�MK:GL<KBIM=>?BG>L�AHP�MA>�F>LL:@>�MK:GL<KBIM�BL�<HGLMKN<M>=�?HK

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= � ��



(��:G=�(�	�PAB<A�:K>�NL>=�BG�LB@G:MNK>�<:E<NE:MBHG�:G=�O>KB?B<:MBHG�BG�MA>�	�����D���	 K>LIHGL>�F>LL:@>�PA>G

MA>�->LIHG=>K�:NMA>GMB<:M>L�MA>�->JN>LM>K�

��� /A>�IHLLB;E>�K>JN>LM�HK=>KBG@L�?HK�MA>�;:LB<�FNMN:E�:NMA>GMB<:MBHG�?EHP�LA:EE�;>�HG>�H?�MA>�?HEEHPBG@��MA>�!EHP�$��BL�BG

I:K>GMA>LBL��

V ���D�
����� 	 ���D����
�
���� 	 �	����� �BMAF0�

V ���D�
����� 	 �	����� �BMAF1�

V ���D����
�
���� 	 �	����� �BMAF2�

V �	����� �BMAF3�

��� 2A>G�MA>�;:LB<�FNMN:E�:NMA>GMB<:MBHG�?EHP�LM:KML	�MA:M�BL	�PA>G���D�����������D������� BL�BLLN>=	�(��:G=�(�

LA:EE�;>�L>M�MH)0'' �

��� Table 48 Ñ Basic mutual authentication message transcript

Flow ID M1/M2

�(�!
�HG<:M>G:M>���� 	 ���D�
����� 	 �
����� 	 ���D����
�
���� 	 ����
�
���� 	 �	����� 	 �	�����D���	 PBMAHNM�MA>

LB@G:MNK>�

�(�!� �HG<:M>G:M>���� 	 ���D�
����� 	 �
����� 	 �	����� 	 �	�����D���	 PBMAHNM�MA>�LB@G:MNK>�

�(�!� �HG<:M>G:M>���� 	 ���D����
�
���� 	 ����
�
���� 	 �	����� 	 �	�����D���	 PBMAHNM�MA>�LB@G:MNK>�

�(�!� �HG<:M>G:M>���� 	 �	����� 	 �	�����D���	 PBMAHNM�MA>�LB@G:MNK>�

��� !HK ���D����
�
���� :G= ����
�
���� 	�MA>L>�F>LL:@>L�FB@AM�G>>=�MH�;>�BLLN>=�FNEMBIE>�MBF>L�MH�K>MKB>O>�MA>�>GMBK>

<>KMB?B<:M>�<A:BG��/ANL	�>:<A�BGLM:G<>�H?�MA>�K>JN>LM�:G=�K>LIHGL>�LA:EE�;>�I:KM�H?�(��(��BG�MA>�HK=>K�MA:M�MA>R�:K>

BLLN>=�

��� � +- �� / �
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�� /ABL�<E:NL>�=>L<KB;>L�K>JN>LM�F>LL:@>L�:G=�K>LIHGL>�F>LL:@>L�:LLH<B:M>=�PBMA�>G=IHBGM�F>:LNK>F>GM���EE

K>JN>LM�F>LL:@>L�BG�MABL�<E:NL>�LA:EE�;>�LNIIHKM>=�;R�:G�>G=IHBGM�MA:M�K>MNKGL����D���SHI� HK ����D���SIH� BG�BML

�����

�
�� K>LIHGL>�

��� !B@NK>����[�(>:LNK>F>GM�K>MKB>O:E�?EHPLAHPL�MA>�AB@A
E>O>E�K>JN>LM
K>LIHGL>�?EHP�:G=�L>JN>G<>�?HK�>G=IHBGM

F>:LNK>F>GM��$?�MA>����D����	D��� ;BM�BG�MA>�����

�
�� K>LIHGL>�F>LL:@>�K>MNKGL��:G=�B?�MA>�->JN>LM>K

K>JNBK>L�?K>LA�F>:LNK>F>GML	�MA>�->LIHG=>K�LA:EE�;>�->L>M�;>?HK>���D������������ BL�K>L>GM��/A>�F><A:GBLFL

>FIEHR>=�?HK�->L>MMBG@�MA>�->LIHG=>K�:K>�HNMLB=>�MA>�L<HI>�H?�MABL�LI><B?B<:MBHG�

��� Figure 12 Ñ Measurement retrieval flow
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���

)HG<>

ResponderRequester

��� /A>�->JN>LM>K�L>G=L�:�
" /9( �.0- ( )/.�K>JN>LM�
F>LL:@>�

��� 1>KB?R�LB@G:MNK>�:G=�O>KB?R�
F>:LNK>F>GML�F:M<A�>QI><M>=�
O:EN>L�

��� /A>�->LIHG=>K�L>G=L�:�
( �.0- ( )/.�K>LIHGL>�F>LL:@>�

" /9( �.0- ( )/.

)NF;>K�H?�
F>:LNK>F>GML	�
E>G@MA	�)HG<>	�
F>:LNK>F>GM�

;EH<DL	�
LB@G:MNK>�

( �.0- ( )/.

484 10.11 GET_MEASUREMENTS request and ME ASUREMENTS response
messages

��� (>:LNK>F>GML�BG�.+�(�:K>�K>IK>L>GM>=�BG�MA>�?HKF�H?�F>:LNK>F>GMblocks��� F>:LNK>F>GM�;EH<D=>?BG>L�MA>

F>:LNK>F>GM�;EH<D�LMKN<MNK>����=>OB<>�<:G�IK>L>GM�F>:LNK>F>GML�H?�=B??>K>GM�>E>F>GML�H?�BML�BGM>KG:E�LM:M>	�:L�P>EE

:L�F>M:=:M:�MH�:LLBLM�BG�MA>�:MM>LM:MBHG�H?�BML�LM:M>�OB:�F>:LNK>F>GML	�:L�L>I:K:M>�;EH<DL��/A>���D������������

K>JN>LM�F>LL:@>�>G:;E>L�:�->JN>LM>K�MH�JN>KR�:�->LIHG=>K�?HK�MA>�GNF;>K�H?�BG=BOB=N:E�F>:LNK>F>GM�;EH<DL�BM

LNIIHKML�:G=�K>JN>LM�>BMA>K�LI><B?B<�;EH<DL�HK�:EE�:O:BE:;E>�;EH<DL��/A>������������ K>LIHGL>�F>LL:@>�K>MNKGL�MA>

K>JN>LM>=�;EH<DL����<HEE><MBHG�H?�HG>�HK�FHK>�F>:LNK>F>GM�;EH<DL�BL�<:EE>=�:measurement record�

��� �><:NL>�BLLNBG@���D������������ <E>:KL�MA>(��(��F>LL:@>�MK:GL<KBIM	�BM�BL�K><HFF>G=>=�MA:M�:�->JN>LM>K�=H>L

GHM�L>G=�MABL�F>LL:@>�NGMBE�BM�A:L�K><>BO>=�:M�E>:LM�HG>�LN<<>LL?NE�	�����D���	 K>LIHGL>�F>LL:@>�?KHF�MA>

->LIHG=>K��/ABL�>GLNK>L�MA:M�MA>�BG?HKF:MBHG�BG�F>LL:@>�I:BKL���D�
����� � �
����� :G=

���D����
�
���� � ����
�
���� A:L�;>>G�:NMA>GMB<:M>=�:M�E>:LM�HG<>�

��� / :;E>����[�" /9( �.0- ( )/.�K>JN>LM�F>LL:@>�?HKF:M LAHPL�MA>���D������������ K>JN>LM�F>LL:@>

?HKF:M�

��� / :;E>���[�" /9( �.0- ( )/.�K>JN>LM�:MMKB;NM>L LAHPL�MA>���D������������ K>JN>LM�F>LL:@>�:MMKB;NM>L�

��� / :;E>����[�.N<<>LL?NE�( �.0- ( )/.�K>LIHGL>�F>LL:@>�?HKF:M LAHPL�MA>������������ K>LIHGL>�F>LL:@>

?HKF:M��/A>�F>:LNK>F>GM�;EH<DL�BG� �.0- ( )/� �*-� LA:EE�;>�LHKM>=�BG�:L<>G=BG@�HK=>K�;R�BG=>Q�

�� Table 49 Ñ GET_MEASUREMENTS request message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3�H � ���D������������ ��.>> / :;E>���[

.+�(�K>JN>LM�<H=>L�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= � ��



Byte offset Field Size (bytes) Description

� +:K:F� �
.A:EE�;>�->JN>LM�:MMKB;NM>L��.>>/ :;E>���[

" /9( �.0- ( )/.�K>JN>LM�:MMKB;NM>L �

� +:K:F� �

.A:EE�;>�: � �.0- ( )/ HI>K:MBHG�

V ��O:EN>�H?H3H LA:EE�JN>KR�MA>�->LIHG=>K�?HK

MA>�MHM:E�GNF;>K�H?�F>:LNK>F>GM�;EH<DL

:O:BE:;E>�

V ��O:EN>�H?H3�� LA:EE�K>JN>LM�:EE�F>:LNK>F>GM

;EH<DL�

V ��O:EN>�;>MP>>GH3I :G= H3�� 	�BG<ENLBO>	�LA:EE

K>JN>LM�MA>�F>:LNK>F>GM�;EH<D�:M�MA>�BG=>Q

<HKK>LIHG=BG@�MH�MA:M�O:EN>�

� )HG<> � �����HK�

/A>�->JN>LM>K�LAHNE=�<AHHL>�:�K:G=HF�O:EN>��/ABL

?B>E=�BL�HGER�IK>L>GM�B?��BM�67�H?��-�(I BL I ��.>>

/ :;E>���[�" /9( �.0- ( )/.�K>JN>LM

:MMKB;NM>L�

��� � .EHM$�+:K:F � ����HK�

/ABL�?B>E=�BL�HGER�IK>L>GM�B?��BM�67�H?��-�(I BL I �

V �BM�6���7��->L>KO>=�

V �BM�6��7��.A:EE�;>�MA>�'*/
� ��.EHM�GNF;>K�H?

MA>�->LIHG=>K�<>KMB?B<:M>�<A:BG�MA:M�LA:EE�;>

NL>=�?HK�:NMA>GMB<:MBG@�MA>�F>:LNK>F>GM�L���$?

MA>�->LIHG=>K�L�IN;EB<�D>R�P:L�IKHOBLBHG>=�MH

MA>�->JN>LM>K�IK>OBHNLER	�MABL�?B>E=�LA:EE�;>H3� �

.>> / :;E>���[�" /9( �.0- ( )/.

K>JN>LM�:MMKB;NM>L�

��� � � � �HGM>QM �

/A>�->JN>LM>K�<:G�BG<EN=>�:IIEB<:MBHG
LI><B?B<

BG?HKF:MBHG�BG��HGM>QM��/A>�->JN>LM>K�LAHNE=�?BEE�MABL

?B>E=�PBMA�S>KHL�B?�BM�A:L�GH�<HGM>QM�MH�IKHOB=>�

��� Table 50 Ñ GET_MEASUREMENTS request attributes

.+�(�.I><B?B<:MBHG �.+���
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Bit offset Field Description

 .B@G:MNK>->JN>LM>=

$?�MA>�->LIHG=>K�<:G�@>G>K:M>�:�LB@G:MNK>������D��� BL IH� BG

MA>�����

�
�� K>LIHGL>�:G=�>BMA>K��. �.4(� ' HK

�3/�.4(� '�*0)/ BL�GHG
S>KH��:�O:EN>�H?I BG=B<:M>L�MA:M�:

LB@G:MNK>�HG�MA>�F>:LNK>F>GM�EH@�BL�K>JNBK>=��/A>�*)� ?B>E=

LA:EE�;>�IK>L>GM�BG�MA>�K>JN>LM�PA>G�MABL�;BM�BL�L>M��/A>�->LIHG=>K

LA:EE�@>G>K:M>�:G=�L>G=�:�LB@G:MNK>�BG�MA>�K>LIHGL>�

��O:EN>�H?H BG=B<:M>L�MA:M�MA>�->JN>LM>K�=H>L�GHM�K>JNBK>�:

LB@G:MNK>��/A>�->LIHG=>K�LA:EE�GHM�@>G>K:M>�:�LB@G:MNK>�BG�MA>

K>LIHGL>��/A> �*)� ?B>E=�LA:EE�;>�:;L>GM�BG�MA>�K>JN>LM�

!HK�->LIHG=>KL�MA:M�<:GGHM�@>G>K:M>�:�LB@G:MNK>������D��� BL

HI� BG�MA>�����

�
�� K>LIHGL>�HK�;HMA��. �.4(� ' :G=

�3/�.4(� '�*0)/ :K>�S>KH�	�MA>�->JN>LM>K�LA:EE�:EP:RL�NL>H �

� -:P�BM.MK>:F->JN>LM>=

/ABL�;BM�BL�:IIEB<:;E>�HGER�B?�MA>�F>:LNK>F>GM�LI><B?B<:MBHG

LNIIHKML�HGER�MPH�K>IK>L>GM:MBHGL	�K:P�;BM�LMK>:F�:G=�=B@>LM	�LN<A

:L�PA>G � �.0- ( )/�+ �$!$��/$*) H?�MA>�(>:LNK>F>GM�;EH<D

?HKF:M�BL�L>M�MH���� 	�:L / :;E>����[�(>:LNK>F>GM�;EH<D�?HKF:M

=>L<KB;>L��$?�MA>�F>:LNK>F>GM�LI><B?B<:MBHG�LNIIHKML�HMA>K

K>IK>L>GM:MBHGL	�MABL�;BM�BL�B@GHK>=�

$?�MA>�->LIHG=>K�<:G�K>MNKG�>BMA>K�:�K:P�;BM�LMK>:F�HK�:�A:LA�?HK

MA>�K>JN>LM>=�F>:LNK>F>GM	�O:EN>I LA:EE�K>JN>LM�MA>

->LIHG=>K�MH�K>MNKG�MA>�K:P�;BM�LMK>:F�O>KLBHG�H?�LN<A

F>:LNK>F>GM��$?�MA>�->LIHG=>K�<:GGHM�K>MNKG�:�K:P�;BM�LMK>:F�?HK

MA>�F>:LNK>F>GM��?HK�>Q:FIE>	�B?�MA>�K:P�;BM�LMK>:F�<HGM:BGL

<HG?B=>GMB:E�=:M:�MA:M�MA>�->LIHG=>K�<:GGHM�>QIHL>�	�BM�LA:EE�K>MNKG

MA>�<HKK>LIHG=BG@�A:LA���GHMA>K�L<>G:KBH�BG�PAB<A�MA>�->LIHG=>K

<:GGHM�K>MNKG�:�K:P�;BM�LMK>:F�BL�PA>G�MA>������������ F>LL:@>

BL�@K>:M>K�MA:G�MA>��3����(."�$5 H?�MA>�->JN>LM>K��$G�<:L>L

PA>K>�MA>�->LIHG=>K�<:GGHM�K>MNKG�:�K:P�;BM�LMK>:F	�MA>

->JN>LM>K�<:G�LBFIER�K>JN>LM�:�=B@>LM�

1:EN> H LA:EE�K>JN>LM�MA>�->LIHG=>K�MH�K>MNKG�:�A:LA�O>KLBHG�H?

MA>�F>:LNK>F>GM��$?�MA>�->LIHG=>K�<:GGHM�K>MNKG�:�A:LA�H?�MA>

F>:LNK>F>GM��?HK�>Q:FIE>	�B?�MA>�F>:LNK>F>GM�K>IK>L>GML�:�=:M:

LMKN<MNK>�PA>K>�:�=B@>LM�BL�GHM�:IIEB<:;E>�	�BM�LA:EE�K>MNKG�MA>

<HKK>LIHG=BG@�K:P�;BM�LMK>:F�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= � ��



Bit offset Field Description

� )>P(>:LNK>F>GM->JN>LM>=

$?�MA>�->LIHG=>K�A:L�I>G=BG@�NI=:M>L�MH�F>:LNK>F>GM�;EH<DL�MA:M

A:O>�GHM�R>M�M:D>G�>??><M	�MA>G�O:EN>I LA:EE�;>�NL>=�MH�K>JN>LM

MA>�->LIHG=>K�MH�K>MNKG�G>P�O:EN>L�H?�MA>�F>:LNK>F>GM�;EH<DL�:M

MA>�BG=B<>L�K>JN>LM>=�BG��-�(J �

1:EN> H LA:EE�;>�NL>=�MH�K>JN>LM�MA>�->LIHG=>K�MH�K>MNKG�MA>

<NKK>GM�O:EN>L�H?�MA>�F>:LNK>F>GM�;EH<DL�:M�MA>�K>JN>LM>=

BG=B<>L�

$?�MA>�->LIHG=>K�A:L�GH�I>G=BG@�NI=:M>L�MH�MA>�F>:LNK>F>GM

;EH<DL�:M�MA>�K>JN>LM>=�BG=B<>L	�MA>G�MA>�->LIHG=>K�LA:EE�K>MNKG

MA>�<NKK>GM�O:EN>L�H?�MA>�F>:LNK>F>GM�;EH<DL	�K>@:K=E>LL�H?�MA>

O:EN>�H?� 2� �.0- ( )/� ,0 ./ � �

6���7 ->L>KO>= ->L>KO>=�

��� Measurement index assignments

��� /ABL�LI><B?B<:MBHG�BFIHL>L�GH�K>JNBK>F>GML�HG�MA>�L<HI>	�MRI>	�HK�?HKF:M�H?�F>:LNK>F>GM�:�=>OB<>�:LLH<B:M>L�PBMA�:

I:KMB<NE:K�F>:LNK>F>GM�BG=>Q�BG�MA>�K:G@>H3I MHH3�� ���L�:�K>LNEM	�->LIHG=>KL�<:G�NL>�MA>�L:F>�BG=>Q�MH�K>IHKM

=B??>K>GM�MRI>L�H?�F>:LNK>F>GML�;:L>=�HG�MA>BK�BFIE>F>GM:MBHG��$?�:O:BE:;E>	�:�->JN>LM>K�<:G�NL>�:�F>:LNK>F>GM

F:GB?>LM�MH�=BL<HO>K�BG?HKF:MBHG�:;HNM�MA>�LI><B?B<�F>:LNK>F>GM�MRI>L�:O:BE:;E>�?KHF�:�I:KMB<NE:K�->LIHG=>K�:G=�MA>

BG=B<>L�MH�PAB<A�MA>R�<HKK>LIHG=��2A>G�F>:LNK>F>GML�?HEEHP�MA>��(/!�F>:LNK>F>GM�LI><B?B<:MBHG�?HKF:M�MA:M

/ :;E>����[��(/!�F>:LNK>F>GM�LI><B?B<:MBHG�?HKF:M=>L<KB;>L	�:�F>:LNK>F>GM�PBMA�:

�����+ �� �.0- ( )/��'0 �4+ ?N8H@ >JN:E�MH�>BMA>KH3HL HKH3H� BL�MA>�F>:LNK>F>GM�F:GB?>LM��$?�:�->JN>LM>K

LI><B?B>L�:�F>:LNK>F>GM�BG=>Q�MA:M�:�->LIHG=>K�=H>L�GHM�LNIIHKM	�MA>G�MA>�->LIHG=>K�LA:EE�K>LIHG=�PBMA�:G�����

F>LL:@>�H? �--*-�*� S
)1�'$�� ,0 ./ �

��� / H�:B=�BGM>KHI>K:;BEBMR	�MABL�LI><B?B<:MBHG�K>L>KO>L�BG=B<>LH3�H MHH3�� BG<ENLBO>�?HK�LI><B?B<�INKIHL>L��$?�:

->LIHG=>K�LNIIHKML�:�MRI>�H?�F>:LNK>F>GM�MA:M/ :;E>����[�(>:LNK>F>GM�BG=>Q�:LLB@G>=�K:G@>=>?BG>L	�BM�LA:EE

:EP:RL�:LLB@G�MH�BM�MA>�<HKK>LIHG=BG@�BG=>Q�O:EN>����->LIHG=>K�LA:EE�GHM�:LLB@G�BG=B<>LH3�H MHH3�� MH

F>:LNK>F>GML�MRI>L�HMA>K�MA:G�MAHL>�MA:M/ :;E>����[�(>:LNK>F>GM�BG=>Q�:LLB@G>=�K:G@>=>?BG>L�

��� Table 51 Ñ Measurement index assigned range

Measurement Index Measurement type Description

Q!�
�Q!� ->L>KO>= ->L>KO>=�

Q!� (>:LNK>F>GM�F:GB?>LM

.A:EE�;>�MA>�F>M:=:M:�HG�:O:BE:;E>�F>:LNK>F>GML	�:L�MRI>

�����+ �� �.0- ( )/��'0 �4+ ?N8H@ � H3HL HK

�����+ �� �.0- ( )/��'0 �4+ ?N8H@ � H3H� =>?BG>L�

Q! �>OB<>�FH=>
.A:EE�;>�LMKN<MNK>=�=>OB<>�FH=>�BG?HKF:MBHG	�:L�MRI>

�����+ �� �.0- ( )/��'0 �4+ ?N8H@ � H3HM=>?BG>L�

��� Table 52 Ñ Successful MEASUREMENTS response message format

.+�(�.I><B?B<:MBHG �.+���

� �� +N;EBLA>= 1>KLBHG������



Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3NH� ������������ ��.>> / :;E>���[

.+�(�K>LIHGL>�<H=>L �

� +:K:F� �

2A>G ��-�(J BG�MA>�K>JN>LM>=�F>:LNK>F>GM

HI>K:MBHG�BLH 	�MABL�I:K:F>M>K�LA:EE�K>MNKG�MA>�MHM:E

GNF;>K�H?�F>:LNK>F>GM�BG=B<>L�HG�MA>�=>OB<>�

*MA>KPBL>	�MABL�?B>E=�BL�K>L>KO>=�

� +:K:F� �

�BM�6���7��->L>KO>=�

�BM�6���7���HGM>GM�<A:G@>=��$?�MABL�F>LL:@>�<HGM:BGL

:�LB@G:MNK>	�MABL�?B>E=�LA:EE�BG=B<:M>�B?�HG>�HK�FHK>

� �.0- ( )/� �*-� ?B>E=L�H?�IK>OBHNL������������

K>LIHGL>L�BG�MA>�L:F>�F>:LNK>F>GM�EH@�A:O>

<A:G@>=�

HH� ��/A>�->LIHG=>K�=H>L�GHM�=>M><M�<A:G@>L�H?

� �.0- ( )/� �*-� ?B>E=L�H?�IK>OBHNL������������

K>LIHGL>L�BG�MA>�L:F>�F>:LNK>F>GM�EH@	�HK�MABL

F>LL:@>�=H>L�GHM�<HGM:BG�:�LB@G:MNK>�

HI� ��/A>�->LIHG=>K�=>M><M>=�MA:M�HG>�HK�FHK>

� �.0- ( )/� �*-� ?B>E=L�H?�IK>OBHNL������������

K>LIHGL>L�BG�MA>�F>:LNK>F>GM�EH@�;>BG@�LB@G>=

A:O>�<A:G@>=��/A>�->JN>LM>K�FB@AM�<HGLB=>K

BLLNBG@���D������������ :@:BG�MH�:<JNBK>�E:M>LM

F>:LNK>F>GML�

IH� ��/A>�->LIHG=>K�=>M><M>=�GH�<A:G@>�BG

� �.0- ( )/� �*-� ?B>E=L�H?�IK>OBHNL������������

K>LIHGL>L�BG�MA>�F>:LNK>F>GM�EH@�;>BG@�LB@G>=�

II� ��->L>KO>=�

�BM�6��7��.A:EE�;>�MA>�'*/
� ��$?�MABL�F>LL:@>

<HGM:BGL�:�LB@G:MNK>	�MABL�?B>E=�LA:EE�<HGM:BG�MA>�LEHM

GNF;>K�H?�MA>�<>KMB?B<:M>�<A:BG�LI><B?B>=�BG�MA>

���D������������ K>JN>LM	�HKH3� B?�MA>

->LIHG=>K�L�IN;EB<�D>R�P:L�IKHOBLBHG>=�MH�MA>

->JN>LM>K�IK>OBHNLER��$?�MABL�F>LL:@>�=H>L�GHM

<HGM:BG�:�LB@G:MNK>	�MABL�?B>E=�LA:EE�;>�L>M�MHH3H�

� )NF;>K*?�EH<DL �

.A:EE�;>�MA>�GNF;>K�H?F>:LNK>F>GM�;EH<DLBG�MA>

� �.0- ( )/� �*-� �

$?�+:K:F��BG�MA>�K>JN>LM>=�F>:LNK>F>GM�HI>K:MBHG

BLH 	�MABL�?B>E=�LA:EE�;>H �

� (>:LNK>F>GM-><HK='>G@MA �

.A:EE�;>�MA>�LBS>�H?�MA>� �.0- ( )/� �*-� BG�;RM>L�

$?��-�(J BG�MA>�K>JN>LM>=�F>:LNK>F>GM�HI>K:MBHG

BLH 	�MABL�?B>E=�LA:EE�;>H �

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= � ��



Byte offset Field Size (bytes) Description

� (>:LNK>F>GM-><HK=
 �

� �.0- ( )/� �*-� )"/#

.A:EE�;>�MA>�<HG<:M>G:MBHG�H?�:EE�F>:LNK>F>GM

;EH<DL�MA:M�<HKK>LIHG=�MH�MA>�K>JN>LM>=

(>:LNK>F>GM�HI>K:MBHG�(>:LNK>F>GM�;EH<D=>?BG>L

MA>�F>:LNK>F>GM�;EH<D�LMKN<MNK>�

���  )HG<> ��
/A>�->LIHG=>K�LAHNE=�<AHHL>�:�K:G=HF�O:EN>��/ABL

?B>E=�LA:EE�:EP:RL�;>�IK>L>GM�

���  *I:JN>�:M:'>G@MA �

.A:EE�;>�MA>�LBS>�H?�MA>�+�,0 ��/� ?B>E=�MA:M�?HEEHPL

BG�;RM>L��/A>�O:EN>�LAHNE=�GHM�;>�@K>:M>K�MA:G����

;RM>L��.A:EE�;>H B?�GH�+�,0 ��/� BL�IKHOB=>=�

����  *I:JN>�:M: �+�,0 ��/� )"/#

/A>�->LIHG=>K�<:G�BG<EN=>�->LIHG=>K
LI><B?B<

BG?HKF:MBHG�:G=�HK�BG?HKF:MBHG�MA:M�BML�MK:GLIHKM

=>?BG>L��$?�IK>L>GM	�MABL�?B>E=�LA:EE�<HG?HKF�MH�MA>

L>E><M>=�HI:JN>�=:M:�?HKF:M�BG

�/# -��-�(.� ' �/$*) �

����  �

�+�,0 ��/� )"/#
->JN>LM>K�HGM>QM �

/ABL�?B>E=�LA:EE�;>�B=>GMB<:E�MH�MA>�*)/ 3/ ?B>E=�H?�MA>

<HKK>LIHG=BG@�K>JN>LM�F>LL:@>�

���  �

�+�,0 ��/� )"/#
�$")�/0- �$" )

.A:EE�;> �$")�/0- H?�MA>�F>:LNK>F>GM�EH@	

>Q<EN=BG@�MA>�.B@G:MNK>�?B>E=�:G=�LB@G>=�NLBG@�MA>

IKBO:M>�D>R�:LLH<B:M>=�PBMA�MA>�E>:?�<>KMB?B<:M>��/A>

->LIHG=>K�LA:EE�NL>�MA>�:LRFF>MKB<�LB@GBG@

:E@HKBMAF�BM�L>E><M>=�=NKBG@�MA>�E:LM����
�	��

K>LIHGL>�F>LL:@>�MH�MA>�->JN>LM>K	�:G= �$" ) BL

MA>�LBS>�H?�MA:M�:LRFF>MKB<�LB@GBG@�:E@HKBMAF�HNMINM�

/ABL�?B>E=�BL�<HG=BMBHG:E�:G=�BL�HGER�IK>L>GM�BG�MA>

������������ K>LIHGL>�<HKK>LIHG=BG@�MH�:

���D������������ K>JN>LM�PBMA��-�(I?H@ L>M�MHI �
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���  :<A�F>:LNK>F>GM�;EH<D�MA:M�MA>������������ K>LIHGL>�F>LL:@>�=>?BG>L�LA:EE�<HGM:BG�:�?HNK
;RM>�=>L<KBIMHK	

H??L>ML��MAKHN@A��	�?HEEHP>=�;R�MA>�F>:LNK>F>GM�=:M:�MA:M�<HKK>LIHG=L�MH�:�I:KMB<NE:K�F>:LNK>F>GM�BG=>Q�:G=

F>:LNK>F>GM�MRI>�

��� / :;E>����[�(>:LNK>F>GM�;EH<D�?HKF:MLAHPL�MA>�?HKF:M�?HK�:�F>:LNK>F>GM�;EH<D�

� Table 53 Ñ Measurement block format

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



Byte offset Field Size (bytes) Description

 $G=>Q �

.A:EE�;>�MA>�BG=>Q��2A>G��-�(J H?�MA>

���D������������ K>JN>LM�BL�;>MP>>GH3I :G=

H3�� 	�BG<ENLBO>	�MABL�?B>E=�LA:EE�F:M<A�MA>�K>JN>LM�

*MA>KPBL>	�MABL�?B>E=�LA:EE�K>IK>L>GM�MA>�BG=>Q�H?�MA>

F>:LNK>F>GM�;EH<D	�PA>K>�MA>�BG=>Q�LM:KML�:M���:G=

>G=L�:M�MA>�BG=>Q�H?�MA>�E:LM�F>:LNK>F>GM�;EH<D�

� (>:LNK>F>GM.I><B?B<:MBHG �

�BM�F:LD��/A>�O:EN>�LA:EE�BG=B<:M>�MA>�F>:LNK>F>GM

LI><B?B<:MBHG�MA:M�MA>�K>JN>LM>=� �.0- ( )/ ?HEEHPL

:G=�LA:EE�F:M<A�MA>�L>E><M>=�F>:LNK>F>GM

LI><B?B<:MBHG��� �.0- ( )/�+ �$!$��/$*)� ' ��BG�MA>

����
�	�� F>LL:@>��.>> / :;E>����[�.N<<>LL?NE

�'"*-$/#(.�K>LIHGL>�F>LL:@>�?HKF:M ��*GER�HG>

;BM�LA:EE�;>�L>M�

/A> (>:LNK>F>GM�LI><B?B<:MBHG�?B>E=�?HKF:M�M:;E>

=>?BG>L�MA>�?HKF:M�?HK�MABL�?B>E=�

� (>:LNK>F>GM.BS> � .A:EE�;>�MA>�LBS>�H?� �.0- ( )/ 	�BG�;RM>L�

� (>:LNK>F>GM � �.0- ( )/�$5 

.A:EE�;>�MA>�F>:LNK>F>GM�O:EN>�PAHL>�?HKF:M�MA>

L>E><M>=�F>:LNK>F>GM�LI><B?B<:MBHG

� � �.0- ( )/�+ �$!$��/$*)� ' ��=>?BG>L��$?

����( �.�+ � BL�L>E><M>=	�MA>�?HKF:M�H?�MABL�?B>E=

LA:EE�;>�:L/ :;E>����[��(/!�F>:LNK>F>GM

LI><B?B<:MBHG�?HKF:M=>?BG>L�
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�� /A>�IK>L>GM�<E:NL>�BL�MA>�LI><B?B<:MBHG�?HK�MA>�?HKF:M�H?�MA>� �.0- ( )/ ?B>E=�BG�:�F>:LNK>F>GM�;EH<D�PA>G�MA>

� �.0- ( )/�+ �$!$��/$*) ?B>E=�L��BM����(/!��BL�L>M�/ :;E>����[��(/!�F>:LNK>F>GM�LI><B?B<:MBHG�?HKF:MLI><B?B>L

MABL�?HKF:M�

503 10.11.1.1.1 Measur ement manifest

�� ��F>:LNK>F>GM�F:GB?>LM�K>?>KL�MH�:�=:M:�LMKN<MNK>�MA:M�=>L<KB;>L�MA>�<HGM>GML�H?�HMA>K�BG=B<>L�HK�BML>E?�<HGM:BGL

F>:LNK>F>GML��!HK�BGLM:G<>	�:�F:GB?>LM�F:R�=>L<KB;>�PAB<A�BG=B<>L�=>L<KB;>�MA>�=B??>K>GM�?BKFP:K>�FH=NE>L�

F>:LNK>F>GML��2A>G�MA>/ :;E>����[��(/!�F>:LNK>F>GM�LI><B?B<:MBHG�?HKF:MBL�BG�NL>	�MABL�LI><B?B<:MBHG�=>?BG>L

FNEMBIE>�HO>K:K<ABG@�F:GB?>LM�?HKF:ML	�:L�=>L<KB;>=�BG�MA>�(/!.I><(>:LNK>F>GM1 :EN>/RI>�O:EN>L�M:;E>�

�� 2A>G �����+ �� �.0- ( )/��'0 �4+ ?N8H@SH3HL 	�MA>�F>:LNK>F>GM�F:GB?>LM�MRI>�BL�:�?K>>?HKF�F:GB?>LM��2A>G�K>:=	

MA>�F:GB?>LM�=:M:�BL�IE:<>=�BG�MA>� �.0- ( )/ ?B>E=�H?�MA>/ :;E>����[�(>:LNK>F>GM�;EH<D�?HKF:M��/A>�?HKF:M�H?�:

?K>>?HKF�F:GB?>LM�BL�BFIE>F>GM:MBHG�LI><B?B<�:G=�HNMLB=>�MA>�L<HI>�H?�MABL�LI><B?B<:MBHG�

�� 2A>G �����+ �� �.0- ( )/��'0 �4+ ?N8H@SH3H� 	�MA>�F>:LNK>F>GM�F:GB?>LM�MRI>�BL�:�LMKN<MNK>=�F>:LNK>F>GM

F:GB?>LM��/A>�LMKN<MNK>=�F:GB?>LM�LM:KML�PBMA�:G��	 A>:=>K�:L / :;E>����[�(:GB?>LM�F>:LNK>F>GM�;EH<D�?HKF:M

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���



=>L<KB;>L��/A> ��	 A>:=>K�BL�NL>=�MH�BG=B<:M>�MA>�LM:G=:K=L�;H=R�HK�O>G=HK�MA:M�=>?BG>L�MA>�F:GB?>LM�?HKF:M��/A>

?HKF:M�H?�MA>��)$! ./ =:M:�BG�:�LMKN<MNK>=�F>:LNK>F>GM�F:GB?>LM�BL�HNMLB=>�MA>�L<HI>�H?�MABL�LI><B?B<:MBHG�

507 10.11.1.1.2 Hash-ext end measur ements

�� ��=>OB<>�F:R�LNIIHKM�K>IHKMBG@�H?�F>:LNK>F>GML�MAKHN@A�:G��>QM>G=��L<A>F>	�PAB<A�PHKDL�:L�?HEEHPL�

$)$/$�'$5 �	���S��	��4/ .�*!�H.

!*-� ��#� 3/ )��*+ -�/$*)6�+ -!*-(�	���S�#�.#=�*)��/ )�/ =	��6���/��*�3/ )�>>�!*-��''���/�� ' ( )/.�/*

 3/ )�

�� �G�>Q:FIE>�H?�LN<A�:�L<A>F>�BL�MA>�+E:M?HKF��HG?B@NK:MBHG�->@BLM>K��>QM>G=��?NG<MBHG�BG�/KNLM>=�+E:M?HKF�(H=NE>L�

/A> #�.#=> ?NG<MBHG�BL�MA>�F>:LNK>F>GM�A:LA�:E@HKBMAF�LI><B?B>=�;R�MA>�FHLM�K><>GM����
�	�� K>LIHGL>

F>LL:@>��/A>�BGBMB:E�O:EN>�H?�:�A:LA
>QM>G=�F>:LNK>F>GM��# (��LA:EE�;>�	 ;RM>L�PAHL>�;BML�:K>�:EE�L>M�MHH 	

PA>K> �	 BL�MA>�LBS>�H?� �.0- ( )/	�.#�'"* BG�MA>�FHLM�K><>GM����
�	�� K>LIHGL>�F>LL:@>��/A>�A:LA
>QM>G=

F>:LNK>F>GM�BL�NI=:M>=�;R��>QM>G=BG@��MA>�<NKK>GM�O:EN>�MH�BG<EN=>�MA>�G>QM�=:M:�MH�>QM>G=����/��*�3/ )� ���/A>

>QM>G=�HI>K:MBHG�BL�<:E<NE:MBG@�MA>�=B@>LM�H?�MA>�<NKK>GM�O:EN>�<HG<:M>G:M>=�PBMA�MA>�=:M:�MH�>QM>G=��/A>G�K>I>:M�MA>

>QM>G=�HI>K:MBHG�?HK�:==BMBHG:E�=:M:�MH�>QM>G=�

�� #:LA
>QM>G=�F>:LNK>F>GML�:K>�K>IHKM>=�BG�:�F>:LNK>F>GM�;EH<D����->LIHG=>K�MA:M�K>IHKML�A:LA
>QM>G=

F>:LNK>F>GML�LA:EE�L>M�����+ �� �.0- ( )/��'0 �4+ ?N8H@ MHH3P ?HK�MA>�<HKK>LIHG=BG@�F>:LNK>F>GM�BG=>Q�

�� � Table 54 Ñ DMTF measurement specification format

Byte offset Field Size (bytes) Description

 �(/!.I><(>:LNK>F>GM1 :EN>/RI> �

�HFIHL>=�H?�

V �BM�6�7��.A:EE�BG=B<:M>�MA>�K>IK>L>GM:MBHG�BG

�����+ �� �.0- ( )/��'0 �

V �BM�6��7��$G=B<:M>L�PA:M�BL�;>BG@�F>:LNK>=�;R

�����+ �� �.0- ( )/��'0 �

/A>L>�O:EN>L�:K>�L>M�BG=>I>G=>GMER�:G=�:K>

BGM>KIK>M>=�:L�?HEEHPL�

V ?O@SH����B@>LM�

V ?O@SI� ��-:P�;BM�LMK>:F��/A>�->LIHG=>K

LAHNE=�>GLNK>�MA>�K:P�;BM�LMK>:F�=H>L�GHM

<HGM:BG�L><K>ML�

V .>> �(/!.I><(>:LNK>F>GM1 :EN>/RI>

O:EN>L?HK�=>?BG>=�O:EN>L�?HK

�����+ �� �.0- ( )/��'0 �4+ ?N8H@9

� �(/!.I><(>:LNK>F>GM1 :EN>.BS>�

.A:EE�;>�MA>�LBS>�H?�����+ �� �.0- ( )/��'0 	�BG

;RM>L�

2A>G �����+ �� �.0- ( )/��'0 �4+ ?O@SH� 	�MA>

�����+ �� �.0- ( )/��'0 �$5 LA:EE�;>�=>KBO>=

?KHF�MA>�F>:LNK>F>GM�A:LA�:E@HKBMAF�MA:M�MA>

����
�	�� K>LIHGL>�F>LL:@>�K>MNKGL�

.+�(�.I><B?B<:MBHG �.+���

��� +N;EBLA>= 1>KLBHG������



Byte offset Field Size (bytes) Description

� �(/!.I><(>:LNK>F>GM1 :EN> ��

.A:EE�;>�MA>�<KRIMH@K:IAB<�A:LA�HK�K:P�;BM�LMK>:F	

:L�BG=B<:M>=�BG�����+ �� �.0- ( )/��'0 �4+ ?O@ �

!HK�<KRIMH@K:IAB<�A:LA>L�HK�=B@>LML	�MABL�?B>E=�LA:EE

;>�BGA:LA�;RM>�HK=>K��/A>�O>G=HK�=>?BG>L�MA>�;RM>

HK=>K�?HK�K:P�;BM�LMK>:FL�

��� Table 55 Ñ DMTFSpecMeasurementV alueType values

DMTFSpecMeasurementV alueType[6:0] Description

Q $FFNM:;E>�-*(�

Q� (NM:;E>�?BKFP:K>�

Q� #:K=P:K>�<HG?B@NK:MBHG	�LN<A�:L�LMK:IL�

Q�
!BKFP:K>�<HG?B@NK:MBHG	�LN<A�:L�<HG?B@NK:;E>�?BKFP:K>

IHEB<R�

Q�

!K>>?HKF�F>:LNK>F>GM�F:GB?>LM��2A>G

�����+ �� �.0- ( )/��'0 �4+ ?N8H@SH3L 	�MA>�->LIHG=>K

LAHNE=�LNIIHKM�L>MMBG@�����+ �� �.0- ( )/��'0 �4+ ?O@ MH

>BMA>KH� HK I� ��/A>�?HKF:M�H?�MABL�F:GB?>LM�BL�=>OB<>

LI><B?B<�

Q�

.MKN<MNK>=�K>IK>L>GM:MBHG�H?�=>;N@�:G=�=>OB<>�FH=>��.>>

�>OB<>�FH=>�?B>E=�H?�:�F>:LNK>F>GM�;EH<D��2A>G

�����+ �� �.0- ( )/��'0 �4+ ?N8H@SH3M 	

�����+ �� �.0- ( )/��'0 �4+ ?O@ LA:EE�;>�L>M�MHI� �

Q�

(NM:;E>�?BKFP:K>�L�O>KLBHG�GNF;>K��/ABL�LI><B?B<:MBHG�=H>L

GHM�F:G=:M>�:�?HKF:M�?HK�?BKFP:K>�O>KLBHG�GNF;>K��2A>G

�����+ �� �.0- ( )/��'0 �4+ ?N8H@SH3N 	

�����+ �� �.0- ( )/��'0 �4+ ?O@ LAHNE=�;>�L>M�MHI� �

Q�

(NM:;E>�?BKFP:K>�L�L><NKBMR�O>KLBHG�GNF;>K	�PAB<A�LAHNE=

;>�?HKF:MM>=�:L�:G��
;RM>�NGLB@G>=�BGM>@>K��2A>G

�����+ �� �.0- ( )/��'0 �4+ ?N8H@SH3O 	

�����+ �� �.0- ( )/��'0 �4+ ?O@ LAHNE=�;>�L>M�MHI� �

Q�

#:LA
>QM>G=�F>:LNK>F>GM��/A>�F>:LNK>F>GM�K>IHKM>=�BL

:G 	�� O:EN>�:L�=>?BG>=�BG#:LA
>QM>G=�F>:LNK>F>GML�

2A>G �����+ �� �.0- ( )/��'0 �4+ ?N8H@SH3P 	

�����+ �� �.0- ( )/��'0 �4+ ?O@ LA:EE�;>�L>M�MHH� �

Q�

$G?HKF:MBHG:E��/A>�F>:LNK>F>GM�BL�?HK�MA>�->JN>LM>K�L

BG?HKF:MBHG�HGER�:G=�=H>L�GHM�<:KKR�L>GLBMBO>�L><NKBMR

:MMKB;NM>L��!HK�>Q:FIE>	�ANF:G
K>:=:;E>�;HHM�IKH@K>LL

BG?HKF:MBHG��2A>G

�����+ �� �.0- ( )/��'0 �4+ ?N8H@SH3Q 	

�����+ �� �.0- ( )/��'0 �4+ ?O@ LA:EE�;>�L>M�MHI� �

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���



DMTFSpecMeasurementV alueType[6:0] Description

Q�

.MKN<MNK>=�F>:LNK>F>GM�F:GB?>LM��2A>G

�����+ �� �.0- ( )/��'0 �4+ ?N8H@SH3� 	�MA>�->LIHG=>K

LA:EE�LNIIHKM�L>MMBG@�����+ �� �.0- ( )/��'0 �4+ ?O@ MH

I� 	�:G=�LAHNE=�LNIIHKM�L>MMBG@

�����+ �� �.0- ( )/��'0 �4+ ?O@ MHH� ��/A>�F:GB?>LM

LA:EE�?HEEHP�MA>�?HKF:M�=>L<KB;>=�BG(:GB?>LM�?HKF:M�?HK�:

F>:LNK>F>GM�;EH<D�

�EE�HMA>K�O:EN>L ->L>KO>=�

513 10.11.1.2 Device mode field o f a measur ement block

Byte offset Field Size (bytes) Description

 *I>K:MBHG:E(H=>�:I:;BEBMB>L �

!B>E=L�PBMA�;BML�L>M�MH���BG=B<:M>�LNIIHKM�?HK�K>IHKMBG@

MA>�:LLH<B:M>=�LM:M>�BG�+ -�/$*)�'�*� �/�/ �

V �BM�67��.A:EE�BG=B<:M>�LNIIHKM�?HK�K>IHKMBG@�=>OB<>

BG�F:GN?:<MNKBG@�FH=>�

V �BM�6�7��.A:EE�BG=B<:M>�LNIIHKM�?HK�K>IHKMBG@�=>OB<>

BG�O:EB=:MBHG�FH=>�

V �BM�6�7��.A:EE�BG=B<:M>�LNIIHKM�?HK�K>IHKMBG@�=>OB<>

BG�GHKF:E�HI>K:MBHG:E�FH=>�

V �BM�6�7��.A:EE�BG=B<:M>�LNIIHKM�?HK�K>IHKMBG@�=>OB<>

BG�K><HO>KR�FH=>�

V �BM�6�7��.A:EE�BG=B<:M>�LNIIHKM�?HK�K>IHKMBG@�=>OB<>

BG�->MNKG�(>K<A:G=BL>��NMAHKBS:MBHG��-(� �

FH=>�

V �BM�6�7��.A:EE�BG=B<:M>�LNIIHKM�?HK�K>IHKMBG@�=>OB<>

BG�=><HFFBLLBHG>=�FH=>�

V �EE�HMA>K�O:EN>L�K>L>KO>=�

� *I>K:MBHG:E(H=>.M:M> �

!B>E=L�PBMA�;BML�L>M�MH���BG=B<:M>�MKN>�?HK�MA>�K>IHKM>=

LM:M>�

V �BM�67��.A:EE�BG=B<:M>�MA>�=>OB<>�BL�BG

F:GN?:<MNKBG@�FH=>�

V �BM�6�7��$G=B<:M>L�MA>�=>OB<>�BL�BG�O:EB=:MBHG�FH=>�

V �BM�6�7��.A:EE�BG=B<:M>�MA>�=>OB<>�BL�BG�GHKF:E

HI>K:MBHG:E�FH=>�

V �BM�6�7��.A:EE�BG=B<:M>�MA>�=>OB<>�BL�BG�K><HO>KR

FH=>�

V �BM�6�7��.A:EE�BG=B<:M>�MA>�=>OB<>�BL�BG�-(��FH=>�

V �BM�6�7��.A:EE�BG=B<:M>�MA>�=>OB<>�BL�BG

=><HFFBLLBHG>=�FH=>�

V �EE�HMA>K�O:EN>L�K>L>KO>=�

.+�(�.I><B?B<:MBHG �.+���

��� +N;EBLA>= 1>KLBHG������



Byte offset Field Size (bytes) Description

� �>OB<>(H=>�:I:;BEBMB>L �

!B>E=L�PBMA�;BML�L>M�MH���BG=B<:M>�LNIIHKM�?HK�K>IHKMBG@

MA>�:LLH<B:M>=�LM:M>�BG� 1$� �*� �/�/ �

V �BM�67��.A:EE�BG=B<:M>�LNIIHKM�?HK�K>IHKMBG@GHG


BGO:LBO>�=>;N@�FH=>BL�:<MBO>�

V �BM�6�7��.A:EE�BG=B<:M>�LNIIHKM�?HK�K>IHKMBG@

BGO:LBO>�=>;N@�FH=>BL�:<MBO>�

V �BM�6�7��.A:EE�BG=B<:M>�LNIIHKM�?HK�K>IHKMBG@�GHG


BGO:LBO>�=>;N@�FH=>�A:L�;>>G�:<MBO>�MABL�->L>M

<R<E>�

V �BM�6�7��.A:EE�BG=B<:M>�LNIIHKM�?HK�K>IHKMBG@

BGO:LBO>�=>;N@�FH=>�A:L�;>>G�:<MBO>�MABL�->L>M

<R<E>�

V �BM�6�7��.A:EE�BG=B<:M>�LNIIHKM�?HK�K>IHKMBG@

BGO:LBO>�=>;N@�FH=>�A:L�;>>G�:<MBO>�HG�MABL

=>OB<>�:M�E>:LM�HG<>�LBG<>�>QBMBG@�F:GN?:<MNKBG@

FH=>�

V �EE�HMA>K�O:EN>L�K>L>KO>=�

�� �>OB<>(H=>.M:M> �

!B>E=L�PBMA�;BML�L>M�MH���BG=B<:M>�MKN>�?HK�MA>�K>IHKM>=

LM:M>�

V �BM�67��.A:EE�BG=B<:M>�GHG
BGO:LBO>�=>;N@�FH=>

BL�:<MBO>�

V �BM�6�7��.A:EE�BG=B<:M>�BGO:LBO>�=>;N@�FH=>�BL

:<MBO>�

V �BM�6�7��.A:EE�BG=B<:M>�GHG
BGO:LBO>�=>;N@�FH=>

A:L�;>>G�:<MBO>�MABL�->L>M�<R<E>�

V �BM�6�7��.A:EE�BG=B<:M>�BGO:LBO>�=>;N@�FH=>�A:L

;>>G�:<MBO>�MABL�->L>M�<R<E>�

V �BM�6�7��.A:EE�BG=B<:M>�BGO:LBO>�=>;N@�FH=>�A:L

;>>G�:<MBO>�HG�MABL�=>OB<>�:M�E>:LM�HG<>�LBG<>

>QBMBG@�F:GN?:<MNKBG@�FH=>�

V �EE�HMA>K�O:EN>L�K>L>KO>=�

514 10.11.1.3 Manifest for mat for a measur ement block

��� 2A>G �����+ �� �.0- ( )/��'0 �4+ ?N8H@SH3� 	�MA>�K>LIHGL>�LA:EE�;>�>BMA>K�:�F:GB?>LM�HK�MA>�=B@>LM�H?�:�F:GB?>LM��$?

�����+ �� �.0- ( )/��'0 �4+ ?O@SH� 	�MA>G�MA>� �.0- ( )/ ?B>E=�H?�MA>(>:LNK>F>GM�;EH<DLA:EE�<HGM:BG�:�=B@>LM�H?

MA>�LMKN<MNK>�=>L<KB;>=�BG/ :;E>����[�(:GB?>LM�F>:LNK>F>GM�;EH<D�?HKF:M��$? �����+ �� �.0- ( )/��'0 �4+ ?O@SI� 	

MA>G�MA>� �.0- ( )/ ?B>E=�H?�MA>(>:LNK>F>GM�;EH<DLA:EE�<HGM:BG�:�F:GB?>LM�BG�MA>�?HKF:M�=>L<KB;>=�BG/ :;E>����[

(:GB?>LM�F>:LNK>F>GM�;EH<D�?HKF:M�

��� Table 56 Ñ Manifest measurement block format

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���



Byte offset Field Size (bytes) Description

 .1# ��� � )�*-
� )

.A:EE�;>�: LM:G=:K=L�;H=R�HK�O>G=HK
=>?BG>=�A>:=>K	

:L�=>L<KB;>=�BG/ :;E>����[�.M:G=:K=L�;H=R�HK

O>G=HK
=>?BG>=�A>:=>K��.1#��

��� � )�*-
� ) (:GB?>LM 1:KB:;E>

.A:EE�<HGM:BG�MA>�F:GB?>LM�=:M:	�:L�=>?BG>=�;R�MA>

K>@BLMKR	�LM:G=:K=L�;H=R	�HK�O>G=HK�LI><B?B>=�BG�MA>


� :G= � )�*-
� ?B>E=L�

517 10.11.2 MEASUREMENTS signature generation

��� 2ABE>�:�->JN>LM>K�<:G�HIM�MH�K>JNBK>�:�LB@G:MNK>�BG�>:<A�H?�MA>�K>JN>LM
K>LIHGL>�F>LL:@>L	�BM�BL�:=OBL:;E>�MA:M�MA>

<HLM�H?�MA>�LB@G:MNK>�@>G>K:MBHG�IKH<>LL�BL�FBGBFBS>=�;R�:FHKMBSBG@�BM�HO>K�FNEMBIE>�K>JN>LM
K>LIHGL>�F>LL:@>L

PA>K>�:IIEB<:;E>��$G�MABL�L<A>F>	�MA>�->JN>LM>K�BLLN>L�:�GNF;>K�H?�K>JN>LML�PBMAHNM�K>JNBKBG@�LB@G:MNK>L�?HEEHP>=

;R�:�?BG:E�K>JN>LM�K>JNBKBG@�:�LB@G:MNK>�HO>K�MA>�>GMBK>�L>M�H?�K>JN>LM
K>LIHGL>�F>LL:@>L�>Q<A:G@>=��/A>�LM>IL�MH

<HFIE>M>�MABL�L<A>F>�:K>�:L�?HEEHPL�

����� /A>�->LIHG=>K�LA:EE�<HGLMKN<M�F>:LNK>F>GM�EH@�'��:G=�MA>�->JN>LM>K�LA:EE�<HGLMKN<M�F>:LNK>F>GM

EH@�'��HO>K�MA>BK�H;L>KO>=�F>LL:@>L�

I<J�S��*)��/ )�/ =���6����D������������D�������I6�������������D��������I6�9996

���D������������D�������):I6�������������D��������):I6

���D������������D�������)6�������������D��������)>

�� PA>K>�

` �*)��/ )�/ BL�MA>�LM:G=:K=�<HG<:M>G:MBHG�?NG<MBHG�

` ���D������������D�������I BL�MA>�>GMBK>�?BKLM���D������������ K>JN>LM�F>LL:@>�NG=>K

<HGLB=>K:MBHG	�PA>K>�MA>�->JN>LM>K�A:L�GHM�K>JN>LM>=�:�LB@G:MNK>�HG�MA:M�LI><B?B<

���D������������ K>JN>LM�

` ������������D��������I BL�MA>�>GMBK>������������ K>LIHGL>�F>LL:@>�PBMAHNM�MA>�LB@G:MNK>

;RM>L�MA:M�MA>�->LIHG=>K�L>GM�BG�K>LIHGL>�MH���D������������D�������I �

` ���D������������D�������):I BL�MA>�>GMBK>�E:LM�<HGL><NMBO>���D������������ K>JN>LM�F>LL:@>

NG=>K�<HGLB=>K:MBHG	�PA>K>�MA>�->JN>LM>K�A:L�GHM�K>JN>LM>=�:�LB@G:MNK>�HG�MA:M�LI><B?B<

���D������������ K>JN>LM�

` ������������D��������):I BL�MA>�>GMBK>������������ K>LIHGL>�F>LL:@>�PBMAHNM�MA>�LB@G:MNK>

;RM>L�MA:M�MA>�->LIHG=>K�L>GM�BG�K>LIHGL>�MH���D������������D�������):I �

` ���D������������D�������) BL�MA>�>GMBK>�?BKLM���D������������ K>JN>LM�F>LL:@>�NG=>K

<HGLB=>K:MBHG	�PA>K>�MA>�->JN>LM>K�A:L�K>JN>LM>=�:�LB@G:MNK>�HG�MA:M�LI><B?B<���D������������

K>JN>LM�n BL�:�GNF;>K�@K>:M>K�MA:G�HK�>JN:E�MHI ��2A>G n >JN:EL I 	�MA>�->JN>LM>K�A:L�GHM

F:=>�:GR ���D������������ K>JN>LML�PBMAHNM�LB@G:MNK>�IKBHK�MH�BLLNBG@�:���D������������

K>JN>LM�PBMA�LB@G:MNK>�

` ������������D��������) BL�MA>�>GMBK>������������ K>LIHGL>�F>LL:@>�PBMAHNM�MA>�LB@G:MNK>

.+�(�.I><B?B<:MBHG �.+���

��� +N;EBLA>= 1>KLBHG������



;RM>L�MA:M�MA>�->LIHG=>K�L>GM�BG�K>LIHGL>�MH���D������������D�������) �

��� �GR�<HFFNGB<:MBHG�;>MP>>G�->JN>LM>K�:G=�->LIHG=>K�HMA>K�MA:G�:���D������������ K>JN>LM�HK

K>LIHGL>�K>
BGBMB:EBS>L�'��'��<HFINM:MBHG�MH)0'' ��/A> ���D������������ K>JN>LML�:G=

������������ K>LIHGL>L�;>?HK>�MA>�'��'��K>
BGBMB:EBS:MBHG�PBEE�GHM�;>�<HO>K>=�;R�MA>�LB@G:MNK>�BG�MA>

?BG:E������������ K>LIHGL>���HGL>JN>GMER	�BM�BL�K><HFF>G=>=�MA:M�MA>�->JN>LM>K�GHM�NL>�MA>

F>:LNK>F>GML�;>?HK>�O>KB?RBG@�MA>�LB@G:MNK>�

��� �G ����� F>LL:@>�H? �--*-�*� S� .+*). �*/� ��4 HK �--*-�*� S�-" � .+*). LA:EE�GHM�K>
BGBMB:EBS>

'��'��
�->JN>LM>K�:G=�->LIHG=>K�LA:EE�<HGMBGN>�MH�<HGLMKN<M�'��'��PBMA���D������������ :G=

������������ ���G�>KKHK�K>LIHGL>�PBMA�:GR�>KKHK�<H=>�HMA>K�MA:G� .+*). �*/� ��4 HK �-" � .+*). 

LA:EE�K>
BGBMB:EBS>�'��'��MH)0'' �

����� /A>�->LIHG=>K�LA:EE�@>G>K:M>�

�$")�/0- S ����.$") =�-$1� 4 6 I 6 F( �.0- ( )/.�.$")$)"F >7

��� PA>K>�

` ����.$") BL�=>L<KB;>=�BG.B@G:MNK>�@>G>K:MBHG�

` �-$1� 4 LA:EE�;>�MA>�IKBO:M>�D>R�H?�MA>�->LIHG=>K�:LLH<B:M>=�PBMA�MA>�E>:?�<>KMB?B<:M>�LMHK>=�BG

�'*/
� H? �'*/
���-�( BG���D������������ ��$?�MA>�IN;EB<�D>R�H?�MA>�->LIHG=>K�P:L�IKHOBLBHG>=

MH�MA>�->JN>LM>K	�MA>G�-$1� 4 LA:EE�;>�MA>�:LLH<B:M>=�IKBO:M>�D>R�

525 10.11.3 MEASUREMENTS signature verification

��� / H�<HFIE>M>�MA>������������ LB@G:MNK>�O>KB?B<:MBHG�IKH<>LL	�MA>�->JN>LM>K�LA:EE�<HFIE>M>�MABL�LM>I�

����� /A>�->JN>LM>K�LA:EE�I>K?HKF�

- .0'/ S ����.$")�/0- � -$!4 =�0�� 4 6 �$")�/0- 6 J 6 F( �.0- ( )/.�.$")$)"F >

��� PA>K>�

` ����.$")�/0- � -$!4 BL�=>L<KB;>=�BG.B@G:MNK>�O>KB?B<:MBHG����LN<<>LL?NE�O>KB?B<:MBHG�BL�PA>G

- .0'/ BL .0�� .. �

` �0�� 4 LA:EE�;>�MA>�IN;EB<�D>R�:LLH<B:M>=�PBMA�MA>�E>:?�<>KMB?B<:M>�LMHK>=�BG�'*/
� H?

�'*/
���-�( BG���D������������ � �0�� 4 BL�>QMK:<M>=�?KHF�MA>����
�
���� K>LIHGL>��$?�MA>

IN;EB<�D>R�H?�MA>�->LIHG=>K�P:L�IKHOBLBHG>=�MH�MA>�->JN>LM>K	�MA>G�0�� 4 LA:EE�;>�MA>

IKHOBLBHG>=�IN;EB<�D>R�

��� !B@NK>����[�(>:LNK>F>GM�LB@G:MNK>�<HFINM:MBHG�>Q:FIE>LAHPL�:G�>Q:FIE>�H?�:�MRIB<:E�->JN>LM>K
->LIHG=>K

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���



IKHMH<HE�PA>K>�MA>�->JN>LM>K�BLLN>L���MHn
� ���D������������ K>JN>LML�PBMAHNM�:�LB@G:MNK>	�PAB<A�BL�?HEEHP>=�;R�:

LBG@E>���D������������ K>JN>LMn PBMA�:�LB@G:MNK>�

�� Figure 13 Ñ Measurement signature computation example

���

" /9( �.0- ( )/.��G
�	�)H.B@�

( �.0- ( )/.��G
�	�)H.B@�

" /9( �.0- ( )/.��G	�.B@�

( �.0- ( )/.��G	�.B@�

Responder

" /9( �.0- ( )/.���	�)H.B@�

( �.0- ( )/.���	�)H.B@�
( �.0- ( )/.�
K>LIHGL>���PBMA�GH�

LB@G:MNK>��

���
���

( �.0- ( )/.�
K>LIHGL>�G
��PBMA�GH�

LB@G:MNK>

" /9( �.0- ( )/.�
K>JN>LM���PBMA�GH�

LB@G:MNK>�K>JN>LM����

" /9( �.0- ( )/.�
K>JN>LM�G
��PBMA�GH�

LB@G:MNK>�K>JN>LM����

" /9( �.0- ( )/.�
K>JN>LM�G�PBMA�LB@G:MNK>�

K>JN>LM����

( �.0- ( )/.�
K>LIHGL>�G�PBMA�LB@G:MNK>�

<HFINM>=�:L�=>L<KB;>=

Requester

1>KB?R�.B@G:MNK>�<HFINM>=�

:L�=>L<KB;>=

532 10.12 ERROR response message

��� !HK�:G�.+�(�HI>K:MBHG�MA:M�K>LNEML�BG�:G�>KKHK	�MA>�->LIHG=>K�LAHNE=�L>G=�:G����� F>LL:@>�MH�MA>�->JN>LM>K�

��� / :;E>����[� --*-�K>LIHGL>�F>LL:@>�?HKF:M LAHPL�MA>����� K>LIHGL>�?HKF:M�

��� / :;E>����[� KKHK�<H=>�:G=�>KKHK�=:M:LAHPL�MA>�=>M:BE>=�>KKHK�<H=>	�>KKHK�=:M:	�:G=�>QM>G=>=�>KKHK�=:M:�

��� / :;E>����[�->LIHGL>)HM->:=R�>QM>G=>=�>KKHK�=:M:LAHPL�MA>� .+*). �*/� ��4 >QM>G=>=�>KKHK�=:M:�

��� / :;E>���[�->@BLMKR�HK�LM:G=:K=L�;H=R�$�LAHPL�MA>�K>@BLMKR�HK�LM:G=:K=L�;H=R�$��

��� / :;E>����[� QM>G=>= KKHK�:M:�?HKF:M�?HK�O>G=HK�HK�HMA>K�LM:G=:K=L
=>?BG>=� --*-�K>LIHGL>�F>LL:@>LAHPL�MA>

�3/ )� ��--*-��/� ?HKF:M�=>?BGBMBHG�?HK�O>G=HK�HK�HMA>K�LM:G=:K=L
=>?BG>=����� K>LIHGL>�F>LL:@>L�

��� Table 57 Ñ ERROR response message format

.+�(�.I><B?B<:MBHG �.+���

��� +N;EBLA>= 1>KLBHG������



Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3O� � ����� ��.>> / :;E>���[�.+�(

K>LIHGL>�<H=>L�

� +:K:F� �
.A:EE�;>�MA>� KKHK�H=>��.>>/ :;E>����[� KKHK�<H=>

:G=�>KKHK�=:M:�

� +:K:F� �
.A:EE�;>�MA>� KKHK�=:M:��.>>/ :;E>����[� KKHK�<H=>

:G=�>KKHK�=:M:�

�  QM>G=>= KKHK�:M: 
��
.A:EE�;>�*IMBHG:E�>QM>G=>=�=:M:��.>>/ :;E>����[

 KKHK�<H=>�:G=�>KKHK�=:M:�

�� Table 58 Ñ Error code and error data

ErrorCode Value Description Error data ExtendedErrorData

->L>KO>= Q ->L>KO>=� ->L>KO>= ->L>KO>=

$GO:EB=->JN>LM Q�
*G>�HK�FHK>�K>JN>LM�?B>E=L

:K>�BGO:EB=
H3HH

)H�>QM>G=>=�>KKHK�=:M:�BL

IKHOB=>=�

->L>KO>= Q� ->L>KO>=� ->L>KO>=
)H�>QM>G=>=�>KKHK�=:M:�BL

IKHOB=>=�

�NLR Q�

/A>�->LIHG=>K�K><>BO>=

MA>�K>JN>LM�F>LL:@>�:G=

MA>�->LIHG=>K�=><B=>=�MH

B@GHK>�MA>�K>JN>LM

F>LL:@>	�;NM�MA>

->LIHG=>K�FB@AM�;>�:;E>

MH�IKH<>LL�MA>�K>JN>LM

F>LL:@>�B?�MA>�K>JN>LM

F>LL:@>�BL�L>GM�:@:BG�BG

MA>�?NMNK>�

H3HH
)H�>QM>G=>=�>KKHK�=:M:�BL

IKHOB=>=�

0G>QI><M>=->JN>LM Q�

/A>�->LIHG=>K�K><>BO>=

:G�NG>QI><M>=�K>JN>LM

F>LL:@>��!HK�>Q:FIE>	

�	����� ;>?HK>

�����
���D����
�	�� �

H3HH
)H�>QM>G=>=�>KKHK�=:M:�BL

IKHOB=>=�

0GLI><B?B>= Q�
0GLI><B?B>=�>KKHK

H<<NKK>=�
H3HH

)H�>QM>G=>=�>KKHK�=:M:�BL

IKHOB=>=�

�><KRIM KKHK Q�

/A>�K><>BO>K�<:GGHM

=><KRIM�HK�O>KB?R�=:M:

=NKBG@�MA>�L>LLBHG�

->L>KO>=
)H�>QM>G=>=�>KKHK�=:M:�BL

IKHOB=>=�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���



ErrorCode Value Description Error data ExtendedErrorData

0GLNIIHKM>=->JN>LM Q�

/A> � ,0 ./� .+*). �*� 

HK�MA>�0��*� �B?

:IIEB<:;E>��BG�MA>�K>JN>LM

F>LL:@>�BL�NGLNIIHKM>=�

� ,0 ./� .+*). �*� 

HK�MA>�0��*� BG�MA>

K>JN>LM�F>LL:@>�

)H�>QM>G=>=�>KKHK�=:M:�BL

IKHOB=>=

->JN>LM$G!EB@AM Q�

/A>�->LIHG=>K�A:L

=>EBO>K>=�:G�>G<:ILNE:M>=

K>JN>LM�MH�PAB<A�BM�BL�LMBEE

P:BMBG@�?HK�MA>�K>LIHGL>�

->L>KO>=
)H�>QM>G=>=�>KKHK�=:M:�BL

IKHOB=>=�

$GO:EB=->LIHGL>�H=> Q�

/A>�->JN>LM>K�=>EBO>K>=

:G�BGO:EB=�K>LIHGL>�?HK�:G

>G<:ILNE:M>=�K>LIHGL>�

->L>KO>=
)H�>QM>G=>=�>KKHK�=:M:�BL

IKHOB=>=�

.>LLBHG'BFBM Q<>>=>= Q�

(:QBFNF�GNF;>K�H?

<HG<NKK>GM�L>LLBHGL

K>:<A>=�

->L>KO>=
)H�>QM>G=>=�>KKHK�=:M:�BL

IKHOB=>=�

.>LLBHG->JNBK>= Q�

/A>�->JN>LM�F>LL:@>

K><>BO>=�;R�MA>

->LIHG=>K�BL�HGER�:EEHP>=

PBMABG�:�L>LLBHG�

->L>KO>=
)H�>QM>G=>=�>KKHK�=:M:�BL

IKHOB=>=�

->L>M->JNBK>= Q�

/A>�=>OB<>�K>JNBK>L�:

K>L>M�MH�<HFIE>M>�MA>

K>JN>LM>=�HI>K:MBHG��/ABL

�--*-�*� <:G�;>�L>GM�BG

K>LIHGL>�MH�MA>

���D�
����� 	

���D����
�
���� 	

���D��� HK

���D����
�
����

F>LL:@>�

�BM6���7��->L>KO>=�

�BM6��7��$?�L>GM�BG

K>LIHGL>�MH

���D��� 	�MA>

->LIHG=>K
:LLB@G>=

����-��&$)"��" �

*MA>KPBL>	�LA:EE�;>

H �

)H�>QM>G=>=�>KKHK�=:M:�BL

IKHOB=>=�

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



ErrorCode Value Description Error data ExtendedErrorData

->LIHGL>/ HH':K@> Q�

0L>=�BG�MA>�?HEEHPBG@

L<>G:KBHL�

V /A>�K>LIHGL>�BL

@K>:M>K�MA:G�MA>

��3����(."�$5 H?

MA>�K>JN>LMBG@�.+�(

>G=IHBGM�

V /A> �	���D��� H?�MA>

K>JN>LMBG@�>G=IHBGM�BL

H :G=�MA>�K>LIHGL>

BL�E:K@>K�MA:G�MA>�LBS>

H?�MA>�MK:GLFBM�;N??>K

H?�MA>�K>LIHG=BG@

.+�(�>G=IHBGM

V /A> �	���D��� H?�MA>

K>JN>LMBG@�>G=IHBGM�BL

I 	�MA>�	���D��� H?

MA>�K>LIHG=BG@

>G=IHBGM�BLH 	�:G=

MA>�K>LIHGL>�BL�E:K@>K

MA:G�MA>

��/��-�).! -�$5 H?

MA>�K>JN>LMBG@

>G=IHBGM�

->L>KO>=

.>> / :;E>����[

 QM>G=>= KKHK�:M:�?HKF:M�?HK

->LIHGL>/ HH':K@>�

->JN>LM/HH':K@> Q 

/A>�K>JN>LM�BL�@K>:M>K

MA:G�MA>��3����(."�$5 

H?�MA>�K><>BOBG@�.+�(

>G=IHBGM�

->L>KO>= ->L>KO>=

':K@>->LIHGL> Q!

/A>�K>LIHGL>�BL�@K>:M>K

MA:G��/��-�).! -�$5 

:G=�E>LL�MA:G�HK�>JN:E�MH

��3����(."�$5 H?�MA>

K>JN>LMBG@�.+�(

>G=IHBGM	�HK�@K>:M>K�MA:G

MA>�MK:GLFBM�;N??>K�LBS>�H?

MA>�K>LIHG=BG@�.+�(

>G=IHBGM�

->L>KO>=

.>> / :;E>����[

 QM>G=>= KKHK�:M:�?HKF:M�?HK

':K@>->LIHGL>�

(>LL:@>'HLM Q�

/A>�.+�(�F>LL:@>�BL

EHLM��!HK�>Q:FIE>	�MABL

>KKHK�<H=>�<:G�;>�NL>=�MH

BG=B<:M>�MA>�EHLL�H?�:

':K@>�->JN>LM	�':K@>

->LIHGL>	�HK�MA>�K>JN>LM

BG�: � .+*). �*/� ��4 �

->L>KO>= ->L>KO>=

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���



ErrorCode Value Description Error data ExtendedErrorData

$GO:EB=+HEB<R Q� �

/A>�->LIHG=>K�K><>BO>=

HG>�HK�FHK>�F>LL:@>L

MA:M�OBHE:M>=�BML�L><NKBMR

IHEB<R�

!HK�>Q:FIE>	�B?�:

->LIHG=>K�K>JNBK>L�;HMA

>G<KRIMBHG�:G=�(��

<:I:;BEBMB>L�BG�:�L><NK>

L>LLBHG	�:G=�MA>

->JN>LM>K�HGER�LNIIHKML

>G<KRIMBHG	�MA>G�MA>

->LIHG=>K�PHNE=�K>MNKG

MABL�>KKHK�<H=>�B?�MA>

->JN>LM>K�L>G=L

���D���	���� �

->L>KO>= ->L>KO>=

->L>KO>= Q��ZQ� ->L>KO>= ->L>KO>= ->L>KO>=

1>KLBHG(BLF:M<A Q��

->JN>LM>=�.+�(�O>KLBHG

BL�GHM�LNIIHKM>=�HK�BL�:

=B??>K>GM�O>KLBHG�?KHF�MA>

L>E><M>=�O>KLBHG�

H3HH
)H�>QM>G=>=�>KKHK�=:M:�BL

IKHOB=>=�

->LIHGL>)HM->:=R Q��

.>>�MA>

- .+*)�9$!9- ��4

K>JN>LM�F>LL:@>�?HKF:M�

H3HH

.>> / :;E>����[

->LIHGL>)HM->:=R�>QM>G=>=

>KKHK�=:M:�

->JN>LM->LRG<A Q��

->LIHG=>K�BL�K>JN>LMBG@

->JN>LM>K�MH�K>BLLN>

���D����
�� MH�K>


LRG<AKHGBS>���G�>Q:FIE>

BL�?HEEHPBG@�:�?BKFP:K>

NI=:M>�

H3HH
)H�>QM>G=>=�>KKHK�=:M:�BL

IKHOB=>=�

*I>K:MBHG!:BE>= Q��

�G�BGM>KG:E�>KKHK�H<<NKK>=

NIHG�L>KOB<BG@�MA>�K>JN>LM

BLLN>=�;R�MA>�->JN>LM>K�

H3HH
)H�>QM>G=>=�>KKHK�=:M:�BL

IKHOB=>=�

)H+>G=BG@->JN>LML Q��

/A>�->LIHG=>K�=H>L�GHM

A:O>�:GR�I>G=BG@�K>JN>LM

?HK�:

���D�����������D�������

F>LL:@>�

->L>KO>= ->L>KO>=

->L>KO>= Q��ZQ! ->L>KO>=� ->L>KO>= ->L>KO>=

.+�(�.I><B?B<:MBHG �.+���

��� +N;EBLA>= 1>KLBHG������



ErrorCode Value Description Error data ExtendedErrorData

1>G=HK�HK�.M:G=:K=L
�>?BG>= Q!!
1>G=HK�HK�LM:G=:K=L


=>?BG>=

.A:EE�BG=B<:M>�MA>

K>@BLMKR�HK�LM:G=:K=L

;H=R�NLBG@�HG>�H?

MA>�O:EN>L�BG�MA>ID

<HENFG�H?/ :;E>��

[�->@BLMKR�HK

LM:G=:K=L�;H=R�$��

.>> / :;E>����[

 QM>G=>= KKHK�:M:�?HKF:M�?HK

O>G=HK�HK�HMA>K�LM:G=:K=L


=>?BG>=� --*-�K>LIHGL>

F>LL:@> ?HK�?HKF:M�=>?BGBMBHG�

��� Table 59 Ñ ResponseNotReady extended error data

Byte offset Field Size (bytes) Description

 -�/ QIHG>GM �

.A:EE�;>�MA>�>QIHG>GM�>QIK>LL>=�BG�EH@:KBMAFB<

�;:L>
��L<:E>��MH�<:E<NE:M>��� MBF>�BG�YL�:?M>K

PAB<A�MA>�->LIHG=>K�<:G�IKHOB=>�LN<<>LL?NE

<HFIE>MBHG�K>LIHGL>�

!HK�>Q:FIE>	�MA>�K:P�O:EN>���BG=B<:M>L�MA:M�MA>

->LIHG=>K�PBEE�;>�K>:=R�BG��� ������YL�

->JN>LM>K�LAHNE=�NL>��� MH�:OHB=�<HGMBGNHNL

IBG@BG@�:G=�BLLN>�MA>�������D
�D����� K>JN>LM

F>LL:@>	�:L / :;E>����[�- .+*)�9$!9- ��4

K>JN>LM�F>LL:@>�?HKF:MLAHPL	�:?M>K��� MBF>�

!HK�MBFBG@�K>JNBK>F>GM�=>M:BEL	�L>>/ :;E>���[�/ BFBG@

LI><B?B<:MBHG�?HK�.+�(�F>LL:@>L�

� ->JN>LM�H=> �
.A:EE�;>�MA>�K>JN>LM�<H=>�MA:M�MKB@@>K>=�MABL

K>LIHGL>�

� / HD>G �

.A:EE�;>�MA>�HI:JN>�A:G=E>�MA:M�MA>�->JN>LM>K�LA:EE

I:LL�BG�PBMA�MA>�������D
�D����� K>JN>LM�F>LL:@>	

:L / :;E>����[�- .+*)�9$!9- ��4�K>JN>LM

F>LL:@>�?HKF:MLAHPL��/A>�->LIHG=>K�<:G�NL>�MA>

O:EN>�BG�MABL�?B>E=�MH�IKHOB=>�MA>�<HKK><M�K>LIHGL>

PA>G�MA>�->JN>LM>K�BLLN>L�:�������D
�D�����

K>JN>LM�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���



Byte offset Field Size (bytes) Description

� -�/( �

.A:EE�;>�MA>�FNEMBIEB>K�NL>=�MH�<HFINM>�� ��3 BG�YL

MH�BG=B<:M>�MA:M�MA>�K>LIHGL>�FB@AM�;>�=KHII>=�:?M>K

MABL�=>E:R�

/A>�FNEMBIEB>K�LA:EE�:EP:RL�;>�@K>:M>K�MA:G���

/A>�->LIHG=>K�FB@AM�:ELH�LMHI�IKH<>LLBG@�MA>�BGBMB:E

K>JN>LM�B?�MA>�L:F>�->JN>LM>K�BLLN>L�:�=B??>K>GM

K>JN>LM�

!HK�MBFBG@�K>JNBK>F>GM�=>M:BEL	�L>>/ :;E>���[�/ BFBG@

LI><B?B<:MBHG�?HK�.+�(�F>LL:@>L�

��� Table 60 Ñ Registry or standards body ID

��� !HK�:E@HKBMAF�>G<H=BG@�BG�>QM>G=>=�:E@HKBMAF�?B>E=L	�<HGLNEM�MA>�K>LI><MBO>�K>@BLMKR�HK�LM:G=:K=L�;H=R�NGE>LL

HMA>KPBL>�LI><B?B>=�

ID Vendor ID length (bytes) Registry or standards body name Description

Q  �(/!
�(/!�=H>L�GHM�A:O>�:

1>G=HK�$��K>@BLMKR�

Q� � /�"

� )�*-
� BL�B=>GMB?B>=

;R�NLBG@/�"�1 >G=HK�$�

->@BLMKR��!HK�>QM>G=>=

:E@HKBMAFL	�L>>/�"

�E@HKBMAF�->@BLMKR�

Q� � 0.�

� )�*-
� BL�B=>GMB?B>=

;R�NLBG@�MA>�O>G=HK�$�

:LLB@G>=�;R�0.��

Q� � +�$
.$"

� )�*-
� BL�B=>GMB?B>=

NLBG@+�$
.$"�1 >G=HK

$� �

Q� � $�)�

/A> +KBO:M>� GM>KIKBL>

)NF;>K��+ )� :LLB@G>=

;R�MA>�$GM>KG>M��LLB@G>=

)NF;>KL��NMAHKBMR

�$�)���B=>GMB?B>L�MA>

O>G=HK�

Q� � #��:L>/

� )�*-
� BL�B=>GMB?B>=

;R�NLBG@�#��:L>/

#����>GMBMR�

Q� � ($+$

/A> (:GN?:<MNK>K�$�

:LLB@G>=�;R�($+$

B=>GMB?B>L�MA>�O>G=HK�

.+�(�.I><B?B<:MBHG �.+���

��� +N;EBLA>= 1>KLBHG������

https://www.dmtf.org/
https://trustedcomputinggroup.org/
https://trustedcomputinggroup.org/resource/vendor-id-registry
https://trustedcomputinggroup.org/resource/vendor-id-registry
https://trustedcomputinggroup.org/resource/tcg-algorithm-registry/
https://trustedcomputinggroup.org/resource/tcg-algorithm-registry/
https://www.usb.org/
https://www.pcisig.com/
https://pcisig.com/membership/member-companies
https://pcisig.com/membership/member-companies
https://www.iana.org/
https://www.iana.org/assignments/enterprise-numbers/enterprise-numbers
https://www.iana.org/assignments/enterprise-numbers/enterprise-numbers
https://hdbaset.org/
https://mipi.org/
https://mid.mipi.org/


ID Vendor ID length (bytes) Registry or standards body name Description

Q� � �3'
� )�*-
� BL�B=>GMB?B>=

;R�NLBG@��3'�O>G=HK�$��

Q� � % � �

� )�*-
� BL�B=>GMB?B>=

;R�NLBG@�% � ��O>G=HK

$��

Q�  1 .�

!HK�?B>E=L�:G=�?HKF:ML

=>?BG>=�;R�MA>�1 .�

LM:G=:K=L�;H=R	�MA>K>�BL

GH�1>G=HK�$��K>@BLMKR�

Q� 1:KB:;E> $�)����*-

/A> ��*-�/ :@�->@BLMKR

MA:M�B=>GMB?B>L�MA>�?HKF:M

H?�MA>�>E>F>GM	�:L

:LLB@G>=�;R�MA>�$GM>KG>M

�LLB@G>=�)NF;>KL

�NMAHKBMR��$�)����/A>

>G<H=BG@�H?�MA>���*-

M:@�BG=B<:M>L�MA>�E>G@MA

H?�MA>�M:@��2A>G�:

��*-�/ :@�BL�NL>=�PBMA

: LM:G=:K=L�;H=R�HK

O>G=HK
=>?BG>=�A>:=>K	

MA>� )�*-
� ) ?B>E=

LA:EE�;>�L>M�MH�MA>�E>G@MA

H?�MA>�>G<H=>=���*-

M:@	�?HEEHP>=�;R�MA>�=:M:

I:REH:=	�PAB<A�LM:KML

PBMA�:G�>G<H=>=���*-

M:@�

��� Table 61 Ñ ExtendedErrorData format for vendor or other standards-defined ERROR response message

Byte offset Field Size (bytes) Description

 '>G �

.A:EE�;>�MA>�E>G@MA�H?�MA>� )�*-
� ?B>E=�

$?�MA>�O>G=HK�=>?BG>L�MA>�>KKHK	�MA>�O:EN>�H?�MABL�?B>E=

LA:EE�>JN:E�MA>��1>G=HK�$��E>G@MA�	�:L/ :;E>���[

->@BLMKR�HK�LM:G=:K=L�;H=R�$�=>L<KB;>L	�H?�MA>

<HKK>LIHG=BG@�K>@BLMKR�HK�LM:G=:K=L�;H=R�G:F>�

$?�:�K>@BLMKR�HK�LM:G=:K=L�;H=R�=>?BG>L�MA>�>KKHK	�MABL

?B>E=�LA:EE�;>�S>KH��H �	�PAB<A�:ELH�BG=B<:M>L�MA:M�MA>

� )�*-
� ?B>E=�BL�GHM�IK>L>GM�

/A> �--*-���/� ?B>E=�BG�MA>����� F>LL:@>

BG=B<:M>L�MA>�K>@BLMKR�HK�LM:G=:K=L�;H=R�G:F>��MA:M

BL	 ��-�(J ��:G=�BL�HG>�H?�MA>�O:EN>L�BG�MA>ID <HENFG

H?/ :;E>���[�->@BLMKR�HK�LM:G=:K=L�;H=R�$��

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���

https://www.computeexpresslink.org/
https://www.jedec.org/
https://vesa.org/
https://www.iana.org/
https://www.iana.org/assignments/cbor-tags/cbor-tags.xhtml


Byte offset Field Size (bytes) Description

� 1>G=HK$�  )

/A>�O:EN>�H?�MABL�?B>E=�LA:EE�BG=B<:M>�MA>�1>G=HK�$��:L

:LLB@G>=�;R�MA>�K>@BLMKR�HK�LM:G=:K=L�;H=R� / :;E>��

[�->@BLMKR�HK�LM:G=:K=L�;H=R�$�=>L<KB;>L�MA>

E>G@MA�H?�MABL�?B>E=��.A:EE�;>�BG�EBMME>
>G=B:G�?HKF:M�

/A>�G:F>�H?�MA>�K>@BLMKR�HK�LM:G=:K=L�;H=R�BG�MA>

����� BL�BG=B<:M>=�BG�MA>�--*-���/� ?B>E=��MA:M�BL	

��-�(J ��:G=�BL�HG>�H?�MA>�O:EN>L�BG�MA>ID <HENFG�H?

/ :;E>���[�->@BLMKR�HK�LM:G=:K=L�;H=R�$��

���  ) *I:JN> KKHK�:M: 1:KB:;E> /A>�O>G=HK�HK�LM:G=:K=L�;H=R�=>?BG>L�MABL�O:EN>�

��� Table 62 Ñ ExtendedErrorData format for ResponseT ooLarge

Byte offset Field Size (bytes) Description

 �<MN:E.BS> � .A:EE�;>�MA>�LBS>�H?�MA>�:<MN:E�K>LIHGL>�

��� Table 63 Ñ ExtendedErrorData format for LargeResponse

Byte offset Field Size (bytes) Description

 #:G=E> �

.A:EE�;>�:�NGBJN>�O:EN>�MA:M�B=>GMB?B>L�MA>�':K@>�.+�(

->LIHGL>�:G=�LA:EE�;>�MA>�L:F>�O:EN>�?HK�:EE�<ANGDL�H?

MA>�L:F>�E:K@>�.+�(�F>LL:@>�

/A>�O:EN>�H?�MABL�?B>E=�LAHNE=�>BMA>K�L>JN>GMB:EER�BG<K>:L>

HK�L>JN>GMB:EER�=><K>:L>�PBMA�>:<A�E:K@>�.+�(

F>LL:@>�PBMA�MA>�>QI><M:MBHG�MA:M�BM�PBEE�PK:I�:KHNG=

:?M>K�K>:<ABG@�MA>�F:QBFNF�HK�FBGBFNF�O:EN>	

K>LI><MBO>ER	�H?�MABL�?B>E=��.>>�#0)&9" /�K>JN>LM�:G=

�#0)&9- .+*). �K>LIHGL>�F>LL:@> �

547 10.12.1 Standar ds body or v endor -defined header

��� /ABL�LI><B?B<:MBHG�NL>L�MA>�?HKF:M�MA:M/ :;E>����[�.M:G=:K=L�;H=R�HK�O>G=HK
=>?BG>=�A>:=>K��.1#�=>L<KB;>L�MH�A>EI

B=>GMB?R�MA>�>GMBMR�MA:M�=>?BG>L�MA>�?HKF:M�?HK�:�@BO>G�I:REH:=��/A>�<E:NL>L�BG�MA>�HMA>K�I:KML�H?�MABL�LI><B?B<:MBHG

BG=B<:M>�MH�PAB<A�I:REH:=�MABL�A>:=>K�:IIEB>L��)HM>	�B?�MA>�I:REH:=�?HKF:M�BG�JN>LMBHG�BL�=>?BG>=�;R�:�LM:G=:K=L�;H=R	

MA>�.1#�A>:=>K�=H>L�GHM�K>JNBK>�MA>�NL>�H?�MA>� )�*-
� ?B>E=��$GLM>:=	�MA>
� ?B>E=�PHNE=�;>�L>M�MH�MA>�$��H?�MA>

LM:G=:K=L�;H=R	 � )�*-
� ) PHNE=�;>�L>M�MHH 	�:G= � )�*-
� PHNE=�;>�:;L>GM����LM:G=:K=L�;H=R	�K>@BLMKR	�HK

O>G=HK�MA:M�=>?BG>L�:�I:REH:=�?HKF:M�LAHNE=�:ELH�=>?BG>�MA>�O:EN>L�MH�NL>�BG�MA>�.1#�A>:=>K�

��� Table 64 Ñ Standards body or vendor-defined header (SVH)

Byte offset Field Size (bytes) Description

 $� �
.A:EE�;>�HG>�H?�MA>�O:EN>L�BG�MA>
� <HENFG�H?/ :;E>

��[�->@BLMKR�HK�LM:G=:K=L�;H=R�$��

.+�(�.I><B?B<:MBHG �.+���

��� +N;EBLA>= 1>KLBHG������



Byte offset Field Size (bytes) Description

� 1>G=HK$�'>G �

.A:EE�;>�MA> )"/# BG�;RM>L�H?�MA>� )�*-
� ?B>E=�

$?�MA>�?HKF:M�H?�MA>�@BO>G�I:REH:=�BL�LI><B?B>=�;R�:

LM:G=:K=L�;H=R�HK�K>@BLMKR�BML>E?	�MABL�?B>E=�LA:EE�;>��

*MA>KPBL>	�B?�MA>�?HKF:M�H?�MA>�@BO>G�I:REH:=�BL

LI><B?B>=�;R�:G�HK@:GBS:MBHG�MA:M�BL�B=>GMB?B>=�HG�MA>

O>G=HK�$��EBLM�BG=B<:M>=�BG�MA>
� ?B>E=	�MABL�?B>E=�LA:EE

;>�MA>�E>G@MA�BG=B<:M>=�BG�MA>��1>G=HK�$��E>G@MA�

<HENFG�H?/ :;E>���[�->@BLMKR�HK�LM:G=:K=L�;H=R�$�

?HK�MA>�K>LI><MBO>
� �

� 1>G=HK$� � )�*-
� )

$?� )�*-
� ) BL�@K>:M>K�MA:G�S>KH	�MABL�?B>E=�LA:EE�;>

MA>�$��H?�MA>�O>G=HK�<HKK>LIHG=BG@�MH�MA>
� ?B>E=�

*MA>KPBL>	�MABL�?B>E=�LA:EE�;>�:;L>GM�

550 10.13 RESPOND_IF_READY request message for mat

��� /ABL�K>JN>LM�F>LL:@>�LA:EE�:LD�?HK�MA>�K>LIHGL>�MH�MA>�HKB@BG:E�K>JN>LM�NIHG�K><>BIM�H?�MA>� .+*). �*/� ��4 >KKHK

<H=>��$?�MA>�K>LIHGL>�MH�MA>�HKB@BG:E�K>JN>LM�BL�K>:=R	�MA>�->LIHG=>K�LA:EE�K>MNKG�MA:M�K>LIHGL>�F>LL:@>��$?�MA>

K>LIHGL>�MH�MA>�HKB@BG:E�K>JN>LM�BL�GHM�K>:=R	�MA>�->LIHG=>K�LA:EE�K>MNKG�:G����� F>LL:@>�H?

�--*-�*� � � .+*). �*/� ��4 :G=�K>MNKG�MA>�L:F>�MHD>G�:L�MA>�IK>OBHNL� .+*). �*/� ��4 K>LIHGL>�F>LL:@>�

��� /A>�O:EB=BMR�H?�MA>�������D
�D����� K>JN>LM��L>>�MA>.+�(�->JN>LM�:G=�->LIHGL>�F>LL:@>L�O:EB=BMR�M:;E>��BL

=>?BG>=�;R�MA>�HKB@BG:E�K>JN>LM�MA:M�<:NL>=�MA>�������D
�D����� ?EHP��/ABL�F>:GL�MA>�E:LM�K>JN>LM�MH�PAB<A�MA>

->LIHG=>K�L>GM�:G����� F>LL:@>�H? �--*-�*� S� .+*). �*/� ��4 �

��� !B@NK>����[ �������D
�D����� ?EHP�E>:=BG@�MH�<HFIE>MBHGLAHPL�MA>�������D
�D����� ?EHP�

��� Figure 14 Ñ RESPOND_IF_READYflow leading to completion

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���



���

�#�'' )" 9�0/#���

ResponderRequester

�#�'' )" �Q���

 --*-��->LIHGL>)HM->:=R 	�Q�	��	���

- .+*)�9$!9- ��4�Q��	�Q��

��#�(�' �(%$#(���#�!�((�)��#�� ����
2(�)$�"�� )�)����' 0%)$�*"�$,)�

' �&,�' �"�# )4
� �(%$#(�$)� ���0�.�)��

� $ �#D;/A3��� ��/%$#�# )�D�B��#��
�� ���D�?� �

� ��)(�� $'�"$' ��)��#
���D�=�:�B�2(��,)�

!�((�)��#����� /�D�
88=�:�B9�C�?9�6�2(

�' $��((�#���(�� $"%!� )�

��((�)��#��� ��2(

��((�)��#��� ��2(

� � ��D�<

��� / :;E>����[ �������D
�D����� K>JN>LM�F>LL:@>�?HKF:MLAHPL�MA>�������D
�D����� K>JN>LM�F>LL:@>�?HKF:M�

��� Table 65 Ñ RESPOND_IF_READYrequest message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3�� � �������D
�D����� ��.>> / :;E>���[

.+�(�K>JN>LM�<H=>L�

� +:K:F� �

.A:EE�;>�MA>�HKB@BG:E�K>JN>LM�<H=>�MA:M�MKB@@>K>=�MA>

� .+*). �*/� ��4 >KKHK�<H=>�K>LIHGL>��.A:EE�F:M<A

MA>�K>JN>LM�<H=>�K>MNKG>=�:L�I:KM�H?�MA>

� .+*). �*/� ��4 >QM>G=>=�>KKHK�=:M:�

� +:K:F� �
.A:EE�;>�MA>�MHD>G�MA:M�P:L�K>MNKG>=�:L�I:KM�H?�MA>

� .+*). �*/� ��4 >QM>G=>=�>KKHK�=:M:�

558 10.14 VENDOR_DEFINED_REQUEST request message

��� ��->JN>LM>K�BGM>G=BG@�MH�=>?BG>�:�NGBJN>�K>JN>LM�MH�F>>M�BML�G>>=L�<:G�NL>�MABL�K>JN>LM�F>LL:@>�/ :;E>����[

1 )�*-9� !$) �9- ,0 ./�K>JN>LM�F>LL:@>�?HKF:M =>?BG>L�MA>�?HKF:M�

�� /A>�->JN>LM>K�LAHNE=�L>G=�MABL�K>JN>LM�F>LL:@>�HGER�:?M>K�L>G=BG@�MA>���D����
�� 	 ���D�����

�
�� 	�:G=

�����
���D����
�	�� K>JN>LM�L>JN>G<>�

��� $?�MA>�O>G=HK�BGM>G=L�MA:M�MA>L>�F>LL:@>L�:K>�MH�;>�NL>=�;>?HK>�:�L>LLBHG�A:L�;>>G�>LM:;EBLA>=	�:G=�MA>�O>G=HK

.+�(�.I><B?B<:MBHG �.+���

��� +N;EBLA>= 1>KLBHG������



PBLA>L�MH�A:O>�MA>�K>JN>LML�:NMA>GMB<:M>=	�MA>G�MA>�O>G=HK�LA:EE�BG=B<:M>�AHP�MA>�MK:GL<KBIM�:G=�HK�F>LL:@>

MK:GL<KBIM�:K>�<A:G@>=�MH�:==�MA>�O>G=HK
=>?BG>=�<HFF:G=L�

��� / :;E>����[�1 )�*-9� !$) �9- ,0 ./�K>JN>LM�F>LL:@>�?HKF:M LAHPL�MA>������D���
���D������� K>JN>LM

F>LL:@>�?HKF:M�

��� Table 66 Ñ VENDOR_DEFINED_REQUEST request message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3�� � ������D���
���D������� ��.>> / :;E>

��[�.+�(�K>JN>LM�<H=>L �

� +:K:F� � ->L>KO>=�

� +:K:F� � ->L>KO>=�

� .M:G=:K=$� �

.A:EE�BG=B<:M>�MA>�K>@BLMKR�HK�LM:G=:K=L�;H=R�;R�NLBG@

HG>�H?�MA>�O:EN>L�BG�MA>ID <HENFG�H?/ :;E>���[

->@BLMKR�HK�LM:G=:K=L�;H=R�$��

� '>G �

.A:EE�;>�MA>�E>G@MA�H?�MA>� )�*-�
� ?B>E=��$?�MA>

� )�*-� !$) �� ,��4'*�� BL�LM:G=:K=L
=>?BG>=	 )

LA:EE�;>H ��$?�MA>� )�*-� !$) �� ,��4'*�� BL

O>G=HK
=>?BG>=	 ) LA:EE�>JN:E��1>G=HK�$��E>G@MA�	

:L / :;E>���[�->@BLMKR�HK�LM:G=:K=L�;H=R�$�

=>L<KB;>L�

� 1>G=HK$� '>G
.A:EE�;>�MA>�1>G=HK�$��:L�:LLB@G>=�;R�MA>�K>@BLMKR�HK

LM:G=:K=L�;H=R��.A:EE�;>�BG�EBMME>
>G=B:G�?HKF:M�

���  ) ->J'>G@MA � .A:EE�;>�MA>�E>G@MA�H?�MA>� )�*-� !$) �� ,��4'*�� �

���  ) ��� 1>G=HK�>?BG>=->J+:REH:= � , )"/# /ABL�?B>E=�LA:EE�;>�NL>=�MH�L>G=�MA>�K>JN>LM�I:REH:=�

��� *MA>K��(/!�LI><B?B<:MBHGL�F:R�=>?BG>������D���
���D������� PBMA�/�)��-�
� L>M�MH���.>>

1>G=HK�>?BG>=->J+:REH:=�:G=�1>G=HK�>?BG>=->LI+:REH:=�=>?BG>=�;R��(/!�LI><B?B<:MBHGL?HK�FHK>�BG?HKF:MBHG�

565 10.15 VENDOR_DEFINED_RESPONSE response message

��� ��->LIHG=>K�<:G�NL>�MABL�K>LIHGL>�F>LL:@>�BG�K>LIHGL>�MH������D���
���D������� � / :;E>����[

1 )�*-9� !$) �9- .+*). �K>LIHGL>�F>LL:@>�?HKF:M =>?BG>L�MA>�?HKF:M�

��� Table 67 Ñ VENDOR_DEFINED_RESPONSE response message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���



Byte offset Field Size (bytes) Description

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3O� � ������D���
���D�������� ��.>> / :;E>

��[�.+�(�K>LIHGL>�<H=>L �

� +:K:F� � ->L>KO>=�

� +:K:F� � ->L>KO>=�

� .M:G=:K=$� �

.A:EE�BG=B<:M>�MA>�K>@BLMKR�HK�LM:G=:K=L�;H=R�NLBG@

HG>�H?�MA>�O:EN>L�BG�MA>ID <HENFG�H?/ :;E>���[

->@BLMKR�HK�LM:G=:K=L�;H=R�$��

� '>G �

.A:EE�;>�MA>�E>G@MA�H?�MA>� )�*-�
� ?B>E=��$?�MA>

� )�*-� !$) �� .+��4'*�� BL�LM:G=:K=L
=>?BG>=	

E>G@MA�LA:EE�;>H ��$?�MA>� )�*-� !$) �� .+��4'*��

BL�O>G=HK
=>?BG>=	�E>G@MA�LA:EE�>JN:E��1>G=HK�$�

E>G@MA��:L/ :;E>���[�->@BLMKR�HK�LM:G=:K=L�;H=R�$�

=>L<KB;>L�

� 1>G=HK$�  )

.A:EE�BG=B<:M>�MA>�1>G=HK�$��:L�:LLB@G>=�;R�MA>

K>@BLMKR�HK�LM:G=:K=L�;H=R��.A:EE�;>�BG�EBMME>
>G=B:G

?HKF:M�

���  ) ->LI'>G@MA � .A:EE�;>�MA>�E>G@MA�H?�MA>� )�*-� !$) �� .+��4'*��

���  ) ��� 1>G=HK�>?BG>=->LI+:REH:= � .+ )"/#
/ABL�O:EN>�LA:EE�;>�NL>=�MH�L>G=�MA>�K>LIHGL>

I:REH:=�

568 10.15.1 VendorDefinedR eqPayload and VendorDefinedR espPayload defined by DMTF
specifications

��� *MA>K��(/!�LI><B?B<:MBHGL�F:R�=>?BG>������D���
���D������� :G= ������D���
���D�������� F>LL:@>L�PBMA

�/�)��-�
� L>M�MH�����(/!�	�:L�=>?BG>=�BG/ :;E>���[�->@BLMKR�HK�LM:G=:K=L�;H=R�$���:G=  ) L>M�MH���$G�MABL

<:L>	 ������D���
���D������� :G= ������D���
���D�������� F>LL:@>L�LA:EE�LI><B?R�MA>�NG=>KERBG@��(/!

LI><B?B<:MBHG�MA:M�=>?BG>L�MA>F�����(/!�LI><B?B<:MBHG�PAB<A�=>?BG>L�MA>�=:M:�FH=>E�H?�1>G=HK�>?BG>=->J+:REH:=�?HK

������D���
���D������� :G=�MA>�=:M:�FH=>E�H?�1>G=HK�>?BG>=->LI+:REH:=�?HK������D���
���D�������� LA:EE

?HEEHP/ :;E>����[�!HKF:M�H?�1 >G=HK�>?BG>=->J+:REH:=�:G=�1>G=HK�>?BG>=->LI+:REH:=�PA>G�/�)��-�
� BL

�(/! �

�� Table 68 Ñ Format of V endorDefinedReqPayload and V endorDefinedRespPayload when StandardID is DMTF

Byte offset Field Size (bytes) Description

 �.+)NF;>K �

.A:EE�;>�MA>��(/!�LI><B?B<:MBHG�L��.+�GNF;>K�:L�:

��
;BM�BGM>@>K��!HK�>Q:FIE>	��.+����PHNE=�NL>

H3HII� �

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



Byte offset Field Size (bytes) Description

� �.+1 >KLBHG �

.A:EE�;>�MA>�O>KLBHG�GNF;>K�H?�MA>��(/!

LI><B?B<:MBHG�PAHL>��.+�GNF;>K�BL�IHINE:M>=�BG�MA>

����0(� - ?B>E=��/A>�?HKF:M�H?�MA>�O>KLBHG�GNF;>K

LA:EE�?HEEHP/ :;E>���[�1 >KLBHG)NF;>K GMKR

=>?BGBMBHG�

� 1>G=HK+:REH:= 1:KB:;E>

.A:EE�;>�MA>�:<MN:E�I:REH:=�=:M:�=>?BG>=�;R�MA>

�(/!�LI><B?B<:MBHG�PAHL>��.+�GNF;>K�BL�IHINE:M>=

BG�MA>����0(� - ?B>E=�

571 10.16 KEY_EXCHANGE request and KEY_EXCHANGE_RSP response
messages

��� /ABL�K>JN>LM�F>LL:@>�LA:EE�BGBMB:M>�:�A:G=LA:D>�;>MP>>G�->JN>LM>K�:G=�->LIHG=>K�BGM>G=>=�MH�:NMA>GMB<:M>�MA>

->LIHG=>K��HK	�HIMBHG:EER	�;HMA�I:KMB>L�	�G>@HMB:M>�<KRIMH@K:IAB<�I:K:F>M>KL��BG�:==BMBHG�MH�MAHL>�G>@HMB:M>=�BG�MA>

E:LM�����
���D����
�	�� � ����
�	�� >Q<A:G@>�	�:G=�>LM:;EBLA�LA:K>=�D>RBG@�F:M>KB:E�

/ :;E>����[�& 49 3�#�)" �K>JN>LM�F>LL:@>�?HKF:M LAHPL�MA>���D���	���� K>JN>LM�F>LL:@>�?HKF:M	�:G=

/ :;E>����[�.N<<>LL?NE�& 49 3�#�)" 9-.+�K>LIHGL>�F>LL:@>�?HKF:M LAHPL�MA>���D���	����D��� K>LIHGL>

F>LL:@>�?HKF:M��/A>�A:G=LA:D>�BL�<HFIE>M>=�;R�MA>�LN<<>LL?NE�>Q<A:G@>�H?�MA>�
�
�	 K>JN>LM�:G=�
�
�	D���

K>LIHGL>�F>LL:@>L�IK>L>GM>=�BG�MA>�G>QM�<E:NL>��/A>�A:G=LA:D>�=>I>G=L�HG�MA>�MB@AM�<HNIEBG@�;>MP>>G�MA>L>�MPH

K>JN>LM�K>LIHGL>�F>LL:@>�I:BKL�

��� /A>�->JN>LM>K
->LIHG=>K�I:BK�<:G�LNIIHKM�MPH�FH=>L�H?�A:G=LA:D>L��$?	����	���D
�D�	�D����D��� BL�L>M�BG�;HMA
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��� Figure 15 Ñ Responder authentication key exchange example
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" /9��+ ��$'$/$ .

��+ ��$'$/$ .

& 49 3�#�)" 

& 49 3�#�)" 9-.+

" /9� - /$!$�� / 
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�
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�
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��� Figure 16 Ñ Responder authentication multiple key exchange example
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=:M:�MK:GL?>K��
<9��$#*#,�(

�� /A>�A:G=LA:D>�BG<EN=>L�:G�>IA>F>K:E��B??B>
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��� Table 69 Ñ KEY_EXCHANGE request message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
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$?�MA>�IN;EB<�D>R�H?�MA>�->LIHG=>K�P:L�IKHOBLBHG>=�MH
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Byte offset Field Size (bytes) Description

� ->J.>LLBHG$� �

.A:EE�;>�MA>�MPH
;RM>�->JN>LM>K�<HGMKB;NMBHG�MH�:EEHP

<HGLMKN<MBHG�H?�:�NGBJN>�?HNK
;RM>�L>LLBHG�$�

;>MP>>G�:�->JN>LM>K
->LIHG=>K�I:BK��/A>�?BG:E

L>LLBHG�$���.>LLBHG$����
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� -:G=HF�:M: �� .A:EE�;>�MA>�->JN>LM>K
IKHOB=>=�K:G=HF�=:M:�

�  Q<A:G@>�:M: �
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��� Table 70 Ñ Session policy
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Bit offset Field Description

 / >KFBG:MBHG+HEB<R

/ABL�?B>E=�LI><B?B>L�MA>�;>A:OBHK�H?�MA>�->LIHG=>K�PA>G�MA>
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PA>K>�MA>�->LIHG=>K�M>KFBG:M>L�MA>�L>LLBHG�PA>G>O>K�:G�NI=:M>
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�
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�--*-�*� S
)1�'$�� ,0 ./ HK�LBE>GMER�=BL<:K=�MA>�K>JN>LM�

6���7 ->L>KO>= ->L>KO>=

��� Table 71 Ñ Successful KEY_EXCHANGE_RSP response message format

Byte offset Field Size (bytes) Description
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Byte offset Field Size (bytes) Description

� -LI.>LLBHG$� �

.A:EE�;>�MA>�MPH
;RM>�->LIHG=>K�<HGMKB;NMBHG�MH
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;RM>�L>LLBHG�$�

;>MP>>G�:�->JN>LM>K
->LIHG=>K�I:BK��/A>�?BG:E
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?EHP�

�BM����$?�L>M	�->LIHG=>K�BL�K>JN>LMBG@�.>LLBHG
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MA>�HIMBFBS>=�>G<:ILNE:M>=�K>JN>LM�?EHP�

�BM�6���7��->L>KO>=�

�M�FHLM�HG>�;BM�H?��BM�	��BM��	�HK��BM���LA:EE�;>�L>M�

!HK�>G<:ILNE:M>=�K>JN>LM�?EHP�:G=�MA>�HIMBFBS>=

>G<:ILNE:M>=�K>JN>LM�?EHP�=>M:BEL	�L>>�MA>

" /9 )��+.0'� / �9- ,0 ./�K>JN>LM�:G=

 )��+.0'� / �9- ,0 ./�K>LIHGL>�F>LL:@>L

<E:NL>�

� .EHM$�+:K:F �

�BM�6���7��->L>KO>=�

�BM�6��7��.A:EE�;>�MA>�'*/
� ��.EHM�GNF;>K�H?�MA>

->JN>LM>K�<>KMB?B<:M>�<A:BG�MA:M�LA:EE�;>�NL>=�?HK

FNMN:E�:NMA>GMB<:MBHG	�B?�0/�0/#� ,0 ./ � �BM��BL

L>M��$?�MA>�IN;EB<�D>R�H?�MA>�->JN>LM>K�P:L

IKHOBLBHG>=�MH�MA>�->LIHG=>K�MAKHN@A�HMA>K�F>:GL	

MA>�O:EN>�BG�MABL�?B>E=�LA:EE�;>H3� ��HMA>KPBL>�BM�LA:EE

;>�;>MP>>G��:G=���BG<ENLBO>���EE�HMA>K�O:EN>L

K>L>KO>=�

!HK�:GR�HMA>K�O:EN>�H?�0/�0/#� ,0 ./ � 	�MABL�?B>E=

LA:EE�;>�L>M�MHH :G=�B@GHK>=�;R�MA>�->JN>LM>K�

� -:G=HF�:M: �� .A:EE�;>�MA>�->LIHG=>K
IKHOB=>=�K:G=HF�=:M:�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���



Byte offset Field Size (bytes) Description

�  Q<A:G@>�:M: �

.A:EE�;>�MA>��# �IN;EB<�BG?HKF:MBHG�@>G>K:M>=�;R�MA>

->LIHG=>K��$?�MA>��# �@KHNI�L>E><M>=�BG�MA>�FHLM

K><>GM����
�	�� K>LIHGL>�BL�?BGBM>
?B>E=
;:L>=

�!!�# �	�MA> �3�#�)" ��/� K>IK>L>GML�MA>

<HFINM>=�IN;EB<�O:EN>��$?�MA>�L>E><M>=��# �@KHNI�BL

>EEBIMB<
<NKO>
;:L>=�� ��# �	�MA>�3�#�)" ��/�

K>IK>L>GML�MA>�3�:G=�4�O:EN>L�BG�G>MPHKD�;RM>�HK=>K�

.I><B?B<:EER	�3�BL�6����
��7�:G=�4�BL�6������
��7��$G�;HMA

<:L>L�MA>�LBS>�H?����:G=���?HK� ��# ��BL�=>KBO>=

?KHF�MA>�L>E><M>=��# �@KHNI	�:L�=>L<KB;>=�BG/ :;E>

���[��# �LMKN<MNK> �

��� � (>:LNK>F>GM.NFF:KR#:LA ��	 )"/# � 	 HK�

$?�MA>�->LIHG=>K�=H>L�GHM�LNIIHKM�F>:LNK>F>GML

� ����D���SHH� BG�BML�����

�
�� K>LIHGL>��HK

K>JN>LM>=��-�(I � H3H	�MABL�?B>E=�LA:EE�;>�:;L>GM�

$?�MA>�K>JN>LM>=��-�(I � H3I 	�MABL�?B>E=�LA:EE�;>�MA>

<HF;BG>=�A:LA�H?�F>:LNK>F>GML�H?�:EE�F>:LNK:;E>

<HFIHG>GML�<HGLB=>K>=�MH�;>�BG�MA>�/���K>JNBK>=�MH

@>G>K:M>�MABL�K>LIHGL>	�<HFINM>=�:L

#�.#=�*)��/ )�/ =� �.0- ( )/�'*�&?H@6

� �.0- ( )/�'*�&?I@6�999>> 	�PA>K>

� �.0- ( )/�'*�&?3@ =>GHM>L�:�F>:LNK>F>GM�H?�:G

>E>F>GM�BG�MA>�/���:G=#�.# BL�MA>�G>@HMB:M>=�;:L>

A:LABG@�:E@HKBMAF��(>:LNK>F>GML�:K>�<HG<:M>G:M>=

BG�:L<>G=BG@�HK=>K�;:L>=�HG�MA>BK�F>:LNK>F>GM

BG=>Q�:L/ :;E>����[�(>:LNK>F>GM�;EH<D�?HKF:M

=>L<KB;>L�

$?�MA>�K>JN>LM>=��-�(I � H3I :G=�B?�MA>K>�:K>�GH

F>:LNK:;E>�<HFIHG>GML�BG�MA>�/���K>JNBK>=�MH

@>G>K:M>�MABL�K>LIHGL>	�MABL�?B>E=�LA:EE�;>H �

$?�K>JN>LM>=��-�(I � H3�� 	�MABL�?B>E=�LA:EE�;>

<HFINM>=�:L

#�.#=�*)��/ )�/ =� �.0- ( )/�'*�&?H@6

� �.0- ( )/�'*�&?I@6�9996�� �.0- ( )/�'*�&?)@>> H?

:EE�LNIIHKM>=�F>:LNK>F>GML�:O:BE:;E>�BG�MA>

F>:LNK>F>GM�BG=>Q�K:G@>H3HI 
 H3�� 	

<HG<:M>G:M>=�BG�:L<>G=BG@�BG=>Q�HK=>K��$G=B<>L�PBMA

GH�:LLH<B:M>=�F>:LNK>F>GML�LA:EE�GHM�;>�BG<EN=>=�BG

MA>�A:LA�<:E<NE:MBHG��.>>�MA>(>:LNK>F>GM�BG=>Q

:LLB@GF>GML<E:NL>�

$?�MA>�->LIHG=>K�LNIIHKML�;HMA�K:P�;BM�LMK>:F�:G=

=B@>LM�K>IK>L>GM:MBHGL�?HK�:�@BO>G�F>:LNK>F>GM

BG=>Q	�MA>�->LIHG=>K�LA:EE�NL>�MA>�=B@>LM�?HKF�

/ABL�?B>E=�LA:EE�;>�BGA:LA�;RM>�HK=>K�

.+�(�.I><B?B<:MBHG �.+���

��� +N;EBLA>= 1>KLBHG������



Byte offset Field Size (bytes) Description

��� � � ��	 )"/# *I:JN>�:M:'>G@MA �

.A:EE�;>�MA>�LBS>�H?�MA>�+�,0 ��/� ?B>E=�MA:M�?HEEHPL

BG�;RM>L��/A>�O:EN>�LAHNE=�GHM�;>�@K>:M>K�MA:G����

;RM>L��.A:EE�;>H B?�GH�+�,0 ��/� BL�IKHOB=>=�

���� � � ��	 )"/# *I:JN>�:M: �+�,0 ��/� )"/#

$?�IK>L>GM	�LA:EE�;>�MA>�+�,0 ��/� L>GM�;R�MA>

->LIHG=>K��0L>=�MH�BG=B<:M>�:GR�I:K:F>M>KL�MA:M�MA>

->LIHG=>K�PBLA>L�MH�I:LL�MH�MA>�->JN>LM>K�:L�I:KM

H?�D>R�>Q<A:G@>��$?�IK>L>GM	�MABL�?B>E=�LA:EE�<HG?HKF�MH

MA>�L>E><M>=�HI:JN>�=:M:�?HKF:M�BG

�/# -��-�(.� ' �/$*) �

���� � � ��	 )"/#

� �+�,0 ��/� )"/#
.B@G:MNK> �$" )

.A:EE�;>�MA>�$")�/0- HO>K�MA>�MK:GL<KBIM��$" )

BL�MA>�LBS>�H?�MA>�:LRFF>MKB<�LB@GBG@�:E@HKBMAF�HNMINM

MA>�->LIHG=>K�L>E><M>=�OB:�MA>�E:LM����
�	��

K>LIHGL>�F>LL:@>�MH�MA>�->JN>LM>K��/A> / K:GL<KBIM

?HK�& 49 3�#�)" 9-.+�LB@G:MNK> =>?BG>L�MA>

<HGLMKN<MBHG�H?�MA>�MK:GL<KBIM�

���� � � ��	 )"/#

� �+�,0 ��/� )"/# �

�$" )

->LIHG=>K1>KB?R�:M: 	 HK�

�HG=BMBHG:E�?B>E=�

$?�MA>�.>LLBHG�#:G=LA:D>�+A:L>�BL�>G<KRIM>=�:G=�HK

F>LL:@>�:NMA>GMB<:M>=	�MABL�?B>E=�LA:EE�;>�H?�E>G@MA�#

:G=�LA:EE�>JN:E�MA>�#(���H?�MA>�MK:GL<KBIM�A:LA	

NLBG@!$)$.# �D& 4 :L�MA>�L><K>M�D>R�:G=�NLBG@�MA>

G>@HMB:M>=�A:LA�:E@HKBMAF�:L�MA>�A:LA�?NG<MBHG��/A>

MK:GL<KBIM�A:LA�LA:EE�;>�MA>�A:LA�H?�MA>�MK:GL<KBIM�?HK

���D���	����D��� #(���:L / K:GL<KBIM�?HK

& 49 3�#�)" 9-.+�#(�� LAHPL��/A>

!$)$.# �D& 4 LA:EE�;>�=>KBO>=�?KHF�MA>�->LIHGL>

�BK><MBHG�#:G=LA:D>�.><K>M�:G=�BL�=>L<KB;>=�BG

!BGBLA>=9D>R�=>KBO:MBHG��#(���BL�=>L<KB;>=�BG-!�

��� �

$?�;HMA�MA>�->JN>LM>K�:G=�->LIHG=>K�L>M

	����	���D
�D�	�D����D��� MH��	�MABL�?B>E=�LA:EE�;>

:;L>GM�
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��� (NMN:E�:NMA>GMB<:MBHG�?HK���D���	���� H<<NKL�BG�MA>�L>LLBHG�A:G=LA:D>�IA:L>�H?�:�L>LLBHG�

��� / H�I>K?HKF�:NMA>GMB<:MBHG�H?�:�->JN>LM>K	�MA>�->LIHG=>K�L>ML�MA>�:IIKHIKB:M>�;BM�BG�MA>�0/�0/#� ,0 ./ � ?B>E=�H?�MA>

���D���	����D��� F>LL:@>��2A>G�>BMA>K��BM���HK��BM���H?�0/�0/#� ,0 ./ � :K>�L>M	�MA>�>G<:ILNE:M>=�K>JN>LM�?EHP

HK�MA>�HIMBFBS>=�>G<:ILNE:M>=�K>JN>LM�?EHP�LA:EE�;>�NL>=�:<<HK=BG@ER�MH�>G:;E>�MA>�->LIHG=>K�MH�H;M:BG�MA>

<>KMB?B<:M>�<A:BGL�:G=�<>KMB?B<:M>�<A:BG�=B@>LML�H?�MA>�->JN>LM>K��!HK�?EHP�=>M:BEL�:G=�BEENLMK:MBHGL	�L>>

" /9 )��+.0'� / �9- ,0 ./�K>JN>LM�:G=� )��+.0'� / �9- ,0 ./�K>LIHGL>�F>LL:@>L �

�� 2A>G�>BMA>K�;BM���HK�;BM���H?�0/�0/#� ,0 ./ � :K>�L>M	�MA>�HGER�:EEHP>=�F>LL:@>L�BG�MABL�IA:L>�H?�MA>�L>LLBHG�LA:EE

;> ���D�
����� 	 �
����� 	 ���D����
�
���� 	 ����
�
���� 	�:G= ����� ��$?�MA>�->JN>LM>K�K><>BO>L�HMA>K�K>JN>LML

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���

https://tools.ietf.org/html/rfc2104
https://tools.ietf.org/html/rfc2104


=NKBG@�MABL�?EHP	�MA>�->JN>LM>K�<:G�K>LIHG=�PBMA�:G����� F>LL:@>�H? �--*-�*� S�) 3+ �/ �� ,0 ./ :G=�LA:EE

M>KFBG:M>�MA>�L>LLBHG�

��� $?��BM��H?�0/�0/#� ,0 ./ � BL�L>M	�MA>G�FNMN:E�:NMA>GMB<:MBHG�LA:EE�;>�I>K?HKF>=�PBMAHNM�>Q<A:G@BG@�:GR�F>LL:@>L

;>MP>>G ���D���	����D��� :G= �
�
�	 K>JN>LM��/ABL�BL�NL>?NE�?HK�->LIHG=>KL�MA:M�A:O>�H;M:BG>=�:�->JN>LM>K�L

<>KMB?B<:M>�<A:BGL�BG�:�IK>OBHNL�BGM>K:<MBHG�
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��� /A>�.+�(�D>R�>Q<A:G@>�IKHMH<HE�BL�HIMBFBS>=�MH�I>K?HKF�D>R�>Q<A:G@>�PBMA�MA>�E>:LM�GNF;>K�H?�F>LL:@>L

>Q<A:G@>=��!HK�->LIHG=>K
HGER�:NMA>GMB<:MBHG�:G=�?HK�FNMN:E�:NMA>GMB<:MBHG�PA>K>�MA>�->LIHG=>K�A:L�H;M:BG>=�MA>

<>KMB?B<:M>�<A:BGL�H?�MA>�->JN>LM>K�BG�:�IK>OBHNL�BGM>K:<MBHG	�D>R�>Q<A:G@>�BL�<:KKB>=�HNM�PBMA�MPH�K>JN>LM�K>LIHGL>

F>LL:@>�I:BKL�� ���D���	���� :G= ���D���	����D��� � �
�
�	 :G= �
�
�	D��� ���$G�HMA>K�<:L>L�PA>K>�FNMN:E

:NMA>GMB<:MBHG�BL�=>LBK>=	�:==BMBHG:E>G<:ILNE:M>=�F>LL:@>L:K>�>Q<A:G@>=�;>MP>>G���D���	����D��� :G= �
�
�	

MH�>G:;E>�MA>�->LIHG=>K�MH�H;M:BG�MA>�<>KMB?B<:M>�<A:BGL�:G=�<>KMB?B<:M>�<A:BG�=B@>LML�H?�MA>�->JN>LM>K��#HP>O>K	�BG�:EE

<:L>L�MA>�<>KMB?B<:M>�<A:BG��HK�K:P�IN;EB<�D>R��MA>�->JN>LM>K�LAHNE=�:NMA>GMB<:M>�:@:BGLM�BL�LI><B?B>=�;R�MA>

->LIHG=>K�OB:�MA>�'*/
� ?B>E=�BG���D���	����D��� 	�PAB<A�IK><>=>L�MA>�:?HK>F>GMBHG>=�>G<:ILNE:M>=�F>LL:@>L�

/ABL�F>:GL�MA:M�:�->LIHG=>K�A:L�GH�P:R�H?�DGHPBG@�BG�:=O:G<>�PAB<A�'*/
� O:EN>�MH�NL>�PA>G�:NMA>GMB<:MBG@�:

->JN>LM>K�PAHL>�<>KMB?B<:M>L�BM�A:L�GHM�H;M:BG>=�BG�:�IK>OBHNL�BGM>K:<MBHG	�HMA>K�MA:G�MA>�=>?:NEM��.EHM���

��� / H�:==K>LL�MABL�<:L>	�MA>�->LIHG=>K�>QIEB<BMER�=>LB@G:M>L�MA>�<>KMB?B<:M>�<A:BG�MH�;>�NL>=�OB:�MA>�?BG:E

�����������D��������D��� K>JN>LM�BLLN>=�BGLB=>�MA>�>G<:ILNE:M>=�K>JN>LM�?EHP��.I><B?B<:EER	�B?�>BMA>K��BM���HK���BG

�0/�0/#� ,0 ./ � BL�L>M�MHI 	�MA>�->LIHG=>K�LA:EE�NL>�:G�����������D��������D��� K>JN>LM�PBMA��-�(J � H3HJ

:G=�:��
;RM>
EHG@�)��+.0'�/ ��� ,0 ./ ?B>E=�<HGM:BGBG@�MA>�'*/
� O:EN>��/A>�->JN>LM>K�LA:EE�NL>�MA>�<>KMB?B<:M>

<A:BG�<HKK>LIHG=BG@�MH�MA>�LEHM�LI><B?B>=�BG�MA>�)��+.0'�/ ��� ,0 ./ ?B>E=�

��� $?��BM��H?�0/�0/#� ,0 ./ � BL�L>M	�MA>G�GH�>G<:ILNE:M>=�F>LL:@>L�:K>�>Q<A:G@>=�:?M>K���D���	����D��� :G=�MA>

<>KMB?B<:M>�<A:BG�H?�MA>�->JN>LM>K�BL�=>M>KFBG>=�;R�MA>�O:EN>�H?�'*/
���-�( BG���D���	����D��� �
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��� /ABL�K>JN>LM�F>LL:@>�LA:EE�<HFIE>M>�MA>�A:G=LA:D>�;>MP>>G�->JN>LM>K�:G=�->LIHG=>K�BGBMB:M>=�;R�:

���D���	���� K>JN>LM��/A>�INKIHL>�H?�MA>�
�
�	 K>JN>LM�:G=�
�
�	D��� K>LIHGL>�F>LL:@>L�BL�MH�IKHOB=>�D>R

<HG?BKF:MBHG	�;BG=�MA>�B=>GMBMR�H?�>:<A�I:KMR�MH�MA>�>Q<A:G@>=�D>RL�:G=�IKHM><M�MA>�>GMBK>�A:G=LA:D>�:@:BGLM

F:GBINE:MBHG�;R�:G�:<MBO>�:MM:<D>K��0IHG�K><>BOBG@�:�
�
�	 K>JN>LM	�MA>�->LIHG=>K�LA:EE�>GLNK>�MA>�L>LLBHG�:G=

MA>�<HKK>LIHG=BG@�L>LLBHG�$��P>K>�<K>:M>=�MAKHN@A�:���D���	���� K>JN>LM�:G=�<HKK>LIHG=BG@���D���	����D���

K>LIHGL>�/ :;E>����[�!$)$.#�K>JN>LM�F>LL:@>�?HKF:M LAHPL�MA>�
�
�	 K>JN>LM�F>LL:@>�?HKF:M�:G=/ :;E>����[

.N<<>LL?NE�!$)$.#9-.+�K>LIHGL>�F>LL:@>�?HKF:MLAHPL�MA>�
�
�	D��� K>LIHGL>�F>LL:@>�?HKF:M�

��� Table 72 Ñ FINISH request message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



Byte offset Field Size (bytes) Description

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3�M � �
�
�	 ��.>> / :;E>���[�.+�(

K>JN>LM�<H=>L�

� +:K:F� �

�BM���$?�L>M	�MA>�.B@G:MNK>�?B>E=�BL�BG<EN=>=��/ABL�;BM

LA:EE�;>�L>M�PA>G�.>LLBHG
;:L>=�FNMN:E

:NMA>GMB<:MBHG�H<<NKL���EE�HMA>K�;BML�K>L>KO>=�

� +:K:F� �

.A:EE�;>�MA>�'*/
� ��*GER�O:EB=�B?��-�(I � H3HI 	

HMA>KPBL>�K>L>KO>=��.EHM�GNF;>K�H?�MA>�->JN>LM>K

<>KMB?B<:M>�<A:BG�MA:M�LA:EE�;>�NL>=�?HK�:NMA>GMB<:MBHG�

$?�MA>�IN;EB<�D>R�H?�MA>�->JN>LM>K�P:L�IKHOBLBHG>=�MH

MA>�->LIHG=>K�BG�:�MKNLM>=�>GOBKHGF>GM	�MA>�O:EN>�BG

MABL�?B>E=�LA:EE�;>H3�� ��HMA>KPBL>�BM�LA:EE�;>

;>MP>>G��:G=���BG<ENLBO>�

� .B@G:MNK> .B@'>G

.A:EE�;>�MA>�$")�/0- HO>K�MA>�MK:GL<KBIM��$" )

BL�MA>�LBS>�H?�MA>�:LRFF>MKB<�LB@GBG@�:E@HKBMAF

� � ,��. �.4(�'" ��HNMINM�MA>�->LIHG=>K�L>E><M>=�OB:

MA>�E:LM����
�	�� K>LIHGL>�F>LL:@>�MH�MA>

->JN>LM>K��$? ��-�(I � H3HH	 �$" ) BL�S>KH�:G=

MABL�?B>E=�LA:EE�;>�:;L>GM�/ K:GL<KBIM�?HK�!$)$.#

LB@G:MNK>	�FNMN:E�:NMA>GMB<:MBHG=>?BG>L�MA>

<HGLMKN<MBHG�H?�MA>�MK:GL<KBIM	�LB@G:MNK>�@>G>K:MBHG	

:G=�O>KB?B<:MBHG�

��� �$" ) ->JN>LM>K1>KB?R�:M: #

.A:EE�;>�:G�#(���H?�MA>�MK:GL<KBIM�A:LA�NLBG@�MA>

!$)$.# �D& 4 :L�MA>�L><K>M�D>R�:G=�NLBG@�MA>

G>@HMB:M>=�A:LA�:E@HKBMAF�:L�MA>�A:LA�?NG<MBHG��!HK

FNMN:E�:NMA>GMB<:MBHG	�MA>�MK:GL<KBIM�A:LA�LA:EE�;>

MA>�A:LA�H?�MA>�MK:GL<KBIM�?HK�
�
�	 #(��	�FNMN:E

:NMA>GMB<:MBHG�:L�MA>MK:GL<KBIM�?HK�!$)$.#�#(��	

FNMN:E�:NMA>GMB<:MBHGLAHPL��*MA>KPBL>	�BM�LA:EE�;>

MA>�A:LA�H?�MA>�MK:GL<KBIM�?HK�
�
�	 #(��	

->LIHG=>K
HGER�:NMA>GMB<:MBHG�:L�MA>MK:GL<KBIM�?HK

!$)$.#�#(��	�->LIHG=>K
HGER�:NMA>GMB<:MBHG

LAHPL��/A> !$)$.# �D& 4 LA:EE�;>�=>KBO>=�?KHF

->JN>LM��BK><MBHG�#:G=LA:D>�.><K>M�:G=�BL

=>L<KB;>=�BG!BGBLA>=9D>R�=>KBO:MBHG��#(���BL

=>L<KB;>=�BG-!����� �

��� $?�MA>�A:G=LA:D>�BL�I>K?HKF>=�BG�MA>�<E>:K��MA:M�BL	�B?	����	���D
�D�	�D����D��� � I ?HK�;HMA�->JN>LM>K�:G=

->LIHG=>K�	�:G=�B?�>BMA>K��BM���HK��BM���BG���D���	����D��� � �0/�0/#� ,0 ./ � BL�L>M	�MA>G�NIHG�K><>BOBG@�
�
�	

MA>�->LIHG=>K�LA:EE�<HG?BKF�MA:M�MA>�O:EN>�BG�
�
�	 � ��-�(J F:M<A>L�MA>�O:EN>�MA:M�MA>�->LIHG=>K�LI><B?B>=�BG�MA>

?BG:E�����������D��������D��� � �)��+.0'�/ �� ,0 ./ �

� Table 73 Ñ Successful FINISH_RSP response message format

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���
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Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3NM� �
�
�	D��� ��.>> / :;E>���[�.+�(

K>LIHGL>�<H=>L�

� +:K:F� � ->L>KO>=�

� +:K:F� � ->L>KO>=�

� ->LIHG=>K1>KB?R�:M: 	 HK�

�HG=BMBHG:E�?B>E=�

$?�MA>�.>LLBHG�#:G=LA:D>�+A:L>�BL�>G<KRIM>=�:G=�HK

F>LL:@>�:NMA>GMB<:M>=��MA:M�BL	�B?�>BMA>K�MA>

->JN>LM>K�HK�MA>�->LIHG=>K�L>M

	����	���D
�D�	�D����D��� MH��	�MABL�?B>E=�LA:EE�;>

:;L>GM�

$?�;HMA�MA>�->JN>LM>K�:G=�->LIHG=>K�LNIIHKM

	����	���D
�D�	�D����D��� ?B>E=	�MABL�?B>E=�LA:EE�;>

H?�E>G@MA�#�:G=�LA:EE�>JN:E�MA>�#(���H?�MA>

MK:GL<KBIM�A:LA�NLBG@!$)$.# �D& 4 :L�MA>�L><K>M

D>R�:G=�NLBG@�MA>�G>@HMB:M>=�A:LA�:E@HKBMAF�:L�MA>

A:LA�?NG<MBHG��!HK�.>LLBHG
;:L>=�FNMN:E

:NMA>GMB<:MBHG	�MA>�MK:GL<KBIM�A:LA�LA:EE�;>�MA>�A:LA

H?�MA>�MK:GL<KBIM�?HK�
�
�	D��� #(��	�:L�MA>

MK:GL<KBIM�?HK�!$)$.#9-.+�#(��	�FNMN:E

:NMA>GMB<:MBHGLAHPL��*MA>KPBL>	�MA>�MK:GL<KBIM�A:LA

LA:EE�;>�MA>�A:LA�H?�MA>�MK:GL<KBIM�?HK�
�
�	D���

#(��	�->LIHG=>K
HGER�:NMA>GMB<:MBHG�:L�MA>

MK:GL<KBIM�?HK�!$)$.#9-.+�#(��	�->LIHG=>K
HGER

:NMA>GMB<:MBHGLAHPL��/A> !$)$.# �D& 4 LA:EE�;>

=>KBO>=�?KHF�->LIHGL>��BK><MBHG�#:G=LA:D>�.><K>M

:G=�BL�=>L<KB;>=�BG!BGBLA>=9D>R�=>KBO:MBHG��#(��

BL�=>L<KB;>=�BG-!����� �

601 10.17.1 Transcript and transcr ipt hash calculation r ules for KEY_EXCHANGE

�� / K:GL<KBIM�?HK�& 49 3�#�)" 9-.+�LB@G:MNK> LAHPL�MA>�MK:GL<KBIM�?HK�MA>���D���	����D��� LB@G:MNK>�

�� Transcript for KEY_EXCHANGE_RSP signature

�� ���

�� ?�
�����@9C �B?�BLLN>=�:G=���
D���D����D��� BL�MKN>��

�� #:LA�H?�MA>�LI><B?B>=�<>KMB?B<:M>�<A:BG�BG�� -�?HKF:M��MA:M�BL	��-�(J H? ���D���	���� ��HK�A:LA�H?�MA>

IN;EB<�D>R�BG�BML�IKHOBLBHG>=�?HKF:M	�B?�:�<>KMB?B<:M>�BL�GHM�NL>=�

�� ?���D���	����@ � C

�� ?���D���	����D���@ � C >Q<>IM�MA>�$")�/0- :G= � .+*)� -� -$!4��/� ?B>E=L�

.+�(�.I><B?B<:MBHG �.+���

��� +N;EBLA>= 1>KLBHG������
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�� /A>�->LIHG=>K�LA:EE�@>G>K:M>�MA>���D���	����D��� LB@G:MNK>�?KHF�

����.$") =�-$1� 4 6 /-�).�-$+/ 6 F& 4D 3�#�)" D-.+�.$")$)"F >7

�� PA>K>

V ����.$") BL�=>L<KB;>=�;R�MA>.B@G:MNK>�@>G>K:MBHG<E:NL>�

V �-$1� 4 LA:EE�;>�MA>�IKBO:M>�D>R�H?�MA>�->LIHG=>K�:LLH<B:M>=�PBMA�MA>�E>:?�<>KMB?B<:M>�LMHK>=�BG�'*/
� BG

���D���	���� ��$?�MA>�IN;EB<�D>R�H?�MA>�->LIHG=>K�P:L�IKHOBLBHG>=�MH�MA>�->JN>LM>K	�MA>G�-$1� 4 LA:EE�;>�MA>

:LLH<B:M>=�IKBO:M>�D>R�

V /-�).�-$+/ LA:EE�;>�MA>�<HG<:M>G:MBHG�H?�MA>�F>LL:@>L�?HK�:���D���	����D��� LB@G:MNK>�

�� /A>�E>:?�<>KMB?B<:M>�H?�MA>�->LIHG=>K�LA:EE�;>�MA>�HG>�BG=B<:M>=�;R�'*/
� BG��-�(J H? ���D���	���� K>JN>LM�

�� 'BD>PBL>	�MA>�->JN>LM>K�LA:EE�O>KB?R�MA>���D���	����D��� LB@G:MNK>�NLBG@����.$")�/0- � -$!4=�0�� 46�.$")�/0- 6

/-�).�-$+/6�F& 4D 3�#�)" D-.+�.$")$)"F> 	�PA>K> /-�).�-$+/ BL�MA>�<HG<:M>G:MBHG�H?�MA>�F>LL:@>L�?HK�:

���D���	����D��� LB@G:MNK>�:G=�0�� 4 BL�MA>�IN;EB<�D>R�H?�MA>�E>:?�<>KMB?B<:M>�H?�MA>�->LIHG=>K��/A>�E>:?�<>KMB?B<:M>

H?�MA>�->LIHG=>K�LA:EE�;>�MA>�HG>�BG=B<:M>=�;R�'*/
� BG��-�(J H? ���D���	���� K>JN>LM�����.$")�/0- � -$!4 BL

=>L<KB;>=�BG.B@G:MNK>�O>KB?B<:MBHG����LN<<>LL?NE�O>KB?B<:MBHG�LA:EE�;>�PA>G����.$")�/0- � -$!4 K>MNKGL.0�� .. �

�� / K:GL<KBIM�?HK�& 49 3�#�)" 9-.+�#(�� LAHPL�MA>�MK:GL<KBIM�?HK���D���	����D��� #(���

�� Transcript for KEY_EXCHANGE_RSPHMAC

�� ���

�� ?�
�����@9C �B?�BLLN>=�:G=���
D���D����D��� BL�MKN>��

�� #:LA�H?�MA>�LI><B?B>=�<>KMB?B<:M>�<A:BG�BG�� -�?HKF:M��MA:M�BL	��-�(J H? ���D���	���� ��HK�A:LA�H?�MA>

IN;EB<�D>R�BG�BML�IKHOBLBHG>=�?HKF:M	�B?�:�<>KMB?B<:M>�BL�GHM�NL>=�

�� ?���D���	����@ � C

�� ?���D���	����D���@ � C >Q<>IM�MA>� .+*)� -� -$!4��/� ?B>E=�

�� / K:GL<KBIM�?HK�!$)$.#�LB@G:MNK>	�FNMN:E�:NMA>GMB<:MBHGLAHPL�MA>�MK:GL<KBIM�?HK�MA>�
�
�	 LB@G:MNK>�PBMA�FNMN:E

:NMA>GMB<:MBHG�

�� � Transcript for FINISH signature, mutual authentication

�� ���

�� ?�
�����@9C �B?�BLLN>=�:G=���
D���D����D��� BL�MKN>��

�� #:LA�H?�MA>�LI><B?B>=�<>KMB?B<:M>�<A:BG�BG�� -�?HKF:M��MA:M�BL	��-�(J H? ���D���	���� ��HK�A:LA�H?�MA>

IN;EB<�D>R�BG�BML�IKHOBLBHG>=�?HKF:M	�B?�:�<>KMB?B<:M>�BL�GHM�NL>=�

�� ?���D���	����@ � C

�� ?���D���	����D���@ � C

�� ?�
�����@9C �B?�>G<:ILNE:M>=�
����� BL�BLLN>=�:G=���
D���D����D��� BL�MKN>��

�� #:LA�H?�MA>�LI><B?B>=�<>KMB?B<:M>�<A:BG�BG�� -�?HKF:M��MA:M�BL	��-�(J H? �
�
�	 ��HK�A:LA�H?�MA>�IN;EB<

D>R�BG�BML�IKHOBLBHG>=�?HKF:M	�B?�:�<>KMB?B<:M>�BL�GHM�NL>=�

�� ?�
�
�	@ � �����	 �� -��$ '�.

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���



��� /A>�->JN>LM>K�LA:EE�@>G>K:M>�MA>�
�
�	 LB@G:MNK>�?KHF����.$")=�-$1� 46�/-�).�-$+/6�F!$)$.#�.$")$)"F> 	�PA>K>

/-�).�-$+/ BL�MA>�<HG<:M>G:MBHG�H?�MA>�F>LL:@>L�?HK�
�
�	 LB@G:MNK>�:G=�MA>�-$1� 4 BL�MA>�IKBO:M>�D>R�H?�MA>

E>:?�<>KMB?B<:M>�H?�MA>�->JN>LM>K��/A>�E>:?�<>KMB?B<:M>�H?�MA>�->JN>LM>K�LA:EE�;>�MA>�HG>�BG=B<:M>=�BG�'*/
� BG��-�(J

H? �
�
�	 K>JN>LM�����.$") BL�=>L<KB;>=�BG.B@G:MNK>�@>G>K:MBHG�

��� 'BD>PBL>	�MA>�->LIHG=>K�LA:EE�O>KB?R�MA>�
�
�	 LB@G:MNK>�NLBG@����.$")�/0- � -$!4=�0�� 46�.$")�/0- 6

/-�).�-$+/6�F!$)$.#�.$")$)"F> 	�PA>K> /-�).�-$+/ BL�MA>�<HG<:M>G:MBHG�H?�MA>�F>LL:@>L�?HK�:�
�
�	 LB@G:MNK>

:G=�MA>�0�� 4 BL�MA>�IN;EB<�D>R�H?�MA>�E>:?�<>KMB?B<:M>�H?�MA>�->JN>LM>K��/A>�E>:?�<>KMB?B<:M>�H?�MA>�->JN>LM>K�LA:EE�;>

MA>�HG>�BG=B<:M>=�BG�'*/
� BG��-�(J H?�MA>�
�
�	 K>JN>LM�����.$")�/0- � -$!4 BL�=>L<KB;>=�BG.B@G:MNK>

O>KB?B<:MBHG����LN<<>LL?NE�O>KB?B<:MBHG�BL�PA>G����.$")�/0- � -$!4 K>MNKGL.0�� .. �

��� / K:GL<KBIM�?HK�!$)$.#�#(��	�->LIHG=>K
HGER�:NMA>GMB<:MBHGLAHPL�MA>�MK:GL<KBIM�?HK�
�
�	 #(���PBMA

->LIHG=>K
HGER�:NMA>GMB<:MBHG�

��� Transcript for FINISH HMAC, Responder-only authentication

�� ���

�� ?�
�����@9C �B?�BLLN>=�:G=���
D���D����D��� BL�MKN>��

�� #:LA�H?�MA>�LI><B?B>=�<>KMB?B<:M>�<A:BG�BG�� -�?HKF:M��MA:M�BL	��-�(J H? ���D���	���� ��HK�A:LA�H?�MA>

IN;EB<�D>R�BG�BML�IKHOBLBHG>=�?HKF:M	�B?�:�<>KMB?B<:M>�BL�GHM�NL>=�

�� ?���D���	����@ � C

�� ?���D���	����D���@ � C

�� ?�
�
�	@ � �����	 �� -��$ '�.

��� / K:GL<KBIM�?HK�!$)$.#�#(��	�FNMN:E�:NMA>GMB<:MBHGLAHPL�MA>�MK:GL<KBIM�?HK�
�
�	 #(���PBMA�FNMN:E

:NMA>GMB<:MBHG�

��� Transcript for FINISH HMAC, mutual authentication

�� ���

�� ?�
�����@9C �B?�BLLN>=�:G=���
D���D����D��� BL�MKN>��

�� #:LA�H?�MA>�LI><B?B>=�<>KMB?B<:M>�<A:BG�BG�� -�?HKF:M��MA:M�BL	��-�(J H? ���D���	���� ��HK�A:LA�H?�MA>

IN;EB<�D>R�BG�BML�IKHOBLBHG>=�?HKF:M	�B?�:�<>KMB?B<:M>�BL�GHM�NL>=�

�� ?���D���	����@ � C

�� ?���D���	����D���@ � C

�� ?�
�����@9C �B?�>G<:ILNE:M>=�
����� BL�BLLN>=�:G=���
D���D����D��� BL�MKN>��

�� #:LA�H?�MA>�LI><B?B>=�<>KMB?B<:M>�<A:BG�BG�� -�?HKF:M��MA:M�BL	��-�(J H? �
�
�	 ��HK�A:LA�H?�MA>�IN;EB<

D>R�BG�BML�IKHOBLBHG>=�?HKF:M	�B?�:�<>KMB?B<:M>�BL�GHM�NL>=�

�� ?�
�
�	@ � �����	 �� -��$ '�.

�� ?�
�
�	@ � �$")�/0- 

��� / K:GL<KBIM�?HK�!$)$.#9-.+�#(��	�->LIHG=>K
HGER�:NMA>GMB<:MBHGLAHPL�MA>�MK:GL<KBIM�?HK�
�
�	D��� #(���PBMA

->LIHG=>K
HGER�:NMA>GMB<:MBHG�

��� Transcript for FINISH_RSP HMAC, Responder-only authentication

�� ���

.+�(�.I><B?B<:MBHG �.+���

��� +N;EBLA>= 1>KLBHG������



�� ?�
�����@9C �B?�BLLN>=�:G=���
D���D����D��� BL�MKN>��

�� #:LA�H?�MA>�LI><B?B>=�<>KMB?B<:M>�<A:BG�BG�� -�?HKF:M��MA:M�BL	��-�(J H? ���D���	���� ��HK�A:LA�H?�MA>

IN;EB<�D>R�BG�BML�IKHOBLBHG>=�?HKF:M	�B?�:�<>KMB?B<:M>�BL�GHM�NL>=�

�� ?���D���	����@ � C

�� ?���D���	����D���@ � C

�� ?�
�
�	@ � C

�� ?�
�
�	D���@ � �����	 �� -�!$ '�.

�� / K:GL<KBIM�?HK�!$)$.#9-.+�#(��	�FNMN:E�:NMA>GMB<:MBHGLAHPL�MA>�MK:GL<KBIM�?HK�
�
�	D��� #(���PBMA�FNMN:E

:NMA>GMB<:MBHG�

��� Transcript for FINISH_RSP HMAC, mutual authentication

�� ���

�� ?�
�����@9C �B?�BLLN>=�:G=���
D���D����D��� BL�MKN>��

�� #:LA�H?�MA>�LI><B?B>=�<>KMB?B<:M>�<A:BG�BG�� -�?HKF:M��MA:M�BL	��-�(J H? ���D���	���� ��HK�A:LA�H?�MA>

IN;EB<�D>R�BG�BML�IKHOBLBHG>=�?HKF:M	�B?�:�<>KMB?B<:M>�BL�GHM�NL>=�

�� ?���D���	����@ � C

�� ?���D���	����D���@ � C

�� ?�
�����@9C �B?�>G<:ILNE:M>=�
����� BL�BLLN>=�:G=���
D���D����D��� BL�MKN>��

�� #:LA�H?�MA>�LI><B?B>=�<>KMB?B<:M>�<A:BG�BG�� -�?HKF:M��MA:M�BL	��-�(J H? �
�
�	 ��HK�A:LA�H?�MA>�IN;EB<

D>R�BG�BML�IKHOBLBHG>=�?HKF:M	�B?�:�<>KMB?B<:M>�BL�GHM�NL>=�

�� ?�
�
�	@ � C

�� ?�
�
�	D���@ � �����	 �� -�!$ '�.

��� 2A>G�FNEMBIE>�L>LLBHG�D>RL�:K>�;>BG@�>LM:;EBLA>=�;>MP>>G�MA>�L:F>�->JN>LM>K
->LIHG=>K�I:BK	�MA>�$")�/0- 

HO>K�MA>�MK:GL<KBIM�=NKBG@�
�
�	 K>JN>LM�BL�<HFINM>=�NLBG@�HGER�MA>�<HKK>LIHG=BG@���D���	���� 	

���D���	����D��� 	�:G= �
�
�	 K>JN>LM�I:K:F>M>KL�

��� !HK�:==BMBHG:E�KNE>L	�L>>@>G>K:E�HK=>KBG@�KNE>L�

624 10.18 PSK_EXCHANGE request and PSK_EXCHANGE_RSP response
messages

��� /A>�+K>
.A:K>=�&>R��+.&��D>R�>Q<A:G@>�L<A>F>�IKHOB=>L�:G�HIMBHG�?HK�:�->JN>LM>K�:G=�:�->LIHG=>K�MH�I>K?HKF

L>LLBHG�D>R�>LM:;EBLAF>GM�PBMA�LRFF>MKB<
D>R�<KRIMH@K:IAR��/ABL�HIMBHG�BL�>LI><B:EER�NL>?NE�?HK�>G=IHBGML�MA:M�=H�GHM

LNIIHKM�:LRFF>MKB<
D>R�<KRIMH@K:IAR�HK�<>KMB?B<:M>�IKH<>LLBG@��/ABL�HIMBHG�<:G�:ELH�;>�E>O>K:@>=�MH�>QI>=BM>

L>LLBHG�D>R�>LM:;EBLAF>GM�>O>G�B?�:LRFF>MKB<
D>R�<KRIMH@K:IAR�BL�LNIIHKM>=�

��� /ABL�HIMBHG�K>JNBK>L�MA>�->JN>LM>K�:G=�->LIHG=>K�MH�A:O>�IKBHK�DGHPE>=@>�H?�:�<HFFHG�+.&�;>?HK>�MA>

A:G=LA:D>�� LL>GMB:EER	�MA>�+.&�L>KO>L�:L�:�FNMN:E�:NMA>GMB<:MBHG�<K>=>GMB:E�:G=�:L�MA>�;:L>�H?�L>LLBHG�D>R

>LM:;EBLAF>GM���L�LN<A	�HGER�MA>�MPH�>G=IHBGML�:G=�IHM>GMB:EER�:�MKNLM>=�MABK=�I:KMR�MA:M�IKHOBLBHGL�MA>�+.&�MH�MA>�MPH

>G=IHBGML�DGHP�MA>�O:EN>�H?�MA>�+.&��!HK�MA>L>�L:F>�K>:LHGL	�MA>	����	���D
�D�	�D����D��� BL�GHM�:IIEB<:;E>�BG

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���



:�+.&�D>R�>Q<A:G@>��/ANL	�?HK�+.&
;:L>=�L>LLBHG�>LM:;EBLAF>GM	�;HMA�MA>�->LIHG=>K�:G=�MA>�->JN>LM>K�LA:EE

B@GHK>�MA>	����	���D
�D�	�D����D��� ;BM�

��� ��->JN>LM>K�<:G�I:BK�PBMA�FNEMBIE>�->LIHG=>KL��'BD>PBL>	�:�->LIHG=>K�<:G�I:BK�PBMA�FNEMBIE>�->JN>LM>KL���

->JN>LM>K
->LIHG=>K�I:BK�<:G�;>�IKHOBLBHG>=�PBMA�HG>�HK�FHK>�+.&L���G�>G=IHBGM�<:G�:<M�:L�:�->JN>LM>K�MH�HG>

=>OB<>�:G=�LBFNEM:G>HNLER�:�->LIHG=>K�MH�:GHMA>K�=>OB<>��$?�;HMA�>G=IHBGML�<:G�:<M�:L�->JN>LM>K�HK�->LIHG=>K	

MA>G�MA>�>G=IHBGML�LA:EE�NL>�=B??>K>GM�+.&L�?HK�>:<A�KHE>��$M�BL�MA>�K>LIHGLB;BEBMR�H?�MA>�MK:GLIHKM�E:R>K�MH�B=>GMB?R�MA>

I>>K�:G=�>LM:;EBLA�<HFFNGB<:MBHG�;>MP>>G�MA>�MPH�>G=IHBGML�;>?HK>�MA>�+.&
;:L>=�L>LLBHG�D>R�>Q<A:G@>�LM:KML�

��� /A>�+.&�<:G�;>�IKHOBLBHG>=�BG�:�MKNLM>=�>GOBKHGF>GM	�?HK�>Q:FIE>	�=NKBG@�MA>�L><NK>�F:GN?:<MNKBG@�IKH<>LL��$G�:G

NGMKNLM>=�>GOBKHGF>GM	�MA>�+.&�<:G�;>�:@K>>=�NIHG�;>MP>>G�MA>�MPH�>G=IHBGML�NLBG@�:�L><NK>�IKHMH<HE��/A>

F><A:GBLF�?HK�+.&�IKHOBLBHGBG@�BL�HNMLB=>�MA>�L<HI>�H?�MABL�LI><B?B<:MBHG��/A>�LBS>�H?�MA>�IKHOBLBHG>=�+.&�BL

=>M>KFBG>=�;R�MA>�L><NKBMR�LMK>G@MA�K>JNBK>F>GML�H?�MA>�:IIEB<:MBHG	�;NM�BM�LAHNE=�;>�:M�E>:LM�����;BML��$M�BL

K><HFF>G=>=�MH�;>�:M�E>:LM�����;BML�BG�HK=>K�MH�K>LBLM�=B<MBHG:KR�:MM:<DL	�I:KMB<NE:KER�PA>G�MA>�->JN>LM>K�:G=

->LIHG=>K�<:GGHM�;HMA�<HGMKB;NM>�LN??B<B>GM�>GMKHIR�=NKBG@�MA>�>Q<A:G@>�

��� / PH�F>LL:@>�I:BKL�:K>�=>?BG>=�?HK�MABL�HIMBHG�

V ���D���	���� � ���D���	����D���

V ���D�
�
�	 � ���D�
�
�	D���

�� /A> ���D���	���� F>LL:@>�<:KKB>L�MAK>>�K>LIHGLB;BEBMB>L�

�� +KHFIML�MA>�->LIHG=>K�MH�K>MKB>O>�MA>�LI><B?B<�+.&�

��  Q<A:G@>L�<HGM>QMN:E�BG?HKF:MBHG�;>MP>>G�MA>�->JN>LM>K�:G=�MA>�->LIHG=>K�

�� +KHO>L�MH�MA>�->JN>LM>K�MA:M�MA>�->LIHG=>K�DGHPL�MA>�<HKK><M�+.&�:G=�A:L�=>KBO>=�MA>�<HKK><M

L>LLBHG�D>RL�

��� !B@NK>����[�+.&9 3�#�)" �� Q:FIE> LAHPL�:G�>Q:FIE>�H?�MA>���D���	���� F>LL:@>�

��� Figure 17 Ñ PSK_EXCHANGE: Example

.+�(�.I><B?B<:MBHG �.+���

��� +N;EBLA>= 1>KLBHG������



���

) "*/$� / 9�'"*-$/#(.

�'"*-$/#(.

+.&9 3�#�)" 

+.&9 3�#�)" 9-.+

ResponderRequester

" /91 -.$*)

1 -.$*)

" /9��+ ��$'$/$ .

��+ ��$'$/$ .

+.&9!$)$.#

+.&9!$)$.#9-.+

If supported

Optional

��� Table 74 Ñ PSK_EXCHANGE request message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3�N � ���D���	���� ��.>> / :;E>���[

.+�(�K>JN>LM�<H=>L�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���



Byte offset Field Size (bytes) Description

� +:K:F� �

.A:EE�;>�MA>�MRI>�H?�F>:LNK>F>GM�LNFF:KR�A:LA

K>JN>LM>=�

H3H��)H�F>:LNK>F>GM�LNFF:KR�A:LA�K>JN>LM>=�

H3I ��/���F>:LNK>F>GML�HGER�

H3�� ���EE�F>:LNK>F>GML�

�EE�HMA>K�O:EN>L�K>L>KO>=�

$?�:�->LIHG=>K�=H>L�GHM�LNIIHKM�F>:LNK>F>GML

� ����D���SHH� BG�BML�����

�
�� K>LIHGL>�	�MA>

->JN>LM>K�LA:EE�L>M�MABL�O:EN>�MHH3H�

� +:K:F� �
.A:EE�;>�MA>�L>LLBHG�IHEB<R��.>> / :;E>���[�.>LLBHG

IHEB<R�

� ->J.>LLBHG$� �

.A:EE�;>�MA>�MPH
;RM>�->JN>LM>K�<HGMKB;NMBHG�MH�:EEHP

<HGLMKN<MBHG�H?�:�NGBJN>�?HNK
;RM>�L>LLBHG�$�

;>MP>>G�:�->JN>LM>K
->LIHG=>K�I:BK��/A>�?BG:E

L>LLBHG�$�����HG<:M>G:M>�->J.>LLBHG$�	

-LI.>LLBHG$���

� + � .A:EE�;>�MA>�E>G@MA�H?���	$)/ BG�;RM>L�

� - � .A:EE�;>�MA>�E>G@MA�H?� ,0 ./ -�*)/ 3/ BG�;RM>L�

� *I:JN>�:M:'>G@MA �

.A:EE�;>�MA>�LBS>�H?�MA>�+�,0 ��/� ?B>E=�MA:M�?HEEHPL

BG�;RM>L��/A>�O:EN>�LAHNE=�GHM�;>�@K>:M>K�MA:G����

;RM>L��.A:EE�;>H B?�GH�+�,0 ��/� BL�IKHOB=>=�

�� +.&#BGM �
.A:EE�;>�MA>�BG?HKF:MBHG�K>JNBK>=�;R�MA>�->LIHG=>K

MH�K>MKB>O>�MA>�+.&��*IMBHG:E�

���� � ->JN>LM>K�HGM>QM �

.A:EE�;>�MA>�<HGM>QM�H?�MA>�->JN>LM>K��.A:EE�BG<EN=>�:

GHG<>�HK�GHG
K>I>:MBG@�<HNGM>K�H?�:M�E>:LM����;RM>L

:G=	�HIMBHG:EER	�K>E>O:GM�BG?HKF:MBHG�<HGMKB;NM>=�;R

MA>�->JN>LM>K�

���� � � � *I:JN>�:M: �+�,0 ��/� )"/#

*IMBHG:E��$?�IK>L>GM	�MA>�+�,0 ��/� L>GM�;R�MA>

->JN>LM>K�BL�NL>=�MH�BG=B<:M>�:GR�I:K:F>M>KL�MA:M

MA>�->JN>LM>K�PBLA>L�MH�I:LL�MH�MA>�->LIHG=>K�:L

I:KM�H?�+.&
;:L>=�D>R�>Q<A:G@>��$?�IK>L>GM	�MABL�?B>E=

LA:EE�<HG?HKF�MH�MA>�L>E><M>=�HI:JN>�=:M:�?HKF:M�BG

�/# -��-�(.� ' �/$*) �

��� /A>�?B>E=���	$)/ BL�HIMBHG:E��$M�BL�:;L>GM�B?�+�BL�L>M�MH���$M�BL�BGMKH=N<>=�MH�:==K>LL�MPH�L<>G:KBHL�

V /A>�->LIHG=>K�BL�IKHOBLBHG>=�PBMA�FNEMBIE>�+.&L�:G=�LMHK>L�MA>F�BG�L><NK>�LMHK:@>��/A>�->JN>LM>K�NL>L

���	$)/ :L�:G�B=>GMB?B>K�MH�LI><B?R�PAB<A�+.&�PBEE�;>�NL>=�BG�MABL�I:KMB<NE:K�L>LLBHG�

.+�(�.I><B?B<:MBHG �.+���

��� +N;EBLA>= 1>KLBHG������



V /A>�->LIHG=>K�=H>L�GHM�LMHK>�MA>�:<MN:E�O:EN>�H?�MA>�+.&�;NM�<:G�=>KBO>�MA>�+.&�NLBG@���	$)/ ��!HK�>Q:FIE>	

B?�MA>�->LIHG=>K�A:L�:G�BFFNM:;E>�0�.��0GBJN>��>OB<>�.><K>M��BG�?NL>L	�MA>G�=NKBG@�IKHOBLBHGBG@�:�+.&�<:G�;>

=>KBO>=�?KHF�MA>�0�.��HK�:�=>KBO:MBO>�O:EN>��:G=�:�GHG
L><K>M�L:EM�DGHPG�;R�MA>�->JN>LM>K���NKBG@�L>LLBHG�D>R

>LM:;EBLAF>GM	�MA>�L:EM�O:EN>�BL�L>GM�MH�MA>�->LIHG=>K�BG���	$)/ H? ���D���	���� ��/ABL�F><A:GBLF�:EEHPL�MA>

->LIHG=>K�MH�LNIIHKM�:GR�GNF;>K�H?�+.&L�PBMAHNM�<HGLNFBG@�L><NK>�LMHK:@>�

��� /A> � ,0 ./ -�*)/ 3/ BL�MA>�<HGMKB;NMBHG�H?�MA>�->JN>LM>K�MH�L>LLBHG�D>R�=>KBO:MBHG��$M�LA:EE�<HGM:BG�:�GHG<>�HK�GHG


K>I>:MBG@�<HNGM>K�MH�>GLNK>�MA:M�MA>�=>KBO>=�L>LLBHG�D>RL�:K>�>IA>F>K:E�MH�FBMB@:M>�:@:BGLM�K>IE:R�:MM:<DL��$?�:�GHG


K>I>:MBG@�<HNGM>K�BL�NL>=	�MA>�<HNGM>K�LA:EE�GHM�;>�K>L>M�?HK�MA>�EB?>MBF>�H?�MA>�=>OB<>��/A>� ,0 ./ -�*)/ 3/ <:G

:ELH�<HGM:BG�HMA>K�BG?HKF:MBHG�?KHF�MA>�->JN>LM>K�

��� 0IHG�K><>BOBG@�:���D���	���� K>JN>LM	�MA>�->LIHG=>K�

�� ">G>K:M>L�+.&�?KHF���	$)/ 	�B?�G><>LL:KR�

�� ">G>K:M>L � .+*)� -�*)/ 3/ 	�B?�LNIIHKM>=�

�� �>KBO>L�MA>!$)$.# �D& 4 H?�MA>�->LIHG=>K�;R�?HEEHPBG@�MA>D>R�L<A>=NE>�

�� �HGLMKN<ML�MA>���D���	����D��� K>LIHGL>�F>LL:@>�:G=�L>G=L�BM�MH�MA>�->JN>LM>K�

��� Table 75 Ñ PSK_EXCHANGE_RSP response message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3NN� ���D���	����D��� ��.>> / :;E>���[

.+�(�K>LIHGL>�<H=>L �

� +:K:F� �

.A:EE�;>�#>:KM;>:M+>KBH=�

/A>�O:EN>�H?�MABL�?B>E=�LA:EE�;>�S>KH�B?�#>:KM;>:M�BL�GHM

LNIIHKM>=�;R�HG>�H?�MA>�>G=IHBGML��*MA>KPBL>	�MA>

O:EN>�LA:EE�;>�BG�NGBML�H?�L><HG=L��5>KH�BL�:�E>@:E

O:EN>�B?�#>:KM;>:M�BL�LNIIHKM>=	�:G=�MABL�F>:GL�MA:M

:�A>:KM;>:M�BL�GHM�=>LBK>=�HG�MABL�L>LLBHG�

� +:K:F� � ->L>KO>=�

� -LI.>LLBHG$� �

.A:EE�;>�MA>�MPH
;RM>�->LIHG=>K�<HGMKB;NMBHG�MH

:EEHP�<HGLMKN<MBHG�H?�:�NGBJN>�?HNK
;RM>�L>LLBHG�$�

;>MP>>G�:�->JN>LM>K
->LIHG=>K�I:BK��/A>�?BG:E

L>LLBHG�$���.>LLBHG$����

�HG<:M>G:M>�->J.>LLBHG$�	�-LI.>LLBHG$���

� ->L>KO>= � ->L>KO>=�

� , � .A:EE�;>�MA>�E>G@MA�H?�->LIHG=>K�HGM>QM�BG�;RM>L�

� *I:JN>�:M:'>G@MA �

.A:EE�;>�MA>�LBS>�H?�MA>�+�,0 ��/� ?B>E=�MA:M�?HEEHPL

BG�;RM>L��/A>�O:EN>�LAHNE=�GHM�;>�@K>:M>K�MA:G����

;RM>L��.A:EE�;>H B?�GH�+�,0 ��/� BL�IKHOB=>=�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���



Byte offset Field Size (bytes) Description

�� (>:LNK>F>GM.NFF:KR#:LA ��	 )"/# � 	 HK�

$?�MA>�->LIHG=>K�=H>L�GHM�LNIIHKM�F>:LNK>F>GML

� ����D���SHH� BG�BML�����

�
�� K>LIHGL>��HK

K>JN>LM>=��-�(I � H3H	�MABL�?B>E=�LA:EE�;>�:;L>GM�

$?�MA>�K>JN>LM>=��-�(I � H3I 	�MABL�?B>E=�LA:EE�;>�MA>

<HF;BG>=�A:LA�H?�F>:LNK>F>GML�H?�:EE�F>:LNK:;E>

<HFIHG>GML�<HGLB=>K>=�MH�;>�BG�MA>�/���K>JNBK>=�MH

@>G>K:M>�MABL�K>LIHGL>	�<HFINM>=�:L

#�.#=�*)��/ )�/ =� �.0- ( )/�'*�&?H@6

� �.0- ( )/�'*�&?I@6�999>> 	�PA>K>

� �.0- ( )/�'*�&?3@ =>GHM>L�:�F>:LNK>F>GM�H?�:G

>E>F>GM�BG�MA>�/���:G=#�.# BL�MA>�G>@HMB:M>=�;:L>

A:LABG@�:E@HKBMAF��(>:LNK>F>GML�:K>�<HG<:M>G:M>=

BG�:L<>G=BG@�HK=>K�;:L>=�HG�MA>BK�F>:LNK>F>GM

BG=>Q�:L/ :;E>����[�(>:LNK>F>GM�;EH<D�?HKF:M

=>L<KB;>L�

$?�MA>�K>JN>LM>=��-�(I � H3I :G=�B?�MA>K>�:K>�GH

F>:LNK:;E>�<HFIHG>GML�BG�MA>�/���K>JNBK>=�MH

@>G>K:M>�MABL�K>LIHGL>	�MABL�?B>E=�LA:EE�;>H �

$?�K>JN>LM>=��-�(I � H3�� 	�MABL�?B>E=�LA:EE�;>

<HFINM>=�:L

#�.#=�*)��/ )�/ =� �.0- ( )/�'*�&?H@6

� �.0- ( )/�'*�&?I@6�9996�� �.0- ( )/�'*�&?)@>> H?

:EE�LNIIHKM>=�F>:LNK>F>GML�:O:BE:;E>�BG�MA>

F>:LNK>F>GM�BG=>Q�K:G@>H3HI 
 H3�� 	

<HG<:M>G:M>=�BG�:L<>G=BG@�BG=>Q�HK=>K��$G=B<>L�PBMA

GH�:LLH<B:M>=�F>:LNK>F>GML�LA:EE�GHM�;>�BG<EN=>=�BG

MA>�A:LA�<:E<NE:MBHG��.>>�MA>(>:LNK>F>GM�BG=>Q

:LLB@GF>GML<E:NL>�

$?�MA>�->LIHG=>K�LNIIHKML�;HMA�K:P�;BM�LMK>:F�:G=

=B@>LM�K>IK>L>GM:MBHGL�?HK�:�@BO>G�F>:LNK>F>GM

BG=>Q	�MA>�->LIHG=>K�LA:EE�NL>�MA>�=B@>LM�?HKF�

/ABL�?B>E=�LA:EE�;>�BGA:LA�;RM>�HK=>K�

���� ��	 )"/# ->LIHG=>K�HGM>QM �

.A:EE�;>�MA>�<HGM>QM�H?�MA>�->LIHG=>K��*IMBHG:E��$?

IK>L>GM	�LA:EE�BG<EN=>�:�GHG<>�:G=�HK�BG?HKF:MBHG

<HGMKB;NM>=�;R�MA>�->LIHG=>K�

���� ��	 )"/# � � *I:JN>�:M: �+�,0 ��/� )"/#

*IMBHG:E��$?�IK>L>GM	�MA>�+�,0 ��/� L>GM�;R�MA>

->LIHG=>K�BL�NL>=�MH�BG=B<:M>�:GR�I:K:F>M>KL�MA:M

MA>�->LIHG=>K�PBLA>L�MH�I:LL�MH�MA>�->JN>LM>K�:L

I:KM�H?�+.&
;:L>=�D>R�>Q<A:G@>��$?�IK>L>GM	�MABL�?B>E=

LA:EE�<HG?HKF�MH�MA>�L>E><M>=�HI:JN>�=:M:�?HKF:M�BG

�/# -��-�(.� ' �/$*) �

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



Byte offset Field Size (bytes) Description

���� ��	 )"/# � �

� �+�,0 ��/� )"/#
->LIHG=>K1>KB?R�:M: 	

.A:EE�;>�MA>�=:M:�MH�;>�O>KB?B>=�;R�MA>�->JN>LM>K

NLBG@�MA>!$)$.# �D& 4 H?�MA>�->LIHG=>K�

��� /A> � .+*)� -�*)/ 3/ BL�MA>�<HGMKB;NMBHG�H?�MA>�->LIHG=>K�MH�L>LLBHG�D>R�=>KBO:MBHG��$M�LAHNE=�<HGM:BG�:�GHG<>�HK

GHG
K>I>:MBG@�<HNGM>K�:G=�HMA>K�BG?HKF:MBHG�?KHF�MA>�->LIHG=>K��$?�:�GHG
K>I>:MBG@�<HNGM>K�BL�NL>=	�MA>�<HNGM>K

LA:EE�GHM�;>�K>L>M�?HK�MA>�EB?>MBF>�H?�MA>�=>OB<>���><:NL>�MA>�->LIHG=>K�<:G�;>�:�<HGLMK:BG>=�=>OB<>�MA:M�<:GGHM

@>G>K:M>�:�GHG<>	� .+*)� -�*)/ 3/ BL�HIMBHG:E��#HP>O>K	�MA>�->LIHG=>K�BL�K>JNBK>=�MH�NL>� .+*)� -�*)/ 3/ B?�BM

<:G�@>G>K:M>�:�GHG<>�

�� )HM>�MA:M�MA>�GHG<>�BG� .+*)� -�*)/ 3/ BL�<KBMB<:E�?HK�:GMB
K>IE:R��$?�:�GHG<>�BL�GHM�IK>L>GM�BG� .+*)� -�*)/ 3/ 	

MA>G�MA>�->LIHG=>K�BL�GHM�<A:EE>G@BG@�MA>�->JN>LM>K�?HK�K>:E
MBF>�DGHPE>=@>�H?�MA>�+.&��.N<A�:�L>LLBHG�BL�LN;C><M

MH�K>IE:R�:MM:<DL[MA:M�BL	�:�I>KLHG
BG
MA>
FB==E>�:MM:<D>K�<HNE=�K><HK=�:G=�K>IE:R�IKBHK���D���	���� :G=

���D�
�
�	 F>LL:@>L�:G=�L>M�NI�:�L>LLBHG�PBMA�MA>�->LIHG=>K���NM�MA>�;H@NL�L>LLBHG�PHNE=�GHM�E>:D�L><K>ML	�LH

EHG@�:L�MA>�+.&�:G=�L>LLBHG�D>RL�H?�MA>�IKBHK�K>IE:R>=�L>LLBHG�:K>�GHM�<HFIKHFBL>=�

��� $?� .+*)� -�*)/ 3/ BL�:;L>GM	�LN<A�:L�PA>G���D��� BG�MA>�����

�
�� H?�MA>�->LIHG=>K�BLHI� 	�MA>�->JN>LM>K

LA:EE�GHM�L>G=���D�
�
�	 	�;><:NL>�MA>�L>LLBHG�D>RL�:K>�LHE>ER�=>M>KFBG>=�;R�MA>�->JN>LM>K�:G=�MA>�.>LLBHG

BFF>=B:M>ER�>GM>KL�MA>��IIEB<:MBHG�+A:L>��$?�:G=�HGER�B?�MA>� .+*)� -�*)/ 3/ BL�IK>L>GM�BG�MA>�K>LIHGL>	�LN<A�:L

PA>G ���D��� BG�MA>�����

�
�� H?�MA>�->LIHG=>K�BLIH� 	�MA>�->JN>LM>K�LA:EE�L>G=���D�
�
�	 PBMA

� ,0 ./ -� -$!4��/� MH�IKHO>�MA:M�BM�A:L�=>KBO>=�<HKK><M�L>LLBHG�D>RL�

��� / H�<:E<NE:M>� .+*)� -� -$!4��/� 	�MA>�->LIHG=>K�<:E<NE:M>L�:G�#(����/A>�#(���D>R�BL�MA> !$)$.# �D& 4 H?�MA>

->LIHG=>K��/A>�=:M:�BL�MA>�A:LA�H?�MA>�<HG<:M>G:MBHG�H?�:EE�F>LL:@>L�L>GM�NI�MH�MABL�IHBGM�;>MP>>G�MA>�->JN>LM>K

:G=�MA>�->LIHG=>K��!HK�F>LL:@>L�MA:M�:K>�>G<KRIM>=	�MA>�IE:BGM>QM�F>LL:@>L�:K>�NL>=�BG�<:E<NE:MBG@�MA>�A:LA�

I9�?���D����
��@9C

J9�?����
��@9C

K9�?���D�����

�
��@9C�=$!�$..0 �>

L9�?�����

�
��@9C�=$!�$..0 �>

M9�?�����
���D����
�	��@9C�=$!�$..0 �>

N9�?����
�	��@9C�=$!�$..0 �>

O9�?���D���	����@9C

P9�?���D���	����D���@9C� 3� +/�/# �� .+*)� -� -$!4��/��!$ '�

��� )HM>�MA:M	�>O>G�B?����
�
���� :G=�->LIHG=>K
LB@G>=�K>LIHGL>�F>LL:@>L��LN<A�:L�	�����D���	 ��P>K>�BLLN>=	

MA>L>�F>LL:@>L�PHNE=�GHM�;>�BG<EN=>=�BG�MA>�=:M:�?HK�<:E<NE:MBG@� .+*)� -� -$!4��/� ��$G�HMA>K�PHK=L	�MA>�B=>GMBMR

H?�MA>�LB@G>K�H?�MA>�K>LIHGL>�F>LL:@>L�BL�GHM�;HNG=�MH�MA>�B=>GMBMR�H?�MA>�L>G=>K�H?���D���	����D��� ��/A>K>?HK>	�MH

FBMB@:M>�->LIHG=>K�B=>GMBMR�BFI>KLHG:MBHG	�B?�MA>�->JN>LM>K�A:L�K><>BO>=�:�K>LIHGL>�PBMA�:�LB@G:MNK>�:G=�B?�MA>K>�BL

GH�<KRIMH@K:IAB<�;BG=BG@�;>MP>>G�MA>�LB@G>K�H?�MA>�->LIHG=>K
LB@G>=�K>LIHGL>�:G=�MA>�L>G=>K�H?

���D���	����D��� 	�MA>G�MA>�->JN>LM>K�LAHNE=�GHM�BLLN>���D���	���� ��/A>�F>MAH=�H?�<KRIMH@K:IAB<�;BG=BG@

;>MP>>G�MA>�LB@G>K�H?�MA>�->LIHG=>K
LB@G>=�K>LIHGL>�:G=�MA>�L>G=>K�H?���D���	����D��� BL�HNMLB=>�MA>�L<HI>�H?

MABL�LI><B?B<:MBHG�

��� 0IHG�K><>BOBG@���D���	����D��� 	�MA>�->JN>LM>K�

�� �>KBO>L�MA>!$)$.# �D& 4 H?�MA>�->LIHG=>K�;R�?HEEHPBG@�MA>D>R�L<A>=NE>�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���



�� 1>KB?B>L� .+*)� -� -$!4��/� ;R�<:E<NE:MBG@�MA>�#(���BG�MA>�L:F>�F:GG>K�:L�MA>�->LIHG=>K��$?

O>KB?B<:MBHG�?:BEL	�MA>�->JN>LM>K�M>KFBG:M>L�MA>�L>LLBHG�

�� $?�MA>�->LIHG=>K�<HGMKB;NM>L�MH�L>LLBHG�D>R�=>KBO:MBHG	�LN<A�:L�PA>G�MA>� .+*)� -�*)/ 3/ ?B>E=�BL

IK>L>GM�BG�MA>���D���	����D��� K>LIHGL>	�BM�<HGLMKN<ML�MA>���D�
�
�	 K>JN>LM�:G=�L>G=L�BM�MH�MA>

->LIHG=>K�

��� $?�:�LN<<>LL?NE���D���	����D��� A:L�;>>G�K><>BO>=�;R�MA>�->JN>LM>K	�:G=�MA>���D��� H?�MA>�->LIHG=>K�BLIH� 	

:G=�MA>� .+*)� -�*)/ 3/ ?B>E=�BL�IK>L>GM�BG�MA>���D���	����D��� K>LIHGL>�MA>G	�?HK�MA>�L>LLBHG�$��<K>:M>=�;R�MA>

���D���	���� :G= ���D���	����D��� F>LL:@>L	�MA>�G>QM�K>JN>LM�LA:EE�;>���D�
�
�	 �

646 10.19 PSK_FINISH request and PSK_FINISH_RSP response messages

��� /A>L>�F>LL:@>L�LA:EE�<HFIE>M>�MA>�FNMN:EER
:NMA>GMB<:M>=�A:G=LA:D>�;>MP>>G�->JN>LM>K�:G=�->LIHG=>K�BGBMB:M>=

;R�: ���D���	���� K>JN>LM��/A>���D�
�
�	 K>JN>LM�IKHO>L�MH�MA>�->LIHG=>K�MA:M�MA>�->JN>LM>K�DGHPL�MA>�+.&

:G=�A:L�=>KBO>=�MA>�<HKK><M�L>LLBHG�D>RL��/ABL�BL�:<AB>O>=�;R�:G�#(���O:EN>�<:E<NE:M>=�PBMA�MA>!$)$.# �D& 4 H?

MA>�->JN>LM>K�:G=�F>LL:@>L�H?�MABL�L>LLBHG��/A>�->JN>LM>K�LA:EE�L>G=���D�
�
�	 HGER�B?� .+*)� -�*)/ 3/ BL

IK>L>GM�BG���D���	����D��� ��0IHG�K><>BOBG@�:���D�
�
�	 K>JN>LM	�MA>�->LIHG=>K�LA:EE�>GLNK>�MA>�L>LLBHG�:G=

MA>�<HKK>LIHG=BG@�L>LLBHG�$��P>K>�<K>:M>=�MAKHN@A�:���D���	���� K>JN>LM�:G=�<HKK>LIHG=BG@���D���	����D���

K>LIHGL>�

��� / :;E>����[�+.&9!$)$.#�K>JN>LM�F>LL:@>�?HKF:M =>L<KB;>L�MA>���D�
�
�	 K>JN>LM�F>LL:@>�?HKF:M�

��� Table 76 Ñ PSK_FINISH request message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3�O � ���D�
�
�	 ��.>> / :;E>���[�.+�(

K>JN>LM�<H=>L�

� +:K:F� � ->L>KO>=�

� +:K:F� � ->L>KO>=�

� ->JN>LM>K1>KB?R�:M: 	
.A:EE�;>�MA>�=:M:�MH�;>�O>KB?B>=�;R�MA>�->LIHG=>K

NLBG@�MA>!$)$.# �D& 4 H?�MA>�->JN>LM>K�

�� / H�<:E<NE:M>� ,0 ./ -� -$!4��/� 	�MA>�->JN>LM>K�<:E<NE:M>L�:G�#(����/A>�D>R�BL�MA>!$)$.# �D& 4 H?�MA>

->JN>LM>K	�:L�=>L<KB;>=�BG�MA>&>R�L<A>=NE><E:NL>��/A>�=:M:�BL�MA>�A:LA�H?�MA>�<HG<:M>G:MBHG�H?�:EE�F>LL:@>L�L>GM

LH�?:K�;>MP>>G�MA>�->JN>LM>K�:G=�MA>�->LIHG=>K��!HK�F>LL:@>L�MA:M�:K>�>G<KRIM>=	�MA>�IE:BGM>QM�F>LL:@>L�:K>

NL>=�BG�<:E<NE:MBG@�MA>�A:LA�

I9�?���D����
��@9C

J9�?����
��@9C

K9�?���D�����

�
��@9C�=$!�$..0 �>

.+�(�.I><B?B<:MBHG �.+���

��� +N;EBLA>= 1>KLBHG������



L9�?�����

�
��@9C�=$!�$..0 �>

M9�?�����
���D����
�	��@9C�=$!�$..0 �>

N9�?����
�	��@9C�=$!�$..0 �>

O9�?���D���	����@9C

P9�?���D���	����D���@9C

Q9�?���D�
�
�	@9C� 3� +/�/# �� ,0 ./ -� -$!4��/��!$ '�

��� !HK�:==BMBHG:E�KNE>L	�L>>@>G>K:E�HK=>KBG@�KNE>L�

��� 0IHG�K><>BOBG@�MA>���D�
�
�	 K>JN>LM	�MA>�->LIHG=>K�=>KBO>L�MA>!$)$.# �D& 4 H?�MA>�->JN>LM>K�:G=�<:E<NE:M>L

MA>�#(���BG=>I>G=>GMER�BG�MA>�L:F>�F:GG>K�:G=�O>KB?B>L�MA:M�MA>�K>LNEM�F:M<A>L� ,0 ./ -� -$!4��/� ��$?

O>KB?B<:MBHG�BL�LN<<>LL?NE	�MA>�->LIHG=>K�<HGLMKN<ML�MA>���D�
�
�	D��� K>LIHGL>�:G=�L>G=L�BM�MH�MA>�->JN>LM>K�

*MA>KPBL>	�MA>�->LIHG=>K�L>G=L�MA>�->JN>LM>K�:G����� F>LL:@>�H? �--*-�*� S
)1�'$�� ,0 ./ �

��� / :;E>����[�.N<<>LL?NE�+.&9!$)$.#9-.+�K>LIHGL>�F>LL:@>�?HKF:M =>L<KB;>L�MA>�LN<<>LL?NE���D�
�
�	D���

K>LIHGL>�F>LL:@>�?HKF:M�

��� Table 77 Ñ Successful PSK_FINISH_RSP response message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3NO� ���D�
�
�	D��� ��.>> / :;E>���[

.+�(�K>LIHGL>�<H=>L �

� +:K:F� � ->L>KO>=�

� +:K:F� � ->L>KO>=�

655 10.20 HEARTBEAT request and HE ARTBEAT_ACK response messages

��� /ABL�K>JN>LM�LA:EE�D>>I�:�L>LLBHG�:EBO>�B?	�������� BL�LNIIHKM>=�;R�;HMA�MA>�->JN>LM>K�:G=�->LIHG=>K��/A>

	�������� K>JN>LM�LA:EE�;>�L>GM�I>KBH=B<:EER�:L�BG=B<:M>=�BG	 �-/� �/� -$*� BG�>BMA>K�MA>���D���	����D��� HK

���D���	����D��� K>LIHGL>�F>LL:@>L�B?�GH�HMA>K�F>LL:@>L�:K>�K><>BO>=�BG�MABL�L><NK>�L>LLBHG�BG�MA>

	 �-/� �/� -$*� ��/A>�->LIHG=>K�LA:EE�M>KFBG:M>�MA>�L>LLBHG�B?�L>LLBHG�MK:??B<�BL�GHM�K><>BO>=�?HK�MPH�LN<<>LLBO>

	 �-/� �/� -$*� L��'BD>PBL>	�MA>�->JN>LM>K�LA:EE�M>KFBG:M>�MA>�L>LLBHG�B?�L>LLBHG�MK:??B<	�BG<EN=BG@����� K>LIHGL>L	

BL�GHM�K><>BO>=�?HK�MPH�LN<<>LLBO>	 �-/� �/� -$*� L��.>LLBHG�MK:??B<�BG<EN=>L�>G<KRIM>=�=:M:�:M�MA>�MK:GLIHKM�E:R>K�

#HP�:G�.+�(�>G=IHBGM�BL�BG?HKF>=�H?�>G<KRIM>=�=:M:�:M�MA>�MK:GLIHKM�E:R>K�BL�HNMLB=>�MA>�L<HI>�H?�MABL�LI><B?B<:MBHG�

/A>�->JN>LM>K�<:G�K>MKR	�������� K>JN>LML�

��� /A>�MBF>K�?HK�MA>�#>:KM;>:M�I>KBH=�LA:EE�LM:KM�:M�>BMA>K�MA>�MK:GLFBLLBHG��?HK�->LIHG=>KL��HK�MA>�K><>IMBHG��?HK

->JN>LM>KL��H?�MA>�:IIKHIKB:M>�
�
�	D��� 	 ���D�
�
�	D��� � ���D��� H?�->LIHG=>K�BLIH� �	�HK ���D���	����D���

� ���D��� H?�->LIHG=>K�BLHI� ��K>LIHGL>�F>LL:@>L��2A>G�=>M>KFBGBG@�MA>�O:EN>�H?	 �-/� �/� -$*� 	�MA>

->LIHG=>K�LAHNE=�>GLNK>�MABL�O:EN>�BL�LN??B<B>GMER�@K>:M>K�MA:G�I �

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���



���  :<A�L><NK>�L>LLBHG�LA:EE�MK:<D�MA>�A>:KM;>:M�I>KBH=�BG=>I>G=>GMER�H?�HMA>K�L>LLBHGL�PBMABG�MA>�L:F>�.+�(

�HGG><MBHG�

��� !HK�L>LLBHG�M>KFBG:MBHG�=>M:BEL	�L>>L>LLBHG�M>KFBG:MBHG�IA:L>�

�� / :;E>����[�# �- /� � /�K>JN>LM�F>LL:@>�?HKF:M=>L<KB;>L�MA>�F>LL:@>�?HKF:M�

��� Table 78 Ñ HEARTBEA T request message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3�P � 	�������� K>JN>LM��.>>/ :;E>���[

.+�(�K>JN>LM�<H=>L�

� +:K:F� � ->L>KO>=�

� +:K:F� � ->L>KO>=�

��� / :;E>����[�# �- /� � /9��&�K>LIHGL>�F>LL:@>�?HKF:M=>L<KB;>L�MA>�?HKF:M�?HK�MA>�#>:KM;>:M�->LIHGL>�

��� Table 79 Ñ HEARTBEA T_ACK response message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3NP� 	��������D��� K>LIHGL>��.>>/ :;E>

��[�.+�(�K>LIHGL>�<H=>L �

� +:K:F� � ->L>KO>=�

� +:K:F� � ->L>KO>=�

664 10.20.1 Heartbeat additional infor mation

��� /A>�MK:GLIHKM�E:R>K�FB@AM�:EEHP�MA>	�������� K>JN>LM�MH�;>�L>GM�?KHF�MA>�->LIHG=>K�MH�MA>�->JN>LM>K��/ABL�BL

K><HFF>G=>=�?HK�MK:GLIHKML�<:I:;E>�H?�:LRG<AKHGHNL�;B=BK><MBHG:E�<HFFNGB<:MBHG�

666 10.21 KEY_UPDATE request and KEY_UPDATE_ACK response messages

��� /ABL�K>JN>LM�LA:EE�;>�NL>=�MH�NI=:M>�L>LLBHG�D>RL��/A>K>�:K>�F:GR�K>:LHGL�?HK�=HBG@�MABL	�;NM�:G�BFIHKM:GM�HG>�BL

PA>G�MA>�I>K
K><HK=�GHG<>�PBEE�LHHG�K>:<A�BML�F:QBFNF�O:EN>�:G=�KHEE�HO>K��/A> ���D������ K>JN>LM�<:G�:ELH�;>

BLLN>=�;R�MA>�->LIHG=>K�NLBG@�MA>���D�����������D������� F><A:GBLF��� ���D������ K>JN>LM�LA:EE�I>K?HKF�MA>

HI>K:MBHG�@BO>G�BG��-�(I :G=�=>?BG>=�BG/ :;E>����[�& 490+�� / �HI>K:MBHGL���><:NL>�MA>�->LIHG=>K�<:G�:ELH

L>G=�MABL�K>JN>LM	�BM�BL�IHLLB;E>�MA:M�MPH�LBFNEM:G>HNL�D>R�NI=:M>L	�HG>�?HK�>:<A�=BK><MBHG	�<:G�H<<NK��#HP>O>K	�HGER

HG> ���D������ K>JN>LM�?HK�:�LBG@E>�=BK><MBHG�LA:EE�H<<NK�:M�:�MBF>��0GMBE�MA>�L>LLBHG�D>R�NI=:M>�LRG<AKHGBS:MBHG

.+�(�.I><B?B<:MBHG �.+���

��� +N;EBLA>= 1>KLBHG������



LN<<>LL?NEER�<HFIE>M>L	�LN;L>JN>GM���D������ K>JN>LML�?HK�MA>�L:F>�=BK><MBHG�LA:EE�;>�<HGLB=>K>=�:�K>MKR�H?�MA>

HKB@BG:E���D������ K>JN>LM�

��� / :;E>���[�& 490+�� / �K>JN>LM�F>LL:@>�?HKF:M=>L<KB;>L�MA>���D������ K>JN>LM�F>LL:@>�?HKF:M�

��� Table 80 Ñ KEY_UPDA TE request message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3�Q � ���D������ ->JN>LM��.>> / :;E>���[

.+�(�K>JN>LM�<H=>L�

� +:K:F� �
.A:EE�BG=B<:M>�MA>�D>R�HI>K:MBHG��.>>/ :;E>����[

& 490+�� / �HI>K:MBHGL�

� +:K:F� �

.A:EE�;>�MA>�K>JN>LMBG@�.+�(�>G=IHBGM�:LLB@G>=

M:@��/ABL�?B>E=�LA:EE�<HGM:BG�:�NGBJN>�GNF;>K�MH�:B=

MA>�K>LIHG=BG@�.+�(�>G=IHBGM�BG�=B??>K>GMB:MBG@

;>MP>>G�MA>�HKB@BG:E�:G=�:GR�K>MKR�K>JN>LML����K>MKR

K>JN>LM�LA:EE�<HGM:BG�MA>�L:F>�M:@�GNF;>K�:L�MA>

HKB@BG:E�

�� / :;E>����[�& 490+�� / 9��&�K>LIHGL>�F>LL:@>�?HKF:M =>L<KB;>L�MA>���D������D��� K>LIHGL>�F>LL:@>

?HKF:M�

��� Table 81 Ñ KEY_UPDA TE_ACK response message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3NQ� ���D������D��� K>LIHGL>��.>>

/ :;E>���[�.+�(�K>LIHGL>�<H=>L �

� +:K:F� �

.A:EE�BG=B<:M>�MA>�D>R�HI>K:MBHG��/ABL�?B>E=�LA:EE

K>?E><M�MA>�&>R�*I>K:MBHG�?B>E=�H?�MA>�K>JN>LM��.>>

/ :;E>����[�& 490+�� / �HI>K:MBHGL

� +:K:F� �
.A:EE�;>�MA>�M:@��/ABL�?B>E=�LA:EE�K>?E><M�MA>�/:@

GNF;>K�� ��-�(J ��?KHF�MA>���D������ K>JN>LM�

��� / :;E>����[�& 490+�� / �HI>K:MBHGL=>L<KB;>L�MA>���D������ HI>K:MBHGL�

��� Table 82 Ñ KEY_UPDA TE operations

Value Operation Description

 ->L>KO>= ->L>KO>=�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���



Value Operation Description

� 0I=:M>&>R
.A:EE�NI=:M>�HGER�MA>�LBG@E>
=BK><MBHG�D>R�:LLH<B:M>=�PBMA�MA>�=BK><MBHG�H?

MA>�K>JN>LM�

� 0I=:M>�EE&>RL .A:EE�NI=:M>�MA>�D>RL�?HK�;HMA�=BK><MBHGL�

� 1>KB?R)>P&>R
.A:EE�>GLNK>�MA:M�MA>�D>R�NI=:M>�BL�LN<<>LL?NE�:G=�MA:M�HE=�D>RL�<:G�;>

L:?>ER�=BL<:K=>=�

��
���� ->L>KO>= ->L>KO>=�

674 10.21.1 Session key updat e synchronization

��� $G�MA>�D>R�NI=:M>�IKH<>LL	�MH�<E:KB?R	�MA>�M>KF��L>G=>K��F>:GL�MA>�.+�(�>G=IHBGM�MA:M�BLLN>=�MA>���D������

K>JN>LM	�:G=�MA>�M>KF��K><>BO>K��F>:GL�MA>�.+�(�>G=IHBGM�MA:M�K><>BO>=�MA>���D������ K>JN>LM��/H�>GLNK>�MA>�D>R

NI=:M>�IKH<>LL�BL�L>:FE>LL�PABE>�LMBEE�:EEHPBG@�MA>�MK:GLFBLLBHG�:G=�K><>IMBHG�H?�K><HK=L	�;HMA�L>G=>K�:G=�K><>BO>K

LA:EE�?HEEHP�MA>�IK>L<KB;>=�F>MAH=�=>L<KB;>=�BG�MABL�<E:NL>�

��� /A>�=:M:�MK:GLIHKM�E:R>K�LA:EE�>GLNK>�MA:M�=:M:�MK:GL?>K�=NKBG@�D>R�NI=:M>L�BL�F:G:@>=�BG�LN<A�:�P:R�MA:M�MA>�<HKK><M

D>RL�:K>�NL>=�;>?HK>	�=NKBG@	�:G=�:?M>K�MA>�D>R�NI=:M>�HI>K:MBHG��#HP�MABL�BL�:<<HFIEBLA>=�;R�MA>�=:M:�MK:GLIHKM

E:R>K�BL�HNMLB=>�MA>�L<HI>�H?�MABL�LI><B?B<:MBHG�

��� �HMA�MA>�L>G=>K�:G=�MA>�K><>BO>K�LA:EE�=>KBO>�MA>�G>P�D>RL�:L�=>M:BE>=�BG(:CHK�L><K>ML�NI=:M>�

��� /A>�L>G=>K�LA:EE�GHM�NL>�MA>�G>P�MK:GLFBM�D>R�NGMBE�:?M>K�K><>IMBHG�H?�MA>���D������D��� K>LIHGL>�

��� /A>�L>G=>K�:G=�K><>BO>K�LA:EE�NL>�MA>�G>P�D>R�HG�MA>���D������ K>JN>LM�PBMA�MA>� -$!4� 2� 4 <HFF:G=�:G=�:EE

LN;L>JN>GM�<HFF:G=L�NGMBE�:GHMA>K�D>R�NI=:M>�BL�I>K?HKF>=�

�� $G�MA>�<:L>�H?�:���D������ K>JN>LM�PBMA�+��/ �''� 4. 	�MA>�K><>BO>K�LA:EE�NL>�MA>�G>P�MK:GLFBM�D>R�?HK�MA>

���D������D��� K>LIHGL>��/A> ���D������ K>JN>LM�PBMA�+��/ �''� 4. LAHNE=�HGER�;>�NL>=�PBMA�IARLB<:E

MK:GLIHKML�MA:M�:K>�LBG@E>�F:LM>K�MH�>GLNK>�MA:M�LBFNEM:G>HNL�+��/ �''� 4. K>JN>LML�=H�GHM�H<<NK�

��� $?�MA>�L>G=>K�A:L�GHM�K><>BO>=���D������D��� 	�MA>�L>G=>K�<:G�K>MKR�HK�>G=�MA>�L>LLBHG��/A>�L>G=>K�LA:EE�GHM

IKH<>>=�MH�MA>�G>QM�LM>I�NGMBE�LN<<>LL?NEER�K><>BOBG@�MA>�<HKK>LIHG=BG@���D������D��� �

��� 0IHG�MA>�LN<<>LL?NE�K><>IMBHG�H?�MA>���D������D��� 	�MA>�L>G=>K�LA:EE�MK:GLFBM�:���D������ K>JN>LM�PBMA�MA>

� -$!4� 2� 4 HI>K:MBHG�NLBG@�MA>�G>P�L>LLBHG�D>RL��/A>�L>G=>K�<:G�K>MKR�NGMBE�MA>�<HKK>LIHG=BG@���D������D���

K>LIHGL>�BL�K><>BO>=��#HP>O>K	�MA>�L>G=>K�LA:EE�;>�IKHAB;BM>=	�:M�MABL�IHBGM	�?KHF�K>LM:KMBG@�MABL�IKH<>LL�HK�@HBG@

;:<D�MH�:�IK>OBHNL�LM>I��$ML�HGER�K><HNKL>�BG�>KKHK�A:G=EBG@�BL�>BMA>K�MH�K>MKR�MA>�L:F>�K>JN>LM�HK�MH�M>KFBG:M>�MA>

L>LLBHG�

��� !HK �+��/ � 4 	�NIHG�LN<<>LL?NE�K><>IMBHG�:G=�O>KB?B<:MBHG�H?�MA>���D������ PBMA�MA>� -$!4� 2� 4 HI>K:MBHG	�MA>

K><>BO>K�<:G�=BL<:K=�MA>�HE=�L>LLBHG�D>RL��!HK�+��/ �''� 4. 	�NIHG�LN<<>LL?NE�K><>IMBHG�:G=�O>KB?B<:MBHG�H?�MA>

���D������D��� PBMA�MA>�+��/ �''� 4. HI>K:MBHG	�MA>�L>G=>K�<:G�=BL<:K=�MA>�HE=�L>LLBHG�D>RL�MA:M�IKHM><M�K><>BO>K


L>GM�F>LL:@>L��0IHG�LN<<>LL?NE�K><>IMBHG�:G=�O>KB?B<:MBHG�H?�MA>���D������ PBMA�MA>� -$!4� 2� 4 HI>K:MBHG	�MA>

K><>BO>K�<:G�=BL<:K=�MA>�HE=�L>LLBHG�D>RL�MA:M�IKHM><M�L>G=>K
L>GM�F>LL:@>L�

��� $G�<>KM:BG�L<>G:KBHL	�MA>�K><>BO>K�FB@AM�G>>=�:==BMBHG:E�MBF>�MH�IKH<>LL�MA>���D������ K>JN>LM�LN<A�:L�PA>G
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IKH<>LLBG@�=:M:�:EK>:=R�BG�BML�;N??>K��/ANL	�MA>�K><>BO>K�<:G�K>IER�PBMA�:G����� F>LL:@>�H? �--*-�*� S�0.4 ��/A>

L>G=>K�LAHNE=�K>MKR�MA>�K>JN>LM�:?M>K�:�K>:LHG:;E>�I>KBH=�H?�MBF>�:G=�PBMA�:�K>:LHG:;E>�GNF;>K�H?�K>MKB>L�MH�IK>O>GM

IK>F:MNK>�L>LLBHG�M>KFBG:MBHG�

��� !BG:EER	�BM�;>:KL�K>I>:MBG@�MA:M�:�D>R�NI=:M>�BG�HG>�=BK><MBHG�<:G�A:II>G�LBFNEM:G>HNLER�PBMA�:�D>R�NI=:M>�BG�MA>

HIIHLBM>�=BK><MBHG��$G�MABL�<:L>	�MA>�:?HK>F>GMBHG>=�LRG<AKHGBS:MBHG�IKH<>LL�H<<NKL�BG=>I>G=>GMER�;NM

LBFNEM:G>HNLER�?HK�>:<A�=BK><MBHG�

��� !B@NK>����[�& 490+�� / �IKHMH<HE�>Q:FIE>�?EHPBEENLMK:M>L�:�MRIB<:E�D>R�NI=:M>�BGBMB:M>=�;R�MA>�->JN>LM>K�MH

NI=:M>�BML�L><K>M��$G�MABL�>Q:FIE>	�MA>�->LIHG=>K�:G=�->JN>LM>K�:K>�;HMA�<:I:;E>�H?�F>LL:@>�:NMA>GMB<:MBHG�:G=

>G<KRIMBHG�

��� Figure 18 Ñ KEY_UPDA TE protocol example flow
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KEY_EXCHANGE

KEY_EXCHANGE_RSP

{ FINISH }::[[S 0]]

 { FINISH_RSP }::[[S1 ]]

Key Operation == UpdateKey,
Tag == 0x01

{ KEY_UPDATE }::[[S2]]

Key Operation == UpdateKey,
Tag == 0x01

 { KEY_UPDATE_ACK }::[[S3]]

Requester Responder

S3S2 S3S2

S2,new

Key Operation == VerifyNewKey,
Tag == 0x02

{ KEY_UPDATE }::[[S2,new]]

Key Operation == VerifyNewKey,
Tag == 0x02

 { KEY_UPDATE_ACK }::[[S3]]

S2

S2

{ Application Data }

{ Application Data }

Encrypted and Authenticated 
by S2 and S3 depending on
direction.

Encrypted and Authenticated 
by S2,new and S3 depending

on direction.

Legend:

Authenticated and 
Encrypted Session

S2,new

Notice new
secrets used!

��� !B@NK>����[�& 490+�� / �IKHMH<HE�<A:G@>�:EE�D>RL�>Q:FIE>�?EHPBEENLMK:M>L�:�MRIB<:E�D>R�NI=:M>�BGBMB:M>=�;R�MA>

->JN>LM>K�MH�NI=:M>�:EE�L><K>ML��$G�MABL�>Q:FIE>	�MA>�->LIHG=>K�:G=�->JN>LM>K�:K>�;HMA�<:I:;E>�H?�F>LL:@>

:NMA>GMB<:MBHG�:G=�>G<KRIMBHG�

�� Figure 19 Ñ KEY_UPDA TE protocol change all keys example flow
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KEY_EXCHANGE

KEY_EXCHANGE_RSP

{ FINISH }::[[S 0]]

 { FINISH_RSP }::[[S1]]

Key Operation == UpdateAllKeys,
Tag == 0x01

{ KEY_UPDATE }::[[S2]]

Key Operation == UpdateAllKeys,
Tag == 0x01

 { KEY_UPDATE_ACK }::[[S3,new]]

Requester Responder

S3S2 S3S2

Key Operation == VerifyNewKey,
Tag == 0x02

{ KEY_UPDATE }::[[S2,new]]

Key Operation == VerifyNewKey,
Tag == 0x02

S2

S2

{ Application Data }

{ Application Data }

Encrypted and authenticated 
by S2 and S3 depending on
direction.

Encrypted and authenticated 
by S2,new and S3,new depending

on direction.

Legend:

Authenticated and 
Encrypted Session

Notice new
secrets used!

S3,new
S2,new S3,new

S2,new

S3
S3

 { KEY_UPDATE_ACK}::[[S3,new]]

692 10.21.2 KEY_UPDATE transpor t allowances

��� *G�LHF>�MK:GLIHKML	�;B=BK><MBHG:E�<HFFNGB<:MBHG�<:G�H<<NK�:LRG<AKHGHNLER��*G�LN<A�MK:GLIHKML	�MA>�MK:GLIHKM�<:G

:EEHP�HK�=BL:EEHP�MA>���D������ MH�;>�L>GM�:LRG<AKHGHNLER�PBMAHNM�NLBG@�MA>���D�����������D�������

F><A:GBLF��/A>�MK:GLIHKM�LAHNE=�=>?BG>�MA>�:<MN:E�F>MAH=�MH�NL>��.N<A�:�=>?BGBMBHG�BL�HNMLB=>�MA>�L<HI>�H?�MABL

LI><B?B<:MBHG�
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��� !B@NK>���[�& 490+�� / �IKHMH<HE�>Q:FIE>�?EHP��BEENLMK:M>L�:�D>R�NI=:M>�HO>K�:�IARLB<:E�MK:GLIHKM�MA:M�A:L�:

EBFBM:MBHG�PA>K>;R�HGER�:�LBG@E>�=>OB<>��H?M>G�<:EE>=�MA>��IKBF:KR���BL�:EEHP>=�MH�BGBMB:M>�:EE�MK:GL:<MBHGL�HG�MA:M�;NL�

/ABL�IARLB<:E�MK:GLIHKM�LI><B?B>L�MA:M�:�->LIHG=>K�LA:EE�:E>KM�MA>�->JN>LM>K�MAKHN@A�:�LB=>
;:G=�F><A:GBLF�:G=�MH

NMBEBS>�MA>���D�����������D������� F><A:GBLF�MH�?NE?BEE�.+�(
K>E:M>=�K>JNBK>F>GML��)HM>�:ELH�BG�MABL�>Q:FIE>�MA:M

MA>�->JN>LM>K�:G=�->LIHG=>K�:K>�;HMA�<:I:;E>�H?�>G<KRIMBHG�:G=�F>LL:@>�:NMA>GMB<:MBHG�

��� Figure 20 Ñ KEY_UPDA TE protocol example flow 2
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KEY_EXCHANGE

KEY_EXCHANGE_RSP

{ FINISH }::[[S 0 ]]

Request == KEY_UPDATE
Key Operation == UpdateKey,

Tag == 0x01

{ ENCAPSULATED_REQUEST }
::[[S3]]

Response == KEY_UPDATE_ACK
Key Operation == UpdateKey,

Tag == 0x01

{ DELIVER_ENCAPSULATED_RESPONSE }
::[[S2]]

Requester Responder

S3S2 S3S2

S3

S3

{ Application Data }

{ Application Data }

 

Responder seeks attention from
Requester via Transport-specific

Methodology

{ GET_ENCAPSULATED_REQUEST }
::[[S2]]

Request == KEY_UPDATE
Key Operation == VerifyNewKey,

Tag == 0x02

 { ENCAPSULATED_RESPONSE_ACK }
::[[S3, new ]]

Response == KEY_UPDATE_ACK
Key Operation == VerifyNewKey,

Tag == 0x02

 { DELIVER_ENCAPSULATED_RESPONSE }
::[[S2]]

No More Requests

{ ENCAPSULATED_RESPONSE_ACK }
::[[S3, new ]]

Legend:

Authenticated and 
Encrypted Session

{ FINISH_RSP }::[[S1]]

Encrypted and Authenticated 
by S2 and S3 depending on
direction.

S3,new

S3,new

Encrypted and 
Authenticated by S2 
and S3,new depending
on direction.

Notice new
secrets used!
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697 10.22 GET_ENCAPSULATED_REQUEST request and
ENCAPSULATED_REQUEST response messages

��� $G�<>KM:BG�NL>�<:L>L	�LN<A�:L�FNMN:E�:NMA>GMB<:MBHG	�MA>�->LIHG=>K�G>>=L�MA>�:;BEBMR�MH�BLLN>�BML�HPG�.+�(�K>JN>LM

F>LL:@>L�MH�MA>�->JN>LM>K���>KM:BG�MK:GLIHKML�IKHAB;BM�MA>�->LIHG=>K�?KHF�:LRG<AKHGHNLER�L>G=BG@�HNM�=:M:�HG�MA:M

MK:GLIHKM���:L>L�EBD>�MA>L>�:K>�:==K>LL>=�MAKHN@A�F>LL:@>�>G<:ILNE:MBHG	�PAB<A�IK>L>KO>L�MA>�KHE>L�H?�->JN>LM>K

:G=�->LIHG=>K�:L�?:K�:L�MA>�MK:GLIHKM�BL�<HG<>KG>=�;NM�>G:;E>L�MA>�->LIHG=>K�MH�BLLN>�BML�HPG�K>JN>LML�MH�MA>

->JN>LM>K��(>LL:@>�>G<:ILNE:MBHG�BL�HGER�:EEHP>=�BG�<>KM:BG�L<>G:KBHL	�:L�=>L<KB;>=�BG�O:KBHNL�<E:NL>L�BG�HMA>K

I:KML�H?�MABL�LI><B?B<:MBHG��!HK�>Q:FIE>	!B@NK>����[�.>LLBHG
;:L>=�FNMN:E�:NMA>GMB<:MBHG�>Q:FIE>:G= !B@NK>����[

*IMBFBS>=�L>LLBHG
;:L>=�FNMN:E�:NMA>GMB<:MBHG�>Q:FIE>BEENLMK:M>�MA>�NL>�H?�MABL�L<A>F>�

��� ��->JN>LM>K�BLLN>L�:���D�����������D������� K>JN>LM�F>LL:@>�MH�K>MKB>O>�:G�>G<:ILNE:M>=�.+�(�K>JN>LM

F>LL:@>�?KHF�MA>�->LIHG=>K��/A>�K>LIHGL>�MH�MABL�F>LL:@>�BL�:G�����������D������� MA:M�>G<:ILNE:M>L�MA>

.+�(�K>JN>LM�F>LL:@>�:L�B?�MA>�->LIHG=>K�P>K>�:<MBG@�:L�:�->JN>LM>K� / :;E>����[

" /9 )��+.0'� / �9- ,0 ./�K>JN>LM�F>LL:@>�?HKF:M =>L<KB;>L�MA>�K>JN>LM�F>LL:@>�?HKF:M��/A>�->LIHG=>K

LA:EE�NL>�MA>�L:F>�.+�(�O>KLBHG�MA>�->JN>LM>K�NL>=�

700 10.22.1 Encapsulated request f low

�� /A>�>G<:ILNE:M>=�K>JN>LM�?EHP�LM:KML�PBMA�MA>�->JN>LM>K�L>G=BG@�:���D�����������D������� F>LL:@>�:G=�>G=L

PBMA�:G�����������D��������D��� MA:M�<:KKB>L�GH�FHK>�>G<:ILNE:M>=�K>JN>LML��/A>���D�����������D�������

LA:EE�HGER�;>�BLLN>=�HG<>	�PBMA�MA>�>Q<>IMBHG�H?�K>MKB>L��/ABL�BL�:ELH�BEENLMK:M>=�BG!B@NK>����[�.>LLBHG
;:L>=�FNMN:E

:NMA>GMB<:MBHG�>Q:FIE>�

�� 2A>G�MA>�->JN>LM>K�BLLN>L�:���D�����������D������� 	�MA>�>G<:ILNE:M>=�K>JN>LM�?EHP�LA:EE�LM:KM��0IHG�MA>

LN<<>LL?NE�K><>IMBHG�H?�MA>�����������D������� :G=�PA>G�MA>�>G<:ILNE:M>=�K>LIHGL>�BL�K>:=R	�MA>�->JN>LM>K

LA:EE�<HGMBGN>�MA>�?EHP�;R�BLLNBG@�MA>��
���D�����������D�������� ���NKBG@�MABL�I>KBH=	�MA>�->JN>LM>K�LA:EE�GHM

BLLN>�:GR�HMA>K�F>LL:@>	�PBMA�MA>�>Q<>IMBHG�H?���D����
�� 	 �������D
�D����� 	�HK

��
���D�����������D�������� ��$?�:�->LIHG=>K�K><>BO>L�:�K>JN>LM�HMA>K�MA:G��
���D�����������D�������� 	

�������D
�D����� 	�HK ���D����
�� 	�MA>�->LIHG=>K�LAHNE=�K>LIHG=�PBMA�:G����� F>LL:@>�H?

�--*-�*� S� ,0 ./
)�'$"#/ �

703 10.22.2 Optimized encapsulat ed request f low

�� /A>�HIMBFBS>=�>G<:ILNE:M>=�K>JN>LM�?EHP�BL�LBFBE:K�MH�MA>�>G<:ILNE:M>=�K>JN>LM�?EHP�;NM�PBMAHNM�MA>�G>>=�H?�:

���D�����������D������� ��/ABL�BL�;><:NL>�MA>�>G<:ILNE:M>=�K>JN>LM�:<<HFI:GB>L�HG>�H?�MA>�.>LLBHG
.><K>ML


 Q<A:G@>�K>LIHGL>L��MA>K>;R�K>FHOBG@�MA>�H;EB@:MBHG�HG�MA>�->JN>LM>K�MH�BLLN>�:���D�����������D������� ��2A>G

MA>�->LIHG=>K�BG<EN=>L�:G�>G<:ILNE:M>=�K>JN>LM�PBMA�:�.>LLBHG
.><K>ML
 Q<A:G@>�K>LIHGL>	�MA>�HIMBFBS>=

>G<:ILNE:M>=�K>JN>LM�?EHP�LA:EE�LM:KM��.>>!B@NK>����[�*IMBFBS>=�L>LLBHG
;:L>=�FNMN:E�:NMA>GMB<:MBHG�>Q:FIE>�

�� 2A>G�MA>�->JN>LM>K�LN<<>LL?NEER�K><>BO>L�:�.>LLBHG
.><K>ML
 Q<A:G@>�K>LIHGL>�PBMA�:G�BG<EN=>=�>G<:ILNE:M>=

K>JN>LM	�MA>�->JN>LM>K�LA:EE�L>G=�:��
���D�����������D�������� :?M>K�IKH<>LLBG@�MA>�>G<:ILNE:M>=�K>JN>LM��/A>

->JN>LM>K�LA:EE�GHM�BLLN>�:GR�HMA>K�K>JN>LML�>Q<>IM�?HK��
���D�����������D�������� 	 �������D
�D����� 	�:G=
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���D����
�� ��$?�:�->LIHG=>K�K><>BO>L�:�K>JN>LM�HMA>K�MA:G��
���D�����������D�������� 	 �������D
�D����� 	�HK

���D����
�� 	�MA>�->LIHG=>K�LAHNE=�K>LIHG=�PBMA�:G����� F>LL:@>�H? �--*-�*� S� ,0 ./
)�'$"#/ �

�� !B@NK>����[�.>LLBHG
;:L>=�FNMN:E�:NMA>GMB<:MBHG�>Q:FIE>LAHPL�:G�>Q:FIE>�H?�L>LLBHG
;:L>=�FNMN:E

:NMA>GMB<:MBHG�

�� Figure 21 Ñ Session-based mutual authentication example
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Session-Based
MUTUAL AUTH

ResponderRequester

GET_VERSION

GET_CAPABILITIES

CAPABILITIES

NEGOTIATE_ALGORITHMS

ALGORITHMS

GET_DIGESTS

DIGESTS

GET_CERTIFICATE

CERTIFICATE

KEY_EXCHANGE

KEY_EXCHANGE_RSP()

ENCAPSULATED_REQUEST (GET_DIGEST)

ENCAPSULATED_RESPONSE_ACK (GET_CERTIFICATE)

DELIVER_ENCAPSULATED_RESPONSE (CERTIFICATE)

ENCAPSULATED_RESPONSE_ACK ()

FINISH

FINISH_RSP

GET_ENCAPSULATED_REQUEST()

DELIVER_ENCAPSULATED_RESPONSE (DIGEST)

VERSION

Encapsulated

Request

Flow

�� !B@NK>����[�*IMBFBS>=�L>LLBHG
;:L>=�FNMN:E�:NMA>GMB<:MBHG�>Q:FIE>LAHPL�:G�>Q:FIE>�H?�HIMBFBS>=�L>LLBHG
;:L>=

FNMN:E�:NMA>GMB<:MBHG�

�� Figure 22 Ñ Optimized session-based mutual authentication example
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ResponderRequester

Session-Based
MUTUAL AUTH

ENCAPSULATED_RESPONSE_ACK()

DELIVER_ENCAPSULATED_RESPONSE(CERTIFICATE)

ENCAPSULATED_RESPONSE_ACK(GET_CERTIFICATE)

DELIVER_ENCAPSULATED_RESPONSE(DIGEST)

KEY_EXCHANGE_RSP+GET_DIGEST

KEY_EXCHANGE

CERTIFICATE

GET_CERTIFICATE

DIGESTS

GET_DIGESTS

NEGOTIATE_ALGORITHMS

ALGORITHMS

GET_VERSION

VERSION

GET_CAPABILITIES

CAPABILITIES

FINISH_RSP

FINISH

Optimized

Encapsulated

Request

Flow

��� Table 83 Ñ GET_ENCAPSULA TED_REQUEST request message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�
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Byte offset Field Size (bytes) Description

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3�� � ���D�����������D������� ��.>>

/ :;E>���[�.+�(�K>JN>LM�<H=>L �

� +:K:F� � ->L>KO>=�

� +:K:F� � ->L>KO>=�

��� / :;E>����[� )��+.0'� / �9- ,0 ./�K>LIHGL>�F>LL:@>�?HKF:M =>L<KB;>L�MA>�?HKF:M�H?�MABL�K>LIHGL>�

��� Table 84 Ñ ENCAPSULA TED_REQUEST response message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3N� � �����������D������� K>LIHGL>�

.>> / :;E>���[�.+�(�K>LIHGL>�<H=>L �

� +:K:F� �

.A:EE�;>�MA>�->LIHG=>K
:EEH<:M>=�->JN>LM�$��

/ABL�?B>E=�LAHNE=�;>�NGBJN>�MH�A>EI�MA>�->LIHG=>K

F:M<A�K>LIHGL>�MH�K>JN>LM�

� +:K:F� � ->L>KO>=�

�  G<:ILNE:M>=->JN>LM 1:KB:;E>

.A:EE�;>�MA>�.+�(�->JN>LM�(>LL:@>�

/A>�O:EN>�H?�MABL�?B>E=�LA:EE�K>IK>L>GM�:�O:EB=�.+�(

K>JN>LM�F>LL:@>��/A>�E>G@MA�H?�MABL�?B>E=�BL

=>I>G=>GM�HG�MA>�.+�(�->JN>LM�F>LL:@>��/A>

?B>E=�LA:EE�LM:KM�PBMA�MA>����� -.$*) ?B>E=��/A>

����� -.$*) ?B>E=�H?�MA>�)��+.0'�/ ��� ,0 ./ LA:EE

;>�MA>�L:F>�:L�MA> ����� -.$*) H?�MA>

�����������D������� K>LIHGL>���HMA

���D�����������D������� :G=

��
���D�����������D�������� LA:EE�;>�BGO:EB=

K>JN>LML	�:G=�MA>�->JN>LM>K�LAHNE=�K>LIHG=�PBMA�:G

����� F>LL:@>�H? �--*-�*� S�) 3+ �/ �� ,0 ./ B?

MA>L>�K>JN>LML�:K>�>G<:ILNE:M>=�

715 10.22.3 Trigger ing GET_ENCAPSULATED_REQUEST

��� *G<>�:�L>LLBHG�A:L�;>>G�>LM:;EBLA>=	�MA>�->LIHG=>K�FB@AM�PBLA�MH�L>G=�:�K>JN>LM�:LRG<AKHGHNLER	�LN<A�:L�:

���D������ K>JN>LM	�;NM�<:GGHM�=N>�MH�MA>�EBFBM:MBHGL�H?�MA>�IARLB<:E�;NL�HK�MK:GLIHKM�IKHMH<HE��$G�LN<A�:�L<>G:KBH	

MA>�MK:GLIHKM�:G=�HK�IARLB<:E�E:R>K�BL�K>LIHGLB;E>�?HK�=>?BGBG@�:G�:E>KMBG@�F><A:GBLF�?HK�MA>�->JN>LM>K��0IHG

K><>BOBG@�MA>�:E>KM	�MA>�->JN>LM>K�LA:EE�BLLN>�:���D�����������D������� MH�MA>�->LIHG=>K�

��� $?�MA>�IARLB<:E�MK:GLIHKM�<:GGHM�=>?BG>�:G�:E>KMBG@�F><A:GBLF�MH�MA>�->JN>LM>K	�MA>�->JN>LM>K�<:G�LMBEE�NL>�MA>

.+�(�.I><B?B<:MBHG �.+���

��� +N;EBLA>= 1>KLBHG������



>G<:ILNE:M>=�K>JN>LM�?EHP�:L�:�IHEEBG@�F><A:GBLF�;R�I>KBH=B<:EER�L>G=BG@�MA>���D�����������D������� F>LL:@>�

$?�MA>�->LIHG=>K�K><>BO>L�:���D�����������D������� :G=�A:L�GH�K>JN>LM�I>G=BG@	�MA>�->LIHG=>K�LAHNE=�K>LIHG=

PBMA�:G����� F>LL:@>�H? �--*-�*� S�*� )�$)"� ,0 ./. �

718 10.23 DELIVER_ENCAPSULATED_RESPONSE request and
ENCAPSULATED_RESPONSE_ACK response messages

��� �L�:�->JN>LM>K�IKH<>LL>L�:G�>G<:ILNE:M>=�K>JN>LM	�BM�G>>=L�:�F><A:GBLF�MH�=>EBO>K�;:<D�MA>�<HKK>LIHG=BG@

K>LIHGL>��/A:M�F><A:GBLF�LA:EE�;>�MA>��
���D�����������D�������� :G= �����������D��������D��� F>LL:@>L�

/A> ��
���D�����������D�������� 	�PAB<A�BL�:G�.+�(�K>JN>LM	�>G<:ILNE:M>L�MA>�K>LIHGL>�:G=�=>EBO>KL�BM�MH�MA>

->LIHG=>K��/A> �����������D��������D��� 	�PAB<A�BL�:G�.+�(�K>LIHGL>	�:<DGHPE>=@>L�MA>�K><>IMBHG�H?�MA>

>G<:ILNE:M>=�K>LIHGL>�

�� !NKMA>KFHK>	�B?�MA>K>�:K>�:==BMBHG:E�K>JN>LML�?KHF�MA>�->LIHG=>K	�MA>�->LIHG=>K�LA:EE�IKHOB=>�MA>�G>QM�K>JN>LM�BG�MA>

�����������D��������D��� K>LIHGL>�F>LL:@>�

��� $G�:G�>G<:ILNE:M>=�K>JN>LM�?EHP	�MA>�->JN>LM>K�LA:EE�GHM�L>G=�:GR�HMA>K�K>JN>LML�:?M>K�MA>�LN<<>LL?NE�K><>IMBHG�H?

MA>�?BKLM�>G<:ILNE:M>=�K>JN>LM	�PBMA�MA>�>Q<>IMBHG�H?��
���D�����������D�������� 	 �������D
�D����� 	�HK

���D����
�� ��$?�:�->LIHG=>K�K><>BO>L�:�K>JN>LM�HMA>K�MA:G��
���D�����������D�������� 	 �������D
�D����� 	�HK

���D����
�� :?M>K�MA>�LN<<>LL?NE�K><>IMBHG�H?�MA>�?BKLM��
���D�����������D�������� 	�MA>�->LIHG=>K�LAHNE=

K>LIHG=�PBMA�:G����� F>LL:@>�H? �--*-�*� S� ,0 ./
)�'$"#/ �

��� $?��-�(J H? �����������D��������D��� BL�L>M�MHH3HH HKH3HJ 	�MA>G�MABL�LA:EE�;>�MA>�?BG:E�>G<:ILNE:M>=�?EHP

F>LL:@>�MA:M�MA>�->LIHG=>K�LA:EE�BLLN>�:G=�MA>�>G<:ILNE:M>=�?EHP�LA:EE�;>�<HFIE>M>=�

��� /A>�MBFBG@�I:K:F>M>KL�?HK�MA>�K>LIHGL>�LA:EE�=>I>G=�HG�MA>�>G<:ILNE:M>=�K>JN>LM��/ABL�>G:;E>L�MA>�->LIHG=>K�MH

IKH<>LL�MA>�K>LIHGL>�;>?HK>�=>EBO>KBG@�MA>�G>QM�K>JN>LM��.>>�==BMBHG:E�BG?HKF:MBHG�

��� / :;E>����[�� '$1 -9 )��+.0'� / �9- .+*). �K>JN>LM�F>LL:@>�?HKF:M =>L<KB;>L�MA>�K>JN>LM�F>LL:@>

?HKF:M�

��� Table 85 Ñ DELIVER_ENCAPSULA TED_RESPONSE request message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3�� � ��
���D�����������D��������

->JN>LM��.>> / :;E>���[�.+�(�K>JN>LM�<H=>L �

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���



Byte offset Field Size (bytes) Description

� +:K:F� �

.A:EE�;>�MA>�->JN>LM�$��

/A>�->JN>LM>K�LA:EE�NL>�MA>�L:F>� ,0 ./�
� �MA:M

BL	 ��-�(I ��MA:M�P:L�IKHOB=>=�;R�MA>�->LIHG=>K�BG

MA>�<HKK>LIHG=BG@�����������D������� HK

�����������D��������D��� �

$?�MA>�O:EN>�P:L�GHM�IKHOB=>=�;R�MA>�->LIHG=>K��?HK

>Q:FIE>	�BG�MA>�?BKLM�F>LL:@>�H?�:G�HIMBFBS>=

>G<:ILNE:M>=�K>JN>LM�?EHP�	� ,0 ./�
� LA:EE�;>��

� +:K:F� � ->L>KO>=�

�  G<:ILNE:M>=->LIHGL> 1:KB:;E>

.A:EE�;>�MA>�.+�(�->LIHGL>�(>LL:@>�

/A>�O:EN>�H?�MABL�?B>E=�LA:EE�K>IK>L>GM�:�O:EB=�.+�(

K>LIHGL>�F>LL:@>��/A>�E>G@MA�H?�MABL�?B>E=�BL

=>I>G=>GM�HG�MA>�.+�(�->LIHGL>�F>LL:@>��/A>

?B>E=�LA:EE�LM:KM�PBMA�MA>����� -.$*) ?B>E=��/A>

����� -.$*) ?B>E=�H?�MA>�)��+.0'�/ ��� .+*). 

LA:EE�;>�MA>�L:F>�:L�MA>����� -.$*) H?�MA>

��
���D�����������D�������� K>JN>LM���HMA

�����������D������� :G=

�����������D��������D��� LA:EE�;>�BGO:EB=

K>LIHGL>L	�:G=�MA>�->LIHG=>K�LAHNE=�K>LIHG=�PBMA

:G ����� F>LL:@>�H?

�--*-�*� S
)1�'$�� .+*). �*� B?�MA>L>�K>LIHGL>L

:K>�>G<:ILNE:M>=�

��� / :;E>����[� )��+.0'� / �9- .+*). 9��&�K>LIHGL>�F>LL:@>�?HKF:M =>L<KB;>L�MA>�K>LIHGL>�F>LL:@>

?HKF:M�

��� Table 86 Ñ ENCAPSULA TED_RESPONSE_ACK response message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3N� � �����������D��������D��� ��.>>

/ :;E>���[�.+�(�K>LIHGL>�<H=>L �

� +:K:F� �

.A:EE�;>�MA>�->JN>LM�$��

$?�)��+.0'�/ �� ,0 ./ BL�IK>L>GM�:G=�B?

��-�(J � H3HI 	�MABL�?B>E=�LAHNE=�<HGM:BG�:�NGBJN>

GHG
S>KH�GNF;>K�MH�A>EI�MA>�->LIHG=>K�F:M<A

K>LIHGL>�MH�K>JN>LM��*MA>KPBL>	�MABL�?B>E=�LA:EE�;>

H3HH�

.+�(�.I><B?B<:MBHG �.+���

��� +N;EBLA>= 1>KLBHG������



Byte offset Field Size (bytes) Description

� +:K:F� �

.A:EE�BG=B<:M>�MA>�I:REH:=�/RI>�

$?�L>M�MHH3HH	�GH�K>JN>LM�F>LL:@>�BL�>G<:ILNE:M>=

:G=�MA>�)��+.0'�/ �� ,0 ./ ?B>E=�BL�:;L>GM�

$?�L>M�MHH3HI 	�MA>�)��+.0'�/ �� ,0 ./ ?B>E=

?HEEHPL�

$?�L>M�MHH3HJ 	�:��
;RM> �)��+.0'�/ �� ,0 ./ ?B>E=

?HEEHPL�<HGM:BGBG@�MA>�'*/
� H?�MA>�->JN>LM>K�L

<>KMB?B<:M>�<A:BG�NL>=�?HK�FNMN:E�:NMA>GMB<:MBHG��/A>

O:EN>�BG�MABL�?B>E=�LA:EE�;>�;>MP>>G��:G=���BG<ENLBO>�

�EE�HMA>K�O:EN>L�K>L>KO>=�

� �<D->JN>LM$� �

.A:EE�;>�MA>�L:F>�:L ��-�(I H?�MA>

��
���D�����������D�������� K>JN>LM�F>LL:@>�

/A>�INKIHL>�H?�MABL�?B>E=�BL�MH�A>EI�MA>�->JN>LM>K

=BLMBG@NBLA�;>MP>>G�G>P�K>JN>LML�:G=�K>MKB>L�

� ->L>KO>= � ->L>KO>=�

�  G<:ILNE:M>=->JN>LM 1:KB:;E>

$?��-�(J � H3HI 	�MA>�O:EN>�H?�MABL�?B>E=�LA:EE

K>IK>L>GM�:�O:EB=�.+�(�K>JN>LM�F>LL:@>��/A>

E>G@MA�H?�MABL�?B>E=�BL�=>I>G=>GM�HG�MA>�.+�(

->JN>LM�F>LL:@>��/A>�?B>E=�LA:EE�LM:KM�PBMA�MA>

����� -.$*) ?B>E=��/A>����� -.$*) ?B>E=�H?�MA>

�)��+.0'�/ �� ,0 ./ LA:EE�;>�MA>�L:F>�:L�MA>

����� -.$*) H?�MA>�����������D������� K>LIHGL>�

�HMA ���D�����������D������� :G=

��
���D�����������D�������� LA:EE�;>�BGO:EB=

K>JN>LML	�:G=�MA>�->JN>LM>K�LA:EE�K>LIHG=�PBMA�:G

����� F>LL:@>�H? �--*-�*� S�) 3+ �/ �� ,0 ./ B?

MA>L>�K>JN>LML�:K>�>G<:ILNE:M>=�

$?��-�(J � H3HJ 	�MA>�O:EN>�H?�MABL�?B>E=�LA:EE�<HGM:BG

MA>�'*/
� <HKK>LIHG=BG@�MH�MA>�<>KMB?B<:M>�<A:BG�MA>

->JN>LM>K�LA:EE�NL>�?HK�FNMN:E�:NMA>GMB<:MBHG��/A>

?B>E=�LBS>�LA:EE�;>���;RM>�

$?��-�(J � H3HH	�MABL�?B>E=�LA:EE�;>�:;L>GM�

728 10.23.1 Additional infor mation

��� 0LBG@�NGBJN>� ,0 ./�
� L�BL�AB@AER�K><HFF>G=>=�MH�:B=�MA>�->LIHG=>K�BG�=B??>K>GMB:MBG@�;>MP>>G�K>MKB>L�:G=�G>P

��
���D�����������D�������� F>LL:@>L��!HK�>Q:FIE>	�B?�MA>�->LIHG=>K�L>GM�:G�����������D��������D���

F>LL:@>�PBMA�:�G>P�>G<:ILNE:M>=�K>JN>LM�:G=�MA>�F>LL:@>�?:BE>=�BG�MK:GLFBLLBHG�HO>K�MA>�PBK>	�MA>�->JN>LM>K

PHNE=�L>G=�:�K>MKR�;NM�MA:M�K>MKR�PHNE=�LMBEE�<HGM:BG�MA>�K>LIHGL>�MH�MA>�IK>OBHNL�>G<:ILNE:M>=�K>JN>LM��2BMAHNM�:

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���



=B??>K>GM� ,0 ./�
� 	�MA>�->LIHG=>K�FB@AM�FBLM:D>�MA>�K>MKB>=��
���D�����������D�������� ?HK�:�G>P�K>JN>LM�

/ABL�FBLM:D>�FB@AM�<:NL>�?NKMA>K�FBLM:D>L�MH�H<<NK�

�� /A>�K>LIHGL>�MBFBG@�?HK�����������D��������D��� LA:EE�A:O>�MA>�L:F>�MBFBG@�<HGLMK:BGML�:L�MA>�>G<:ILNE:M>=

K>JN>LM��!HK�>Q:FIE>	�B?�MA>�>G<:ILNE:M>=�K>JN>LM�BL�	�����D���	 	�MA>�->LIHG=>K	�MHH	�PHNE=�:=A>K>�MH��

MBFBG@�KNE>L�PA>G�BM�A:L�:�LN;L>JN>GM�K>JN>LM��$?�G><>LL:KR	�MA>�->JN>LM>K�<:G�K>MNKG�:G����� F>LL:@>�H?

�--*-�*� S� .+*). �*/� ��4 �

��� /A> ��
���D�����������D�������� :G= �����������D��������D��� F>LL:@>L�LA:EE�HGER�;>�:EEHP>=�MH

>G<:ILNE:M>�<>KM:BG�K>JN>LML�BG�<>KM:BG�L<>G:KBHL��!HK�=>M:BEL�:;HNM�MA>L>�<HGLMK:BGML	�L>>�MA>.>LLBHG	 �:LB<�FNMN:E

:NMA>GMB<:MBHG	�:G= & 490+�� / �K>JN>LM�:G=�& 490+�� / 9��&�K>LIHGL>�F>LL:@>L <E:NL>L�

732 10.23.2 Allowance for encapsulat ed requests

��� *GER�<>KM:BG�K>JN>LML�<:G�;>�>G<:ILNE:M>=�BG�:GR�>G<:ILNE:M>=�K>JN>LM�?EHP��/A>BK�<HKK>LIHG=BG@�K>LIHGL>L	

BG<EN=BG@����� 	�<:G�:ELH�;>�>G<:ILNE:M>=���==BMBHG:EER	�MA>L>�K>JN>LML�:K>�HGER�:EEHP>=�BG�<>KM:BG�?EHPL�:L

=>L<KB;>=�BG�O:KBHNL�I:KML�H?�MABL�LI><B?B<:MBHG��/ABL�<HGLHEB=:M>=�EBLM�LA:EE�;>�MA>�K>JN>LML�MA:M�:K>�:EEHP>=�MH�;>

>G<:ILNE:M>=�

V �	�����

V ���D����
�
����

V ���D�
�����

V ���D������

V ������
��D�����D�����

V ����D�����

V ���D���������D�����D�����

V ���D�����
��D
���

��� $?�:�K>JN>LM�BL�GHM�BG�MABL�EBLM	�MA>�K>JN>LM�:G=�BML�<HKK>LIHG=BG@�K>LIHGL>�LA:EE�;>�IKHAB;BM>=�?KHF�;>BG@�>G<:ILNE:M>=�

735 10.23.3 Certain err or handling in encapsulat ed f lows

��� /A>L>�<E:NL>L�=>L<KB;>�LI><B:E�>KKHK�L<>G:KBHL�:G=�MA>BK�A:G=EBG@�K>JNBK>F>GML�

737 10.23.3.1 Response not r eady

��� $G�:G�>G<:ILNE:M>=�K>JN>LM�?EHP	�:�->LIHG=>K�<:G�BLLN>�:G�>G<:ILNE:M>=�K>JN>LM�MA:M�<:G�M:D>�NI�MH�� MBF>�MH

?NE?BEE��2A>G�MA>�->JN>LM>K�=>EBO>KL�:G����� F>LL:@>�H? �--*-�*� S� .+*). �*/� ��4 	�MA>�->LIHG=>K�LA:EE�GHM

>G<:ILNE:M>�:GHMA>K�K>JN>LM�;R�L>MMBG@��-�(J BG�����������D��������D��� MH�:�O:EN>�H?�S>KH��/ABL�>??><MBO>ER�:G=

G:MNK:EER�M>KFBG:M>L�MA>�>G<:ILNE:M>=�K>JN>LM�?EHP�

��� /A>�->LIHG=>K�LAHNE=�P:BM�MA>�:FHNGM�H?�MBF>�BG=B<:M>=�BG�MA>����� F>LL:@>�?HK�MA>�I:KMB<NE:K�>KKHK�<H=>�

�� 2A>G�MA>�MBF>HNM�BL�G>:K�>QIBK:MBHG	�MA>�->LIHG=>K�LAHNE=�I>K?HKF�MA>�?HEEHPBG@�

�� / KB@@>K�BML�MK:GLIHKM
=>?BG>=�:E>KM�F><A:GBLF�MH�BGBMB:M>�MA> G<:ILNE:M>=�K>JN>LM�?EHP�

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



�� 2A>G�MA>�->JN>LM>K�BLLN>L�:���D�����������D������� 	�MA>�->LIHG=>K�LAHNE=�>G<:ILNE:M>�MA>

�������D
�D����� K>JN>LM�IHINE:M>=�PBMA�MA>�BG?HKF:MBHG�?KHF�MA>�IK>OBHNL����� PBMA

� .+*). �*/� ��4 F>LL:@>�

` $?�MA>�->LIHG=>K�=H>L�GHM�=H�MABL	�MA>�->JN>LM>K�<:G�=KHI�MA>�HKB@BG:E�K>LIHGL>�

741 10.23.3.2 Timeouts

��� $?�MA>�->LIHG=>K�BL�GHM�K><>BOBG@�:�K>LIHGL>�MH�BML�>G<:ILNE:M>=�K>JN>LM	�MA>�->LIHG=>K�<:G�MKB@@>K�BML�MK:GLIHKM


=>?BG>=�:E>KM�F><A:GBLF��2A>G�MABL�H<<NKL	�B?�MA>�->JN>LM>K�BL�BG�MA>�FB==E>�H?�:G�>QBLMBG@�>G<:ILNE:M>=�K>JN>LM�?EHP

PBMA�MA>�L:F>�->LIHG=>K	�MA>G�MA>�>QBLMBG@�?EHP�LA:EE�M>KFBG:M>�:G=�MA>�->JN>LM>K�LA:EE�K>LM:KM�MA>�>G<:ILNE:M>=

K>JN>LM�?EHP�

��� �HMA�->LIHG=>K�:G=�->JN>LM>K�LAHNE=�<HFIER�PBMA�MA>�MBFBG@�K>JNBK>F>GML�IK>L<KB;>=�BG/ BFBG@�K>JNBK>F>GML�

744 10.24 END_SESSION request and END_SESSION_ACK response messages

��� /ABL�K>JN>LM�LA:EE�M>KFBG:M>�:�L>LLBHG��.>>�MA>.>LLBHG�M>KFBG:MBHG�IA:L><E:NL>�

��� / :;E>����[� )�9. ..$*)�K>JN>LM�F>LL:@>�?HKF:M :G= / :;E>����[� G=�L>LLBHG�K>JN>LM�:MMKB;NM>L=>L<KB;>�MABL

?HKF:M�

��� Table 87 Ñ END_SESSION request message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3�� � ���D����
�� ��.>> / :;E>���[�.+�(

K>JN>LM�<H=>L�

� +:K:F� � .>> / :;E>����[� G=�L>LLBHG�K>JN>LM�:MMKB;NM>L�

� +:K:F� � ->L>KO>=�

��� Table 88 Ñ End session request attributes

Bit offset Value Field Description

 
)>@HMB:M>=�.M:M>��E>:KBG@

$G=B<:MHK

$?�MA>�->LIHG=>K�LNIIHKML�)>@HMB:M>=�.M:M>�<:<ABG@

� ���	�D���SI �	�MA>�->LIHG=>K�LA:EE�IK>L>KO>�MA>

<:<A>=�)>@HMB:M>=�.M:M>��*MA>KPBL>	�MABL�?B>E=�LA:EE

;>�B@GHK>=�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���



Bit offset Value Field Description

 �
)>@HMB:M>=�.M:M>��E>:KBG@

$G=B<:MHK

$?�MA>�->LIHG=>K�LNIIHKML�)>@HMB:M>=�.M:M>�<:<ABG@

� ���	�D���SI �	�MA>�->LIHG=>K�LA:EE�:ELH�<E>:K�MA>

<:<A>=�)>@HMB:M>=�.M:M>�:L�I:KM�H?�L>LLBHG

M>KFBG:MBHG��$?�MA>K>�BL�GH�<:<A>=�)>@HMB:M>=�.M:M>�MH

;>�<E>:K>=�=N>�MH�:�IK>OBHNL���D����
�� K>JN>LM

F>LL:@>�PBMA�MABL�?B>E=�L>M�MH��	�MABL�?B>E=�LA:EE�;>

B@GHK>=��$?�MA>�->LIHG=>K�=H>L�GHM�LNIIHKM

)>@HMB:M>=�.M:M>�<:<ABG@�����	�D���SH �	�MABL�?B>E=

LA:EE�;>�B@GHK>=�

6���7 ->L>KO>= ->L>KO>= ->L>KO>=�

��� / :;E>����[� )�9. ..$*)9��&�K>LIHGL>�F>LL:@>�?HKF:M =>L<KB;>L�MA>�K>LIHGL>�F>LL:@>�

�� Table 89 Ñ END_SESSION_ACK response message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3N� � ���D����
��D��� ��.>> / :;E>���[

.+�(�K>LIHGL>�<H=>L �

� +:K:F� � ->L>KO>=�

� +:K:F� � ->L>KO>=�

��� !B@NK>����[� )�9. ..$*)�IKHMH<HE�?EHP LAHPL�MA>���D����
�� IKHMH<HE�?EHP�

��� Figure 23 Ñ END_SESSION protocol flow

.+�(�.I><B?B<:MBHG �.+���

��� +N;EBLA>= 1>KLBHG������



���

ResponderRequester

& 49 3�#�)" 

& 49 3�#�)" 9-.+

!$)$.#�&��

!$)$.#9-.+�&��

 )�9. ..$*)�&��

 )�9. ..$*)9��&�&��

 G:;E>L�:NMA>GMB<:M>=�:G=�HK
�>G<KRIM>=�=:M:�MK:GL?>K�8
<9

754 10.25 Certificat e provisioning

��� /A>L>�<E:NL>L�=>L<KB;>�MA>�K>JN>LM�:G=�K>LIHGL>�F>LL:@>L�NL>=�?HK�IKHOBLBHGBG@�:�=>OB<>�PBMA�<>KMB?B<:M>�<A:BGL�

+KHOBLBHGBG@�H?�.EHM��LAHNE=�HGER�;>�=HG>�BG�:�MKNLM>=�>GOBKHGF>GM��LN<A�:L�:�L><NK>�F:GN?:<MNKBG@�>GOBKHGF>GM��

756 10.25.1 GET_CSR request and CSR response messages

��� /A> ���D��� K>JN>LM�F>LL:@>�LA:EE�K>MKB>O>�:��>KMB?B<:M>�.B@GBG@�->JN>LM���.-��?KHF�MA>�->LIHG=>K�

��� ��->LIHG=>K�LA:EE�HGER�IKH<>LL�:���D��� K>JN>LM�B?�BM�:EK>:=R�IHLL>LL>L�:G�:IIKHIKB:M>�:LRFF>MKB<�D>R�I:BK�?HK

MA>�LB@G:MNK>�LNBM>��MA:M�BL	�MA>�:E@HKBMAFL�:G=�:LLH<B:M>=�I:K:F>M>KL��K>JNBK>=�;R�MA>�K>JN>LM��$?�FHK>�MA:G�HG>

LB@G:MNK>�LNBM>�:K>�LNIIHKM>=	�L>E><MBHG�H?�MA>�:IIKHIKB:M>�LB@G:MNK>�LNBM>��:G=	�MANL	�MA>�D>R�I:BK��LA:EE�;>

=>M>KFBG>=�OB:�MA>�FHLM�K><>GM����
�	�� K>LIHGL>��0IHG�K><>BOBG@�:���D��� K>JN>LM	�:�->LIHG=>K�LA:EE

@>G>K:M>�:G=�LB@G�:��.-�?HK�MA>�<HKK>LIHG=BG@�IN;EB<�D>R��/A>��.-�LA:EE�;>�IHINE:M>=�PBMA�:�<HF;BG:MBHG�H?

:MMKB;NM>L�IKHOB=>=�;R�MA>�->JN>LM>K�OB:�MA>� ,0 ./ -
)!* ?B>E=�:G=�HMA>K�:MMKB;NM>L�<HGMKB;NM>=�;R�MA>�->LIHG=>K

BML>E?��/A>� ,0 ./ -
)!* ?HKF:M�LA:EE�<HFIER�PBMA�MA>�+&�.����LI><B?B<:MBHG�BG-!������ 	�LI><B?B<:EER�MA>

� -/$!$��/$*)� ,0 ./
)!* ?HKF:M��1>G=HK
=>?BG>=�>QM>GLBHGL�LA:EE�;>�>G<H=>=�NLBG@�MA>�//-$�0/ . MRI>��/A>

->LIHG=>K�F:R�:EM>K�MA>�O:EN>�H?�K>JN>LM>=� -/$!$��/$*)� ,0 ./
)!* ?B>E=L�BG� ,0 ./ -
)!* PA>G�@>G>K:MBG@

�����/� ��/A>�->LIHG=>K�LA:EE�K>MNKG�:G����� F>LL:@>�PBMA�>KKHK�<H=>
)1�'$�� ,0 ./ B?�BM�<:GGHM�LNIIHKM�:�?B>E=

BG<EN=>=�BG�MA>� ,0 ./ -
)!* 	�HK�B?�MA>�O:EN>�H?�:�K>JN>LM>=�?B>E=�BL�GHM�LNIIHKM>=�:G=�MA>�->LIHG=>K�<:GGHM�:EM>K

MA>�O:EN>�H?�MA>�?B>E=��$?�MA>�->LIHG=>K�K><>BO>L�:�G>P���D��� K>JN>LM������-��&$)"��" � H ��PABE>�:GHMA>K

���D��� K>JN>LM�BL�HNMLM:G=BG@�:G=�B?�1 -2-$/ BL�GHM�LI><B?B>=��MA:M�BL	��BM���H?��-�(J BL�L>M�MHH� �	�MA>

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���



->LIHG=>K�<:G�>BMA>K�HO>KPKBM>�MA>�>QBLMBG@�K>JN>LM�:G=�IKH<>LL�MA>�G>P���D��� K>JN>LM�HK�K>LIHG=�PBMA�:G

����� F>LL:@>�H? �--*-�*� S�0.4 ��$?�MA>�->LIHG=>K�K><>BO>L�:���D��� K>JN>LM�PABE>�:GHMA>K���D��� K>JN>LM�BL

HNMLM:G=BG@�:G=�B?�1 -2-$/ BL�LI><B?B>=��MA:M�BL	��BM���H?��-�(J BL�L>M�MHI� �	�MA>�->LIHG=>K�LA:EE�HO>KPKBM>�MA>

>QBLMBG@�K>JN>LM�:G=�IKH<>LL�MA>�G>P���D��� K>JN>LM�

��� $?�MA>�=>OB<>�K>JNBK>L�:�K>L>M�MH�<HFIE>M>�MA>���D��� K>JN>LM	�MA>�=>OB<>�LA:EE�K>LIHG=�PBMA�:G����� F>LL:@>�H?

�--*-�*� S� . /� ,0$- � PBMA�$/?J8H@ H?�MA>�--*-���/� ?B>E=�L>M�MH�:�->LIHG=>K
:LLB@G>=����-��&$)"��" BG

MA>�K:G@>�H?I MHO 	�BG<ENLBO>�����-��&$)"��" L�:K>�:EEH<:M>=�:G=�F:G:@>=�;R�MA>�->LIHG=>K��$?�:�->JN>LM>K�BL

L>G=BG@�:�G>P���D��� K>JN>LM	�MA>G�MA>����-��&$)"��" ?B>E=�LA:EE�;>�L>M�MHH ��$?�MA>�->LIHG=>K�K>JNBK>L�:�K>L>M

MH�IKH<>LL�:���D��� K>JN>LM	�;NM�=H>L�GHM�A:O>�:GR�:O:BE:;E>����-��&$)"��" L	�BM�LA:EE�K>LIHG=�PBMA�:G�����

F>LL:@>�H? �--*-�*� S�0.4 ���?M>K�MA>�->LIHG=>K�A:L�IKH<>LL>=�MA>�K>L>M	�MA>�->JN>LM>K�L>G=L�:���D��� K>JN>LM

PBMA�$/?M8K@ BG��-�(J L>M�MH�MA>����-��&$)"��" MA:M�MA>�->LIHG=>K�IKHOB=>=�BG�MA>�<HKK>LIHG=BG@�����

K>LIHGL>	�PAB<A�LB@G:EL�MH�MA>�->LIHG=>K�MH�L>G=�MA>��� K>LIHGL>�:LLH<B:M>=�PBMA�MA>�IK>OBHNL�K>JN>LM���?M>K�:

->JN>LM>K�A:L�K>MKB>O>=�:��� K>LIHGL>�?KHF�:�IK>OBHNL���D��� K>JN>LM	�MA>�->LIHG=>K�<:G�=BL<:K=�:GR

:LLH<B:M>=��.-�=:M:�:G=�K>NL>�MA>����-��&$)"��" ��$?�MA>�->JN>LM>K�L>G=L�:���D��� K>JN>LM�PBMA�:�GHG
S>KH

����-��&$)"��" MA:M�MA>�->LIHG=>K�=B=�GHM�@>G>K:M>	�MA>�->LIHG=>K�LA:EE�>BMA>K�K>LIHG=�PBMA�:G����� F>LL:@>�H?

�--*-�*� S�) 3+ �/ �� ,0 ./ HK�=KHI�MA>�K>JN>LM�

�� /A>�:MMKB;NM>L�H?�MA>�K>LNEMBG@��.-�:G=�MA>BK�O:EN>L�LA:EE�<HFIER�PBMA�MA>�<E:NL>L�IK>L>GM>=�BG.+�(�<>KMB?B<:M>

K>JNBK>F>GML�:G=�K><HFF>G=:MBHGL��$?�MA>���D��� K>JN>LM�<HG?HKFL�MH�MA>� 1$� � -/ FH=>E	�MA>�K>LNEMBG@��.-

LA:EE�;>�?HK�:��>OB<>��>KMB?B<:M>��$?�MA>���D��� K>JN>LM�<HG?HKFL�MH�MA>�'$�.� -/ FH=>E	�MA>�K>LNEMBG@��.-�LA:EE

;>�?HK�:��>OB<>��>KMB?B<:M>�����$?�MA>���D��� K>JN>LM�<HG?HKFL�MH�MA>� ) -$�� -/ FH=>E	�MA>�K>LNEMBG@��.-�LA:EE

;>�?HK�:�">G>KB<�'>:?��>KMB?B<:M>��.>>$=>GMBMR�IKHOBLBHGBG@?HK�FHK>�=>M:BEL�

��� / :;E>���[�" /9�.-�K>JN>LM�F>LL:@>�?HKF:M LAHPL�MA>���D��� K>JN>LM�F>LL:@>�?HKF:M�

��� / :;E>����[��.-�K>LIHGL>�F>LL:@>�?HKF:M LAHPL�MA>��� K>LIHGL>�F>LL:@>�?HKF:M�

��� !B>E=L�?KHF�����/� <HGM:BG>=�BG�:�LN<<>LL?NE��� K>LIHGL>�:K>�:LL>F;E>=�BGMH�:�<>KMB?B<:M>�:G=�LAHNE=�;>�LB@G>=

;R�:G�:IIKHIKB:M>��>KMB?B<:M>��NMAHKBMR��/A>�=>M:BEL�H?�MA>�+N;EB<�&>R�$G?K:LMKN<MNK>�NL>=�MH�O>KB?R�:G=�LB@G�MA>��.-

:G=�F:D>�MA>�?BG:E�<>KMB?B<:M>�:O:BE:;E>�?HK�IKHOBLBHGBG@�:K>�HNMLB=>�MA>�L<HI>�H?�MABL�LI><B?B<:MBHG�

��� Table 90 Ñ GET_CSR request message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3�� � ���D��� ��.>> / :;E>���[�.+�(

K>JN>LM�<H=>L�

� +:K:F� �

&>R+:BK$���/A>�O:EN>�H?�MABL�?B>E=�LA:EE�;>�MA>�D>R

I:BK�$��B=>GMB?RBG@�MA>�=>LBK>=�:LRFF>MKB<�D>R�I:BK�MH

NL>�BG�@>G>K:MBG@�MA>��.-��$?���
D���D����D��� BL

?:EL>	�MA>�O:EN>�LA:EE�;>�S>KH��HMA>KPBL>	�MA>�O:EN>

LA:EE�;>�GHG
S>KH�

� +:K:F� �
->JN>LM��MMKB;NM>L��.A:EE�;>�MA>�?HKF:M�:L">M��.-

K>JN>LM�:MMKB;NM>L=>?BG>L�

.+�(�.I><B?B<:MBHG �.+���

��� +N;EBLA>= 1>KLBHG������



Byte offset Field Size (bytes) Description

� ->JN>LM>K$G?H'>G@MA �

.A:EE�;>�MA>�E>G@MA�H?�MA>� ,0 ./ -
)!* ?B>E=�BG

;RM>L�IKHOB=>=�;R�MA>�->JN>LM>K��/ABL�?B>E=�<:G�;>

H �

� *I:JN>�:M:'>G@MA �

.A:EE�;>�MA>�LBS>�H?�MA>�+�,0 ��/� ?B>E=�MA:M�?HEEHPL

BG�;RM>L��/A>�O:EN>�LAHNE=�GHM�;>�@K>:M>K�MA:G����

;RM>L��.A:EE�;>H B?�GH�+�,0 ��/� BL�IKHOB=>=�

� ->JN>LM>K$G?H � ,0 ./ -
)!* )"/#
.A:EE�;>�MA>�HIMBHG:E�BG?HKF:MBHG�IKHOB=>=�;R�MA>

->JN>LM>K��/ABL�?B>E=�LA:EE�;>�� -
>G<H=>=�

���

� ,0 ./ -
)!* )"/#
*I:JN>�:M: �+�,0 ��/� )"/#

/A>�->JN>LM>K�<:G�BG<EN=>�O>G=HK
LI><B?B<

BG?HKF:MBHG�?HK�MA>�->LIHG=>K�MH�@>G>K:M>�MA>��.-�

/ABL�?B>E=�BL�HIMBHG:E��$?�IK>L>GM	�MABL�?B>E=�LA:EE

<HG?HKF�MH�MA>�L>E><M>=�HI:JN>�=:M:�?HKF:M�BG

�/# -��-�(.� ' �/$*) �

��� Table 91 Ñ Get CSR request attributes

Bit offset Field Description

6��7 �.-�>KM(H=>E

/ABL�?B>E=�BG=B<:M>L�MA>�=>LBK>=�<>KMB?B<:M>�FH=>E�H?�MA>��.-��/A>

O:EN>�:G=�?HKF:M�H?�MABL�?B>E=�LA:EE�;>�MA>�L:F>�:L� -/�*� ' BG

�>KMB?B<:M>�BG?H��$? ���
D���D����D��� BL�MKN>�:G=�1 -2-$/ BL

GHM�L>M	�MA>�O:EN>�LA:EE�GHM�;>�S>KH�

6���7 �.- / K:<DBG@/:@

$?�MA>�->JN>LM>K�BL�K>JN>LMBG@�:�IK>OBHNLER�K>JN>LM>=���D���

:?M>K�:�K>L>M�A:L�<HFIE>M>=	�MABL�?B>E=�LA:EE�<HGM:BG�MA>

����-��&$)"��" H?�MA>�:LLH<B:M>=���D��� K>JN>LM�

� ->L>KO>= ->L>KO>=�

� *O>KPKBM>

$?�L>M	�MA>�->LIHG=>K�LA:EE�LMHI�IKH<>LLBG@�:GR�>QBLMBG@���D���

K>JN>LM�:G=�HO>KPKBM>�BM�PBMA�MABL�K>JN>LM	�:G=�MA>�->LIHG=>K�LA:EE

=BL<:K=�:EE�IK>OBHNLER�@>G>K:M>=����-��&$)"��" L�

��� /A> ���� -/�*� ' ?B>E=�BG" /��.-�K>JN>LM�:MMKB;NM>LA>EIL�MA>�->LIHG=>K�=>M>KFBG>�MA>�<HGM>GM�H?�MA>��.-��!HK

>Q:FIE>	�B?�MA>���� -/�*� ' BG=B<:M>L�:�=>OB<>�<>KMB?B<:M>�FH=>E	�MA>�->LIHG=>K�F:R�:==�:==BMBHG:E�*$�L�LN<A�:L

MAHL>�*$�L�=>?BG>=�BG�MABL�LI><B?B<:MBHG��$?�MA>���� -/�*� ' BG=B<:M>L�:G�:EB:L�<>KMB?B<:M>�FH=>E	�MA>�->LIHG=>K�L>ML

MA>�� <HGLMK:BGM�MH���� BG�MA>��.-�

��� Table 92 Ñ CSR response message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3N� � ��� ��.>> / :;E>���[�.+�(

K>LIHGL>�<H=>L�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���



Byte offset Field Size (bytes) Description

� +:K:F� � ->L>KO>=�

� +:K:F� � ->L>KO>=�

� �.-'>G@MA � .A:EE�;>�MA>�E>G@MA�H?�MA>�����/� BG�;RM>L�

� ->L>KO>= � ->L>KO>=�

� �.-=:M: ��� )"/#
.A:EE�;>�MA>�K>JN>LM>=�<HGM>GML�H?�MA>��.-��/ABL

?B>E=�LA:EE�;>�� -
>G<H=>=�

��� /A> �����/� ?HKF:M�LA:EE�<HFIER�PBMA�MA>�+&�.����LI><B?B<:MBHG�BG-!������ 	�LI><B?B<:EER�MA>

� -/$!$��/$*)� ,0 ./ ?HKF:M��2A>G�MA>�->LIHG=>K�LNIIHKML�FNEMBIE>�:LRFF>MKB<�D>RL�����
D���D����D��� BL�MKN>�

BG�MA>�.+�(�<HGG><MBHG	�MA>�0�% �/�0�'$�� 4
)!* :L�=>?BG>=�BG-!����� LA:EE�<HGM:BG�O:EN>L�<HGLBLM>GM�PBMA�MA>

K>JN>LM>=�:LRFF>MKB<�D>R�I:BK��� 4��$-
� ��BG�MA>�<HKK>LIHG=BG@�K>JN>LM�

769 10.25.2 SET_CERTIFICATE request and SET_CERTIFICATE_RSP response messages

�� !HK�.EHM��IKHOBLBHGBG@	�MA>�->JN>LM>K�LAHNE=�BLLN>���D����
�
���� HGER�BG�:�MKNLM>=�>GOBKHGF>GM��LN<A�:L�:

L><NK>�F:GN?:<MNKBG@�>GOBKHGF>GM���!HK�LEHML��
�	�B?�MA>�IKHOBLBHGBG@�A:II>GL�BG�:�MKNLM>=�>GOBKHGF>GM	�MA>

->JN>LM>K�LAHNE=�BLLN>���D����
�
���� BGLB=>�:�L><NK>�L>LLBHG��$?�MA>�IKHOBLBHGBG@�?HK�LEHML��
��BL�=HG>�HNMLB=>�H?

:�MKNLM>=�>GOBKHGF>GM	�MA>�->JN>LM>K�LA:EE�BLLN>���D����
�
���� BGLB=>�:�L><NK>�L>LLBHG��(NMN:E�:NMA>GMB<:MBHG

:G=�HK�HMA>K�F>:GL�?HK�<A><DBG@�MA>�:NMAHKBS:MBHG�H?�MA>�->JN>LM>K�MA:M�BLLN>L�MA>���D����
�
���� K>JN>LM�LAHNE=

;>�I>K?HKF>=��->JN>LM>K�:NMAHKBS:MBHG�BL�HNMLB=>�MA>�L<HI>�H?�MABL�LI><B?B<:MBHG��/A>�=>OB<>�FB@AM�K>JNBK>�:�K>L>M�MH

<HFIE>M>�MA>���D����
�
���� K>JN>LM	�IHM>GMB:EER�LH�MA:M�MA>�=>OB<>�<:G�@>G>K:M>�'$�.� -/ <>KMB?B<:M>L�NLBG@

EHP>K�?BKFP:K>�E:R>KL��$?�MA>�=>OB<>�K>JNBK>L�:�K>L>M�MH�<HFIE>M>�MA>���D����
�
���� K>JN>LM	�MA>G�MA>�=>OB<>�LA:EE

K>LIHG=�PBMA�:G����� F>LL:@>�H? �--*-�*� S� . /� ,0$- � ��2A>G � . /� ,0$- � BL�I>G=BG@�:G=�MA>�=>OB<>

K><>BO>L�:�G>P���D����
�
���� K>JN>LM�?HK�MA>�L:F>�LEHM�GNF;>K	�MA>�=>OB<>�LA:EE�HO>KPKBM>�MA>�>QBLMBG@� -/�#�$)

:G=�IKH<>LL�MA>�G>P���D����
�
���� K>JN>LM��$?�MA>�=>OB<>�M>FIHK:KBER�<:GGHM�PKBM>�MH�:�LEHM	�BG<EN=BG@�BG�MA>�<:L>

PA>G�BM�K><>BO>L�HO>KE:IIBG@���D����
�
���� K>JN>LML�?KHF�=B??>K>GM�->JN>LM>KL	�MA>G�MA>�=>OB<>�LA:EE�K>LIHG=

PBMA�:G����� F>LL:@>�H? �--*-�*� S�0.4 �

��� $?�$/�O H? ���D����
�
���� � ��-�(I BL�L>M�MHI 	�MA>�->LIHG=>K�LA:EE�>K:L>�MA>�<>KMB?B<:M>�<A:BG�IK>L>GM�BG�MA>�LEHM

B=>GMB?B>=�;R�;BML�6��7�H?���D����
�
���� � ��-�(I :G=�K>IHKM�BM�:L�NGIHINE:M>=�NGMBE�BM�BL�K>
IKHOBLBHG>=��$?�MA>

HI>K:MBHG�<HFIE>M>L�LN<<>LL?NEER	�MA>�->LIHG=>K�LA:EE�K>LIHG=�PBMA�:���D����
�
����D��� K>LIHGL>�F>LL:@>�PBMA

;BML�6��7�H?��-�(I B=>GMB?RBG@�MA>�'*/
� H?�MA>�LEHM�MA:M�P:L�>K:L>=��$?�MA>�HI>K:MBHG�?:BE>=	�MA>�->LIHG=>K�LA:EE

K>LIHG=�PBMA�:G����� F>LL:@>�H? �--*-�*� S�+ -�/$*)��$' � �

��� 2A>G�:�K>L>M�BL�K>JNBK>=�?HK�:�I>G=BG@�IK>OBHNL���D����
�
���� K>JN>LM�:G=�MA>�=>OB<>�K><>BO>L�:

���D����
�
���� K>JN>LM�?HK�:�I>G=BG@�LEHM�HK�:���D�
����� K>JN>LM	�MA>�=>OB<>�LA:EE�K>LIHG=�PBMA�:G

�--*-�*� S� . /� ,0$- � K>LIHGL>�

��� / :;E>����[�. /9� - /$!$�� / �K>JN>LM�F>LL:@>�?HKF:MLAHPL�MA>���D����
�
���� K>JN>LM�F>LL:@>�?HKF:M�

��� / :;E>����[�.N<<>LL?NE�. /9� - /$!$�� / 9-.+�K>LIHGL>�F>LL:@>�?HKF:M LAHPL�MA>���D����
�
����D���

K>LIHGL>�F>LL:@>�?HKF:M�

.+�(�.I><B?B<:MBHG �.+���

��� +N;EBLA>= 1>KLBHG������



��� Table 93 Ñ SET_CERTIFICA TE request message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3�� � ���D����
�
���� ��.>> / :;E>���[

.+�(�K>JN>LM�<H=>L�

� +:K:F� �
->JN>LM�:MMKB;NM>L��.A:EE�;>�MA>�?HKF:M�MA:M�MA>L>M

<>KMB?B<:M>�K>JN>LM�:MMKB;NM>L�M:;E>=>?BG>L�

� +:K:F� �

&>R+:BK$���/A>�O:EN>�H?�MABL�?B>E=�LA:EE�;>�MA>�NGBJN>

D>R�I:BK�GNF;>K�B=>GMB?RBG@�MA>�=>LBK>=�:LRFF>MKB<

D>R�I:BK�MH�:LLH<B:M>�PBMA�'*/
� ��$?�LNIIHKM�?HK

FNEMBIE>�:LRFF>MKB<�D>RL�����
D���D����D��� ��BL

?:EL>	�MA>�O:EN>�H?�MABL�?B>E=�LA:EE�;>�S>KH�

� �>KM�A:BG 1:KB:;E>

.A:EE�;>�MA>�<HGM>GML�H?�MA>�M:K@>M�<>KMB?B<:M>�<A:BG	

:L�LI><B?B>=�BG�>KMB?B<:M>L�:G=�<>KMB?B<:M>�<A:BGL	

PBMA�MA>�:==BMBHG:E�K>JNBK>F>GM�MA:M�BM�BG<EN=>�MA>�KHHM

<>KMB?B<:M>��$?�MA>�->LIHG=>K�NL>L�MA>�'$�.� -/

FH=>E���
��D����D���SI� BG�BML�����

�
��

K>LIHGL>��:G= � /� -/�*� ' BL�L>M�MH�'$�.� -/ 	

MABL�?B>E=�LA:EE�<HGM:BG�:�I:KMB:E�<>KMB?B<:M>�<A:BG�?KHF

MA>�KHHM����MH�MA>��>OB<>��>KMB?B<:M>�����$?�MA>

� ,0 ./��//-$�0/ . � �-�. ;BM�BL�L>M	�MABL�?B>E=�LA:EE

;>�:;L>GM�

��� Table 94 Ñ Set certificate request attributes

Bit offset Field Description

6��7 .EHM$�
/A>�<>KMB?B<:M>�LEHM�PA>K>�MA>�G>P�<>KMB?B<:M>�BL�PKBMM>G��/A>�O:EN>

BG�MABL�?B>E=�LA:EE�;>�;>MP>>G��:G=���BG<ENLBO>�

6���7 .>M�>KM(H=>E

/ABL�?B>E=�BG=B<:M>L�MA>�<>KMB?B<:M>�FH=>E�H?�MA>�<>KMB?B<:M>�<A:BG�

/A>�O:EN>�:G=�?HKF:M�H?�MABL�?B>E=�LA:EE�;>�MA>�L:F>�:L� -/�*� '

BG�>KMB?B<:M>�BG?H��$?�MA>�<>KMB?B<:M>�<A:BG�P:L�?HKF>=�PBMA

BG?HKF:MBHG�?KHF�:��� K>LIHGL>	�MA>�O:EN>�BG�MABL�?B>E=�LA:EE

F:M<A�MA>�O:EN>�BG�MA>���� -/�*� ' ?B>E=�?KHF�MA>�<HKK>LIHG=BG@

���D��� K>JN>LM��$?���
D���D����D��� BL�MKN>�:G=�-�. BL�GHM

L>M	�MA>�O:EN>�LA:EE�GHM�;>�S>KH�

�  K:L>

$?�L>M	�MA>�<>KMB?B<:M>�<A:BG�BG�MA>�<>KMB?B<:M>�LEHM�B=>GMB?B>=�;R�;BML

6��7�LA:EE�;>�=>E>M>=���==BMBHG:EER	�B?�MABL�;BM�BL�L>M	�MA>� -/�#�$)

?B>E=�LA:EE�;>�:;L>GM�:G=�MA>�O:EN>�H?� /� -/�*� ' LA:EE�;>�S>KH�

��� /A>�->LIHG=>K�LAHNE=�O>KB?R�MA:M�<HGM>GML�H?�MA>�<>KMB?B<:M>�<A:BG�F>>M�MA>�K>JNBK>F>GML�BG�MABL�LI><B?B<:MBHG�?HK�MA>

K>JN>LM>=�<>KMB?B<:M>�FH=>E�:G=�D>R�I:BK��$?�BM�=H>L�GHM	�MA>�->LIHG=>K�LA:EE�K>M:BG�MA>�<NKK>GM�<>KMB?B<:M>�BG�MA>

K>JN>LM>=�'*/
� 	�B?�IK>L>GM��$?�:G�-�. HI>K:MBHG�H<<NKL�HG�:�'*/
� MA:M�=H>L�GHM�<HGM:BG�:�<>KMB?B<:M>�HK�MA>

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���



K>JN>LM�<HGM:BGL�BGO:EB=�I:K:F>M>KL	�MA>�->LIHG=>K�LA:EE�K>LIHG=�PBMA�:G����� F>LL:@>�HK�LBE>GMER�=BL<:K=�MA>

K>JN>LM�

��� Table 95 Ñ Successful SET_CERTIFICA TE_RSP response message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3N� � ���D����
�
����D��� ��.>> / :;E>��

[�.+�(�K>LIHGL>�<H=>L �

� +:K:F� �

�BM�6���7��->L>KO>=�

�BM�6��7��.A:EE�;>�MA>�'*/
� PA>K>�MA>�G>P

<>KMB?B<:M>�BL�PKBMM>G��/A>�O:EN>�BG�MABL�?B>E=�LA:EE�;>

MA>�L:F>�:L �'*/
� BG�<HKK>LIHG=BG@

���D����
�
���� ->JN>LM��$?�MA>�-�. ;BM�BL�L>M�BG

MA>� ,0 ./��//-$�0/ . ?B>E=	�MABL�?B>E=�LA:EE�<HGM:BG

MA>�'*/
� H?�MA>�LEHM�MA:M�P:L�>K:L>=��/A>�O:EN>�BG

MABL�?B>E=�LA:EE�;>�;>MP>>G��:G=���BG<ENLBO>�

� +:K:F� � ->L>KO>=�

779 10.26 Large SPDM message transfer mechanism

�� ��E:K@>�.+�(�F>LL:@>�BL�:G�.+�(�F>LL:@>�PAHL>�LBS>�BL�>BMA>K�@K>:M>K�MA:G�MA>��/��-�).! -�$5 H?�MA>

K><>BOBG@�.+�(�>G=IHBGM�HK�@K>:M>K�MA:G�MA>�MK:GLFBM�;N??>K�LBS>�H?�MA>�L>G=BG@�.+�(�>G=IHBGM��/A>L>�<E:NL>L

IKHOB=>�:�MK:GLIHKM
:@GHLMB<�F><A:GBLF�MH�MK:GL?>K�E:K@>�.+�(�F>LL:@>L��/ABL�F><A:GBLF�PBEE�;>�NL>=�HGER�B?�MA>

LBS>�H?�:G�.+�(�F>LL:@>�>Q<>>=L�>BMA>K�MA>��/��-�).! -�$5 H?�MA>�K><>BOBG@�.+�(�>G=IHBGM�HK�MA>�MK:GLFBM

;N??>K�LBS>�H?�MA>�L>G=BG@�.+�(�>G=IHBGM���==BMBHG:EER	�MA>�MK:GLIHKM�F:R�IKHOB=>�:G�:EM>KG:MBO>�F>MAH=�MH�MK:GL?>K

E:K@>�.+�(�F>LL:@>L��!HK�.+�(�F>LL:@>L�MA:M�:K>�E>LL�MA:G�HK�>JN:E�MH�;HMA�MA>��/��-�).! -�$5 H?�MA>

K><>BOBG@�.+�(�>G=IHBGM�:G=�MA>�MK:GLFBM�;N??>K�LBS>�H?�MA>�L>G=BG@�.+�(�>G=IHBGM	�MA>�L>G=BG@�.+�(�>G=IHBGM

LA:EE�GHM�NMBEBS>�MABL�MK:GL?>K�F><A:GBLF�

��� /ABL�MK:GL?>K�F><A:GBLF�=BOB=>L�:�E:K@>�.+�(�F>LL:@>�BGMH�LF:EE>K�?K:@F>GML�<:EE>=�<ANGDL��/A>�<ANGDL�LA:EE�;>

GNF;>K>=�:G=�LA:EE�;>�MK:GL?>KK>=�BG�L>JN>G<>��/A>�<ANGDL�:G=�MA>BK�L>JN>G<>�H?�MK:GL?>K�:K>�=>L<KB;>=�MANL�

V /A>�?BKLM�<ANGD�LA:EE�;>�:LLB@G>=�:�GNF>KB<�O:EN>�H?�	�MA>�L><HG=�<ANGD�LA:EE�;>�:LLB@G>=�:�GNF>KB<�O:EN>�H?��	

MA>�MABK=�<ANGD�LA:EE�;>�:LLB@G>=�:�GNF>KB<�O:EN>�H?��	�:G=�MABL�I:MM>KG�LA:EE�<HGMBGN>�NI�MH�:G=�BG<EN=BG@�MA>

E:LM�<ANGD�� :<A�H?�MA>L>�GNF>KB<�O:EN>L�BL�<:EE>=�:�<ANGD�L>JN>G<>�GNF;>K�

V /A>�?BKLM�<ANGD�LA:EE�<HGM:BG�MA>�?BKLM�L>M�H?�;RM>L�H?�MA>�E:K@>�.+�(�F>LL:@>	�MA>�L><HG=�<ANGD�LA:EE�<HGM:BG

MA>�L><HG=�L>M�H?�;RM>L	�MA>�MABK=�<ANGD�LA:EE�<HGM:BG�MA>�MABK=�L>M�H?�;RM>L	�:G=�MABL�I:MM>KG�LA:EE�<HGMBGN>�NI�MH

:G=�BG<EN=BG@�MA>�E:LM�<ANGD�

V �EE�<ANGDL�LA:EE�K>IK>L>GM�:EE�;RM>L�H?�MA>�E:K@>�.+�(�F>LL:@>�PBMAHNM�:EM>KBG@�MA>�F>LL:@>�BG�:GR�P:R�

V /A>�L>JN>G<>�H?�MK:GL?>K�LA:EE�LM:KM�PBMA�<ANGD�L>JN>G<>�GNF;>K��:G=�LA:EE�<HGMBGN>�PBMA�L>JN>GMB:EER

BG<K>:LBG@�<ANGD�L>JN>G<>�GNF;>KL�NI�MH�:G=�BG<EN=BG@�MA>�E:LM�<ANGD�

.+�(�.I><B?B<:MBHG �.+���

��� +N;EBLA>= 1>KLBHG������



V /A>�<ANGD>=�MK:GL?>K�LA:EE�GHM�;>�BGM>KKNIM>=�;R�:GR�<HFF:G=L�MA:M�:K>�GHM�I:KM�H?�MA>�<ANGD�MK:GL?>K

L>JN>G<>	�PBMA�MA>�>Q<>IMBHG�H?���D����
�� ��/A>�->LIHG=>K�LA:EE�K>MNKG�MA>�>KKHK

�--*-�*� S�) 3+ �/ �� ,0 ./ B?�:G�NG>QI><M>=�<HFF:G=�BL�K><>BO>=�=NKBG@�MA>�<ANGD>=�MK:GL?>K��$? �	���D���

BL�BGO:EB=�HK�<HKKNIM>=	�MA>�->JN>LM>K�F:R�K><>BO>�<HKK>LIHG=BG@�>KKHK�<H=>L���--*-�*� S
)1�'$�� ,0 ./ 	

�--*-�*� S� -.$*)�$.(�/�# 	�>M<����/A>L>�>KKHK�<H=>L�LA:EE�GHM�BGM>KKNIM�MA>�<ANGD�MK:GL?>K�L>JN>G<>	�PBMA

>Q<>IMBHG�H?�MA>�>KKHK�<H=>�--*-�*� S� �-4+/�--*- �

V �	���D���� 	 �	���D��� 	�:G=�MA>BK�<HKK>LIHG=BG@�->LIHGL>L�LA:EE�;>�NL>=�MH�MK:GL?>K�MA>L>�<ANGDL�

��� /A> �#0)&� ,�* ?B>E=L�BG=B<:M>�MA>�<ANGD�L>JN>G<>�GNF;>K�?HK�:�@BO>G�<ANGD�

��� /A>�K>JN>LML�:G=�K>LIHGL>L	�PAB<A�MA>L>�<E:NL>L�=>?BG>	�A:G=E>�MA>�MK:GL?>K�H?�>:<A�<ANGD�

784 10.26.1 CHUNK_SEND request and CHUNK_SEND_ACK response message

��� /A> �	���D���� K>JN>LM�:G=�MA>�	���D����D��� K>LIHGL>�LA:EE�;>�NL>=�MH�L>G=�:�K>JN>LM�MH�:G�.+�(�>G=IHBGM

PA>G�MA>�LBS>�H?�MA>�K>JN>LM�BL�@K>:M>K�MA:G�>BMA>K�MA>��/��-�).! -�$5 H?�MA>�K><>BOBG@�.+�(�>G=IHBGM�HK�MA>

MK:GLFBM�;N??>K�LBS>�H?�MA>�L>G=BG@�.+�(�>G=IHBGM�

��� / :;E>����[��#0)&9. )��K>JN>LM�?HKF:M =>L<KB;>L�MA>�?HKF:M�?HK�MA>�K>JN>LM�

��� / :;E>����[��ANGD�L>G=>K�:MMKB;NM>L=>L<KB;>L�MA>�<ANGD�L>G=>K�:MMKB;NM>L�

��� Table 96 Ñ CHUNK_SEND request format table

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3PM� �	���D���� K>JN>LM��.>>/ :;E>���[

.+�(�K>JN>LM�<H=>L�

� +:K:F� �
.A:EE�;>�MA>�->JN>LM��MMKB;NM>L��.>>/ :;E>����[

�ANGD�L>G=>K�:MMKB;NM>L�

� +:K:F� �

.A:EE�;>�MA>�A:G=E>��/ABL�?B>E=�LAHNE=�NGBJN>ER

B=>GMB?R�MA>�MK:GL?>K�H?�:�E:K@>�.+�(�F>LL:@>��/A>

O:EN>�H?�MABL�?B>E=�LA:EE�;>�MA>�L:F>�?HK�:EE�<ANGDL�H?

MA>�L:F>�E:K@>�.+�(�F>LL:@>��/A>�O:EN>�H?�MABL

?B>E=�LAHNE=�>BMA>K�L>JN>GMB:EER�BG<K>:L>�HK

L>JN>GMB:EER�=><K>:L>�PBMA�>:<A�E:K@>�.+�(

F>LL:@>�:G=�PBMA�MA>�>QI><M:MBHG�MA:M�BM�PBEE�PK:I

:KHNG=�:?M>K�K>:<ABG@�MA>�F:QBFNF�HK�FBGBFNF

O:EN>	�K>LI><MBO>ER	�H?�MABL�?B>E=�

� �ANGD.>J)H �
.A:EE�B=>GMB?R�MA>�<ANGD�L>JN>G<>�GNF;>K

:LLH<B:M>=�PBMA�����#0)& �

� ->L>KO>= � ->L>KO>=�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���



Byte offset Field Size (bytes) Description

� �ANGD.BS> �
.A:EE�BG=B<:M>�MA>�LBS>�H?�����#0)& ��.>> �==BMBHG:E

<ANGD�MK:GL?>K�K>JNBK>F>GML�

�� ':K@>(>LL:@>.BS> H ���HK��

.A:EE�BG=B<:M>�MA>�LBS>�H?�MA>�E:K@>�.+�(�F>LL:@>

;>BG@�MK:GL?>KK>=��/ABL�?B>E=�LA:EE�HGER�;>�IK>L>GM

PA>G �#0)&� ,�* BL�S>KH�:G=�LA:EE�A:O>�:�GHG
S>KH

O:EN>��/A>�O:EN>�H?�MABL�?B>E=�LA:EE�;>�@K>:M>K�MA:G�MA>

��/��-�).! -�$5 H?�MA>�K><>BOBG@�.+�(�>G=IHBGM�

���� H .+�(<ANGD 1:KB:;E>
.A:EE�<HGM:BG�MA>�<ANGD�H?�MA>�E:K@>�.+�(�K>JN>LM

F>LL:@>�:LLH<B:M>=�PBMA�#0)&� ,�* �

��� Table 97 Ñ Chunk sender attributes

Bit offset Field Description

 ':LM�ANGD

$?�L>M	�MA>�<ANGD�BG=B<:M>=�;R�#0)&� ,�* LA:EE

K>IK>L>GM�MA>�E:LM�<ANGD�H?�MA>�E:K@>�.+�(

F>LL:@>�

6���7 ->L>KO>= ->L>KO>=�

�� / :;E>����[��#0)&9. )�9��&�K>LIHGL>�F>LL:@>�?HKF:M =>L<KB;>L�MA>�?HKF:M�?HK�MA>�K>LIHGL>�

��� Table 98 Ñ CHUNK_SEND_ACK response message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
H3HM� �	���D����D��� K>LIHGL>��.>>/ :;E>���[

.+�(�K>LIHGL>�<H=>L �

� +:K:F� �
.A:EE�;>�MA>�->LIHGL>�:MMKB;NM>L��.>>/ :;E>����[

�ANGD�K><>BO>K�:MMKB;NM>L�

� +:K:F� �

.A:EE�<HGM:BG�MA>�A:G=E>�?KHF�MA>�<HKK>LIHG=BG@

�	���D���� K>JN>LM��/ABL�?B>E=�LAHNE=�NGBJN>ER

B=>GMB?R�MA>�MK:GL?>K�H?�:�E:K@>�.+�(�F>LL:@>��/A>

O:EN>�H?�MABL�?B>E=�LA:EE�;>�MA>�L:F>�?HK�:EE�<ANGDL�H?

MA>�L:F>�.+�(�F>LL:@>�

� �ANGD.>J)H �
.A:EE�;>�MA>�L:F>�:L �#0)&� ,�* BG�MA>

<HKK>LIHG=BG@�K>JN>LM�

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



Byte offset Field Size (bytes) Description

� ->LIHGL>/ H':K@>->JN>LM 1:KB:;E>

.A:EE�;>�IK>L>GM�HG�MA>�E:LM�<ANGD��MA:M�BL	�PA>G

�./�#0)& BL�L>M�	�HK�PA>G�MA>��-'4�--*-� / �/ �

;BM�BG��-�(I BL�L>M��/ABL�?B>E=�LA:EE�<HGM:BG�MA>

K>LIHGL>�MH�MA>�E:K@>�.+�(�K>JN>LM�F>LL:@>�

2A>G�MA>��-'4�--*-� / �/ � ;BM�BG��-�(I BL�L>M	

MABL�?B>E=�LA:EE�<HGM:BG�:G����� F>LL:@>�

��� / :;E>����[��ANGD�K><>BO>K�:MMKB;NM>L=>L<KB;>L�MA>�<ANGD�K><>BO>K�:MMKB;NM>L�

��� Table 99 Ñ Chunk receiver attributes

Bit offset Field Description

  :KER KKHK�>M><M>=

$?�L>M	�MA>�K><>BO>K�H?�:�E:K@>�.+�(

K>JN>LM�F>LL:@>�=>M><M>=�:G�>KKHK�BG

MA>�->JN>LM�;>?HK>�MA>�E:LM�<ANGD�P:L

K><>BO>=��$?�L>M	�MA>�L>G=>K�H?�MA>�E:K@>

.+�(�K>JN>LM�F>LL:@>�LA:EE

M>KFBG:M>�MA>�MK:GL?>K�H?�:GR�K>F:BGBG@

<ANGDL���?M>K�:==K>LLBG@�MA>�BLLN>	�MA>

L>G=>K�H?�MA>�?:BE>=�E:K@>�.+�(

K>JN>LM�F>LL:@>�<:G�MK:GL?>K�MA>

?BQ>=�E:K@>�.+�(�K>JN>LM�F>LL:@>�:L

:�G>P�MK:GL?>K�

6���7 ->L>KO>= ->L>KO>=�

��� / :;E>����[��#0)&9. )�9��&�K>LIHGL>�F>LL:@>�?HKF:M =>L<KB;>L�MA>�?HKF:M�?HK�MA>�K>LIHGL>�

��� 0IHG�K><>IMBHG�H?�MA>�E:LM�<ANGD	�MA>�K><>BOBG@�.+�(�>G=IHBGM�LA:EE�K>LIHG=�PBMA�MA>�K>LIHGL>�<HKK>LIHG=BG@�MH�MA>

E:K@>�.+�(�K>JN>LM�F>LL:@>�BG� .+*). �*�-" � ,0 ./ ��$?�IE:<BG@�MA>�K>LIHGL>�BG� .+*). �*�-" � ,0 ./

<:NL>L�MA>�LBS>�H?�MA>�	���D����D��� MH�>Q<>>=�MA>��/��-�).! -�$5 	�MA>�K><>BOBG@�>G=�IHBGM�LA:EE	�BGLM>:=	

K>LIHG=�MH�	���D���� PBMA�:G����� F>LL:@>�H? �--*-�*� S�-" � .+*). ���G ����� F>LL:@>�H?

�--*-�*� S�-" � .+*). LA:EE�GHM�;>�:EEHP>=�BG� .+*). �*�-" � ,0 ./ � ����� F>LL:@>L�PBMA�HMA>K�>KKHK�<H=>L

<:G�;>�IE:<>=�BG � .+*). �*�-" � ,0 ./ MH�=BLMBG@NBLA�;>MP>>G�:G����� F>LL:@>�MH�MA>�	���D���� K>JN>LM�:G=

:G ����� F>LL:@>�MA:M�BL�:�K>LIHGL>�MH�MA>�E:K@>�.+�(�K>JN>LM�F>LL:@>�

��� $G�MA>�<:L>�PA>K>�MA>�LBS>�H?�MA>�	���D����D��� F>LL:@>�BL�@K>:M>K�MA:G��/��-�).! -�$5 ;NM�MA>�LBS>�H?

� .+*). �*�-" � ,0 ./ BL�E>LL�MA:G��/��-�).! -�$5 	�MA>�->LIHG=>K�PBEE�<ANGD�:�F>LL:@>�PAHL>�LBS>�BL�E>LL

MA:G��/��-�).! -�$5 �

��� !B@NK>����[�':K@>�. /9� - /$!$�� / �>Q:FIE> BEENLMK:M>L�MA>�L>G=BG@�H?�:�E:K@>�.+�(�K>JN>LM�F>LL:@>�MH�:

->LIHG=>K�

��� Figure 24 Ñ Large SET_CERTIFICA TE example

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���



���

Large SET_CERTIFICATE Message

SPDM Header

Chunk 0

Chunk 1

Chunk 2

Chunk 3

Requester Responder

CHUNK_SEND
Handle 5
Chunk Sequence 0
Chunk Size 250 Bytes
Large Message Size 800 Bytes
Chunk 0 Data

(DataTransferSize 266 Bytes)

Total Message Size = 800

CHUNK_SEND_ACK
Handle 5
Chunk Sequence 0

CHUNK_SEND
Handle 5
Chunk Sequence 1
Chunk Size 254 Bytes
Chunk 1 Data

CHUNK_SEND_ACK
Handle 5
Chunk Sequence 1

CHUNK_SEND
Handle 5
Chunk Sequence 3
Last Chunk
Chunk Size 42 Bytes
Chunk 3 Data

...
Handle 5
Chunk Sequence 3
Last Chunk
Response: SET_CERTIFICATE_RSP

CHUNK_SEND_ACK

Chunk Size is DataTransferSize minus
the sizes of all the fields (except for SPDMchunk) of 
CHUNK_SEND_REQUEST. Thus, 266 - 12 = 254 bytes.

Chunk Sequence 0 contains an extra field. Thus,
the Chunk Size for the first chunk is 266 - 16 = 250 bytes.

SET_CERTIFICATE_RSP

SPDM Header

800 10.26.2 CHUNK_GET request and CHUNK_RESPONSE response message

�� �	���D��� K>JN>LM�:G=�	���D�������� K>LIHGL>�LA:EE�;>�NL>=�MH�K>MKB>O>�:�':K@>�.+�(�->LIHGL>�?KHF�:G�.+�(

>G=IHBGM�PA>G�MA>�LBS>�H?�MA>�->LIHGL>�BL�@K>:M>K�MA:G�MA>��/��-�).! -�$5 H?�MA>�.+�(�>G=IHBGM�K><>BOBG@�MA>

->LIHGL>�HK�MA>�MK:GLFBM�;N??>K�LBS>�H?�MA>�.+�(�>G=IHBGM�L>G=BG@�MA>�->LIHGL>�

�� 2A>G�K>LIHG=BG@�MH�:�->JN>LM�H?�:GR�LBS>	�B?�MA>�<HKK>LIHG=BG@�K>LIHGL>�PBEE�;>�:�':K@>�.+�(�->LIHGL>	�MA>

K>LIHG=BG@�.+�(�>G=IHBGM�LA:EE�K>LIHG=�PBMA�:G����� F>LL:@>�H? �--*-�*� S�-" � .+*). ��/ABL �����

F>LL:@>�<HGM:BGL�:�A:G=E>�MH�NGBJN>ER�B=>GMB?R�MA>�@BO>G�':K@>�.+�(�->LIHGL>��/A>�A:G=E>�LA:EE�;>�NL>=�?HK�:EE

�	���D��� ->JN>LML�K>MKB>OBG@�MA>�L:F>�E:K@>�.+�(�F>LL:@>��/A>�O:EN>�H?�MA>�A:G=E>�BL�BG=B<:M>=�BG�MA>	�)�' 

?B>E=�H?�MABL����� F>LL:@>�

�� / :;E>���[��#0)&9" /�K>JN>LM�?HKF:M =>L<KB;>L�MA>�?HKF:M�?HK�MA>�K>JN>LM�

�� Table 100 Ñ CHUNK_GET request format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3PN� �	���D��� K>JN>LM��.>>/ :;E>���[

.+�(�K>JN>LM�<H=>L�

.+�(�.I><B?B<:MBHG �.+���

��� +N;EBLA>= 1>KLBHG������



Byte offset Field Size (bytes) Description

� +:K:F� � ->L>KO>=�

� +:K:F� �

.A:EE�<HGM:BG�:�A:G=E>��/ABL�?B>E=�LA:EE�;>�MA>�L:F>

O:EN>�:L�@BO>G�BG�MA>	�)�' ?B>E=�H?�MA>�����

F>LL:@>�H? �--*-�*� S�-" � .+*). �

� �ANGD.>J)H �
.A:EE�BG=B<:M>�MA>�=>LBK>=�<ANGD�L>JN>G<>�GNF;>K�H?

MA>�':K@>�.+�(�->LIHGL>�MH�K>MKB>O>�

�� / :;E>����[��#0)&9- .+*). �K>LIHGL>�?HKF:M =>L<KB;>L�MA>�?HKF:M�?HK�MA>�K>LIHGL>�

�� Table 101 Ñ CHUNK_RESPONSE response format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
.A:EE�;> H3HN� �	���D�������� K>LIHGL>��.>>

/ :;E>���[�.+�(�K>LIHGL>�<H=>L �

� +:K:F� �
.A:EE�;>�MA>�->LIHGL>�:MMKB;NM>L��.>>/ :;E>����[

�ANGD�L>G=>K�:MMKB;NM>L�

� +:K:F� �

.A:EE�;>�MA>�A:G=E>��/ABL�?B>E=�LA:EE�;>�MA>�L:F>�?HK

:EE�<ANGDL�H?�MA>�L:F>�':K@>�.+�(�->LIHGL>��/A>

O:EN>�H?�MABL�?B>E=�LA:EE�;>�MA>�L:F>�O:EN>�:L�BG

��-�(J ?B>E=�H?�	���D��� �

� �ANGD.>J)H �

.A:EE�B=>GMB?R�MA>�<ANGD�L>JN>G<>�GNF;>K

:LLH<B:M>=�PBMA�����#0)& ��/A>�O:EN>�H?�MABL�?B>E=

LA:EE�;>�MA>�L:F>�O:EN>�:L�#0)&� ,�* BG�MA>

�	���D��� �

� ->L>KO>= � ->L>KO>=�

� �ANGD.BS> �
.A:EE�BG=B<:M>�MA>�LBS>�H?�����#0)& ��.>> �==BMBHG:E

<ANGD�MK:GL?>K�K>JNBK>F>GML�

�� ':K@>(>LL:@>.BS> H ���HK��

.A:EE�BG=B<:M>�MA>�LBS>�H?�MA>�E:K@>�.+�(�F>LL:@>

;>BG@�MK:GL?>KK>=��.A:EE�HGER�;>�IK>L>GM�PA>G

�#0)&� ,�* BL�S>KH�:G=�LA:EE�A:O>�:�GHG
S>KH�O:EN>�

/A>�O:EN>�H?�MABL�?B>E=�LAHNE=�;>�@K>:M>K�MA:G�MA>

��/��-�).! -�$5 H?�MA>�K><>BOBG@�.+�(�>G=IHBGM�

���� H .+�(<ANGD 1:KB:;E>
.A:EE�<HGM:BG�MA>�<ANGD�H?�MA>�E:K@>�.+�(�K>JN>LM

F>LL:@>�:LLH<B:M>=�PBMA�#0)&� ,�* �

�� !B@NK>����[�':K@>�( �.0- ( )/�>Q:FIE> BEENLMK:M>L�MA>�L>G=BG@�:G=�K>MKB>O:E�H?�:�':K@>�.+�(�->LIHGL>�MA:M

P:L�MA>�K>LNEM�H?�:�->JN>LM>K�BLLNBG@�:���D������������ K>JN>LM�

�� Figure 25 Ñ Large MEASUREMENT example
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��
Requester Responder

GET_MEASUREMENTS
Measurement Type Raw Bits

(DataTransferSize 312 Bytes)

CHUNK_RESPONSE
Handle 17
Chunk Sequence 0
Chunk Size 296 Bytes
Large Message Size 1000 Bytes
Chunk 0 Data

CHUNK_GET
Handle 17
Chunk Sequence 1

CHUNK_RESPONSE
Handle 17
Chunk Sequence 1
Chunk Size 300 Bytes
Chunk 1 Data

CHUNK_GET
Handle 17
Chunk Sequence 3

CHUNK_RESPONSE
Handle 17
Chunk Sequence 3
Chunk Size: 104 Bytes
Chunk 3 Data
Last Chunk

...

Responder creates the 
MEASUREMENTS response with a 
total size of 1000 bytes. 
This is > 312 bytes

Chunk Size is DataTransferSize
minus the sizes of all the fields 
(except for SPDMchunk) of 
CHUNK_RESPONSE. 
Thus, 312 - 12 = 300 bytes.

Chunk Sequence 0 contains an extra 
field. Thus, the Chunk Size for the first 
chunk is 312 - 16 = 296 bytes.

ERROR
ErrorCode=LargeResponse
Handle = 17

CHUNK_GET
Handle 17
Chunk Sequence 0

Large MEASUREMENTS Message

SPDM Header

Chunk 0

Chunk 1

Chunk 2

Chunk 3

Total Message Size = 1000

810 10.26.3 Additional chunk transfer r equir ements

�� � 2A>G�MK:GL?>KKBG@�:�E:K@>�.+�(�F>LL:@>	�:G�.+�(�>G=IHBGM�LA:EE�;>�IKHAB;BM>=�?KHF�MK:GL?>KKBG@�:�<ANGD

L>JN>G<>�GNF;>K��MA:M�BL	�:�#0)&� ,�* ��E>LL�MA:G�MA>�<NKK>GM�<ANGD�L>JN>G<>�GNF;>K��$G�HMA>K�PHK=L	�:G�.+�(

>G=IHBGM�<:GGHM�@H�;:<DP:K=L�BG�MA>�MK:GL?>K�HK�K>
L>G=�HK�K>
K>MKB>O>�:�<ANGD�L>JN>G<>�GNF;>K�E>LL�MA:G�MA>

<NKK>GM�HG>�BG�MA>�MK:GL?>K��#HP>O>K	�=N>�MH�K>MKB>L	�:G�.+�(�>G=IHBGM�FB@AM�K>
L>G=�HK�K>
K>MKB>O>�MA>�<NKK>GM�<ANGD

GNF;>K�BG�MA>�MK:GL?>K���==BMBHG:EER	�B?�MA>�K><>BOBG@�.+�(�>G=IHBGM�K><>BO>L�:G�HNM
H?
HK=>K�<ANGD�L>JN>G<>

GNF;>K	�MA>�K><>BOBG@�.+�(�>G=IHBGM�LA:EE�>BMA>K�LBE>GMER�=BL<:K=�MA>�K>JN>LM�HK�K>LIHG=�PBMA�:G����� F>LL:@>�H?

�--*-�*� S
)1�'$�� ,0 ./ �

.+�(�.I><B?B<:MBHG �.+���

��� +N;EBLA>= 1>KLBHG������



��� /A>�O:EN>�H?�#0)&�$5 ?B>E=L�LA:EE�;>�HG>�MA:M�>GLNK>L�MA>�MHM:E�LBS>�H?�	���D���� HK �	���D�������� =H>L�GHM

>Q<>>=�MA>��/��-�).! -�$5 H?�MA>�K><>BOBG@�.+�(�>G=IHBGM��!HK�:EE�<ANGDL�MA:M�:K>�GHM�MA>�E:LM�<ANGD	�#0)&�$5 

LA:EE�;>�:�O:EN>�PA>K>�MA>�MHM:E�LBS>�H?�	���D���� HK �	���D�������� LA:EE�;>�?KHF�$)��/��-�).! -�$5 MH�MA>

��/��-�).! -�$5 H?�MA>�K><>BOBG@�.+�(�>G=IHBGM��!HK�MA>�E:LM�<ANGD	�#0)&�$5 LA:EE�;>�:�O:EN>�PA>K>�MA>�MHM:E

LBS>�H?�	���D���� HK �	���D�������� LA:EE�;>�>JN:E�MH�HK�E>LL�MA:G�MA>��/��-�).! -�$5 H?�MA>�K><>BOBG@�.+�(

>G=IHBGM�

��� 2ABE>�MABL�MK:GL?>K�F><A:GBLF�<:G�<:KKR�:GR�->JN>LM�HK�->LIHGL>	�MABL�MK:GL?>K�F><A:GBLF�LA:EE�IKHAB;BM

�	���D���� 	 �	���D��� 	�:G=�MA>BK�<HKK>LIHG=BG@�K>LIHGL>L�MH�;>�MK:GL?>KK>=�:L�<ANGDL�MA>FL>EO>L���==BMBHG:EER�MH

>GLNK>�MA>�@>G>K:E�BGM>KHI>K:;BEBMR�:G=�K>EB:;BEBMR�H?�MABL�MK:GL?>K�F><A:GBLF	�MA>L>�F>LL:@>L�LA:EE�;>�IKHAB;BM>=�?KHF

;>BG@�MK:GL?>KK>=�BG�<ANGDL�NLBG@�MABL�MK:GL?>K�F><A:GBLF�

V ���D����
��

V ����
��

V ���D�����

�
��

V �����

�
�� PBMA��-�(I BG�MA>���D�����

�
�� K>JN>LM�L>M�MH��

V �����

` �G ����� F>LL:@>�PBMA�:G�--*-�*� HMA>K�MA:G�-" � .+*). <:G�;>�IE:<>=�BG�MA>

� .+*). �*�-" � ,0 ./ H?�: �	���D����D��� K>LIHGL>�

��� /ABL�MK:GL?>K�F><A:GBLF�<:G�<:KKR�->JN>LML�:G=�->LIHGL>L�MA:M�:K>�BGOHEO>=�BG�LB@G:MNK>�@>G>K:MBHG�HK�O>KB?B<:MBHG

:G=�HMA>K�<KRIMH@K:IAB<�<HFINM:MBHGL��#HP>O>K	�MABL�MK:GL?>K�F><A:GBLF�BL�GHM�I:KM�H?�:GR�LB@G:MNK>�@>G>K:MBHG�HK

O>KB?B<:MBHG�HK�<KRIMH@K:IAB<�<HFINM:MBHG��$G�HMA>K�PHK=L	�	���D���� 	 �	���D��� 	�:G=�MA>BK�<HKK>LIHG=BG@

K>LIHGL>L�LA:EE�GHM�;><HF>�I:KM�H?�:GR�=:M:�HK�;BM�LMK>:F	�LN<A�:L�F>LL:@>�MK:GL<KBIM	�MK:GL<KBIM	�:G=�LH�HG	�MA:M�:K>

NL>=�MH�O>KB?R�HK�@>G>K:M>�:�LB@G:MNK>�HK�HMA>K�<KRIMH@K:IAB<�BG?HKF:MBHG��.B@G:MNK>�@>G>K:MBHG	�LB@G:MNK>�O>KB?B<:MBHG	

:G=�HMA>K�<KRIMH@K:IAB<�<HFINM:MBHGL�HI>K:M>�HG�MA>�E:K@>�.+�(�F>LL:@>L	�MA>FL>EO>L	�PAB<A�HMA>K�I:KML�H?�MABL

LI><B?B<:MBHG�=>?BG>�

��� /A> ����� F>LL:@>�H? �--*-�*� S� .+*). �*/� ��4 LA:EE�GHM�;>�NL>=�MH�=BK><MER�K>LIHG=�MH�	���D���� :G=

�	���D��� K>JN>LML��#HP>O>K	�MA>� .+*). �*�-" � ,0 ./ <:G�<HGM:BG�:G����� F>LL:@>�H?

�--*-�*� S� .+*). �*/� ��4 �

��� 2ABE>�:�E:K@>�.+�(�F>LL:@>�BL�;>BG@�MK:GL?>KK>=�BG�<ANGDL	�MABL�E:K@>�.+�(�F>LL:@>�BL�GHM�<HGLB=>K>=�:�<HFIE>M>

.+�(�F>LL:@>�NGMBE�MA>�E:LM�<ANGD�BL�K><>BO>=��/A>K>?HK>	�:L�LHHG�:L�MA>�	���D���� K>JN>LM�;>@BGL�MK:GLFBLLBHG	

MABL�E:K@>�.+�(�K>JN>LM�F>LL:@>�BL�<HGLB=>K>=�MH�;>�HNMLM:G=BG@�

817 10.27 Key configuration

��� &>R�<HG?B@NK:MBHG�BL�MA>�:;BEBMR�MH�K>MKB>O>�HK�<HG?B@NK>�O:KBHNL�I:K:F>M>KL�I>KM:BGBG@�MH�:LRFF>MKB<�D>RL�?HK�:�@BO>G

.+�(�>G=IHBGM��/A>L>�<E:NL>L�=>L<KB;>�MA>�K>JN>LML�:G=�K>LIHGL>L�MA:M�IKHOB=>�D>R
<HG?B@NK:MBHG�<:I:;BEBMB>L�

��� .+�(�>G=IHBGML�<:G�<HGM:BG�D>R�I:BK�$��L���� 4��$-
� ��MA:M�:K>�?BQ>=�:G=�:EK>:=R�IKHOBLBHG>=	�D>R�I:BK�$�L�MA:M�:K>

<HG?B@NK:;E>	�HK�:G�:LLHKMF>GM�H?�;HMA�MRI>L��!HK�<HG?B@NK:;E>�D>R�I:BK�$�L	�HG>�HK�FHK>�I:K:F>M>KL�K>E:M>=�MH�MA>

D>R�I:BK�:K>�<HG?B@NK:;E>��/A>�K>JN>LML�:G=�K>LIHGL>L�BG�MA>L>�<E:NL>L�IKHOB=>�MA>�=>M:BEL�?HK�>:<A� 4��$-
� ���G

.+�(�>G=IHBGM�LA:EE�<HGM:BG� 4��$-
� L�LM:KMBG@�?KHF���MH�*/�'� 4��$-. BG<ENLBO>�:G=�PBMAHNM�@:IL�K>@:K=E>LL�H?

MA>�O:EN>�H?���
D���D��� �

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���



�� /A>�->LIHG=>K�LAHNE=�:NMAHKBS>�MA>�->JN>LM>K�;>?HK>�:EEHPBG@�BM�MH�<A:G@>�BG?HKF:MBHG�K>E:M>=�MH�:�D>R�I:BK��/A>

F>MAH=�H?�:NMAHKBS:MBHG�BL�HNMLB=>�MA>�L<HI>�H?�MABL�LI><B?B<:MBHG�

��� $G�@>G>K:E	�B?�:�D>R�I:BK�$��BL�<HG?B@NK:;E>	�MA>�AB@A
E>O>E�?EHP�?HK�IKHOBLBHGBG@�:G=�<HG?B@NKBG@�:�D>R�I:BK�$��MH�:

NL:;E>�LM:M>�LAHNE=�?HEEHP�MA>L>�LM>IL�

�� 0L>�MA>���D���D��
�D
��� K>JN>LM�:G=�BML�<HKK>LIHG=BG@�K>LIHGL>�MH�K>MKB>O>�BG?HKF:MBHG�:;HNM�HG>

HK�FHK>�D>R�I:BK�$��L��

�� 0L>�MA>���D���D��
�D
��� K>JN>LM�:G=�BML�<HKK>LIHG=BG@�K>LIHGL>�MH�<HG?B@NK>�MA>�D>R�I:BK�$��

`  GLNK>�MA>�D>R�I:BK�$��BL�:LLH<B:M>=�PBMA�HG>�HK�FHK>�<>KMB?B<:M>�LEHML�

�� 0L>�MA>���D��� :G=�HK ���D����
�
���� K>JN>LML�:G=�MA>BK�<HKK>LIHG=BG@�K>LIHGL>L�MH�IKHOBLBHG�:

<>KMB?B<:M>�<A:BG�MH�HG>�HK�FHK>�H?�MA>�<>KMB?B<:M>�LEHML�MA>�D>R�I:BK�$��BL�:LLH<B:M>=�PBMA�

��� / H�K>MNKG�:�D>R�I:BK�$��MH�BML�BGBMB:E�HK�=>?:NEM�O:EN>L	�?HEEHP�MA>L>�LM>IL�

�� 0L>�MA>���D���D��
�D
��� K>JN>LM�:G=�BML�<HKK>LIHG=BG@�K>LIHGL>�MH�K>MKB>O>�BG?HKF:MBHG�:;HNM�MA>

=>LBK>=�D>R�I:BK�$��

` $G�I:KMB<NE:K	�GHM>�:EE�MA>�<>KMB?B<:M>�LEHML�MA>�D>R�I:BK�$��BL�:LLH<B:M>=�PBMA�

�� 0L>�MA>���D����
�
���� K>JN>LM�:G=�BML�<HKK>LIHG=BG@�K>LIHGL>�MH�>K:L>�:EE�<>KMB?B<:M>�<A:BGL

:LLH<B:M>=�PBMA�MA>�D>R�I:BK�$��

�� 0L>�MA>���D���D��
�D
��� K>JN>LM�:G=�BML�<HKK>LIHG=BG@�K>LIHGL>�MH�>K:L>�MA>�D>R�I:BK�$��

��� *NMLB=>�H?�:�L>LLBHG	�MA>�->JN>LM>K�:G=�->LIHG=>K�LAHNE=�HGER�BLLN>���D���D��
�D
��� 	 ���D���D��
�D
��� 	�:G=

MA>BK�<HKK>LIHG=BG@�K>LIHGL>L�PABE>�BG�:�MKNLM>=�>GOBKHGF>GM�

��� ':LMER	�PA>G ���D���D
�D��� BL�L>M	�D>RL�:LLH<B:M>=�PBMA���D���D
�D��� LA:EE�GHM�;>�:LLH<B:M>=�PBMA�:GR�O:EN>�H?

� 4��$-
� �

825 10.27.1 GET_KEY_PAIR_INFO request and KEY_PAIR_INFO response

��� /A> ���D���D��
�D
��� K>JN>LM�LA:EE�K>MKB>O>�D>R�I:BK�BG?HKF:MBHG�?KHF�MA>�->LIHG=>K��/ABL�K>JN>LM�:G=�BML

K>LIHGL>�LA:EE�K>IHKM�BG?HKF:MBHG�?HK�:EE�D>R�I:BKL�HG�MA>�->LIHG=>K�BG=>I>G=>GM�H?�:GR�G>@HMB:M>=�I:K:F>M>KL�H?�MA>

<NKK>GM�.+�(�<HGG><MBHG��/ABL�:EEHPL�MA>�->JN>LM>K�MH�BGJNBK>�:;HNM�D>R�I:BK�BG?HKF:MBHG�?HK�:EE�D>R�I:BK�$�L�PBMAHNM

K>LM:KMBG@�MA>�.+�(�<HGG><MBHG�

��� / :;E>����[�" /9& 49+ �$-9$)!*�K>JN>LM�F>LL:@>�?HKF:MLAHPL�MA>���D���D��
�D
��� K>JN>LM�F>LL:@>

?HKF:M�

��� Table 102 Ñ GET_KEY_P AIR_INFO request message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
���D���D��
�D
���SH3�� ��.>> / :;E>���[�.+�(

K>JN>LM�<H=>L�

� +:K:F� � ->L>KO>=�

.+�(�.I><B?B<:MBHG �.+���

��� +N;EBLA>= 1>KLBHG������



Byte offset Field Size (bytes) Description

� +:K:F� � ->L>KO>=�

� &>R+:BK$� �
/A>�O:EN>�H?�MABL�?B>E=�LA:EE�BG=B<:M>�PAB<A�D>R�I:BK

$��L�BG?HKF:MBHG�MH�K>MKB>O>�

��� /A>�<HKK>LIHG=BG@�LN<<>LL?NE�K>LIHGL>�LA:EE�;>�MA>���D��
�D
��� K>LIHGL>�:L/ :;E>����[�& 49+ �$-9$)!*

K>LIHGL>�F>LL:@>�?HKF:M=>L<KB;>L�

�� Table 103 Ñ KEY_P AIR_INFO response message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
���D��
�D
��� � H3O� ��.>> / :;E>���[�.+�(

K>LIHGL>�<H=>L�

� +:K:F� � ->L>KO>=�

� +:K:F� � ->L>KO>=�

� / HM:E&>R+:BKL �
/A>�O:EN>�H?�MABL�?B>E=�LA:EE�BG=B<:M>�MA>�MHM:E�GNF;>K

H?�D>R�I:BKL�HG�MA>�->LIHG=>K�

� &>R+:BK$� �

/A>�O:EN>�H?�MABL�?B>E=�LA:EE�;>�MA>�L:F>�O:EN>�:L�MA>

� 4��$-
� ?B>E=�BG�MA>�<HKK>LIHG=BG@�K>JN>LM��/A>

K>F:BGBG@�?B>E=L�BG�MABL�K>LIHGL>�LA:EE�I>KM:BG�MH�MA>

K>JN>LM>=�D>R�I:BK�$��BG�MA>�<HKK>LIHG=BG@�->JN>LM�

� �:I:;BEBMB>L �

/ABL�?B>E=�BG=B<:M>L�MA>�<:I:;BEBMB>L�H?�MA>�K>JN>LM>=

D>R�I:BK��� 4��$-
� ���/A>�?HKF:M�H?�MABL�?B>E=�LA:EE�;>

:L / :;E>����[�&>R�I:BK�<:I:;BEBMB>L�?HKF:M=>?BG>L�

� &>R0L:@>�:I:;BEBMB>L �

/ABL�?B>E=�LA:EE�BG=B<:M>�MA>�D>R�NL:@>L�MA>

->LIHG=>K�:EEHPL��/A>�?HKF:M�H?�MABL�?B>E=�LA:EE�;>�:L

&>R�NL:@>�;BM�F:LD=>?BG>L���M�E>:LM�HG>�;BM�LA:EE�;>

L>M��/A>�->LIHG=>K�LA:EE�BG=B<:M>�LNIIHKM�?HK�HG>�HK

FHK>�D>R�NL:@>L�;R�L>MMBG@�MA>�<HKK>LIHG=BG@�;BML�

� �NKK>GM&>R0L:@> �

/ABL�?B>E=�LA:EE�BG=B<:M>�MA>�<NKK>GMER�<HG?B@NK>=�D>R

NL:@>�?HK�MA>�K>JN>LM>=�D>R�I:BK�$���/A>�?HKF:M�H?

MABL�?B>E=�LA:EE�;>�:L&>R�NL:@>�;BM�F:LD=>?BG>L��$?

GH�;BML�:K>�L>M	�MABL�?B>E=�LA:EE�BG=B<:M>�MA:M�MA>�D>R

NL:@>�?HK�MABL�D>R�I:BK�$��A:L�GHM�R>M�;>>G

<HG?B@NK>=��(HK>�MA:G�HG>�;BM�<:G�;>�L>M��$?�:�;BM�BL

L>M	�MA>�->LIHG=>K�LA:EE�LNIIHKM�<KRIMH@K:IAB<

HI>K:MBHGL��LN<A�:L�LB@G:MNK>�@>G>K:MBHG��?HK�MA>

<HKK>LIHG=BG@�D>R�NL:@>�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���



Byte offset Field Size (bytes) Description

�� �LRF�E@H�:I:;BEBMB>L �

/ABL�?B>E=�LA:EE�BG=B<:M>�MA>�:LRFF>MKB<�:E@HKBMAFL

MA>�->LIHG=>K�LNIIHKML�?HK�MABL�D>R�I:BK�$���/A>

?HKF:M�H?�MABL�?B>E=�LA:EE�;>�:L/ :;E>����[

�LRFF>MKB<�:E@HKBMAF�<:I:;BEBMB>L�?HKF:M=>?BG>L�

/A>�->LIHG=>K�LA:EE�BG=B<:M>�LNIIHKM�?HK�HG>�HK

FHK>�:LRFF>MKB<�:E@HKBMAFL�;R�L>MMBG@�MA>

<HKK>LIHG=BG@�;BML���M�E>:LM�HG>�;BM�LA:EE�;>�L>M�

�� �NKK>GM�LRF�E@H �

/ABL�?B>E=�LA:EE�BG=B<:M>�MA>�<NKK>GMER�<HG?B@NK>=

:LRFF>MKB<�:E@HKBMAF�?HK�MABL�D>R�I:BK�$���/A>�?HKF:M

H?�MABL�?B>E=�LA:EE�;>�:L/ :;E>����[��LRFF>MKB<

:E@HKBMAF�<:I:;BEBMB>L�?HKF:M=>?BG>L��)H�FHK>�MA:G

HG>�;BM�LA:EE�;>�L>M��$?�GH�;BML�:K>�L>M	�MABL�?B>E=�LA:EE

BG=B<:M>�MA:M�MA>�:LRFF>MKB<�:E@HKBMAF�?HK�MABL�D>R

I:BK�A:L�GHM�R>M�;>>G�L>E><M>=��/A>�L>M�;BM�LA:EE

BG=B<:M>�MA:M�MA>�<HKK>LIHG=BG@�:LRFF>MKB<�:E@HKBMAF

BL�<NKK>GMER�<HG?B@NK>=�

� +N;EB<&>R$G?H'>G �

/ABL�?B>E=�LA:EE�BG=B<:M>�MA>�LBS>�BG�;RM>L�H?�MA>

�0�'$�� 4
)!* ?B>E=�BG�MABL�K>JN>LM����O:EN>�H?�S>KH

LA:EE�BG=B<:M>�MA:M�MA>�:<MN:E�D>R�I:BK�BL�:;L>GM�HK�A:L

R>M�MH�;>�@>G>K:M>=��*MA>KPBL>	�MA>�O:EN>�H?�MABL�?B>E=

LA:EE�;>�GHG
S>KH�

�� �LLH<�>KM.EHM(:LD �

/ABL�?B>E=�BL�:�;BM�F:LD�K>IK>L>GMBG@�MA>�<NKK>GMER

:LLH<B:M>=�<>KMB?B<:M>�LEHML����L>M�;BM�:M�IHLBMBHG�3

LA:EE�BG=B<:M>�:G�:LLH<B:MBHG�;>MP>>G�<>KMB?B<:M>�LEHM

3�:G=�MA>�K>JN>LM>=� 4��$-
� ��$? �#�- ��' ��+ BL

GHM�L>M	�GH�FHK>�MA:G�HG>�;BM�LA:EE�;>�L>M�

�� +N;EB<&>R$G?H 1:KB:;E>

/A>�?B>E=�LA:EE�<HGM:BG�MA>�IN;EB<�D>R�BG?HKF:MBHG�?HK

MA>�K>JN>LM>=�D>R�I:BK�$���/A>�?HKF:M�H?�MABL�?B>E=

LA:EE�;>�MA>�� -�>G<H=BG@�H?�MA>

�'"*-$/#(
� )/$!$ - LMKN<MNK>�BG�:G�3����O�

<>KMB?B<:M>��.>>�MA>�����������.N;C><M�+N;EB<�&>R�$G?H�

<E:NL>L�BG-!����� ?HK�:==BMBHG:E�=>M:BEL��2BMABG�MA>

�'"*-$/#(
� )/$!$ - LMKN<MNK>	�MA>+�-�( / -.

F>F;>K�LA:EE�;>�IK>L>GM�:G=�<HGM:BG�O:EN>L

<HGLBLM>GM�PBMA�MA>�BG?HKF:MBHG�I>KM:BGBG@�MH�MA>

K>JN>LM>=�D>R�I:BK�$��

��� / :;E>����[�&>R�I:BK�<:I:;BEBMB>L�?HKF:M=>?BG>L�MA>�?HKF:M�?HK�<:I:;BEBMB>L�:LLH<B:M>=�PBMA�:�D>R�I:BK�$��

��� Table 104 Ñ Key pair capabilities format

Bit offset Field Description

 ">G&>R�:I

$?�L>M	�MABL�D>R�I:BK�B=>GMB?B>=�;R

MA>�@BO>G� 4��$-
� <:G�;>

@>G>K:M>=�HK�K>@>G>K:M>=�

.+�(�.I><B?B<:MBHG �.+���

��� +N;EBLA>= 1>KLBHG������



Bit offset Field Description

�  K:L:;E>�:I

$?�L>M	�MABL�D>R�I:BK�B=>GMB?B>=�;R

MA>�@BO>G� 4��$-
� <:G�;>

>K:L>=�

� �>KM�LLH<�:I

$?�L>M	�MA>�->LIHG=>K�:EEHPL�:

->JN>LM>K�MH�<A:G@>�MA>

:LLH<B:MBHG�;>MP>>G�MA>�@BO>G

� 4��$-
� :G= � -/�'*/ �

� &>R0L:@>�:I

$?�L>M	�MA>�->LIHG=>K�:EEHPL�:

->JN>LM>K�MH�<A:G@>�MA>�D>R

NL:@>�?HK�MA>�@BO>G� 4��$-
� �

� �LRF�E@H�:I

$?�L>M	�MA>�->LIHG=>K�:EEHPL�:

->JN>LM>K�MH�<A:G@>�MA>

:LRFF>MKB<�:E@HKBMAF�?HK�MA>

@BO>G� 4��$-
� �

� .A:K>:;E>�:I

$?�L>M	�MA>�->LIHG=>K�:EEHPL�:

->JN>LM>K�MH�:LLH<B:M>�MA>

@BO>G� 4��$-
� PBMA�FHK>

MA:G�HG>� -/�'*/ ��/ABL�;BM

LA:EE�GHM�;>�L>M�B?� -/�..*���+

BL�GHM�L>M�

�EE�HMA>K�;BML ->L>KO>= ->L>KO>=�

��� / :;E>����[��LRFF>MKB<�:E@HKBMAF�<:I:;BEBMB>L�?HKF:M=>?BG>L�MA>�;BM�F:IIBG@�?HK�:LRFF>MKB<�:E@HKBMAFL�LNIIHKM�

.>> / :;E>�����[�.+�(��LRFF>MKB<�.B@G:MNK>�->?>K>G<>�$G?HKF:MBHG?HK�K>?>K>G<>L�?HK�MA>�:LRFF>MKB<�:E@HKBMAFL�

��� Table 105 Ñ Asymmetric algorithm capabilities format

Bit offset Asymmetric Algorithm

 -.�����

� -.�����

� -.�����

�  ���)$./�+���

�  ���)$./�+���

�  ���)$./�+���

� .(��+���

�  =�����

�  =���

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ���



Bit offset Asymmetric Algorithm

�EE�HMA>K�;BML ->L>KO>=�

835 10.27.2 SET_KEY_PAIR_INFO request and SET_KEY_PAIR_INFO_ACK response

��� /A> ���D���D��
�D
��� K>JN>LM�:G=�MA>�<HKK>LIHG=BG@�LN<<>LL?NE���D���D��
�D
���D��� K>LIHGL>�LA:EE�<HG?B@NK>

HG>�HK�FHK>�I:K:F>M>KL�?HK�HG>�D>R�I:BK�$���� 4��$-
� ��

��� / :;E>����[�. /9& 49+ �$-9$)!*�K>JN>LM�F>LL:@>�?HKF:M=>?BG>L�MA>�?HKF:M�?HK�MA>���D���D��
�D
��� K>JN>LM�

��� Table 106 Ñ SET_KEY_P AIR_INFO request message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
���D���D��
�D
��� � H3�� ��.>> / :;E>���[�.+�(

K>JN>LM�<H=>L�

� +:K:F� �

*I>K:MBHG��/ABL�?B>E=�LA:EE�BG=B<:M>�MA>�=>LBK>=

HI>K:MBHG��/A>�?HKF:M�H?�MABL�?B>E=�LA:EE�;>�MA>�?HKF:M

:L / :;E>����[�&>R�I:BK�HI>K:MBHGL =>?BG>L��$?�MA>

HI>K:MBHG�BL� 4��$-�-�. 	�:EE�?B>E=L�:?M>K� 4��$-
�

?B>E=�BG�MABL�K>JN>LM�LA:EE�;>�:;L>GM�

� +:K:F� � ->L>KO>=�

� &>R+:BK$� �
/A>�O:EN>�H?�MABL�?B>E=�LA:EE�BG=B<:M>�MA>�D>R�I:BK�$��L

BG?HKF:MBHG�MH�<A:G@>�

� ->L>KO>= � ->L>KO>=�

� �>LBK>=&>R0L:@> �

/ABL�?B>E=�LA:EE�BG=B<:M>�MA>�=>LBK>=�D>R�NL:@>

� ���D��
�D
��� � �0-- )/� 4�.�" ��?HK�MA>�K>JN>LM>=

D>R�I:BK�$���� 4��$-
� ���/A>�?HKF:M�H?�MABL�?B>E=�LA:EE

;>�:L &>R�NL:@>�;BM�F:LD=>?BG>L��$?�GH�;BML�:K>�L>M	

MA>�->LIHG=>K�LA:EE�GHM�<A:G@>�MA>�<NKK>GM�D>R

NL:@>��(HK>�MA:G�HG>�;BM�<:G�;>�L>M��/A>�->JN>LM>K

LA:EE�HGER�L>E><M�?KHF�;BML�MA:M�:K>�L>M�BG�MA>

� 4�.�" ��+��$'$/$ . ?B>E=�H?�MA>���D��
�D
���

K>LIHGL>�?HK�MA>�K>JN>LM>=� 4��$-
� ��$?

� 4�.�" ��+ BL�GHM�L>M�?HK�MA>�K>JN>LM>=� 4��$-
� 	

MABL�?B>E=�LA:EE�;>�S>KH�

.+�(�.I><B?B<:MBHG �.+���

� +N;EBLA>= 1>KLBHG������



Byte offset Field Size (bytes) Description

� �>LBK>=�LRF�E@H �

/ABL�?B>E=�LA:EE�BG=B<:M>�MA>�=>LBK>=�:LRFF>MKB<

:E@HKBMAF�����D��
�D
��� � �0-- )/�.4(�'"* ��?HK�MA>

K>JN>LM>=�D>R�I:BK�$���/A>�?HKF:M�H?�MABL�?B>E=�LA:EE

;>�:L / :;E>����[��LRFF>MKB<�:E@HKBMAF�<:I:;BEBMB>L

?HKF:M=>?BG>L��$?�GH�;BML�:K>�L>M	�MA>�->LIHG=>K�LA:EE

GHM�<A:G@>�MA>�<NKK>GM�<HG?B@NK:MBHG�?HK�MA>

:LRFF>MKB<�:E@HKBMAF��)H�FHK>�MA:G�HG>�;BM�LA:EE�;>

L>M��/A>�->JN>LM>K�LA:EE�HGER�L>E><M�?KHF�;BML�MA:M

:K>�L>M�BG�MA>�.4(�'"*��+��$'$/$ . ?B>E=�H?�MA>

���D��
�D
��� K>LIHGL>�?HK�MA>�K>JN>LM>=

� 4��$-
� ��$? �.4(�'"*��+ BL�GHM�L>M�?HK�MA>

K>JN>LM>=� 4��$-
� 	�MABL�?B>E=�LA:EE�;>�S>KH�

�� �>LBK>=�LLH<�>KM.EHM(:LD �

/ABL�?B>E=�BL�:�;BM�F:LD�K>IK>L>GMBG@�MA>�=>LBK>=

<>KMB?B<:M>�LEHM�:LLH<B:MBHG����L>M�;BM�:M�IHLBMBHG�3

LA:EE�BG=B<:M>�:G�:LLH<B:MBHG�;>MP>>G�<>KMB?B<:M>�LEHM

3�:G=�MA>�K>JN>LM>=� 4��$-
� ���G�NGL>M�;BM�:M

IHLBMBHG�3�LA:EE�BG=B<:M>�GH�:LLH<B:MBHG�;>MP>>G

<>KMB?B<:M>�LEHM�3�:G=�MA>�K>JN>LM>=� 4��$-
� ��/A>

->LIHG=>K�LA:EE�>BMA>K�K>FHO>�:G�:LLH<B:MBHG�HK

<K>:M>�:G�:LLH<B:MBHG�;>MP>>G�MA>�<HKK>LIHG=BG@

<>KMB?B<:M>�LEHM�:G=�MA>�K>JN>LM>=� 4��$-
� 	

=>I>G=BG@�HG�MA>�O:EN>�H?�>:<A�;BM�BG�MABL�?B>E=��$?

�#�- ��' ��+ BL�GHM�L>M	�GH�FHK>�MA:G�HG>�;BM�LA:EE

;>�L>M�

��� / :;E>����[�&>R�I:BK�HI>K:MBHGL =>?BG>L�:�GNF>KB<�F:IIBG@�MH�:G�HI>K:MBHG�

�� Table 107 Ñ Key pair operations

Value Operation Name Description

 +:K:F>M>K�A:G@>

.A:EE�BG=B<:M>�:G�HI>K:MBHG�MA:M

FH=B?B>L�HG>�HK�FHK>�D>R
K>E:M>=

I:K:F>M>KL��/A>

� .$- �� 4�.�" 	

� .$- ��.4(�'"* 	�:G=

� .$- ��..*�� -/�'*/��.& ?B>E=L

LA:EE�;>�IK>L>GM�

� &>R+:BK K:L>

.A:EE�BG=B<:M>�:G�HI>K:MBHG�MA:M

>K:L>L�:EE�BG?HKF:MBHG�K>E:MBG@�MH�:

� 4��$-
� ��/A>

� .$- �� 4�.�" 	

� .$- ��.4(�'"* 	�:G=

� .$- ��..*�� -/�'*/��.& ?B>E=L

LA:EE�;>�:;L>GM�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



Value Operation Name Description

� ">G>K:M>&>R+:BK

.A:EE�BG=B<:M>�:G�HI>K:MBHG�MA:M

@>G>K:M>L�:�G>P�D>R�I:BK�?HK�MABL

� 4��$-
� ��/A>

� .$- �� 4�.�" 	

� .$- ��.4(�'"* 	�:G=

� .$- ��..*�� -/�'*/��.& ?B>E=L

LA:EE�;>�IK>L>GM�

��� / :;E>����[�. /9& 49+ �$-9$)!*9��&�K>LIHGL>�F>LL:@>�?HKF:M =>?BG>L�MA>�?HKF:M�?HK���D���D��
�D
���D���

K>LIHGL>�

��� Table 108 Ñ SET_KEY_P AIR_INFO_ACK response message format

Byte offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� ->JN>LM->LIHGL>�H=> �
���D���D��
�D
���D��� � H3O� ��.>> / :;E>���[

.+�(�K>LIHGL>�<H=>L �

� +:K:F� � ->L>KO>=�

� +:K:F� � ->L>KO>=�

843 10.27.3 Key pair ID modification err or handling

��� /A>L>�<E:NL>L�=>L<KB;>�LHF>�;:LB<�<HG?B@NK:MBHG�>KKHK�L<>G:KBHL�:G�.+�(�>G=IHBGM�LAHNE=�A:G=E>�

��� /A>�?BKLM�>KKHK�L<>G:KBH�BL�:�K>JN>LM�?HK�D>R�@>G>K:MBHG��� ) -�/ � 4��$- ��PA>G�GH�:LRFF>MKB<�:E@HKBMAF�A:L�;>>G

L>E><M>=�R>M����->LIHG=>K�LAHNE=�K>LIHG=�PBMA�:G����� F>LL:@>�H? �--*-�*� S�+ -�/$*)��$' � �

��� &>R�NL:@>�?HK�:�D>R�I:BK�$��=H>L�GHM�G>>=�MH�;>�LI><B?B>=�NGMBE�MA>�D>R�I:BK�$��BL�:LLH<B:M>=�PBMA�:�<>KMB?B<:M>�LEHM	�LH

MABL�BG?HKF:MBHG�BL�GHM�G>>=>=�?HK�:� ) -�/ � 4��$- HI>K:MBHG��/A>�->LIHG=>K�LAHNE=�=><B=>�PA>G�BM�G>>=L�MH�DGHP

MA>�D>R�NL:@>�BG?HKF:MBHG�?HK�:�<HG?B@NK:;E>�D>R�NL:@>�

��� !HK�: � 4��$-�-�. HK � ) -�/ � 4��$- HI>K:MBHG�K>JN>LM	�MA>�->LIHG=>K�LA:EE�>GLNK>�MA:M�MA>�K>JN>LM>=

� 4��$-
� A:L�GH�:LLH<B:MBHG�PBMA�:GR�<>KMB?B<:M>�LEHM��*MA>KPBL>	�MA>�->LIHG=>K�LAHNE=�K>LIHG=�PBMA�:G�����

F>LL:@>�H? �--*-�*� S�+ -�/$*)��$' � �

848 10.28 Event mechanism

��� �G�.+�(�>G=IHBGM�F:R�P:GM�MH�;>�GHMB?B>=�H?�<A:G@>L�?KHF�:GHMA>K�.+�(�>G=IHBGM��/A>L>�<A:G@>�GHMB?B<:MBHGL�:K>

<:EE>=�>O>GML��/A>�.+�(�>O>GM�F><A:GBLF�IKHOB=>L�:�?K:F>PHKD�?HK�MA>�:LRG<AKHGHNL�GHMB?B<:MBHG�H?�>O>GML�HO>K�:

L><NK>�L>LLBHG���G� O>GM�)HMB?B>K�BL�:G�.+�(�>G=IHBGM�L>G=BG@�:G�>O>GM	�:G=�:G� O>GM�-><BIB>GM�BL�:G�.+�(

>G=IHBGM�K><>BOBG@�:G�>O>GM���G�.+�(�>G=IHBGM�<:G�;>�;HMA�:G� O>GM�)HMB?B>K�:G=�:G� O>GM�-><BIB>GM�BG�MA>�L:F>

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



L><NK>�L>LLBHG��.>>.>LLBHG?HK�=>M:BEL�HG�L><NK>�L>LLBHGL��/A>K>�<:G�;>�FNEMBIE>�L>LLBHGL�;>MP>>G�MA>�L:F>

->LIHG=>K�:G=�L:F>�->JN>LM>K��/A>�>O>GM�F><A:GBLF�:IIEB>L�MH�>:<A�L>LLBHG�BG=BOB=N:EER�

�� �G�>O>GM�BL�B=>GMB?B>=�;R�BML�>O>GM�@KHNI	�>O>GM�MRI>	�:G=�:G�>O>GM�BGLM:G<>�$����G�>O>GM�@KHNI�BL�:�@KHNI�H?�:EE�>O>GM

MRI>L�:�@BO>G�LM:G=:K=L�;H=R�HK�O>G=HK�=>?BG>L���G�>O>GM�MRI>�<E:LLB?B>L�MA>�>O>GM�;R�BG=B<:MBG@�BML�MRI>��/A>�>O>GM

BGLM:G<>�$��BL�:�NGBJN>�GNF>KB<�O:EN>�MA:M�K>IK>L>GML�MA:M�H<<NKK>G<>�H?�MA>�>O>GM�

��� �G� O>GM�-><BIB>GM�<:G�L>E><M�MA>�>O>GM�MRI>L�MA:M�BM�P:GML�MH�K><>BO>���G�>O>GM�LN;L<KBIMBHG�BL�:�EBLM�H?�>O>GM�MRI>L

:G� O>GM�-><BIB>GM�P:GML�MH�K><>BO>��/A>� O>GM�)HMB?B>K�F:G:@>L�MA>�>O>GM�LN;L<KBIMBHG���G� O>GM�)HMB?B>K�LA:EE�HGER

L>G=�>O>GML�H?�>O>GM�MRI>L�MA:M�F:M<A�MA>�>O>GM�MRI>L�BG�MA>�>O>GM�LN;L<KBIMBHG��.>>�(/!� O>GM�/ RI>L ?HK��(/!


=>?BG>=�>O>GM�MRI>L�

��� �G� O>GM�)HMB?B>K�LA:EE�GHM�L>G=�:GR�>O>GML�BG�:�L>LLBHG�NGMBE�:G� O>GM�-><BIB>GM�LN;L<KB;>L�MH�HG>�HK�FHK>�>O>GML�

��� /A>  O>GM�!EHP�=B:@K:FBEENLMK:M>L�:�MRIB<:E�>O>GM�?EHP�?HK�>O>GM�LN;L<KBIMBHG�:G=�>O>GM�=>EBO>KR�HO>K�:�MK:GLIHKM

<:I:;E>�H?�:LRG<AKHGHNL�;B=BK><MBHG:E�<HFFNGB<:MBHG�

��� Figure 26 Ñ Event flow diagram

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



���

É
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Secure Session

��� !HK�MK:GLIHKML�MA:M�IKHAB;BM�:�->LIHG=>K�?KHF�:LRG<AKHGHNLER�L>G=BG@�HNM�=:M:	�MA>� O>GM�)HMB?B>K�:G=� O>GM

-><BIB>GM�<:G�NL>�MA>>G<:ILNE:M>=�K>JN>LM�?EHPMH�=>EBO>K�HK�K><>BO>�>O>GML��/A>�>G<:ILNE:M>=�K>JN>LM�?EHP�:EEHPL

?HK�:�IHEEBG@�F>MAH=HEH@R�:L/ KB@@>KBG@���D�����������D������� =>L<KB;>L�

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



��� 2A>G �����D��� BL�L>M	�:G� O>GM�)HMB?B>K�LA:EE�LNIIHKM������
��D�����D����� 	 ���D���������D�����D����� 	

����D����� 	�:G=�MA>BK�<HKK>LIHG=BG@�K>LIHGL>�F>LL:@>L��$G�:==BMBHG	�:G� O>GM�)HMB?B>K�LA:EE�LNIIHKM�MA>�F:G=:MHKR

�(/!�>O>GM�MRI>L�

858 10.28.1 GET_SUPPORTED_EVENT_TYPES request and SUPPORTED_EVENT_TYPES
response message

��� /A>L>�K>JN>LM�:G=�K>LIHGL>�F>LL:@>L�K>MKB>O>�MA>�EBLM�H?�:EE�>O>GM�MRI>L�LNIIHKM>=�;R�MA>� O>GM�)HMB?B>K�� :<A�>O>GM

MRI>�;>EHG@L�BG�:G�>O>GM�@KHNI���G�>O>GM�@KHNI�<HGM:BGL�:EE�>O>GM�MRI>L�;>EHG@BG@�MH�MA>�LM:G=:K=L�;H=R�HK�O>G=HK

MA:M�=>?BG>L�MA>F��/A>.1# B=>GMB?B>L�MA>�>O>GM�@KHNI��2BMABG�:G�>O>GM�@KHNI	�:G�>O>GM�MRI>�$��B=>GMB?B>L�MA>�>O>GM

MRI>�NGBJN>ER�PBMABG�MA>�>O>GM�@KHNI���HMA�MA>�.1#�:G=�MA>�>O>GM�MRI>�$��>GLNK>�NGBJN>G>LL�?HK�:EE�>O>GM�MRI>L�BG

MABL�LI><B?B<:MBHG�

�� 0LN:EER	�MA>� O>GM�)HMB?B>K�=H>L�GHM�G>>=�MH�LNIIHKM�:EE�>O>GM�MRI>L�PBMABG�:G�>O>GM�@KHNI�HK�PBMABG�:EE�>O>GM�@KHNIL�

#HP>O>K	�MA>�LM:G=:K=L�;H=R�HK�O>G=HK�=>?BG>L�MA>�K>JNBK>F>GML�?HK�MA>�>O>GM�MRI>L�MA>R�=>?BG>�

��� / :;E>����[�" /9.0++*- / �9 1 )/9/4+ .�K>JN>LM�F>LL:@>�?HKF:M =>L<KB;>L�MA>�F>LL:@>�?HKF:M�

��� Table 109 Ñ GET_SUPPORTED_EVENT_TYPES request message format

Byte Offset Field Size (bytes) Description

 ����� -.$*) �
.A:EE�;>�MA>����� -.$*) :L�=>L<KB;>=�BG.+�(

O>KLBHG�

� � ,0 ./� .+*). �*� � H3�J � ���D���������D�����D�����

� +:K:F� � ->L>KO>=�

� +:K:F� � ->L>KO>=�

��� / :;E>�� ��[�.0++*- / �9 1 )/9/4+ .�K>LIHGL>�F>LL:@>�?HKF:M =>L<KB;>L�MA>�F>LL:@>�?HKF:M�?HK�MABL

K>LIHGL>�

��� Table 110 Ñ SUPPORTED_EVENT_TYPES response message format

Byte Offset Field Size (bytes) Description

 .+�(1 >KLBHG �
.A:EE�;>�MA>����� -.$*) :L

=>L<KB;>=�BG.+�(�O>KLBHG�

� � ,0 ./� .+*). �*� �
H3NJ � ���������D�����D�����

->LIHGL>

� +:K:F� �

 O>GM"KHNI�HNGM��.A:EE�;>

MA>�GNF;>K�H?�>O>GM�@KHNIL

EBLM>=�BG

�0++*-/ ��1 )/�-*0+.$./ �

� +:K:F� � ->L>KO>=�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



Byte Offset Field Size (bytes) Description

� .NIIHKM>= O>GM"KHNIL'BLM'>G �

/A>�O:EN>�H?�MABL�?B>E=�LA:EE�;>

MA>�LBS>�BG�;RM>L�H?�MA>

�0++*-/ ��1 )/�-*0+.$./

:G=�LA:EE�;>�@K>:M>K�MA:G�S>KH�

� .NIIHKM>= O>GM"KHNIL'BLM �0++*-/ ��1 )/�-*0+.$./ )

.A:EE�;>�:�EBLM�H?�:EE�>O>GM

MRI>L�@KHNI>=�;R�>O>GM�@KHNI

LNIIHKM>=�;R�MA>� O>GM

)HMB?B>K��/A>�?HKF:M�H?�MABL�?B>E=

LA:EE�;>�:�EBLM�H? O>GM�@KHNI�

$G�MABL�?HKF:M	�>:<A�>O>GM

@KHNI�<HGM:BGL�:�EBLM�H?�>O>GM

MRI>L�MA>� O>GM�)HMB?B>K

LNIIHKML��$?�:G�>O>GM�@KHNI�BL

IK>L>GM	�BM�LA:EE�;>�IK>L>GM

>Q:<MER�HG<>�MH�:OHB=

=NIEB<:M>L�:G=�MH�FBGBFBS>�MA>

LBS>�H?�MABL�K>LIHGL>��/A>�LBS>

H?�MABL�?B>E=�LA:EE�;>�MA>�O:EN>

BG

�0++*-/ ��1 )/�-*0+.$./ ) �

.>>  O>GM�@KHNI�?HKF:M

:==BMBHG:E�BG?HKF:MBHG?HK

:==BMBHG:E�=>M:BEL�

��� / :;E>�� � ��[� O>GM�@KHNI�?HKF:M=>?BG>L�MA>�?HKF:M�?HK�EBLMBG@�>O>GM�MRI>L�BG�:�LBG@E>�>O>GM�@KHNI�

��� Table 111 Ñ Event group format

Byte Offset Field Size (bytes) Description

  O>GM"KHNI$= ��� � )�*-
� )

.A:EE�BG=B<:M>�MA>�>O>GM

@KHNI�MA>�>O>GM�MRI>

;>EHG@L�MH��/A>�?HKF:M�H?

MABL�?B>E=�LA:EE�;>�MA>.1#

?HKF:M��/A>�LBS>�H?�MABL

?B>E=�LA:EE�;>�MA>�LBS>�H?

MA>�.1#�

��� � )�*-
� )  O>GM/RI>�HNGM �

.A:EE�;>�MA>�MHM:E�GNF;>K

H?�>O>GM�MRI>L�EBLM>=�BG

MA>�1 )/�4+ $./ ?B>E=

:G=�;>EHG@BG@�MH

�1 )/�-*0+
� ��/A>�O:EN>

H?�MABL�?B>E=�LA:EE�;>

@K>:M>K�MA:G�S>KH�

.+�(�.I><B?B<:MBHG �.+���

�� +N;EBLA>= 1>KLBHG������



Byte Offset Field Size (bytes) Description

��� � )�*-
� )  O>GM"KHNI1>K �

.A:EE�;>�MA>�LM:G=:K=L

;H=R�HK�O>G=HK
:LLB@G>=

O>KLBHG�GNF;>K�MA:M

BG=B<:M>L�MA>�O>KLBHG�H?

MA>�>O>GM�MRI>L�;>EHG@BG@

MH�1 )/�-*0+
� �

��� � )�*-
� ) �MMKB;NM>L �

�MMKB;NM>L��/A>�?HKF:M�H?

MABL�?B>E=�LA:EE�;>�=>?BG>=

;R�MA>�F>LL:@>L�NLBG@

MABL� O>GM�@KHNIL�?HKF:M�

!HK�MA>

���������D�����D�����

K>LIHGL>�F>LL:@>	�L>>

 O>GM�@KHNI�?HKF:M

:==BMBHG:E�BG?HKF:MBHG�

!HK�MA>

������
��D�����D�����

K>JN>LM�F>LL:@>	�L>>

�==BMBHG:E�LN;L<KBIMBHG�EBLM

BG?HKF:MBHG�

��� � )�*-
� )  O>GM/RI>'BLM 1:KB:;E>

.A:EE�;>�:�EBLM�H?�>O>GM

MRI>L�BG�MABL� O>GM�"KHNI

� �1 )/�-*0+
� ���/A>

O:EN>�BG�1 )/�4+ �*0)/

?B>E=�LA:EE�BG=B<:M>�MA>

GNF;>K�H?�>O>GM�MRI>L�BG

MABL�EBLM��/A>�?HKF:M�H?�MABL

?B>E=�LA:EE�;>�:�EBLM�H?

 O>GM�/RI>�$G?HKF:MBHG�

$?�:G�>O>GM�MRI>�BL

IK>L>GM	�BM�LA:EE�;>

IK>L>GM�>Q:<MER�HG<>�

��� / :;E>�� ���[� O>GM�MRI>�BG?HKF:MBHG�?HKF:M=>?BG>L�MA>�?HKF:M�?HK�:�LBG@E>�>O>GM�MRI>�

��� Table 112 Ñ Event type information format

Byte Offset Field Size (bytes) Description

  O>GM/RI>$= �

.A:EE�;>�:

GNF>KB<�O:EN>

MA:M�NGBJN>ER

B=>GMB?B>L�MABL

>O>GM�MRI>

PBMABG�MA>

<HKK>LIHG=BG@

>O>GM�@KHNI�

�.+��� .+�(�.I><B?B<:MBHG

1>KLBHG������ +N;EBLA>= ��



Byte Offset Field Size (bytes) Description

� ->L>KO>= � ->L>KO>=�

��� /A> �1 )/�-*0+� - ?B>E=�:EEHPL�?HK�NI=:M>L�MH�MA>�>O>GM�MRI>�EBLM�LN<A�:L�:�G>P�>O>GM�MRI>���G� O>GM�)HMB?B>K�LAHNE=

:==�G>P�>O>GM�MRI>L�MH�MA>�>G=�H?�MA>�EBLM�

870 10.28.1.1 Event gr oup for mat additional infor mation

��� /ABL�<E:NL>�=>L<KB;>L�?NKMA>K�BG?HKF:MBHG�?HK�O:KBHNL�?B>E=L�BG�MA> O>GM�@KHNIL�?HKF:M�M:;E>��/ABL�?HKF:M�BL�IK>L>GM�BG

FHK>�MA:G�HG>�.+�(�F>LL:@>�

��� (:GR�?B>E=L�BG�MA> O>GM�@KHNI�?HKF:M�M:;E>A:O>�=B??>K>GM�=>?BGBMBHGL�=>I>G=BG@�HG�PAB<A�.+�(�F>LL:@>�NL>L�MABL

M:;E>��!HK������
��D�����D����� 	�L>> �==BMBHG:E�LN;L<KBIMBHG�EBLM�BG?HKF:MBHG?HK�K>JNBK>F>GML�HG�MA>� O>GM�@KHNI

?HKF:M�

��� /A>�?HEEHPBG@�K>JNBK>F>GML�LA:EE�:IIER�MH�MA>� O>GM�@KHNI�?HKF:M�M:;E>�<HGM:BG>=�BG���������D�����D����� �

V /A>�O:EN>�H?�1 )/�4+ �*0)/ ?B>E=�LA:EE�;>�@K>:M>K�MA:G�S>KH�

V /A>�IK>L>G<>�H?�:G�>O>GM�MRI>�BG�MA>�1 )/�4+ $./ ?B>E=�LA:EE�BG=B<:M>�MA:M�MA>� O>GM�)HMB?B>K�<:G�L>G=�>O>GML

H?�MABL�MRI>�

V /A>�O:EN>�H?�//-$�0/ . LA:EE�;>�K>L>KO>=�

874 10.28.2 SUBSCRIBE_EVENT_TYPES request and SUBSCRIBE_EVENT_TYPES_ACK response
message

��� /A> ������
��D�����D����� K>JN>LM�:G=������
��D�����D�����D��� K>LIHGL>�F>LL:@>L�:EEHP�:G� O>GM�-><BIB>GM

MH�<HFFNGB<:M>�MA>�EBLM�H?�.+�(�>O>GM�MRI>L�BM�BL�BGM>K>LM>=�BG�K><>BOBG@��/ABL�K>JN>LM�K>IE:<>L�MA>�<NKK>GM

LN;L<KBIMBHG�EBLM�

��� �G�>O>GM�LN;L<KBIMBHG�BL�:�EBLM�H?�:EE�>O>GM�MRI>L�MH�PAB<A�:G� O>GM�-><BIB>GM�LN;L<KB;>L��/ANL	�:G� O>GM�)HMB?B>K�LA:EE

L>G=�>O>GML�PA>G�MA>R�H<<NK�MH�:G� O>GM�-><BIB>GM�B?�:M�E>:LM�HG>�>O>GM�MRI>�BL�IK>L>GM�BG�MA>�>O>GM�LN;L<KBIMBHG�H?

MA>�<HKK>LIHG=BG@� O>GM�-><BIB>GM�

��� / H�LN;L<KB;>�HK�NGLN;L<KB;>�MH�:G�>O>GM�@KHNI	�:G� O>GM�-><BIB>GM�LA:EE�L>G=�MA>������
��D�����D����� K>JN>LM

F>LL:@>�PBMA�:�<HFIE>M>�EBLM�H?�:EE�>O>GM�MRI>L�MH�PAB<A�MA>� O>GM�-><BIB>GM�LN;L<KB;>L���G� O>GM�)HMB?B>K�LA:EE

K>IE:<>�MA>�<NKK>GM�>O>GM�LN;L<KBIMBHG�PBMA�MA>�G>P�LN;L<KBIMBHG�?KHF�MA>�E:M>LM������
��D�����D����� F>LL:@>��$?
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