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2 Intr oduction

/A> Security Protocol and Data Model (SPDM) Specification =>?BG>hessages =:M: H;C><ML :G= L>JN>G<>L ?HK

I>K?HKFBG@ F>LL:@> >Q<A:G@>L HO>K : O:KB>MR H? MK:GLIHKM :G= IARLB<:E F>=B: /A> =>L<KBIMBHG H? F>LL:@>
>Q<A:G@>L BG<ENmthentication :G= IKHOBLBHGBG@ H? A:K=P:K>B=>GMBMB>L F>.LNK>F>GM ?HK ?BKFP:K> B=>GMBMB>
L>LLBHG D>R >Q<A:G@> IKHMH<HEL MH >G:;E> <HG?B=>GMB:EBMR PBMA BGM>@KBMR IKHM><M>= =:M: <HFFNGB<:MBH
K>E:M>= <:|:;;BEBMB>L /A> .+ ( >G:;;E>L 2B<B>GM :<<>LL MH EHP E>O>E L><NKBMR <:I;;BEBMB>L :G= HI>K:MBHGL *MA>K
F><A:GBLFL BG<EN=BG@ GHG (/! =>?BG>= F><A:GBLFL <:G NL> MA> .+ (

2.1 Advice

IA> :NMAHKL K><HFF>G= K>:=>KL OBLBM MNMHKB:E :G=>=N<:MBHG BEM#KBVER NGHAK<HEL :G= :M: (H&=EL
+E:M?HKF (:G:@>F>GM HFFNGB<:MBHGL $G?K:LMKN<MNG&MAES(/! P>;LBM> IKBHK MH HK =NKBG@ MA> K>:=BG@ H?
MABL LI><B?B<:MBHG MH A>EI NG=>KLM:G= MABL LI><B?B<:MBHG

2.2 Conventions

/A> ?HEEHPBG@ <HGO>GMBHGL :IIER MH :EE .+ ( LI><B?B<:MBHGL

2.2.1 Document conv entions

V H<NF>GM MBME>L :lI>:itaiGs
V /A> ?BKLM H<<NKK>G<> H? >:<A BFIHKM:GM M>KFtadlieKPBIGA : EBGD MH BML =>?BGBMBHG
V ) KNE>L :1I>:K BG : FHGHLI:<>= ?HGM

2.2.2 Reserved and unassigned v alues
0GE>LL HMA>KPBL> LI><B?B>= :GR K>L>KO>= NGLI><B?B>= HK NG:LLB@G>= O:EN>L BG >GNF>K:MBHGL HK HMA>K GNF:
K:G@>L :K> K>L>KO>= ?HK ?2NMNK> =>?BGBMBHG ;R (/!

0GE>LL HMA>KPBL> LI><B?B>= ?B>E= O:EN>L F:KD>=:L ->L>KO>= LA:EE ;> PKBMNB@CGHRB>KIRA>G K>:= GHM
FH=B?B>= :G= GHM BGM>KIK>M>=:L :G >KKHK B? GHM S>KH :G= NL>= BG MK:GL<KBIM A:LA <:E<NE:MBHGL :L BL

2.2.3 Byte ordering

0GE>LL HMA>KPBL> LI><B?B>= ?HK :EE .+ ( LI><B?2BreVMBHGKBG@ H? FNEMB ;RM> GNF>KB< ?B>E=L HK FNEMB ;RM> ;BM
?B>E=LIBle endian MA:M BL MA> EHP>LM 7RM¥ ARE=L MA> E>.LM LB@GB?B<:GM ;RM>?LSMAB@RE>KIA2 FHK>
LB@GB?B<:GM ;RM>L
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2.2.3.1 Hash byte order

IHK ?B>E=L HK O:EN>L <HGM:BGBG@ : =B@>LM HK A:LA .+ (IK>L>KO>L MA> ;RM> HK=>K H? MA> =B@>LM :L MA> LI><B?B<
@BO>G A:LA :E@HKBMAF =>?BG>L .+ ( OB>PL MA>L> =B@>LMLMKFE®R H? H<M>ML PA>K> MA> ?BKLM ;RM> BL MA>
E>?MFHLM ;RM> H? MA> =B@>LM MA> L><HG=;RM> BL MA> L><HG= E>?MFHLM ;RM> MA> MABK= ;RM> BL MA> MABK= E>'
MABL I:MM>KG <HGMBGN>L NGMBE MA> E:LM ;RM> H? MA> =B@>LM /ANL MA> ;RM> HK=>K ?HK .+ (=B@>LML HK A:LA>L E
;RM> BL |IE:<>=:M MA> EHP3LMMBG MA> ?B>E= HK O:EN> MA> L><HG= ;RM> BL |IE:<>= :M MA> P> GA/EHRABKH?

:RM> BL |IE:<>=:M MA> MABK= EPIBsNLBGIMA> ?B>E= HK O:EN> :G= MABL I:MM>KG <HGMBGN>L NGMBE MA> E:LM ;RM>

IHK >Q:FIE> BGH+. . #  A:LABL MA> <HG<:M>G:MBHG H? >SB@AM ;BM PHK=L PA>K> >:<A Phij= BL BG

endian HK=>KNM MA> HK=>K H? PHK=L =H>L GHM A:O> :GR >G=B:GG>LL :LLH<B:M>= PBMA BM .+ ( LBFIER OB>PL MABL
:BM=B@>LM :L: LMKBG@ H? H<M>ML MA:M BL ;RM>L BG LBS> PA>K> MA> ?BKLM 6RM? B2 MA> TBENS M #

=B@>LM MA> L><HG=;RM> BL MA> GBEN? MA> MABK=;RM> BL MA> O:EN> :K WIA> ?HNKMA ;RM> BL MA> O:EN> :M

# 6 7 MA>?B?MA ;RM>L BL MA> O:EN>7-MGE MABL I:MM>KG <HGMBGN>L NGMBE MA> E:LM ;RM> PAB<A BL MA> O:EN> :M

# 6 7 PASK> MA> 1$+. LI><B?B<:MBHG =>?BG>it# :G=#

2.2.3.2 Encoded ASN.1 by te order

IHK ?B>E=L HK O:EN>L <HGM:BGBG@ - - HK ->G<H=>==M: .+ (IK>L>KO>L MA> ;RM> HK=>K :L =>L<KB;>= BG

3 LI><B?B<:MBHG .+ (OB>PL: - - HK ->G<H=>==:M::L LBFIER : LMKBG@ H? H<M>ML PA>K> MA> ?BKLM ;RM>

BL MA> E>?MFHLM ;RM> H? IB@NK> HK IB@NK> IB&B2B<:MBHG MA> L><HG=;RM> BL MA> L><HG= E>?MFHLM ;RM> MA:>
MABK=;RM> BL MA> MABK= E>?MFHLM ;RM> :G= MABL I:MM>KG <HGMBGN>L NGMBE MA> E:LM ;RM> /A> ?BKLM ;RM> BL I
$=>GMB?B>K H<M>M HK MA> ">:=BG@ B=>GMB?B>K H<M>M /A>3 LI><B?B<:MBHG =>?BG>L IB@NK> IB@NK> :G=B=>(
2A>G IHINEEMBG@ : - - HK ->G<H=>==M: BG .+ ( ?B>E=L MA> ?BKLM ;RM> BL |IE:<>= BG MA> EHP>LM :==K>LL

MA> L><HG= ;RM> BL |IE:<>= BG MA> L><HG=HERF-INAEMABK= ;RM> BL IE:<>= BG MA> MABKY BEBRAAM HB>E= HK

O:EN> :G= MABL I:MM>KG <HGMBGN>L NGMBE MA> E:LM ;RM>

2.2.3.3 Octet string by te order

LMKBG@ H? H<M>ML BL <HGO>GMBHG:EER PKBMM>G ?KHF E>?M MH KB@AM ELH ;R <HGO>GMBHG ;RM> S>KH H? MA>
MA> E>?MFHLM ;RM> H? MA> H<M>M ;RM> H? MA> H<M>M LMKBG@ LA:EE ;> MA> L><HG= E>?MFHLM ;RM> H? MA> H<M>|

LA:EE <HGMBGN> NGMBE MA> O>KR E:LM ;RM> 2A>G IE:<BG@ :G H<M>M LMKBG@'@@W&-IHG MA?B=E=>NVIAMIBBG @
LA:EE ;> IE:<>= BG M¥3B2L>M H? MA:M ?B>E=

IHK >Q:FIE> B? IE:<BG@ :G H<M>M LMK>:F <HGLBLMBG@ H? Q Q Q! Q BGMH() 0 ?2B>E=
MA>G P>M  MA> EHP>PUSING H? +  .0-()/ 0 PBEE <HGM:BG Q?L#®M H?
+ 0-() 0 PBEE <HGM:BG Q?L#M H? + .0-()/ 0 PBEE <HGM:BG :Q2 H?L>M H?
+ 0-() 0 PBEE <HGM:BG Q

2.2.3.4 Signatur e byte order

IHK ?B>E=L HK O:EN>L <HGM:BGBG@ : LB@G:MNK> .+ (:MM>FIML MH IK>L>KO> MA> ;RM> HK=>K H? MA> LB@G:MNK> :L M
LI><B?B<:MBHG H? : @BO>G LB@G:MNK> :E@HKBMAF =>?BG>L (HLM LB@G:MNK> LI><B?B<:MBHGL =>?BG> : LMKBG@ H?
?HKF:M H? MA> LB@G:MNK> :G= HMA>KL F:R >QIEB<BMER LM:M> MA> >G=B:GG>LL LN<A :L BB8:NA> LI><B?B<:MBHG ?HK

1>KLBHG +N;EBLA>=
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49
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NKO> B@BM:E .B@G:MNK> E@BEBMAFMA>KPBL> LI><B?B>= MA> ;RM> HK=>K H? : LB@G:MNK> ?HK : @BO>G LB@G:MN¥
‘E@HKBMAF LA:EEM>M LMKBG@ ;RM> HK=>K

2.2.3.4.1 ECDSA signatures byte order

I$+. +0 =>?BG>L . :G= . LB@G:MNK>MH > =-6.> PA>K>- :G= . :K>CNLMBGM>@>KL !'HK
. LB@G:MNK>L >Q<EN=BG@ .( BG .+ ( MA>LB@G:MNK> LA:EE ;> MA> <HG<:M>G:NIBHG HR&> LBS> H?

LA:EE ;> MA> LBS> H? MA> L>E><M>= <NKO> 'BD>PBL>. MA&EBS>M&> LBS> H? MA> L>E><M>= <NKO> .>>
A BG D ?HK MA> LBS> H&= . /A>;RM>HK=>K ?HKG= . LAEEE ;>;B@ >G=B:G

HK=>RA>G IE:<BG@ . LB@G:MNK>L BGMH :G .+ (LB@G:MNK> ?BbE:EE <HF> ?BKLM ?HEEHP>=;R

2.2.3.4.2 SM2 signatur es byte order

" =>?BG>L :G= . :G=.( LB@G:MNK>L MH ;=6.> PA>K>- :G= . :K>CNLMBGM>@>KL /A>
LBS>H? :G= . LAEEE><A;> ;RM>L H?HKF:G.( LB@G:MNK> :G= . LA:EE ;> <HGO>KM>= MH :G H<M>M LMK>:F
<<HK=BG@ MH" / :G= " PBMA : M:K@>M E>G@MA H? ;:RM>L >M MA> K>LNEMBG@ H<M>M

LMKBG@ H®= . ;><EE>= JD :G= JD K>LI><MBO#ER?BG:E .( LB@G:MNK> LA:EE ;> MA> <HG<:M>G:MBHG H?
JD :G= I 2A>GIE<BG@ .( LB@G:MNK>L BGMH :G .+ (LB@G:MNK> ?B>E= MA> .( LB@G:MNK> ;RM> HK=>K LA:EE
;> H<M>M LMKBG@ ;RM> HK=>K

2.2.4 Sizes and lengths

0GE>LL HMA>KPBL> LI><B?B>= :EE LBS>L :G= E>G@MAL :K>BG NGBML H? ;RM>L

2.2.5 SPDM data type conv entions

2.2.5.1 SPDM data types

[5E> [+ (=M: MRI>L EBLML MA> :;;K>OB:MBHGL :G= =>L<KBIMBHGL ?HK <HFFHG =:M: MRI>L MA:M .+ ( F>LL:@>
?B>E=L :G==:M: LMKN<MNK> =>?BGBMBHGL NL> /A>L> =>?BGBMBHGL ?HEEHP

Table 1 N SPDM data types

Data type Interpretation

1-P B@AM ;BM >G<H=BG@ H? MA> .+ ( O>KLBHG SNBHG >G<H=2BG>L MA> >G<H=BG@ H? MA> O>KLBHG GNF;>K
$$' P RM>PBMA ;BM ?B>E=L

$/1$ "IN / PH ;RM>PHK=PBMA ;BM ?B>E=L

2.2.5.2 Integers

0GE>LL GHM>= HMA>KPBL> BGM>@>KL LA:EE ;> NGLB@G>=

+N;EBLA>= 1>KLBHG
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2.2.6 Version encoding

1A> -.$%) ?B>E= K>IK>L>GML MA> O>KLBHG H? MA> LI><B?B<:MBHG MAKHN@Jjbr. G+ BiGavIBBEEHR
>G<H=>=:L ?HEEHPL

Version Matches Incremented when

(:CHK O>KLBHG ?B>E=BG MA>
(:CHK -.$%) ?B>E=BG MA> .+ (  +KHMH<HE FH=B?B<:MBHG ;K>:DL ;:<DP:K= <HFI:MB;BEBMR
F>LL:@> A>:=>K

(BGHK O>KLBHG ?B>E=BG MA>
(BGHK -.$%) ?B>E=BG MA> .+ (  +KHMH<HE FH=B?B<:MBHG F:BGM:BGL ;:<DP:K= <HFI:MB;BEBMR
F>LL:@> A>:=>K

3(+

1>KLBHG " H3KO
1>KLBHG ™ H3IH
1>KLBHG ™ H31

G endpoint MA:M LNIIHKMEKLBHG  <:G BGM>KHI>K:M> PBMA :G HE=>K >G=IHBGM MAKUBMBHKINK. HMA>K
IK>OBHNL FBGHK O>KLBHGL 2A>MA>K :G >G=IHBGM LNIIHKML BGM>K HI>K:MBHG PBMA IK>OBHNL FBGHK O>KLBHGL H?
LI><B?B<:MBHG BL :G BFIE>F>GM:MBHG LI><B?B< =><BLBHG

G >G=IHBGM MA:M LNIIHKKILBHG HGER :G=:G >G=IHBGM MA:M LNtKIHBWIG1 HGER :K> GHM BGM>KHI>K:E> :G=
LA:EE GHM :MM>FIM MH <HFFNGB<:M> ;BRHG=

/ABL LI><B?B<:MBHG <HGLB=>KL MPH FBGHK O>KLBHGL MH ;> BGM>KHI>K:;E> PA>G BM BL IHLLB;E> ?HK :G BFIE>F>GM:M
<HG?HKF:GM MH : AB@A>K FBGHK O>KLBHG GNF;>K MH :ELH <HFFNGB<:M> PBMA :G BFIE>F>GM:MBHG MA:M BL <HG?HKI
EHP>K FBGHK O>KLBHG GNF;>K PBMA PB&BGEEBG HI>K:MBHG $G LN<A: <:L> MA> ?HEEHPBG@ KNE>L :IIER

V HMA >G=IHBGML LA:EE NL> MA> L:F> EHP>K O>KLBHG GNF;>§8G MA2B>E= ?HK :EE F>LL:@>L

V ING<MBHG:EBMR LA:EE ;> EBFBM>= MH PA:M MA> EHP>K FBGHK O>KLBHG H? MA> .+ ( LI><B?B<:MBHG =>?BG>L

V HFINM:MBHGL :G= HMA>K HI>K:MBHGL ;>MPsiesMBPBGHK O>KLBHGL H? MA> .><NK>= (>LL:@>L NLBG@ .+ (
LI><B?B<:MBHG LAHNE= K>F:BG MA> L:F> NGE>LL L><NKBMR BLLN>L H? EHP>K FBGHK O>KLBHGL :K> ?BQ>= BG AB@
O>KLBHGL :G= MA> ?BQ>L K>JNBK> <A:G@> BG <HFINM:MBHGL HK HMA>K MI>KAGRHGIK#4>GB2GM HG
MA> O:EN> BG MA=$*) ?B>E=BG MA> F>LL:@>

V $G : G>P>K FBGHK O>KLBHG H? MA> .+ ( LI><B?B<:MBHG : @BO>G F>LL:@> sV BHE®>B= >GNF>K:MBHGL
<:G <HGM:BG G>P O:EN>L :G= K>L>KO>= ?B>E=L <:G @:BG ?RBtMBB@EBVMRKB< :G= ;BM ?B>E=L K>M:BG MA>BK
>QBLMBG@ =>?BGBMBHGL

V KK:M: O>KLBHGL BG=B<:M>= ;R : GHG S>KH O:EM> BG*MA> ?B>E= ?HK MB> K>JIN>LM
:G= K>LIHGL> F>LL:@>L <E:KB?R >QBLMBG@ ;>A:OBHKL BG MA> .+ ( LI><B?B<:MBHG /A>R F:BGM:BG ;BMPBL:
<HFI:MB;BEBMR PBMA MA> ;:L> O>KLBHG >Q<>IM :L K>JNBK>= MH ?BQ L><NKBMR ONEG>K:;BEBMB>L HK MH <HKK><N\
MA> ;:L> O>KLBHG

IHK =>M:BEL HG MA> O>KLBHG :@K>>F>GM IKHL2LL$t)HSIN>LM :G= 1 -.$*) K>SLIHGL> F>LL:@>L 1A>

1>KLBHG +N;EBLA>=
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=>M:BE>= O>KLBHG >G<H=BG@ MA:M M&sLIHGL> F>LL:@> K>MNKGL <HGM:BGL :G :==BMBHG:E ;RM> MA:M BG=B<:M>L
LI><B?B<:MBHG ;N@ ?BQ>L HK =>O>EHIF>GM O*KEBHGIN<>=>LL?NE 1 -.$*) K>LIHGL> F>LL:@> ?HKF:M

2.2.7 Notations
+ (LI><B?B<:MBHGL NL> MA> ?HEEHPBG@ GHM:MBHGL

Notation Description

IA> <HG<:M>G:MBHG ?NG<MBHE&6 6 9996 5>
N 1)Y= PA>K> MA> ?BKLM >GMKR H<<NIB>L MA> E>:LM LB@GB?B<:GM ;BML :G= MA>
E:LM >GMKR H<<NIB>L MA> FHLM LB@GB?B<:GM ;:BML

$G ?B>E= =>L<KBIMBHGL MABL GHM:MBHG MRIB<:EER K>IK>L>GML : K:G@>
H? ;RM>P2>ML LM:KMBG@ ?KHF:@#HGMBGNBG@ MH :G=
BG<EN=BG@ ;RM>T

JA> EHP>LM PI2M BL HG MA> E>?M /A> AB@A*BU HG MA>
KB@AM

JNIK> ;K:<D>ML :KHNG= : GNF;>K MRIB<:EER BG=B<:M> : ;BM
H?L>M
L@
BM FR>ML :K> S>KH ;:L>= O:EN>L /A:M BL MA> E>:LM LB@GB?B<:GM
BM? @ H?2L>M

K:G@> H? ;BMHEML PA>K> ( BL @K>:M>K MA:G HK >IN:E MH )

/A> FHLM LB@GB?B<:GM ;BM BL HG MA> E>?M :G= MA> E>:LM LB@GB?B<:GV
;BM BL HG MA> KB@AM

EHP>K<:L> :?M>K:GNF;>K <HGLBLMBB@G2 | L
BG=B<:M>L MA:M MA> GNF;>K BL BG ;BG:KR ?HKF:M

H31J #>Q:=><BF:E :L BG=B<:M>=;R MA> E>:#BG@
R 1:KB:;E> E>G@MA ;RM> K:G@> MA:M LM:KNKIL>M )RM> H?

OL>= FHLMER BG ?B@NK>L MABL GHM:MBHG BG=B<:M>L MA:M MA> |:REH:=
LI><B?B>= BG MA>>G<EHLBG@ <NKER ;K:<D>ML BL >G<KRIM>=:G= HK
‘NMA>GMB<:M>= ;R MA> D>RL =>KBO>= ?KHF HG> HK FHK> F:CHK

A 4* B L><K>ML /A> LI><B?B< L><K>M NL>= BL =>L<KB;>= MAKHN@AHNM MABL
LI><B?B<:MBHG HK>Q:Fke> B LAHPL MA:M MA>
#>:KM;>:M F>LL:@> BL >G<KRIM>= :G= HK :NMA>GMB<:M>= ;R MA>
D>RL =>KBO>= ?KHF HG> HK FHK> F:CHK L><K>ML

+N;EBLA>= 1>KLBHG
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Notation Description

OL>= FHLMER BG ?B@NK>L MABL GHM:MBHG BG=B<:M>L MA:M MA> |:REH:=
LI><B?B>= BG MA> >G<EHLBG@ <NKER ;K:<D>ML BL >G<KRIM>=:G= HK
‘NMA>GMB<:M>= ;R MA> D>RL =>KBO>= ?KHF F:CHK .><K>M 3

A 4* B88?? @@
IHK >Q:FIE> A B88?7? J@@LAHPL MA:M MA>
#>:KM;>:M F>LL:@> BL >G<KRIM>= :G= HK :NMA>GMB<:M>= ;R MA>
D>RL =>KBO>= ?KHF F:CHK L>sK>M
OL>= MH BG=B<:M>: ?B>E=BG : F>LL:@>
V GA(.."D)(B BL MA> G:F> H? MA> K>JN>LM HK K>LIHGL>
F>LL:@>
V GA$'D)(B BL MA> G:F> H? MA> ?B>E= BG MA> K>JN>LM HK
?GA(.." D) (B@ GA!$'D) (B

K>LIHGL> F>LL:@> G :LM>KBLD BGLM>:=H?: ?B>E=
G:F> F>:GL :EE ?B>E=L BG MA:M F>LL:@> >Q<>IM ?HK :GR
<HG=BMBHG:E ?B>E=L MA:M :K>>FIMR :L ?HK >Q:FIE>

D +.,0 /

2.2.8 Text or str ing encoding

2A>G : O:EN> BL BG=B<:M>=:L : M>QM HK LMKBG@ =:M: MRI> MA> >G<H=BG@ ?HK MA> M>QM HK LMKBG@ LA:EE ;> :G :KK
<HGMB@Nyls PAHL> O:EN>L :K> HK=>K>= /A> ?BKLM ;RM> H? MA> :KK:R K>LB=>L :MLMA> B4MAM ERM ;RM>

H? MA> :KK:R BL :M MA> AB@ANMIVMAFHK=>K H? <A:K:<M>KL BG MA> :KK:R LA:EE ;> LN<A MA:M MA> E>?MFHLM <A:K:<M>K H
MA> LMKBG@ BL IE:<>=:M MA> ?BKLM ;RMMBS IMAHEBKER ?MFHLM <A:K:<M>K BL |E:<>= BG MA> L><HG= ;RM> :G=LH
?HKMA NGMBE MA> E:LM <A:K:<M>K BL |E:<>= BG MA> E:LM ;RM>

<A ;RM>BG MA> :KK:R LA:EE ;> MA> GNF>KB< O:EN> MA:M K>IK>L>GML UA:M&PBK: $M>K
=>?BG>L

/E> [ LI=F >G<H=BG@ >Q:FIE> LAHPL :G >G<H=BG@ >Q:FIE> H? MA> LMKBG@ LI=F

Table 2 N "spdm" encoding example

Offset Character Value
L H30K
| H30H
= H3NL
= H3N

2.2.9 Deprecated mat erial

>|K><:M>= F:M>KB:E BL GHM K><HFF>G=>= ?HK NL> BG G>P =>OSEHIMtGRIBI2MBG@ :G= G>P BFIE>F>GM:MBHGL <:G
NL> MABL F:M>KB:E ;NM MA>R LA:EE FHO> MH MA> ?:0HK>=:[IKH:<A :L LHHG :L IHLLB;E> $FIE>F>GM:MBHGL <:G BFIE>F>C

1>KLBHG +N;EBLA>=
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:GR =>|K><:M>=>E>F>GML :L K>JNBK>= ;R MABL =H<NF>GM MH :<AB>0> ;:<DP:K= EfiFANB@EBWK>F>GM:MBHGL
<:G NL> =>|K><:M>= >E>F>GML MA>R :K> =BK><M>= MH NL> MA> ?:0HK>= >E>F>GML BGLM>:=

IA> ?HEEHPBG@ MRIH@K:IAB<:E <HGO>GMBHG BG=B<:M>L =>|K><:M>= F:-M>KB:E

+- /
>|K><:M>= F:M>KB:E :II>:KL A>K>

+- /

$G |IE:<>L PA>K> MABL MRIH@K:IAB<:E <HGO>GMBHG <:GGHM ;> NL>= ?HK >Q:FIE> BG M:;E>L HK ?B@NK>L MA>

+- [ E:;>E BL NL>=:EHG>

78 2.2.10 Other conv entions

0GE>LL HMA>KPBL> LI><B?B>= :EE ?B@NK>L :K>BG?HKF:MBO>

+N;EBLA>= 1>KLBHG
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3 Scope

/ABL LI><B?B<:MBHG =>L<KB;>L AHP MH NL> F>LL:@>L =:M: H;C><ML :G=L>JN>G<>L MH >Q<A:G@> F>LL:@>L ;>MP>>G
MPH =>0B<>L HO>K : O:KB>MR H? MK:GLIHKML :G=IARLB<:E F>=B: /ABL LI><B?B<:MBHG <HGM:BGL MA> F>LL:@> >Q<A:G(
L>IN>G<> =B:@K:FL F>LL:@> ?HKF:ML :G= HMA>K K>E>0:GM L>F:GMB<L ?HK LN<A F>LL:@> >Q<A:G@>L BG<EN=BG@
:NMA>GMB<:MBHG H? A:K=P:K> B=>GMBMB>L :G= ?BKFP:K> F>.LNK>F>GML

*MA>K LI><B?B<:MBHGL =>?BG> MA> F:lIIBG@ H? MA>L> F>REH@ESIMMK-BRIHKML :G= IARLB<:E F>=B: /ABL
LI><B?B<:MBHG IKHOB=>L BG?HKF:MBHG MH >G:;E> L><NKBMR IHEB<R >G?HK<>F>GM ;NM =H>L GHM LI><B?R BG=BOB=N
=><BLBHGL

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

4 Nor mativ e references

/IA> ?HEEHPBG@ =H<NF>GML :K> BG=BLI>GL:;E> ?HK MA> :[IEB<:MBHG H? MABL LI><B?B<:MBHG !HK =:M>= HK O>KLBHG>:
K>?>K>G<>L HGER MA> >=BMBHG <BM>= BG<EN=BG@ :GR <HKKB@>G=: HK (/! NI=:M> O>KLBHGL :IIEB>L IHK K>?>K>G<>
=:M> HK O>KLBHG MA> E:M>LM IN;EBLA>= >=BMBHG H? MA> K>?>K>G<>= =H<NF>GM BG<EN=BG@ :GR <HKKB@>G=: HK |
O>KLBHGL :lIEB>L

v (! .+ Common Information Model (CIM) Metamodel AMMIL PPBFM? HK@ LBM>L =>?:NEM ?BE>L
LM:G=:K=L =H<NF>GML .+ 9 [=?

vV o+ Generic Operations AMMIL PPBFM? HK@ LBM>L =>?:NEM ?BE>L LM:G=:K=L =H<NF>GML
4+ 9 1=?

v o+ MCTP Base Specification 1.3.0 AMMIL =FM? HK@ LBM>L =>?:NEM ?BE>L LM:G=:K=L =H<NF>GML
4+ 9 1=?

v (! .+ MCTP IDs and Codes 1.6.0 AMMIL PPBFM? HK@ LBM>L =>?:NEM ?BE>L LM:G=:K=L =H<NF>GML
+ 9 1=?

v o+ Platform Level Data Model (PLDM) Base Specification AMMIL PPBRFM? HK@ LBM>L =>?:NEM ?BE>L
LM:G=:K=L =H<NF>GML .+ 9 [=?

vV (Il .+ Security Protocol and Data Model (SPDM) over MCTP Binding Specification
AMMIL PPBFM? HK@ =LI .+

vV (Il .+ Management Profile Usage Guide AMMIL PPBFM? HK@ LBM>L =>?:NEM ?BE>L LM:G=:K=L
=H<NF>GML .+ 9 I=?

v " Information security technologyNSM3 cryptographic hash algorithm N@NLM

v " Information security technologyNSM4 block cipher algorithm N@NLM

v " Information security technologyNPublic key cryptographic algorithm SM2 based on elliptic
curvesNPart 1: General N@NLM

v " Information security technologyNPublic key cryptographic algorithm SM2 based on elliptic
curvesNPart 2: Digital signature algorithm N@NLM

v " Information security technologyNPublic key cryptographic algorithm SM2 based on elliptic
curvesNPart 3: Key exchange protocol N@NLM

v " Information security technologyNPublic key cryptographic algorithm SM2 based on elliptic
curvesNPart 4: Public key encryption algorithm N@NLM

v " Information security technologyNPublic key cryptographic algorithm SM2 based on elliptic
curvesNPart 5: Parameter definition N@NLM

vV $/-! PKCS #10: Certification Request Syntax Specification JHO>F;>K

vV $/n-l The Secure Shell (SSH) Public Key File Format )HO>F;>K

vV $/-l Augmented BNF for Syntax Specifications: ABNF %:GN:KR

VvV $/-! Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL)
Profile (:R

VvV $/n-l Using Raw Public Keys in Transport Layer Security (TLS) and Datagram Transport Layer

+N;EBLA>= 1>KLBHG


https://www.dmtf.org/sites/default/files/standards/documents/DSP0004_3.0.1.pdf
https://www.dmtf.org/sites/default/files/standards/documents/DSP0004_3.0.1.pdf
https://www.dmtf.org/sites/default/files/standards/documents/DSP0223_1.0.1.pdf
https://www.dmtf.org/sites/default/files/standards/documents/DSP0223_1.0.1.pdf
https://dmtf.org/sites/default/files/standards/documents/DSP0236_1.3.0.pdf
https://dmtf.org/sites/default/files/standards/documents/DSP0236_1.3.0.pdf
https://www.dmtf.org/sites/default/files/standards/documents/DSP0239_1.6.0.pdf
https://www.dmtf.org/sites/default/files/standards/documents/DSP0239_1.6.0.pdf
https://www.dmtf.org/sites/default/files/standards/documents/DSP0240_1.0.0.pdf
https://www.dmtf.org/sites/default/files/standards/documents/DSP0240_1.0.0.pdf
https://www.dmtf.org/dsp/DSP0275
https://www.dmtf.org/sites/default/files/standards/documents/DSP1001_1.2.0.pdf
https://www.dmtf.org/sites/default/files/standards/documents/DSP1001_1.2.0.pdf
https://tools.ietf.org/html/rfc2986
https://tools.ietf.org/html/rfc4716
https://tools.ietf.org/html/rfc5234
https://tools.ietf.org/html/rfc5280
https://tools.ietf.org/html/rfc5280
https://tools.ietf.org/html/rfc7250
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Security (DTLS) %NG>

vV $/N-l Negotiated Finite Field Diffie-Hellman Ephemeral Parameters for Transport Layer Security
(TLS) N@NLM

VvV $/-! PKCS #1: RSA Cryptography Specifications Version 2.2 JHO>F;>K

VvV $/1- Edwards-Curve Digital Signature Algorithm (EdDSA) %:GN:KR

vV $/-! ChaCha20 and Poly1305 for IETF Protocols %NG>

VvV $/n-l The Transport Layer Security (TLS) Protocol Version 1.3 N@NLM

vV $/-! ShangMi (SM) Cipher Suites for TLS 1.3 (:K<A

VvV $/-! The Datagram Transport Layer Security (DTLS) Protocol Version 1.3 IKBE

V ISO/IEC Directives, Part 2, Principles and rules for the structure and drafting of ISO and IEC documents - 2021
(9th edition)

V )$./ .I><B:E +N;EB<:MBHG Recommendation for Block Cipher Modes of Operation: Galois/Counter
Mode (GCM) and GMAC )HO>F;>K

V TCG Algorithm Registry, Family "2.0", Level 00 Revision 01.32 %NG>
V USB Authentication Specification Rev 1.0 with ECN and Errata through January 7, 2019

V ASN.1 N 1SO-822-1-4, DER N 1SO-8825-1
$0/3 3 3 3 3

V ASCII N ISO/IEC 646:1991

V ECDSA
° ><MBHG /A> EEBIMB< NKO> B@BM:E .B@G:MNK> E@HKBNM®FE +0. BEBB@BM:E .B@G:MNK>
M:G=K= ..
$/n-! >M>KFBGBLMB< OL:@> H? MA> B@BM:E .B@G:MNK> E@HKBMAF . :G= EEBIMB< NKO> B@BM:E

B@G:MNK> E@HKBMAF . N@NLM
)$./ .+ -><HFF>G=:MBHGL ?HK BL<K>M>'H@:KBMAF ;:;L>= KRIMH@K:IAR EEBIMB< NKO> HF:BG
+:K:F>M>KL
V SHA2-256 SHA2-384 :G= SHA2-512
1$+. +0 S<SNK> #LA M:G=:K= #.

V SHA3-256 SHAS-384 :G= SHA3-512
1$+. 40  # .M:G=K= +>KFNM:MBHG :L>=#.LA :G= QM>G=:;E> *NMINM ING<MBHGL

1>KLBHG +N;EBLA>=


https://tools.ietf.org/html/rfc7250
https://tools.ietf.org/html/rfc7919
https://tools.ietf.org/html/rfc7919
https://tools.ietf.org/html/rfc8017
https://tools.ietf.org/html/rfc8032
https://tools.ietf.org/html/rfc8439
https://tools.ietf.org/html/rfc8446
https://tools.ietf.org/html/rfc8998
https://datatracker.ietf.org/doc/html/rfc9147
https://www.iso.org/sites/directives/current/part2/index.xhtml
https://www.iso.org/sites/directives/current/part2/index.xhtml
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38d.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38d.pdf
https://trustedcomputinggroup.org/resource/tcg-algorithm-registry/
https://www.usb.org/document-library/usb-authentication-specification-rev-10-ecn-and-errata-through-january-7-2019
https://www.itu.int/rec/T-REC-X.680-X.693-201508-S/en
https://www.iso.org/standard/4777.html
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-5.pdf
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-5.pdf
https://tools.ietf.org/html/rfc6979
https://tools.ietf.org/html/rfc6979
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-186.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-186.pdf
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.180-4.pdf
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.202.pdf
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5 Terms and definitions

$G MABL =H<NF>GM LHF> M>KFL A:O> : LI><B?B< F>:GBG@ ;>RHG= MA> GHKF:E G@EBLA F>:GBG@ /ABL <E:NL>=>?BG>l

MAHL> M>KFL

/IA>M>KFL LA:EE K>JNBK>=
G>>=GHM GHM K>JNBK>=

LA:EE GHM LAHNE= K><HFF>G=>= LAHNE=GHM GHM K><HFF>G=>= FR

<G :

G= <:GGHM BG MABL =H<NF>GM :K> MH ;> BGM>KIK>M>£$L =>L<KB;>= BG

BK><MBO>L +:KHE:NL> /A>M>KFL BG I:K>GMA>L>L :K>:EM>KG:MBO>L ?HK MA> IK><>=BG@ M>KF ?HK NL> BG >Q<>IMBF}
<:L>L PA>G MA> IK><>=BG@ M>KF <:GGHM ;> NL>= ?HK EBG@NBLMB< K$:t HGBKBEM#BDAM +:KM E:NL>
LI><B?B>L :==BMBHG:E :EM>KG:MBO>L *<<NKK>G<>L H? LN<A :==BMBHG:E :EM>KG:MBO>L LA:EE ;> BGM>KIK>M>= BG MA:

G@EBLA F>:GBG@

/A> M>KFL <E:NL> LN;<E:NL>
$*$ BK><MBO>L +:KM E:NL>

LK:@K:IIA :G= :GG>Q BG MABL =H<NF>GM :K> MH ;> BGM>KIK>M>= :L =>L<KB;>= BG

/IA> M>KFL GHKF:MBO> :G= BG?HKF:MBO> BG MABL =H<NF>GM :K> MH ;> BGM>KIK>#*>% :LB&t<KBGS=I1BG
+:KM E:NL> $G MABL =H<NF>GM <E:NL>L LN;<E:NL>L :G=:GG>Q>L E:;;>E>= BG?HKF:MBO> =H GHM <HGM:BG
GHKF:MBO> <HGM>GM )HM>L :G=>Q:FIE>L :K> :EP:RL BG?HKF:MBO> >E>F>GML

[A> M>KFL MA:M +
=H<NF>GM

+

+ + G= .+ =>?BG> :ELH :IIER MH MABL

/ABL LI><B?B<:MBHG NL>L MA>L> M>KFL

Term

‘EB:L <>KMB?B<:M>

JIEB<:MBHG =:M:

:NMA>GMB<:MBHG BGBMB:MHK

‘NMA>GMB<:MBHG

;RM>

<>KMB?B<:M> :NMAHKBMR

<>KMB?B<:M> <A:BG

<>KMB?B<:M>

Definition
>KMB?B<:M> MA:M BL =RG:FB<:EER @>G>KdvipoRMAK <HFIHG>GM ?BKFP:K>

‘M: MA:M BL LI><B?B< MH MA> :IIEB<:MBHG :G= PAHL> =>?BGBMBHG :G= ?HKF:M BL HNMLB=> MA> L<HI>
H? MABL LI><B?B<:MBHG IIEB<:MBHG =:M: NLN:EER >QBLML :M MAPAEBXBIBBG E:R>K

@>G>K:E MA> E:R>K ;;HO> .+ (:G= MA> MK:GLIHKM@EREKL H? =:M: MA:M <HNE= ;>

(NIEB<:MBHG =:M: BGEN=> F>LL:@>L <:KKB>=:L (/! (/+ :REH:=L $GM>KG>RBMK: B>

MK:GL:<MBHG E:R>K I:<D>ML /+L <:F>K: BF:@>L :G=OB=>H ($+$ .$ :<D>ML OB=>H

=BLIE:R LMK>:F ($+$ .$ 1:<D>ML :G= MHN<AL<K>>G =:M: ($+$ $HN<A

G=IHBGM MA:M BGBMB:M>L MA> :NMA>GMB<:MBHG IKH<>LL ;R <A.EE>G@BG@ :GHMA>K >G=IHBGM
+KH<>LL H? =>M>KFBGBG@ PA>MA>K :G >GMBMR BL PAH HK PA:M BM <E:BFL MH ;>

B@AM ;BM JN:GEBMRGHPG :L :Gctet

/ KNLM>= >GMBMR MA:M BLLN>L <>KMB?B<:M>L

/ RIB<:EER : L>KB>L H? MPH HK FHK> <>KMB?B<:M>L <A <>KMB?B<:M> BL LB@G>= ;R MA> IK><>=BG@
<>KMB?B<:M>BG MA> <A:BG

B@BM:E ?HKF H? B=>GMB?B<:MBHG MA:M IKHOB=>L BG?HKF:MBHG :;HNM :G >GMBMR :G= <>KMB?B>L
H? : :LKMB<NE:K :LRFF>MKB< D>R I:BK

+N;EBLA>= 1>KLBHG



Term

<HFIHG>GM

=>0B<> <>KMB?B<:M>

=>0B<>

o

>G<:ILNE:M>= K>JN>LM

@>G>KB< <>KMB?B<:M>

>G=IHBGM

>0>GM GHMB?B>K

>0>GM K><BIB>GM

A:K=P:K>B=>GMBMR

BGM>KF>=B:M> <>KMB?B<:M>

BGO:LBO> =>N@ FH=>

E:K@> .+ (F>LL:@>

E:K@> .+ (K>IN>LM F>LL:@>

E:K@> .+ (K>LIHGL> F>LL:@>

E>:? <>KMB?B<:M>

F>LNK>F>GM

F>LL:@>

F>LL:@> ;H=R

4+ (.I><B?B<:MBHG

Definition

+ARLB<:E =>0B<> <HGM:BG>=BG : LBG@E> |:'<D:@> <HFIHG>GM F:R :ELH K>?>K MH : ?NG<MBHG:E
;EH<D BFIE>F>GM>= BG A:K=P:K> ?BKFP:K> :G= HK LH?MP:K>

>KMB?B<:M> MA:M <HGM:BGL BG?HKF:MBHG MA:M B=>GMB?B>L MA> <HFIHG>GM :G ;>: E>:? <>KMB?B
HK :Gintermediate certificate

+ARLB<:E >GMBMR LN<A :L : G>MPHKD <HGMKHEE>K HK : ?:G

IHKF>KER DGHPG L MA> BLMKB;NM>= (:G:@#B>BM+> (/! <K>:M>L HI>G

F:G:@>:;BEBMR LM:G=:K=L MA:M LI:G =BO>KL> >F>K@BG@ :G= MK:=BMBHG:E BG?HKF:MBHG M><AGHEI
$/ BG?K:LMKN<MNK>L BG<EN=BG@ <EHN= OBKMN:EBS:MBHG G>MPHKD L>KO>KL :G=LMHK:@> (>F
<HFI:GB>L :G= :EEB:G<> :KMG>KL PHKE=PB=> <HEE:;HK:M> HG LM:G=:K=L MH BFIKHO> MA>
BGM>KHI>K:;E> F:G:@>F>GM H? $/

K>IJN>LM >F;>==>=BGMH:G D HK D D
K>LIHGL> F>LL:@> MH :EEHP MA> ->LIHG=>K MH BLLN> : K>JN>LM MH :>>JN>LM>K
"/9) +.0' [ 9-,0 /K>IN>LM :G=) +.0' / 9-,0 ./ K>LIHGL>
F>LL:@>L

<>KMB?B<:M> ?HK NL> BG <>KMB?B<:M> LEHWA: VHKIGHBGRFKE .+ ( K>INBK>F>GML MH
‘EEHP ?HK GNF>KHNL NL> <:L>L MA:M MAXUx&=KKL ;H=R1K NL>K =>?BG>L

'H@B<:E >GMBMR MA:M <HFFNGB<:M>L PBMA HMA>K >G=IHBGML HO>K HG> HK FHK> MK:GLIHKM IKHMI

G .+ (>G=IHBGM MA:M BL <:I;;E> H? L>G=BG@ :LRG<AKHGHNL GHMB?B<:MBHGL NLBG@ .+ ( >O>GM
F><A:GBLFL .>> O>GM F><A:GBLF

G .+ (>G=IHBGM MA:M BL <:I;;E> H? K><>BOBG@ :LRG<AKHGHNL GHMB?B<:MBHGL NLBG@ .+ (
>0>GM F><A:GBLFL >®>GM F><A:GBLF

O:EN> MA:M K>IK>L>GML : NGBIN> BGLM:G<> H? :G >G=3HBGMBMR :NMA>GMB<:MBHG
>KMB?B<:M> MA:M BL G>BMA>K : KHHM <>KMB?B<:M> GHK : E>:? <>KMB?B<:M>

=>0B<> FH=> MA:M >G:;;E>L =>N@ :<<>LL MA:M FB@AM >QIHL> HK :EEHP FH=B?B<:MBHG H?
?BKFP:K> A:K=P:K> HK L>MMBG@L MA:M <:G :<<>LL K>:= HK PKBM> L><NKBMR D>RL LM:M>L :G=

<HGM>QML H? MA> =>0B<> =>0B<>LAHNE= GHM ;> MKNLM>= PA>G BM BL HI>K:MBG@ BG MABL FH=>

G .+ (F>LL:@> MA:M BL @K>:M>K MA:G MA>.! - $5 H? MA> K><>BOBG@ .+ (
>G=IHBGM HK @K>:M>K MA:G MA> MK:&ILIESY HW?MA> L>G=BG@ .+ ( >G=IHBGM

E:K@> .+ (F>LL:@> MA:M BL :G .+ ( K>JN>LM
E:K@> .+ (F>LL:@> MA:M BL :G .+ ( K>LIHGL>

LM <>KMB?B<:M> BG : <>KMB?B<:M><A:BG E>:? <>KMB?B<:M> BL LRGHGRFHNL PBMA :G >G=>GMBM
<>KMB?B<:Mb :L =>L<KB;>L

->|K>L>GM:MBHG H? A:K=P:K> ?BKFP:K> LH?MP:K> HK <HG?B@NK:MBHG =:M: HG :G >G=IHBGM
>> + (F>LL@>

+HKMBHG H? :G .+ ( F>LL:@> MA:M <:KKB>L :==BMBHG:E =:M:

1>KLBHG

+N;EBLA>=
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Term

F>LL:@> MK:GL<KBIM

FHGHMHGB<:EER BG<K>:LBG@

FHLM LB@GB?B<:GM ;RM> (.

)>@HMB:M>= .M:M>

GB;;E>

GHG BGO:LBO> =>N@ FH=>

GHG<>

HI:IN> =:M:

I:REH:=

IARLB<:E MK:GLIHKM ;BG=BG@

Definition

IA> <HG<:M>G:MBHG H? : L>IN>G<> H? F>LL:@>L BG MA> HK=>K BG PAB<A MA>R :K> L>GM :G=
K><>BO>= ;R :G >G=IHBGM /A> ?BG:E F>LL:@> BG<EN=>= BG MA> F>LL:@> MK:GL<KBIM F:R ;>
MKNG<:M>= MH :EEHP BG<ENLBHG H? : LB@G:MNK> BG MA:M F>LL:@> PAB<A BL <HFINM>= HO>K MA>
F>LL:@> MK:GL<KBIM $? :G >G=IHBGM BL <HFFNGB<:MBG@ PBMA FNEMBIE> I>>K >G=IHBGML
<HG<NKK>GWKERF>LL:@> MK:GL<KBIML ?HK MA> |>>KL :K> :<<NFNE:M>= L>:K:M>ER :G=
BG=>I>G=>GMER

/ABL LI><B?B<:MBHG NL>L MAmdviotdRically increasing MH =>L<KB;> :G BGM>@>K ?B>E= PA>K>

MA> O:EN> H? >:<A BGLM:G<> H? MA> ?B>E= BG : L>KB>L BG<K>:L>L ?KHF : EHP>K LM:KMBG@ IHBGM M|
AB@A>K >G=BG@ IHBGM PBMAHNM K>[>:MBG@ O:EN>mdrtt@@aly@creasing ?B>E=

F:R <HGM:BG MA> O:EN>L :G=

#B@A>LM HKeyptK BG : GNF;>K <HGLBLMBG@ H? FNEMBIE> ;RM>L

>M H? l:LK:F>M>KL MA:M K>IK>L>GML MA> LM:M> H? MA> <HFFNGB<:MBHG ;>MP>>G : <HKK>LIHG=BG@
I:BK H? ->IN>LM>K :G= ->LIHG=>K :M MA> LN<<>LL?NE <HFIE>MBHGIH? MA>
F>LL:@>L

IA>L> [:K:F>M>KL F:R BGEN=> O:EN>L IKHOB=>= BG G=
F>LL:@>L

==BMBHG:BZRR F:R BG<EN=> [:K:F>M>KL :LLH<B:M>= PBMA MA> MK:GLIHKM E:R>K

IA>R F:R BGLEN=> HMA>K O:EN>L =>>F>= G><>LL:KR ;R MA> ->IJN>LM>K HK ->LIHG=>K MH
<HGMBGN> HK IK>L>KO> <HFFNGB<:MBHG PBMA >:<A HMA>K

HFINM>K M>KF ?HK : ?HNK ;BM :@ @K>@:MBHG HK A:E? H? : ;RM>

=>0B<> FH=> MA:M >G:;;E>L =>N@ :<<>LL MA:M =H>L GHM >QIHL> HK :EEHP FH=B?B<:MBHG H?
L><NKBMR <KBMB<:E ?BKFP:K> A:K=P:K> HK L>MMBG@L

INF;>K MA:M BL NGIK>=B<M:;E> MH >GMBMB>L HMA>K MA/GBIMH @BEBMRMKMA> L:F>

GNF;>K H<<NKKBG@ FHK> MA:G HG<> BL G>@EB@B;E> GHG<>F:R ;> @>G>K:M>= ;R <HF;BGBG@ :
K:G=HF GNF;>K H? :M E>LM ;BML HIMBHG:EER <HG<:M>G:M>= PBMA : FHGHMHGB<:EER BG<K>LBG@
<HNGM>K H? LBS> LNBM:;E> ?HK MA> :IIEB<:MBHG

*1:JN> =:M: ?B>E=L MK:GL?>K =:M: MA:M BL HNMLB=> MA> L<HI> H? MABL LI><B?B<:MBHG /A>
L>F:GMB<L :G= NL:@> H? MABL =:M: :K> BFIE>F>GM:MBHG LI><B?B< :G=:K>:ELH HNMLB=> MA>
L<HI> H? MABL LI><B?B<:MBHG

$G?HKF:MBHG ;>:KBG@ ?B>E=L H? : F>LL:@> /A>L> ?B>E=L :K> L>I:K:M> ?KHF MA> MK:GLIHKM ?B>E=L
:G=>E>F>GML LN<A:L:==K>LL ?B>E=L ?K:FBG@ ;BML :G=<A><DLNFL MA:M MK:GLIHKM MA>
F>LL:@> ?KHF HG> IHBGM MH :GHMA>K

1><B?B<:MBHGL MA:M =>?BG> AHP : ;:.L> F>LL:@BG@ IKHMH<HE BL BFIE>F>GM>= HG : L KMB<NE:K
IARLB<:E MK:GLIHKM MRI> :G= F>=BNF LN<A:L.(NH&+$ QIK>LLX 1 >G=HK >?BG>=
(>LL:@BG@

+N;EBLA>= 1>KLBHG



Term

+E:M?HKF (:G:@>F>GM HFFNGB<:MBHGL
$G?K:.LMKN<MNK> +($

K><HK=

->JN>LM>K

->L>M

>LIHG=>K

KHHM <>KMB?B<:M>

L><NK> L>LLBHG

4+ (.I><B?B<:MBHG

Definition

2 HKDBG@ @KHNING=>K (/! MA:M =>?BG>L LM:G=:K=BS>= <HFFNGB<:MBHG IKHMH<HEL EHP E>O>E
=:M: FH=>EL :G= MK:GLIHKM =>?BGBMBHGL MA:M LNIIHKM <HFFNGB<:MBHGL PBMA :G= ;>MP>>G
F:G:@>F>GM <HGMKHEE>KL :G= F.G:@>F>GM =>0B<>L MA:M ?HKF : IE:M?HKF F.G:@>F>GM
LN;LRLM>F PBMABG : F:G:@>= <HFINM>K LRLM>F

NGBM HK <ANGD H? =:M: MA:M BL >BMA>K >G<KRIM>= :G= HK :NMA>GMB<:M>=

*KB@BG:E MK:GLRBIIMHKK<> H? :G .+ (K>IN>LM F>LL:@> $M BL :ELH MA> NEMBF:M> K><>BO>K
HK =>LMBG:MBHG H? :G .+ (K>LIHGL> F>LL:@> ->IN>LM>K BL MA> L>G=>K H? MA>
D K>IN>LM :G= K>F:BGL MA> K>IN>LM>K ?HK MA> K>F:BG=>K H? MA:M <HGG><MBHG

/ABL M>KF BL NL>= MH =>GHM> : ->L>M HK K>LM:KM H? : =>0B<> MA:M KNGL MA> ->JN>LM>K HK
->LIHG=>K <H=> PAB<A MRIB<:EER E>:=L MH MA> EHLL H? :EE OHE:MBE> LM:M> HG MA> =>0B<>

O0EMBF:M> K><>BBC>LMBG:MBHG H? :G .+ (K>IJN>LM F>LL:@> $M BL :ELH MA> HKB@BG:E
MK:GLFBMNEKHNK<>H? :G .+ (K>LIHGL> F>LL:@>

IBKLM <>KMB?B<:M> BG : <>KMB?B<:M> <A:BG PAB<A :<ML :L MA> MKNLM :G<AHK :G= BL MRIB<:EER L>t
LB@G>=

+KHOB=>L >BMA>K >G<KRIMBHG HK F>LL:@> :NMA>GMB<:MBHG HK ;HMA ?HK <HFFNGB<:MBG@ =:M: H(
MK:GLIHKM

><NKBMR +KHMH<HEL :G= :M: (H=>EL .+ (2 HKDBG@ @KHNI NG=>K (/! MA:M =>?BG>L LM:G=:K=L MH >G:;E> L><NKBMR ?HK IE:M?HKFL PA>MA>K

o

L>IN>GMB:EER =><K>:LBG@

L>IN>GMB:EER BG<K>:LBG@

L>LLBHG D>RL

>LLBHG .><K>ML Q<A:G@>

>LLBHG .><K>ML !BGBLA

+ (F>LL:@> :REH:=

?HK MA> <HGMKHE IE:G> =:M: IE:G> HK HMA>K BG?K:LMKN<MNK>

/ABL LI><B?B<:MBHG NL>L MAseileikkally decreasing MH =>L<KB;> :G BGM>@>K ?B>E= PA>K>

MA> O:EN> H? >:<A BGLM:G<> H? MA> ?B>E= BG : L>KB>L =><K>F>GML ?KHF : AB@A>K LM:KMBG@ IHBG
: EHP>K >G=BG@ IHBGM PBMAHNM LDBIIBG@ HK K>I>:MBG@ O:ENselquetidgLM:G<> :

decreasing ?B>E= F:R <HGM:BG MA> O:EN>L :G=

/ABL LI><B?B<:MBHG NL>L M/sedtylreifEally increasing MH =>L<KB;> :G BGM>@>K ?B>E= PA>K>

MA> O:EN> H? >:<A BGLM:G<> H? MA> ?B>E= BG : L>KB>L BG<K>F>GML ?KHF : EHP>K LM:KMBG@ IHBGV
AB@A>K >G=BG@ IHBGM PBMAHNM LDBIIBG@ HK K>I>:MBG@ O:BElglettiKIIBGLM:G<> :

increasing ?B>E= F:R <HGM:BG MA> O:EN>L G=

GR L><K>ML =>KBO>= <KRIMH@K:IAB< D>RL HK:GR <KRIMH@K:IAB< BG?HKF:MBHG ;HNG= MH :
L>LLBHG

GR .+ ( K>IN>LM :G= MA>BK <HKK>LIHG=BG@ K>LIHGL> MA:M BGBMB:M>L : L>LLBHG :G= IKHOB=>L
BGBMB:E <KRIMH@K:IAB< >Q<A:G@> Q:FIE>L H? LN<A K>3N>LML :K>:G=
D

/ABL M>KF =>GHM>L :GR .+ ( K>IN>LM :G= BML <HKK>LIHG=BG@ K>LIHGL> MA:M ?BG:EBS>L :
L>LLBHG L>MNI :G= IKHOB=>L MA> ?BG:E >Q<A:G@> H? <KRIMH@K:IAB< HK HMA>K BG?HKF:MBHG ;>?Hl|
(JIEB<IMBHG =:M: <:G ;> L><NK>ER MK:GLFBMM>=Q:FIE>L H? LN<A K>JN>LMLG<>

D

+HKMBHG H? MA> F>LL:@> ;H=R H? :G .+ ( F>LL:@> /ABL IHKMBHG H? MA> F>LL:@> BL L>I:K:M>
?KHF MAHL> ?B>E=L :G= >E>F>GML MA:M B=>GMB?R MA> .+ ( O>KLBHG MA> .+ (K>JN>LM :G=
K>LIHGL> <H=>L :G= MA> MPH I:K:F>M>KL

1>KLBHG

+N;EBLA>=
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Term

+ (F>LL@>

+ (K>IN>LM F>LL:@>

.+ (K>SLIHGL> F>LL:@>

MKNLM>= <HFINMBG@ ;:L> /

MKNLM>=>GOBKHGF>GM

Definition
0GBM H? <HFFNGB<:MBHG BG .+ ( <HFFNGB<:MBH&EG>kB< .+ ( F>LL:@> ?HKF:M

(>LL:@> MA:M BL L>GM MH :G >G=IHBGM MH K>JN>LM : LI><B?B< .+ ( HI>K:MBHG <HKK>LIHG=BG@
+ (K>SLIHGL> F>LL:@> :<DGHPE>=@>L K><>BIM H? :G .+ ( K>JN>LM F>LL:@>

(>LL:@> MA:M BL L>GM BG K>LIHGL> MH : LI><B?B< .+ ( K>JN>LM F>LL:@> /ABL F>LL:@>
BG<EN=>L .+¥). * ?B>E= MA:M BG=B<:M>L PA>MA>K MA> K>JN>LM <HFIE>M>= GHKF:EER

>M H? :EE A:K=P:K> ?BKFP:K> :G=HK LH?MP:K> <HFIHG>GML MA:M :K> <KBMB<BGMH BML L><NKBMR
MA> L>GL> MA:M :N@L HK ONEG>K:;BEBMB>L H<<NKKBG@ BGLB=> MA>/ FB@AM C>HI:K=BS> MA> L><
IKHI>KMB>L H? MA> >GMBK> LRLM>F R <HGMK:LM I:KML H? : <HFINM>K LRLM>F HNMLB=> MA>/

LA:EE GHM ;> :;E> MH FBL;>A:0> BG : P:R MA:M PHNE= E>:D :GR FHK> IKBOBE>@>L MA:G :K>

@K:GM>= MH MA>F BG :<<HK=:G<> PBMA MA> L><NKBMR IHEB<R

->?>K>G<>AMMIL >G PBDBI>=B: HK@GKRBDE#9<HFINMBG@9;:L>

G >GOBKHGF>GM PA>K> MA> HI>K:MHK BL :LLNK>= H? GH NG:NMAHKBS>= BGM>K?>K>G<> BG
HI>K:MBHGL

+N;EBLA>= 1>KLBHG
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6 Symbols and abbr eviated terms

IA> :;;K>OB:MBHGL MAtM + G= .+ =>?BG> IIER MH MABL =H<NF>GM
/A>?HEEHPBG@ :==BMBHG:E :;;K>0OB:MBHGL :K> NL>= BG MABL =H<NF>GM
Abbreviation Definition
NMA>GMB<:M>= G<KRIMBHG PBMA LLH<B:M>= :M:
certificate authority
(@ IHKF>KER MBistributed Management Task Force
EEBIMB< <NKO> <KRIMH@K:IAR

EEBIMB< <NKO> B@BM:E .B@G:MNK> E@HKBMAF

&! &>R >KBO:MBHG ING<MBHG

( (>LL:@> NMA>GMB<:MBHG H=>

(. most significant byte

*$ *C><M B=>GMB?B>K

+$ Platform Management Communications Infrastructure
~( ->MNKG (>K<A:G=BL> NMAHKBS:MBHG

- -BO>LMZ.A:FBKZ =E>F:G

A+ ( ><NKBMR +KHMH<HE :G= :M: (H=>E
/ trusted computing base
1 1>KLBHG :I:;;BEBMB>L E@HKBMAFL

1>KLBHG +N;EBLA>=
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7 SPDM message exchanges

IA> F>LL:@> >Q<A:G@>L MA:M MABL LI><B?B<:MBHG =>?BG>L :K> ;>MP>>G MPH >G=IHBGML :G= :K> |>K?HKF>= :G=
>Q<A:G@>= MAKHN@A L>G=BG@ :G= K>SPBOBE@LH®>L MA:BPDM messages =>?BG>L /A> .+ (F>LL:@>
>Q<A:G@>L :K>=>?BG>=BG : @>G>KB< ?:LABHG MA:M :EEHPL MA> F>LL:@>L MH ;> <HFFN@&B& RN ARHELEB?
F>=BNFL :G= HO>K 2BR>GM MK:GLIHKM IKHMH<HEL

/A> LI><B?B<:MBHG =>?BG>= F>LL:@> >Q<A.G@>L >G:;E> ->IJN>LM>KL MH

V BL<HO>K :G= G>@HMB:M> MA> L><NKBMR <:1:;BEBMB>L H? : ->LIHG=>K

V NMA>GMB<:M> HK IKHOBLBHG :G B=>GMBMR H? : ->LIHG=>K

V ->MKB>0> MA> F>:LNK>F>GML H? : ->LIHG=>K

V ><NK>ER >LM:;EBLA <KRIMH@#&sE\Bxkeys MH <HGLMKN<M : L><NK> <HFFNGB<:MBHG <A:GG>E ?HK MA> MK:GLFBLLB}
HK K><>IMBH@Gggcation data

V -><>BO> GHMB?B<:MBHGL H? L>E><M:;E> >0>GML PA>G <>KM:BG L<>G:KBHL MK:GLIBK>

IASL> F>LL:@> >Q<A:G@> <:I:;;BEBMB>L :K>;NBEM HG MHI H? P>EE DGHPG :G= >LM:;EBLA>= L><NKBMR IK:<MB<>L :<KHLL |
<HFINMBG@ BG=NAMRREEHPBG@ <E:NL>L IKHOB=> : ;KB>? HO>KOB>P H? >:<A F>LL:@> >Q<A:G{®> <:I;;BEBMR

F>LL:@> >Q<A:G@> <:I:;;BEBMB>L :K> ;:L>= HG MA> L><NKBMR FH=EBMAuh&MAzation Specification Rev 1.0

with ECN and Errata through January 7, 2019 =>?BG>L

7.1 Security cap ability discov ery and negotiation

/ABL LI><B?B<:MBHG =>?BG>L : F><A:GBLF ?HK : ->IN>LM>K MH =BL<HO>K MA> L><NKBMR <:|;;BEBNB>L H? : ->LIHG=>K
>Q:FIE> :G >G=IHBGM <HNE= LNIIHKM FNEMBIE> <KRIMH@K:IAB< A:LA ?NG<MBHGL MA:M MABL LI><B?B<:MBHG =>?BG>L
INKMA>KFHK> MA> LI><B?B<:MBHG =>?BG>L : F><A:GBLF ?HK : ->IN>LM>K :G= ->LIHG=>K MH L>E><M : <HFFHG L>M H?
<KRIMH@K:IAB< :E@HKBMAFL MH NL> ?HK :EE LN;L>JN>GM F>LL:@> >Q<A:G@>L ;>?HK> :GHMA>K G>@HMB:MBHG BL BGE
->IN>LM>KB? :G HO>KE:IIBG@ L>M H? <KRIMH@K:IAB< :E@HKBMAFL >QBLML MA:M ;HMA >G=IHBGML LNIIHKM

7.2 ldentity authentication

$G MABL LI><B?B<:MBHG MA> :NMA>GMB<BMR H? : ->LIHG=>K BL =>M>KFBG>= ;R =B@BM:E LB@G:MNK>L NLBG@ P>EE >
M><AGBJN>L ;:L>= HG IN;EB< D>R <KRIMH@H:IAR=>K IKHO>L BML B=>GMBMR ;R @>G>K:MBG@ =B@BM:E LB@G:MNK=>L Nl
: IKBO:M> D>&= MA> LB@G:MNK>L <:G ;> <KRIMH@K:IAB<:EER O>KB?B>= ;R MA> ->JN>LM>K NLBG@ MA> IN;EB< D>R :LLH<
PBMA MA:M IKBO:M> D>R

M : AB@A E>O>E MA>:NMA>GMB<:MBHG H? MA> B=>GMBMR H? : ->LIHG=>K BGOHEO>L MA>L> IKH<>LL>L

V $=>GMBMR IKHOBLBHGBG@
V -NGMBF> :NMA>GMB<:MBHG

+N;EBLA>= 1>KLBHG
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7.2.1 Identity pr ovisioning

$=>GMBMR IKHOBLBHGBG@ BL MA> IKH<>LL MA:M =>0B<> O>G=HKL ?HEEHP =NKBG@ HK :?M>K A:K=P:K> F:GN?:<MNKBG
=>0B<> PBMA : L><NK> B=>GGIBZB>KHGM>QM H? MABL LI><B?B<:MBHG MABL L><NK> B=>GMB?B>K <HGLBLML H? :G :LRF
I:BK :G= HIMBHG:EERKMB?B<:M> MH ;BG= MA> D>R I:BK MH : - KMB<NE:K BGLM:G<> H? : =>0B<> :G=:LLH<B:M> BM PBMA
:==BMBHG:E F>M:=:M: /A> LI><B?B<L H? D>R @>G>K:MBHG :G= IKHOBLBHGBG@ :K> HNMLB=> MA> L<HI> H? MABL LI><B?B
#HP>0O>KL MA> L><NKBMR H? MA> .+ ( IKHMH<HE =>|>G=L HG =>0B<> B=>GMBMB>L MA:M <:GGHM ;> >:LBER FH=B?B>= K>
HK <HIB>= BM BL LMKHG@ER K><HFF>G=>= MA:M B=>GMBMR D>RL :K> NGBJN> |>K =>0B<> :G= @>G>K:M>= NLBG@ <KRI
LMKHG@ K:G=HF L>>=L

7.2.1.1 Certificat e models

$? MKNLM BG : =>0B<> IN;EB< D>R BL >LM:;EBLA>= MAKHN@A : <>KMB?B<:M> MA> <>KM82Bkcki= BhaltRIB<:EER I:KM H? :
IA> <>KMB?B<:M> <A:BG it certificate  **/ -/ :.L BML KHHM :G=af certificate :L MA> E:LM <>KMB?B<:M> BG BM /A>

**[ BL @>G>K:M>= ;R : MKNLM>=eKiFit## authority (CA) :G= <>KMB?B>L MA> <>KMB?B<:M> <HGM:BGBG@ MA> =>0OB<>
IN;EB< D>R >BMA>K =BK><MER HK BG=BK><MER MAKHN@A : GNF;>KAiRRGMaKs»#BiMorsLINL> MA>

| -] MH O>KB?R MA> O:EB=BMR H? =>0B<> <>KMB?B<:M> <A:BGL

$? MA> <>KMB?B<:M> <A:BG NL>L MA> =>0B<> <>KMB?B<:M> HK :EB:L <>KMB?B<:M> FH=>E MA> <>KMB?B<:M> <A:BG LAH
HG> <>KMB?B<:M> MA:M BG<EN=>L A:K=P:K> B=>GMBMR BG?HKF:MBHG *G> F>:GL H? <HGO>RBG@ A:K=P:K>B=>GMBMR
IN;EB< D>R\> #:K=P:K>B=>GMBMRUIAHNE= ;> NL>= MH BG=B<:M> PAB<A <>KMB?B<:M> <HGO>RL MA> A:K=P:K> B=>GMBMF
/AHN@A >QBLMBG@ =>IEHRF>GML FB@AM GHMKBBENE=>MABMRBG : <>KMB?B<:M> BM BL LMKHG@ER K><HFF>G=>=

MA:M G>P =>|[EHRF>GML BG<EN=> MABL BG?HKF:MBHG /A> IN;EB< IKBO:M> D>R |:BK :LLH<B:M>= PBMA : A:K=P:K> B=>GME
<>KMB?B<:M> BL <HGLM:GM HG MA> BGLM:G<> H? MA> =>0B<> K>@:K=E>LL H? MA> O>KLBHG H? ?BKFP:K>KNGGBG@ H

.+ (=>?BG>L FNEMBIE> HO>K:K<ABG@ ?HKF:ML ?HK <>KMB?B<:M> <A:BGL K>?>KK>= MH :L <>KMB?B<:M> <A:BG FH=>EL ~
=>M:BEL H? >:<A <>KMB?B<:M> <A:BG FHEEHDMW®R-F ?HEEHP MA> @>G>K:E ?HKF:M H? <HGEGatMBG@a2&KHF :
&y o MH :leaf certificate IHLLB;ER MAKHN@A HG> HkteHKediate certificates

->LIHG=>K <:G NL> HG> HK FHK> H? MA> <>KMB?B<:M> <A:BG FH=>EL ->JN>LM>K LAHNE= ;> <:I;;E> H? I>K?HKFBG@
-NGMBF> :NMA>GMB<HEBHKSKMB?B<:M> <A:BG MA:M <HG?HKFL MH :GR H? MA> FH=>EL

IB@NK> [ .+ (<>KMB?B<:M> <A:BG FH=EEHPL MA> .+ ( <>KMB?B<:M> <A:BG FH=>EL

Figure 1 N SPDM certificate chain models

1>KLBHG +N;EBLA>=
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DeviceCert AliasCert GenericCert
Model Model Model
$9%) $%) $3)
H") Hro) 0o
- CD(:_\f/_icet Generic
* ) ercl )\ca € Leaf Certificate

!

H(
#"

~—

7.2.1.1.1 Device certificat e model

2A>G MA> =>0B<> <>KMB?B$:M# FH=>E BL BG NL> MA> E>:? <>KMB?B<:M> BL : >OB<> >KMB?B<:M> PAB<A <HGM:BG
MA> IN;EB< D>R MA:M <HKK>LIHG=L MH MA> =>0OB<AKBR@& MAR <>KMB?B<:M> <A:BG MA> KHHM BG=BK><MER
>G=HKL>L MA> =>0B<> IN;EB< D>R BG MA> >0B<> >KMB?B<:M> $G MABL FH=>E MA> >0B<> >KMB?B<:M> LAHNE= <HGN
#:K=P:K>B=>GMBMR *$

7.2.1.1.2 Alias certificat e model

2A>G MA> :EB:L <>KMB?B$:M» FH=>E BL BG NL> MA> E>:? <>KMB?B<:M> BL :G EB:L >KMB?B<:M> BG PAB<A <:L> MA>

+N;EBLA>= 1>KLBHG
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F:R ;> HG> HK FHK> BGM>KF>=Bs\>/ <>KMB?B<:M>L ;>MP>>G MA> >0B<> >KMB?B<:M> :G= MA> E>:? EB:L >KMB?B<:\
$G MA3% . -/ FH=>E MA>=>0B<> IKBO:M> D>R LB@GL MA> G>QM E>O>E EB:L >KMB?B<:M> :G= MA>G MA> IKBO:M> D>
:LLH<B:M>= PBMA MA> IN;EB< D>R BG >:<A EB:L $GM>KF>=B:M> LB@GL MA> EB:L >KMB?B<:M> ;>EHP BM 2A>G MA>

'$. -/ FH=>E BL BG NL> MA> >0B<> >KMB?B<:M> BL K>?>KK>= MH :L : >OB<> >KMB?B<:M> BG=B<:MBG@ MA:M MA
<>KMB?B<:M> ;HMA <HGM:BGL =>0B<> A:K=P:K> B=>GMBMR BG?HKF:MBHG :G= ?NG<MBHGL :L : <>KMB?B<:M> :NMAHKBM
:==BMBHG:E <>KMB?B<:M> $G MABL FH=>E MA> >0B<> >KMB?B<:M> EAHRBS<BIGIGIBBNUAS

=>0B<> MA:M BFIE>F>GML 'MA» FH=>E FB@AM ?:<MHK LHF> FNM:;E> BG?HKF:MBHG LN<A :L MA> F>:LNK>F>GM H?
: ?BKFP:K> BF:@> BGMH MA> =>KBO:MBHG H? MA> IN;EB< IKBO:M> D>R |:BKL ?HK MA> BGM>KF>=B:M> :G= E>:? :EB:L <>KN\
[A>SK>?HK> MA> LRFF>MKB< IN;EB< IKBO:M> D>R [:BKL ?HK >:<A EB:L >KMB?B<:M> LAHNE= ;> MK>:M>=:L FNM:;E>

IAKHN@A MA> <>KMB?B<:M> <A:BG MA>KHHM BG=BK><MER >G=HKL>L MA>=>0B<> IN;EB< D>R BG MA> >0B<> >KMB?
MA>'$ . -/ FH=>E BL BG NL> MA> EB:L >KMB?B<:M>L :K>>G=HKL>= ;R MA> =>0OB=sGEEBEMWDNRVIA> EB:L
>KMB?B<:M>L :K> :ELH BG=BK><MER >G=HKL>= ;R MA> KHHM

2A>G MA>'$. -/ FH=>E BL NL>= MA> =>0B<> <K>:M>L :G= >G=HKL>L HG> HK FHK> <>KMB?B<:M>L /A> <>KMB?B<:M>L
MA> KHHM <>KMB?B<:M> MH MA> >0B<> >KMB?B<:M> :K> <HGLB=>K>= BFFNM:;E> ;><:NL> MA> ->LIHG=>K <:GGHM <A:G@
'L MA>R <:G HGER ;> <A:G@>= MAKHN@A MA> <HFF:G= HK :G >JNBO:E>GM <:|:;BEBMR-KMB?B<:M>L

;>EHP MA> >0B<> >KMB?B<:M> <:G ;> <K>:M>= HG MA> =>0B<> :G= :K> FNM:;E> <>KMB?B<:M>L BG MA:M MA>R <.G <A:G@
MA> =>0B<> LM:M> <A:G@>L LN<A L :3=@B<JA> (NM:;E> <>KMB?B<:M+AHNE= ;> NL>= MH BG=B<:M> FNM:;E>
<>KMB?B<:M>L

$G :==BMBHG PA>G ¥A* FH=>E BL NL>= HG> HK FHK> EB:L >KMB?B<:M>L <:G <HGM:BG ?BKFP:K> B=>GMBMR
BG?HKF:MBHG *MA>K LM:G=:K=L ;H=B>L FB@AM =>?BG> MA> ?HKF:M H? MA> ?BKFP:K> B=>GMBMR BG?HKF:MBHG .N<A =
HNMLB=> MA> L<HI> H? MABL LI><B?B<:MBHG

JHM> MA:M : LB@G:MNK> :E@HKBMAF NL>= PBMA : FNM:;E> :EB:L <>KMB?B<:M> <:G BGL>KM K:G=HF =:M: =NKBG@ LB@GB
PHNE= <:NL> MA> =B@>LM H? MA> <>KMB?B<:M> <A:BG MH <A:G@> >:<A MBF> BM BL K>@>G>K:M>= G BFIE>F>GM>K <:G
F><A:GBLF MA:M BL HNMLB=> MA> L<HI> H? MABL LI><B?B<:MBHG MH >GLNK> MA:M LN<A : LB@G:MNK> =H>L GHM <A:G@:
BGLM:G<>L H? :G= K>LIHGL>L

7.2.1.1.3 Generic certificat e model

2BMA MA> LNIIHKIMNEMBIE> :LRFF>MKB< MARLG>>= ?HK :GHMA>K <>KMB?B<:M> FH=>E :KBL>L MH :<<HFFH=:M> O:KRBG@
NL> <:L>L MA:M1$ -/ G= %, -/ FH=>EL <:GGHM ?NE?BEE /ANL MA> @>G>KB< <>KMBRBMA>FH=>E H?
@K>:M>LM ?E>QB;BEBMR MH MA> =>0B<>MHENP:MNNESKBG MA> LNIIER <A:BG :G= MA> NL>KL H? MA> .+ (

>G=IHBGM

L IB@NK> [ .+ (<>KMB?B<:M><A:BG FH=BEENLMK:M>L FN<A EBD> MA> HMA>K <>KMB?B<:M> FH=>EL MA> @>G>KB<

<>KMB?B<:M> FH=>E MHH BL <HFIHL>= H? : <A:BG H? <>KMB?B<:M>L LM:KMBG@ PBMA MA> KHHM :G= >G=BG@ PBMA MA
MHH >BMA>K =BK><MER <>KMB?B>L MA> E>:? <>KMB?B<:M> HK BG=BK><MER J>§MB?B>L MAKHIN@ AHGAB?B<:M>

HK FHK> BGM>KF>=B:M> <>KMB?B<:M> :NMAHKBMB>L $G HMA>K PHK=L MABL FH=>E BL MA> FHLM ?E>QB;E> HK E>:LM K

<>KMB?B<:M> FH=>EL BG MABL LI><B?B<:MBH&GKAGSEBEMWB2>G MABL FH=>E :G= MA> HMA>K FH=>EL BL MA:M .+ (

LA:EE GHM BFIHL> :GR K>INBK>F>GML HG MA> <HGM>GML H? >:<A <>KMB?B<:M> BG MA> <A:BG BG : @>G>KB< <>KMB?B<

MA:G MA> D>R I:BK :G= K>E:M>= BG?HKF:MBHG :LLH<B:M>= BG MA> E>:? <>KMB?B<:M>

IHK >Q:FIE> BG : =>0B<> <>KMB?B<:M> FH=>E MA> E>:? <>KMB?B<:M> <:G <HGM:BG >E>F>GML MA:M LI><B?B<:EER B=>G|

1>KLBHG +N;EBLA>=
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=>0B<> :G= =>0B<> F:GN?:<MRK>K>:L MA> @>G>KB< <>KMB?B<:M> FH=>E A:L GH LN<A K>INBK>F>GM GHK :GR <HG<>IM |
: =>0B<> <>KMB?B<:M>

L LN<A MA> @>G>KB< <>KMB?B<:M> FH=>E :IIEB>L MH <>KMB?B<:M>L BG LEHML @K>:M>K MA:G LEHM  FH=>E BG : <>K
MABL LI><B?B<:MBHG BL >BMA>K :  '$. -/ HK )-$ -/ FH=>E

IA> <HGM>GML :G= NL> <:L>L ?HK MA> <>KMB?B<:M>L H? : @>G>KB< <>KMB?B<:M> FH=>E HMA>K MA:G MA> :LLH<B:M>=TLC
K>E:M>= BG?HKF:MBHG BG MA> E>:? <>KMB?B<:M> :K> HNMLB=> MA> L<HI>RiB{BEBRANBIBK MBIHAS>/.+ (
>G=IHBGM MA> =>0B<> F:GN?:{MNK#IG=:K=L =>?BG> MA> <HGM>GML :G= NL> <:L>L H? : @>G>KB< <>KMB?B<:M> FH=>E

7.2.2 Raw public k eys

$GLM>:= H? NLBG@ <>KMB?B<:M> <A:BGL MA> O>G=HK <:G IKHOBLBHG MA> K:P IN;EB< D>R H? MA> ->LIHG=>K MH MA> ->
: MKNLM>= >GOBKHGF>GM ?HK >Q:FIE> =NKBG@ MA> L><NK> F:GN?:<MNKBG@ IKH<>LL $G MABL <:L> MKNLM H? MA> I
MA> ->LIHG=>K BL >LM:;EBLA>= PBMAHNM MA> G>>= ?HK : <>KMB?B<:M> ;:L>= IN;EB< D>R BG?K:LMKN<MNK>

/A> ?HKF:M H? MA> IKHOBLBHG>= IN;EB< D>R BL HNMLB=> MA> L<HI> H? MABI=HIKkBTBNMBIHEIKB>M:KR
?HKF:ML HK IN;EB< D>R ?HKF:ML MA:M HMA>K LM:G=:K=L =>?BG> LN<G3-!

7.2.3 Runtime authentication

-NGMBF> :NMA>GMB<:MBHG BL MA> IKH<>LL ;R PAB<A :G :NMA>GMB< -MBHE BSHBBAB-KMHKIL PBMA : ->LIHG=>K

BG : KNGGBG@ LRLM>F /A>:NMA>GMB<:MBHG BGBMB:MHK <:G K>MKB>0> MA> <>KMB?B<:M> <A:BGL ?KHF MA> ->LIHG=>
NGBJN> <A:EE>G@> MH MA> ->LIAS=5IHHG=>K NL>L MA> IKBO:M> D>R :LLH<B:M>= PBMA MA> E>:? <>KMB?B<:M> MH LB@C
MA> <A:EE>G@> /A>:NMA>GMB<:MBHG BGBMB:MHK O>KB?B>L MA> LB@G:MNK> ;R NLBG@ MA> IN;EB< D>R :LLH<B:M>=F
<>KMB?B<:M> H? MA> ->LIHG=>K :G=:GR BGM>KF>=B:M> IN;EB< D>RL PBMABG MA> <>KMB?B<:M> <A:BG ;R NLBG@ MA> K
‘L MA> MKNLM>=:G<AHK

$? MA> IN;EB< D>R H? MA> ->LIHG=>K P:L IKHOBLBHG>= MH MA> ->JN>LM>K BG : MKNLM>= >GOBKHGF>GM MA> :NMA>GM
BGBMB:MHK L>G=L : NGBJIN> <A:EE>G@> MH MA&>tIHGE=KK LB@GL MA> <A:EE>G@> PBMA MA> IKB0O:M> D>R
:NMA>GMB<:MBHG BGBMB:MHK O>KB?B>L MA> LB@G:MNK> ;R NLBG@ MA> IN;EB<DER +ENIBYB<:MBBE>KG ;>

A:G=E>= NLBG@'MAY»+*3$)/9%)!* K>IN>LM :G= ) +*$)/9$)!* K>LIHGL> F>LL:@>L HK MA> MK:GLIHKM E:R>K

PAB<A BL HNMLB=> MA> L<HI> H? MABL LI><B?B<:MBHG

7.3 Firmwar e and configuration measur ement

F>:LNK>F>GM BL : K>IK>L>GM:MBHG H? ?BKFP:K> LH?MP:K> HK <HG?B@NK:MBHG =:M: HG :G >G=IHBGM F>:LNK>F>GM |
MRIB<:EER >BMA>K : <KRIMH@K:IAB< A:LA O:EN> H? MA> =:M: HK MA> K:P =:M: BML>E? /A> >G=I|HBGM HIMBHG:EER ;BG=L
F>:LNK>F>GM PBMA MA> >G=|HBGM B=>GMBMR MAKHN@A MA> NL> H? =B@BM:E LB@G:MNK>L /ABL ;BG=BG@ >G:;E>L :G
BGBMB:MHK MH >LM:;EBLA MA> B=>GMBMR :G= F>:LNK>F>GM H? MA> ?BKFP:K> LH?MP:K> HK <HG?B@NK:MBHG KNGGBG

7.4 Secure sessions

(:GR =>0B<>L >Q<A:G@> =:M: MA:M FB@AM K>INBK> IKHM><MBHG PBMA HMA>K =>0B<>L $G MABL LI><B?B<:MBHG MAB

+N;EBLA>= 1>KLBHG
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>BG@ >Q<A:G@>= BL @>G>KB<:EER K>?>KK>= MH L :IIEB<:MBHG =:M: /A> IKHMH<HE H? MA> :IIEB<:MBHG =:M: NLN:EER >
AB@A>K E:R5K L LN<A BM BL HNMLB=> MA> L<HI> H? MABL LI><B?B<:MBHG /A> IKHMH<HE H? MA> :IIEB<:MBHG =:M: NLN:E
:EEHPL ?HK >G<KRIM>=:G= HK :NMA>GMB<:M>= =:M: MK:GL?>K

/ABL LI><B?B<:MBHG IKHOB=>L : F>MAH= MH I>K?HKF : <KRIMH@K:IAB< D>R >Q<A:G@> LN<A MA:M MA> IKHMH<HE H? MA>
JIEB<:MBHG =:M: <:G NL> MA> >Q<A:G@>= D>RL MH IKHOB=> : L><NK> <A:GG>E H? <HFFNGB<:MBHG ;R NLBG@ >G<KRIMB
F>LL:@> :NMA>GMB<:MBHG /ABL <KRIMH@K:IAB< D>R >Q<A:G@> IKHOB=>L >BMA>K ->LIHG=>K HGER :NMA>GMB<:MBHG
‘:NMA>GMB<:MBHG ;HMA H? PAB<A <:G ;> <HGLB=>K>= >JNBBE>GNMVWMHGMB<!MBIFEK> =>M:BEL L>> MA>

S>LLBHGE:NL>

IBG:EERGR .+ ( K>JN>LML :G= MA>BK <HKK>LIHG=BG@ K>LIHGL>L <:G :PHKz>2MA> L:F> IKHM><MBHG !HK FHK>
=>M:BEL L#=E> [.+(K>IN>LM :G= K>LIHGL> F>LL:@>L O:EB=BMB= MA>+ ( K>JN>LM :G= K>LIHGL> <H=>
BLLN:G<> :EEHP:G<E:NL>

IB@NK> [ .+ (F>LL.@BG@ IKHMH<HE ?EBBO>L : O>KR AB@A E>O>E OB>P H3dRArGskEson LM:KML

7.5 Mutual authentication ov erview

/A> ;BEBMR H? : ->LIHG=>K MH O>KB?R MA> :NMA>GMB<BMR H? MA> ->JN>LM>K BL <:EE>= FNMN:E :NMA>GMB<:MBHG .>(
F><A:GBLFL BG MABL LI><B?B<:MBHG :K> =>M:BE>= MH IKHOB=> FNMN:E :NMA>GMB<:MBHG <:I;;BEBMB>L /A> <KRIMH@K:
MH O>KB?R MA> B=>GMBMR H? MA> ->JN>LM>K BL MA> L:F> :L O>KB?RBG@ MA> B#>GHBIGRIBR R AHSOBHB4SRG @
<E:NL>=BL<NLL>L B=>GMBMR BG K>@:K=L MH MA> ->LIHG=>K ;NM MA> =>M:BEL :ELH :IIER MH MA> ->JN>LM>K

$G @>G>K:E PA>G MABL LI><B?B<:MBHG LM:M>L K>INBK>F>GML HK K><HFF>G=:MBHGL ?HK ->LIHG=>KL BG MA> <HGM>(
MAHL> L:F> KNE>L :ELH :IIER MH ->IJN>LM>KL BG MA> <HGM>QM H? FNMN:E :NMA>GMB<:MBHG /A> O:KBHNL <E:NL>L BG M
LI><B?B<:MBHG IKHOB=> FHK> =>M:BEL

7.6 Multiple asymmetr ic key suppor t

G .+ (>G=IHBGM <:G NL> FHK> MA:G HG> :LRFF>MKB< D>R |:BK ?HK : G>@HMB:M>= :LRFF>MKB< :E@HKBMAF /ABL >G:;E>I
<KRIMH@K:IAB< BLHE:MBHG ;>##R&>GMBIR> <:L>L PAB<A IHM>GMB:EER BG<K>:L>L MA> L><NKBMR IHLMNK> H? MA> .+ (
>G=IHBGM :G= BML <HKK>LIHG=BG@ .+ (<HGG><MBHGL !HK >Q:FIE> :G .+ (->LIHG=>K <:G <AHHL> PAB<A D>R I:BKL

MH NL> BG : K>JN>LM :G= PAB<A D>R I:BKL MH NL>BG : K>IN>LM /A> .+ (->LIHG=>K

I>KFBML MA> :G= D K>JN>LML MH NL> MA> L:F> D>R |:BK ?HK LB@GBG@ HI>K:MBHGL

==BMBHG:EERIHG=>K <:G :EEHP MA> ->JN>LM>K MH L>E><M MA> NL> <:L>L MH :LLH<B:M> PBMA >:<A :LRFF>MKB< D>R
I:BK/A> ->LIHG=>K <:G :ELH :EEHP MA> ->JN>LM>K MH K>JN>LM MA> @>G>K:MBHG H? : G>P D>R I:BK

[/ H ?:<BEBM:M> MA> NL> H? FNEMBIE> :LRFF>MKB< D>RL MA> :;BEBMR MH NGBJN>ER B=>GMBR :=ARSD=R |:BK BL >LL>GN\
MABL : NGBJN> D>R |[:BK GNE;BEE>= 4 $- B=>GMB?B>L >:<A :LRFF>MKB< D=RBHERHG:EFR> HK FHK> E>:?
<>KMB?B<:M>L <:G ;:BG= MH MA> L:F> :LRFF>MKB< D>R |:BK

7.7 Custom envir onments

?BQ>= HK IK>=>M>KFBG>= >GOBKHGF>GM BL :G >GOBKHGF>GM PA>K> <>KM:BG <A:K:<M>KBLMB<L H? MA>>GOBKHGF>

1>KLBHG +N;EBLA>=
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DGHPG ;>?HK> MA> .+ ( >G=IHBGML <HFFNGB<:M> PBMA >:<$GHVBRK:L>L MA>L> <A:K:<M>KBLMB<L :K>
=>M>KFBG>=>0>G ;>?HK> MA> >GOBKHGF>GM <:G HI>K:M> LN<A :L =NKBG@ MA> =>LB@G IA:L> G >Q:FIE>H? :LN<A:G
>GOBKHGF>GM BL PA>G MPH LI><B?B< >G=IHBGML <:G HGER <HFFNGB<:MAPBM:GOBKHBIA>BML F:R ?HK?>BM

<>KM:BG .+ ( ?>:MNK>L LN<A :L BGM>KHI>K#BEBUMIRKMA> L><NKBMR IHLMNK> :G= @N:K:GM>>L H? MA>L> >GOBKHGF>GML
:K> HNMLB=> MA> L<HI> H? MABL LI><B?B<:MBHG

7.8 Notification ov erview

/H:B=:G .+ (>G=IHBGM BG >G?HK<BG@ BML L><NKBMR IHEB<R K>INBB=B>GMUKBEBZE? :G= MBF>ERRSG>K

.+ (>0>GM F><A:GBLF IKHOB=>L : F>MAH= MH :LRG<AKHGHNLER =>EBO>K : GHMB?B<:MBHG MH HK K><>BO> : GHMB?B<]
MA> BGM>K>LM>= .+ ( >G=IHBGM /ABL F><A:GBLF :EEHPL :G BGM>K>LM>= .+ ( >G=IHBGM MH <AHHL> HGER MA> >0>GM M
BM P:GML MH K><>BO> 'HK FHK> =>MMEEM B><A:.GBLF

+N;EBLA>= 1>KLBHG
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8 SPDM messaging pr ot ocol

IA> + (F>LL:@BG@ IKHMH<HE =>?BG>L : K>JN>LM K>LIHGL> F>LL:@BG@ FH=>E ;>MP>>G MPH >G=IHBGML MH I>K?HKF M,
F>LL:@> >Q<A:G@>L HNMEBG>EBGL: @> >Q<A:G@>L :<A SPDM request message LA:EE ;> K>LIHG=>= MH
PBMA :G .+ (K>LIHGL> F>LL:@> :L MABL LI><B?B<:MBHG =>?BG>L NGE>LL MABL LI><B?B<:MBHG LM:M>L HMA>KPBL>

IB@NK> [ .+ (F>LL:@BG@ IKHMH<HE ?BHPG >Q:FIE> H? : AB@A E>O>E K>IN>LM K>LIHGL> ?EHP =B:@K:F ?HK .+ (
G >G=IHBGM MA:M <ML :[Rddzester L>G=L :G .+ ( K>IN>LM F>LL:@> MH :GHMA>K >G=IHBGM MA:M :<ML :L MA>
Responder :G= MA> ->LIHG=>K K>MNKGL :G .+ ( K>LIHGL> F>LL:@> MH MA> ->JN>LM>K

Figure 2 N SPDM messaging protocol flow

1>KLBHG +N;EBLA>=
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EE .+ (K>JIN>LM K>LIHGL> F>LL:@>L LA:K> : <HFFHG =:M: ?HKF:M MA:M <HGLBLML lty?e RHINK@> A>:=>K
:G= S>KH HK FHK> ;RM>L F>LLi@yload MA:M BL F>LL:@> =>I1>G=>GM /A> ?HEEHPBG@ <E:NL>L =>L<KB;> MA> <HFFHG
F>LL:@> ?HKF:M :G= ( F>LL:@>L =>M:BEL ?HK >:<A H? MA> K>JN>LM :G= K>LIHGL> F>LL:@>L

/A> ->IJN>LM>K LA:EE BLLN> [B) :G= D K>IN>LM F>LL:@>L ;>?HK>
BLLNBG@ :GR HMA>K K>IN>LM F>LL:@>L /A> K>LIHGL>L MH D :G= D
<:G ;> L:0>= ;R MA> ->IN>LM>K LH MA:M :?M>K ->L>M MA> ->IJN>LM>K <:G LDBI MA>L> K>JN>LML
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8.1 SPDM connection model

$G .+ ( <HFFNGB<:MBHG ;>MP>>G : I:.BK H? .+ ( >G=IHBGML LM:KML PA>G HG> >G=IHBGM b>G=L :

K>IN>LM MH :GHMA>K .+ (>G=IHBGM /A> .+ ( >G=IHBGM MA:M LM:KML MA> <HFFNGB<:MBHG BL <:EE/A>MA> ->IJN>LM>K
>G=IHBGM K><>BOBG®@ MA> :G=1KHOB=BG@ MA>  K>LIHGL> BL <:EE>=: ->LIHG=#¢ <HFFNGB<:MBHG

>MP>>G : I:.BK H? ->IN>LM>K :G= ->LIHG=>K BL <:EE>=: <HGG><MBHG *G> HK FHK> <HGG><MBHGL <:G >QBLM ;>MP>>G :
->JN>LM>K :G= ->LIHG=>KB??>K>GM <HGG><MBHGL FB@AM >QBLM HO>K MA> L:F> MK?GKHEHW MIK GIOHK MB?

2A>G MA>K> :K> FNEMBIE> <HGG><MBHGL HO>K MA> L:F> MK:GLIHKM MA> MK:GLIHKM BL K>LIHGLB;E> ?HK IKHOB=BG@
?HK .+ (>G=IHBGML MH =BLMBG@NBLA ;>MP>>G HG> HK FHK> <HGG><MBHGL 2A>G MA> MK:GLIHKM =H>L GHM IKHOB=>
F><A:GBLF MA>K> LA:EE ;> HG> <HGG><MBHG ;>MP>>G MA> ->JN>LM>K :G= ->LIHG=>K HO>K MA:M <HGG><MBHG

.+ (>G=IHBGML <:G ;> ;HMA : ->IN>LM>K :G= ->LIHG=>KL : ->IJN>LM>K :G .+ ( >G=IHBGM <:G <HFFNGB<:M>

PBMA HG> HK FHK> ->LIHG=>KL 'BD>PBL> L : ->LIHGE>K( >G=IHBGM <:G K>LIHG= MH FNEMBIE> ->JN>LM>KL

IA> + (<HGG><MBHG FH=>E <HGLB=>KL >:<A H? MA>L> <HFFNGB<:MBHGL MH ;> : L>:K:M> <HGG><MBHG !HK >Q:FIE> :
I:BK H? .+ (>G=IHBGML <:G ;> ;HMA ->IN>LM>K :G= ->LIHG=>K MH >:<A HMXEKMA> .+ (<HGG><MBHG FH=>E

<HGLB=>KL MABL MH ;> MPH L>I:K:M> <HGG><MBHGL

2BMABG : <HGG><MBHG MA> ->JN>LM>K K>F:BGL MA> ->JN>LM>K ?HK MA> K>F:BG=>K H? MA> <HGG><MBHG 'BD>PBL> N\
->LIHG=>K K>F:BGL MA> ->LIHG=>K ?HK MA> K>F:BG=>K H? MA> <HGG><MRBE&>KHPKOFEG L<>G:KBHL :EEHP>= ;R

A+ (1 ->LIHG=>K <:G L>G=: K>JN>LM MH : ->IN>LM>K :G= EBD>PBL> : ->JN>LM>K FB@AM IKHOB=> : K>LIHGL> MH :
->LIHG=>K /A>L> <:L>L :K> EBFBM>= :G= MABL LI><B?B<:MBHG >QIEB<BMER =>?BG>L MA>L> <:L>L $G LN<A L<>G:KBHL PA
->JIN>LM>K IKHOB=>L : K>LIHGL> MA> ->JN>LM>K LA:EE :;B=> ;R :EE K>JNBK>F>GML BG MABL LI><B?B<:MBHG :L B? MA>R :
->LIHG=>K ?HK MA:M K>JN>LM .BABERER>LIHG=>K L>G=L : K>JN>LM MA> ->LIHG=>K LA:EE :;B=> ;R :EE

K>IJNBK>F>GML BG MABL LI><B?B<:MBHG :L B? MA>R :K>: ->JN>LM>K ?HK MA:M K>JN>LM

2BMABG : <HGG><MBHG MA> ->IN>LM>K <:G >LM:;EBLA HG> HK FHK> L><NK> L>LLBHGL /A>L> L><NK> L>LLBHGL :K>
<HGLB=>K>= MH ;> I:KM H? MA> L:F> <HGG><MBHG .><NK> L>LLBHGL <:G M>KFBG:M> :G= :==BMBHG:E L>LLBHGL <:G ;>
>LM:;;EBLA>=:M :GR MBF>D <:G K>L>M MA> <HGG><MBHG :G=:EE <HGM>QM :LLH<B:M>= PBMA MA:M <HGG><MBH
BG<EN=BG@ ;NM GHM EBFBM>= MH BG?HKF:MBHG LN<A :L L>LLBHG D>RL :G= MABRBBG S HMKIRGOBK>K>= :
M>KFBG:MBHG H? MA> <HGG><MBHG <HGG><MBHG <:G M>KFBG:M> =N> MH >QM>KG:E >O>GML LN<A L : =>0B<> K>L>N
A:G=EBG@ LMK:M>@R BFIE>F>GM>=HG :G .+ ( >G=IHBGM ;NM LN<A L<>G:KBHL :K> HNMLB=> MA> L<HI> H? MABL LI><B?B
HGG><MBHGL <:G ;> M>KFBG:M>= NLBG@ F><A:GBLFL HNMLB=> MA> L<HI> H? MABL LI><B?B<:MBHG

8.2 SPDM bits-t 0-by tes mapping

EE .+ (?B>E=L K>@:K=E>LL H? LBS> HK >G=B:GG>LL F:| MA> AB@A>LM GNF>KB< ;BML MH MA> AB@A>LM GNF>KB<:EER :
;RM> BG L>IJN>GMB:EER =><K>:LBG@ HK=>K =HPG MH :G= BG<EN=BG@ MA> E>:LM GNF>KB<:EER :LLB@G>= ;RM> H? MA:N
?HEEHPBG@ MPH ?B@NK>L BEENLMK:M> MABL F:IIBG@

IB@NK> [*G>;RM> ?B>E=;BM EAHPL MA> HG> ;RM> ?B>E= ;BM FI

Figure 3 N One-byte field bit map

1>KLBHG +N;EBLA>=
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Q:FIE>
*G> RM> IB>E= M:KMBG@ :M RM>M

RM> *2L>M
sM BM BM BM BM BM BM BM

IB@NK> [/ PH;RM> ?B>E=;BMIFAHPL MA> MPH ;RM> ?B>E= ;BM F:I
Figure 4 N T wo-byte field bit map
Q:FIE>
/ PH RM> IB>E= M:KMBG@ :M RMM*?
RM> *2L>M RM> *2L>M
BM BNV BM BNV BV BM BM BM BM BV BM BV BV BM BM BM

173 8.3 Generic SPDM message for mat

/B> [">G>KB< .+ (F>LL:@> ?B>E= =>?BGBMBHS!BG>L MA> ?B>E=L MA:M <HGLMBMNM> : @>G>KB< .+ ( F>LL:@>
BG<EN=BG@ MA> F>LL:@> A>:=>K :G= :REH:=

Table 3 N Generic SPDM message field definitions

Byte offset Bit offset Size (bits) Field Description

A:EE ;> MA> F:CHK O>KLBHG H? MA>
.+ (.I><B?B<:MBHG G >G=IHBGM

6 7 +((CHK1 >KLBHG LA:EE GHM <HFFNGB<:M> ;R NLBG@ :G
BG<HFI:MB;E> .+ (O>KLBHG O:EN>
>> 1>KLBHG >G<H=BG@

A:EE ;> MA> FBGHK O>KLBHG H? MA>

.+ (.I><B?B<:MBHG LI><B?B<:MBHG

PBMA : @BO>G FBGHK O>KLBHG >QM>G=L
6 7 4+ ((BGHK 1 >KLBHG . LI><B?B<:MBHG PBMA : EHP>K FBGHK

O>KLBHG L EHG@ :L MA>R LA:K> MA>

F:CHK O>KLBHG »>KLBHG

>G<H=BG@

+N;EBLA>= 1>KLBHG
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Byte offset Bit offset Size (bits) Field Description

AEE ;> MA> K>IN>LM F>LL:@> <H=>
HK K>LIHGL> <H=> PABsE> |

A+ (K>IN>LM <H=>L :G=/:;E>

[ .+ (K>SLIHGL> <H=>L

>GNF>K:M>H3HH MAKHN @20
K>IK>L>GM K>LIHGL> <H=>L :G=

H3PH MAKHN@2 K>IK>L>GM
K>IN>LM <H=>L $G K>JN>LM

F>LL:@>L MABL ?B>E=BL <HGLB=>K>=
MA> K>JN>LM <H=> $G K>LIHGL>
F>LL:@>L MABL ?B>E=BL <HGLB=>K>=
MA> K>LIHGL> <H=>

6 7 ->JN>LM ->LIHGL> H=>

AEE ;> MA> ?BKLM HG> ;RM>

:K:F>M>K /A> <HGM>GML H? MA>

I:K:F>M>K :K> LI><B?B< MH MA>
0. %), *

AEE ;> MA> L><HG= HG> ;RM>

:K:F>M>K /A> <HGM>GML H? MA>

I:K:F>M>K :K> LI><B?B< MH MA>
0. %), *

A:EE ;> S>KH HK FHK> ;RM>L MA:M :K>
1:KB:;E> SPDM message payload LI><B?B< MH MA¥ .+%).

*

>> MA>
=>| <KBIMBHG

176 8.3.1 SPDM version

1A> -.$%) ?B>E= IK>L>GM :L MA> ?BKLM ?B>E=BG :EE .+ (F>LL:@>L BG=B<:M>L MA> O>KLBHG H? MA> .+ (
LI><B?B<:MBHG MA:M MA> ?HKF:M H? :G .+ ( F>LL:@> :=A>K>L MH /A> ?HKF:M H? MABL ?B>E= LA:EE ;> MA> L:F> :L ;RM> B(
/E> [">G>KB< .+ (F>LL:@> ?B>E= =>?BGBMBH&: O:EN> H? MABL ?B>E= LA:EE ;> MA> L:F> O:EN> :L MA> O>KLBHG H?
MABL LI><B?B<:MBHG >Q<>®M ?HK  :G= F>LL:@>L

IHK >Q:FIE> B? MA> O>KLBHG H? MABL LI><B?B<:MBHG BL = MA&» O:ENBHR31J PAB<A :ELH <HKK>LIHG=L MH
G %*- -.$*) H? :G=.G $)*- -.$%) H? .>> 1>KLBHG >G<H=BHKFHK> >Q:FIE>L

/A> O>KLBHG H? MABL LI><B?B<:MBHG <:G ;> ?HNG= HG MA> MBME> |:@> :G= BG MA> ?HHM>K H? MA> HMA>K |.@>L BG M/
IA> -.$%) ?HK MA> O>KLBHG H? MABL LI><B?B<:VHBHG LAEE ;>

IA> 1-$%/9)" LAEE ;>: LMKBG@ ?HKF>= ;R <HG<:M>G:MBG@ MA> F:CHK O>KLBHG : I>KBH= :G= MA> FBGHK
O>KLBHG 'HK >Q:FIE> B? MA> O>KLBHG H? MABL LI><B?B<:MBHG-Bt) /-$)" MA>G BLFI9JF

1>KLBHG +N;EBLA>=
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182 8.4 SPDM request codes

[E> [ A4 (K>IN>LM <H=>L

BG=B<:M>L K>JNBK>F>GML HG MA> ->JN>LM>K

EE .+ (<HFI:MB;E> BFIE>F>GM:MBHGL LA:EENU>IN>LM <H=>L

=>?BG>L MA> .+ ( K>JN>LM <H=>L /Kmplementation requirement <HENFG

$? .G K>LIHGL> BL L>GM ?HK NGLNIIHKM>= K>JN>LM <H=>»L MA®A:EE ;>).0++*/ ,0./

Table 4 N SPDM request codes

Request

"198$" .1

/O $$

#")"

" /91 -.$4)

#0)&9. )

#0)&9" /

" 19 ) ++$)/9$)1

"19( .0- ().

"9 + $$/$ .

" 19.0++*- 1 91)/9/4+ .

YIS 19l

&493#)"

1$)$.#

Code value

Implementation requirement

*IMBHG:E

*IMBHG:E

*IMBHG:E

->JNBK>=

*IMBHG:E

*IMBHG:E

*IMBHG:E

*IMBHG:E

->JNBK>=

*IMBHG:E

->JNBK>=

*IMBHG:E

*IMBHG:E

Message format

[5E> ["19$" /. K>IN>LM
F>LL:@> ?HKF:M

[5E> ["]9 - /1$1$ |/ KSIN>LM
F>LL:@> ?HKF:M

[5E> [ #")" KSIN>LM F>LL:@>
?HKF:M

5E> ["/91 -.$*) K>IN>LM
F>LL:@> ?HKF:M

/E> [ #0)&9.) K>IN>LM ?HKF:M
[5E> [ #0)&9" [ K>IN>LM ?HKF:M

[5E>  ["19) +*$)/9%)!*
K>IN>LM ?HKF:M

15E> ["19( .0- ().
K>IN>LM F>LL:@> ?HKF:M

[G5E> ["19 +
F>LL:@> ?HKF:M

$'$/$ . K>IN>LM

I5E>
" [9.0++*- / 91)/9/4+ .
K>JIN>LM F>LL:@> ?HKF:M

[5E> ) ™/$ 19 "-SH(.
K>IN>LM F>LL:@> ?HKF:M

[5E> [&49 3#)" KSIN>LM
F>LL:@> ?HKF:M

[5E> [1$)$.# KSIN>LM F>LL:@>
?HKF:M

+N;EBLA>=

1>KLBHG



+ + (.I><B?B<:MBHG
Request Code value  Implementation requirement Message format
/5E> [+.&93#)" K>IN>LM
+.8&9 3#)" Q *IMBHG:E
F>LL:@> ?HKF:M
[5E> [+.&91$)$.# KSIN>LM F>LL:@>
+.&91$)$.# Q *IMBHG:E [ ) @
?HKF:M
[5E> [# - / [/ K>IN>LM F>LL:@>
#- / Q *IMBHG:E
?HKF:M
/E> [ & 490+ / K>IJN>LM
& 490+  / Q *IMBHG:E
F>LL:@> ?HKF:M
I5E> [
"/9) +.0' /9-,0./ Q *IMBHG:E "/9) +.0' /9-,0./
K>IN>LM F>LL:@> ?HKF:M
I5E> [
'$1-9) +.0' [ 9- .+%). Q *IMBHG:E '$1-9) +.0' [ 9- .+%).
K>IN>LM F>LL:@> ?HKF:M
[5E> [)9...$%) KSIN>LM
9. ..%* *IMBHG:E
)9. .$%) Q F>LL:@> ?HKF:M
[5E> "9 .- KSIN>LM F>LL:@>
"/9 .- Q *IMBHG:E
?HKF:M
[2E> [./19 - /$! / K>IN>LM
.19 - 81/ Q *IMBHG:E [ e
F>LL:@> ?HKF:M
I5E>
"9( .0- ()/9 3/).$%)9*" Q! *IMBHG:E "19( .0- ()/9 3/).$%)9*"
F>LL:@> ?HKF:M
/E> .0.-$ 91)/9/4+ .
.0.-$ 91)/9/4+ . Q! *IMBHG:E [ )
K>IN>LM F>LL:@> ?HKF:M
[5E> [.)91)/ KSIN>LM
)91y Q! *IMBHG:E
F>LL:@> ?HKF:M
/B> ["/9& 49+ $-9%)1*
" [9& 49+ -0%)!1* ! *IMBHG:E
) Q K>IN>LM F>LL:@> ?HKF:M
/B> . 19& 49+ $-9%)!*
. 19& 49+ $-9%)!1* Q! *IMBHG:E [ )
K>IN>LM F>LL:@> ?HKF:M
[5E> |
1)*9 1$) 9-,0./ Q! *IMBHG:E 1)*9 1$) 9-,0./K>IN>LM
F>LL:@> ?HKF:M
) 9819 4 on > INBK>= [5E> [-.4%) 9%!19- 4 K>IN>LM
‘ ' B - F>LL:@> ?HKF:M
1>KLBHG +N;EBLA>=
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+ (.I><B?B<:MBHG +

Request Code value  Implementation requirement Message format

P — .+ ( BFIE>F>GM:MBHGL <HFI:MB;E> PBMA
->L>KO>= O-ENSL MABL O>KLBHG LA:EE GHM NL> MA> K>L>KO>=
’ K>JN>LM <H=>L

8.5 SPDM response codes

IA> 0./ 4. * ?B>E=BG MA> .+ ( K>LIHGL> F>LL:@> LA:EE LI><B?R MA> :[IKHIKB:M> K>LIHGL> <H=> ?HK :
K>JN>LM EE .+ ( <HFI:MB;E> BFIE>F>GM:MBHGL LA:EEENL$ .+ ( K>LIHGL> <H=>L

*G : LN<<>LL?NE <HFIE>MBHG H? :G .+ ( HI>K:MBHG MA> LI><B?B>= K>LIHGL> F>LL:@> LA:EE ;> K>MNKG>= 0OIHG :G
NGLN<<>LL?NE <HFIE>MBHG H? :G .+ ( HI>K:MBHG MAK>LIHGL> F>LL:@> LAHNE= ;> K>MNKG>=

[ E> [+ (K>LIHGL> <H=>L =>?BG>L MA> K>LIHGL> <H=>L ?HK .+ ( AAmplementation requirement <HENFG
BG=B<:M>L K>IJNBK>F>GML HG MA> ->LIHG=>K

Table 5 N SPDM response codes

Response Value Implementation requirement Message format

/5E> [ .N<<>LL?NE $" ./

aVA *IMBHG:E
$ Q K>LIHGL> F>LL:@> ?HKF:M

/B> [.N<<>LL?NE
- 181/ Q *IMBHG:E - /$'$ /| KSLIHGL> F>LL:@>
?HKF:M

[:E> [ .N<<>LL?NE
#")" 90/ Q *IMBHG:E #")" 9 0/# K>LIHGL>
F>LL:@> ?HKF:M

[:E> [ N<<>LL?NE 1 -.$*)

1-$% Q >INBK>=
K>LIHGL> F>LL:@> ?HKF:M
/B> [ #0)&9.)9 &
#0)&9.)9 & Q *IMBHG:E
K>LIHGL> F>LL:@> ?HKF:M
[5E> [ #0)&9- .+%).
#0)&9- .+%). Q *IMBHG:E
K>LIHGL> ?HKF:M
| E> +*$)/9%)!*
) +*$)/98)!* Q *IMBHG:E ) )/9%)

K>LIHGL> ?HKF:M

/B> [.N<<>LL?NE
(.0-(). Q *IMBHG:E ( .0- ()/. K>LIHGL>
F>LL:@> ?HKF:M

[:E> [ .N<<>LL?NE
+  $%/$. Q ->JNBK>= + $9%/$.K>SLIHGL> F>LL:@>
?HKF:M

+N;EBLA>= 1>KLBHG



Response

O++* [ 91)/9/4+ .

Bl

&493#) 9-+

1$)$.#9-.+

+.893#)" 0-+

+.&91$)$.#9-.+

#- 19 &

& 490+ /19 &

) +.0' /9-0./

) +.0' [ 9-4%.9 &

)9..$9 &

.19 - $'$  /9-+

(.0- ()19 3/).$%)9""

Value

Q!

Implementation requirement

*IMBHG:E

->JNBK>=

*IMBHG:E

*IMBHG:E

*IMBHG:E

*IMBHG:E

*IMBHG:E

*IMBHG:E

*IMBHG:E

*IMBHG:E

*IMBHG:E

*IMBHG:E

*IMBHG:E

*IMBHG:E

4+ (.I><B?B<:MBHG

Message format

[5E> ]
O++*- [ 91)/9/4+ .
K>LIHGL> F>LL:@> ?HKF:M

/E> [ .N<<>LL?NE
"*-$H#(. KSLIHGL> F>LL:@>
?HKF:M

[:E> [ .N<<>LL?NE
& 49 3#)" 9-.+ K>LIHGL>
F>LL:@> ?HKF:M

[:E> [ .N<<>LL?NE !$)$.#9-.+
K>LIHGL> F>LL:@> ?HKF:M

[5E> [+.893#)" O+
K>LIHGL> F>LL:@> ?HKF:M

/B> [ .N<<>LL?NE
+.&91$)$.#9-.+ K>LIHGL>
F>LL:@> ?HKF:M

[5E> [# - / 9 &
K>LIHGL> F>LL:@> ?HKF:M

/B> [ & 490+ /19 &
K>LIHGL> F>LL:@> ?HKF:M

I15E> [
) +.0' /9-,0./
K>LIHGL> F>LL:@> ?HKF:M

I15E> |
) +.0' / 9-.+%).9 &
K>LIHGL> F>LL:@> ?HKF:M

[5E> [)9..$99 &
K>LIHGL> F>LL:@> ?HKF:M

/5E> [ .- KSLIHGL> F>LL:@>
?HKF:M

/E> [ .N<<>LL?NE
.19 - /$!$ [ 9-.+ K>LIHGL>
F>LL:@> ?HKF:M

/E> [ .N<<>LL?NE
(.0-()/93/).$%)9™"
F>LL:@> ?HKF:M

1>KLBHG

+N;EBLA>=



192
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Response Value Implementation requirement Message format
[5E> ]
.0.-$91)/94+ .9 & Q *IMBHG:E .0.-$ 91)/9/4+ 9 &

K>LIHGL> F>LL:@> ?HKF:M

/5E> [ 1)/9 & KSLIHGL>

1)9 & *IMBHG:E
) Q F>LL:@> ?HKF:M

| E> & 49+ -9%)1*

& 49+ $-9%)!* Q *IMBHG:E ! )
K>LIHGL> F>LL:@> ?HKF:M
I5E> [

. 19& 49+ $-99)1*9 & Q *IMBHG:E . 19& 49+ $-9%$)I*9 &
K>LIHGL> F>LL:@> ?HKF:M
[5E> [

1)*9 1$) 9- .+*). Q *IMBHG:E 1)*9 1$) 9- .+*).
K>LIHGL> F>LL:@> ?HKF:M
/B> [ --* K>SLIHGL>

-k Q! ->JNBK>=
F>LL:@> ?HKF:M
.+ ( BFIE>SF>GM:MBHGL <HFI:MB;E>

EE HMA>K

->L>KO>= O:ENSL PBMA MABL O>KLBHG LA:EE GHM NL> MA>
’ K>L>KO>= K>LIHGL> <H=>L

8.6 SPDM request and r esponse code issuance allowance

/B> [+ (K>IN>LM :G= K>LIHGL> F>LL:@>L O:EB=BM&L<KB;>L MA> <HG=BMBHGL NG=>K PAB<A : K>IJN>LM :G=
K>LIHGL> <:G ;> BLLN>=

/A> Session <HENFG =>L<KB;>L PA>MA>K MA> K>L|><MBO> K>JN>LM :G= K>LIHGL> <:G ;> L>GM BG : L>LLBHG $? MA> O:E\
"Allowed" MA> BLLN>K H? MA> K>JN>LM :G= K>LIHGL> LA:EE ;> :;E> MH L>G= BM BG : L><NK> L2HIBHBG IMASER :?

MA> IKHM><MBHG H? : L><NK> L>LLBSESsSEhMAIENFG O:EN>'Btohibited" MA> BLLN>K LA:EE ;> IKHAB;BM>= ?KHF

L>G=BG@ MA> K>LI><MBO> K>JN>LM :G= K>LIHGL> BG : L><NK> L>LLBHG

/A> Outside of a session <HENFG BG=B<:M>L PAB<A K>JN>LML :G= K>LIHGL>L :K> :EEHP>= MH ;> L>GM ?K>> :G=
BG=>I>G=>GM H? : L>LLBHG MA>K>;R E:<DBG@ MA> IKHM><MBHG H? : L*AliKred>BEBMEBIGKHENFG BG=B<:M>L

MA:M MA> K>LI><MBO> K>JN>LM :G= K>LIHGL> LA:EE ;> :;E> MH ;> L>GM HNMLB=> MA> <HGM>QM H? : L><NK> L>LLBHG 'BI
"Prohibited" BG MABL <HENFG LA:EE IKHAB;BM MA> BLLN>K ?KHF L>G=BG@ MA> K>LI><MBO> K>JN>LM HK K>LIHGL> HNML
<HGM>QM H? : L>LLBHG

K>IN>LM :G= BML <HKK>LIHG=BG@ K>LIHGL> <:GAl@we@® O:EN> BG ;HMA $&5sion :G= Outside of a
session <HENFGL BG PAB<A <:L> MA>R <:G ;> L>GM :G= K><>BO>= BG ;HMA L<>G:KBHL ;NM FB@AM A:O> :==BMBHG:E
K>LMKB<MBHGL !HK =>M:BEL L>> MA> K>LI><MBO> K>JN>LM :G= K>LIHGL> <E:NL>L

K>JIN>LM :G= BML <HKK>LIHG=BG@ K>LIHGL> MAaNbwed:'@®:EN> BG N&&ssion :G= "Prohibited" BG MA>
Outside of a session <HENFGL :K> <HFF:G=L NL>= ;R MA> L>LLBHG /A>L> <HFF:G=L HGER HI>K:M> HG MA> L>LLBHG

+N;EBLA>= 1>KLBHG



+ 4+ (.I><B?B<:MBHG

MA:M MA>R P>K> L>GM R&B=K BL HNMLB=> MA> L<HI> H? MABL LI><B?B<:MBHG /A> L>LLBHG $ BL BFIEB<BM ?KHF MA> L>
NL>= MH MK:GLFBM MA> <HFF:G=L

IBG:EERIASession phases <HENFG =>L<KB;>L PAB<A IA:L>L H? : L>LLBHG MA> K>LI><MBO> K>JN>LM :G= K>LIHGL> LA:EE
;> BLLN>= PA>G MA>R :K> :EEHP>= MH ;> BLLN>=BG : L>LLBHG

$? =NKBG@ MA> L>LLBHG A:G=LA:D> IA:L> :G NG>QI><M>= K>JN>LM BL K><>BO>= NLBG@ : O:EB=L>LLBHG $ MA> ->LIHC

LA:EE >BMA>K L>G=:G F>LL:@> BG MA> L>LLBHG PBMA )3+ / 0/ HK LBE>GMER =BL<:K= MA>
K>IN>LM
)% 19) LA:EE BG=B<:M>PA>MA>K : 1) *9 I$) 9-,0 /:G=1)*9 I$) 9- +*). BL

"Allowed" HK'Prohibited" ?HK NL> BG Biéssion Outside of a session

IHK =>M:BEL L>> MA*BHGE:NL>

Table 6 N SPDM request and response messages validity

:G= MA> :IIEB<:;E>Session phases

Request Response Outside of a session  Session Session phases
" 19( .0- (). (.0- (). EEHP>= EEHP>=  IIEB<:MBHG +A:L>
>LLBHG
1$)$.# 1$)$.#9-.+ HG=BMBHG:E EEHP>= #G=LAD>
>LLBHG

+.&9!1$)$.# +.&9!$)$.#9-.+ +KHAB;BM>= EEHP>= #G=LAD>

#- / #- /9 & +KHAB;BM>= EEHP>= IIEB<:MBHG +A:L>
& 490+ / & 490+ /19 & +KHAB;BM>= EEHP>= IIEB<:MBHG +A:L>

)9. .$%) )9..$%9 & +KHAB;BM>= EEHP>=  IIEB<:MBHG +A:L>
JHM IIEB<:;E> - EEHP>= EEHP>= EE +A:L>L

"/9) +.0' /9-,0./ ) +.0' /9-,0./ EEHP>= EEHP>= EE +A:L>L

'$1-9) +.0 | 9- +%). ) +.0' ] 9-.+%.9 & EEHP>= EEHP>=  EE+AlL>L

1)*9 1$) 9-,0./ 1)*9 1$) 9- .+%). 1>G=HK =>?BG>= 1>G=HK 1>G=HK =>?BG>=

=>7BG>=

#0)&9. ) #0)&9.)9 & EEHP>= EEHP>=  EE +AlL>L

#0)&9" / #0)&9- .+%). EEHP>= EEHP>= EE +A:L>L

" 19 ) +*$)/9$)!* ) +*$)/93)!* EEHP>= EEHP>=  Il[EB<:MBHG +A:L>
"9 .- - EEHP>= EEHP>= IIEB<:MBHG +A:L>
.19 - 1$1$ / 19 - /$1$ /9-+ EEHP>= EEHP>= IIEB<:MBHG +A:L>
"19%" .1 $" ./ EEHP>= EEHP>= IIEB<:MBHG +A:L>
"9 - 1$$ / - I8/ EEHP>= EEHP>= IIEB<:MBHG +A:L>
1>KLBHG +N;EBLA>=
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+ (.I><B?B<:MBHG +

Request Response Outside of a session  Session Session phases

" 19& 49+ $-9%)!* & 49+ $-9%)I* EEHP>= EEHP>= IIEB<:MBHG +A:L>
. 19& 49+ $-93)1* . 19& 49+ $-99)1*9 & EEHP>= EEHP>= IIEB<:MBHG +A:L>
" 19( .0- ()/9 3/).$%)9™*" ( .0- ()/9 3/).$%)9*" EEHP>= EEHP>=  IIEB<:MBHG +A:L>
" [9.0++*- [ 91)/9/4+ . O++* [ 91)/9/4+ . +KHAB;BM>= EEHP>= IIEB<:MBHG +A:L>
.0.-$ 91)/9/4+ . .0.-$ 91)/9/4+ 9 & +KHAB;BM>= EEHP>= IIEB<:MBHG +A:L>
)91y 1)9 & +KHAB;BM>= EEHP>= IIEB<:MBHG +A:L>
- . +%) 9%19- 4 ->LIHGL> MH *KB@BG:E ->JN>LM  EEHP>= EEHP>= EE +A:L>L

EE HMA>KL EE HMA>KL EEHP>= +KHAB;BM>3HM |IEB<;E>

>> - +%) 9819- 4 K>IN>LM =>L<KBIMBHG ?HK =>M:BEL +KHAB;BM>=PA>G DD D D
H EEHP>=PA>G DD D D |

8.7 Concurrent SPDM message pr ocessing

/ABL <E:NL> =>L<KB;>L MA> LI><B?B<:MBHGL :G= K>IJNBK>F>GML ?HK A:G=EBG@ <HG<NKK>GM HO>KE:IIBG@ .+ ( K>IN>LN
F>LL:@>L

$? :G >G=IHBGM <:G :<M L ;HMA : ->LIHG=>K :G= ->IN>BWPKA:EE ;> ;;E> MH L>G= K>JN>LM F>LL:@>L :G= K>LIHGL>
F>LL:@>L BG=>I>G=>GMER

8.8 Requir ements for R equesters

->JN>LM>K LA:EE GHM A:O> FNEMBIE> HNMLM:G=BG@ K>JN>LML MH MA> L:F> ->LIHG=>K PBMABG : <HGG><MBHG PBMA
?HEEHPBG@ >Q<>IMBHGL
V LMA>"/91 -.$*) KS3IN>LM :G=1 -.$*) K>LIHGL> F>LL:@>L <E:NL>=>L<KB;>L :->JN>LM>K <:G BLLN>:
D MH : ->LIHG=>K MH K>L>M MA> <HGG><MBHG :M :GR MBF> >0>G B? MA> ->JN>LM>K A:L >QBLMBG@ HNM
K>IN>LML MH MA> L:F> ->LIHG=>K

V $G MAAK@> .+ (F>LL:@> MK:GL?>K F><A:GBLABG@E> E:K@> .+ ( K>IJN>LM F>LL:@> :G=: LBG@E>
D K>JIN>LM <:G ;> HNMLM:G=BG@ :M MA> L:F> MBF>

G HNMLM:G=BG@ K>JN>LM BL : K>JN>LM PA>K> MA> K>JN>LM F>LL:@> A:L ;>@NG MK:GLFBLLBHG MA> <HKK>LIHG=BG@
K>LIHGL> A:L GHM ;>>G ?NEER K><>BO>= :G= MA> K>JN>LM BL GHM : K>MKBHBS@<KBMNEIBGE>GML

$? MA> ->IN>LM>K A:L L>GM : K>JN>LM MH : ->LIHG=>K :G= P:GML MH L>G=: LN;L>JN>GM K>JN>LM MH MA> L:F>
->LIHG=>K MA>G MA> ->JN>LM>K LA:EE P:BM MH L>G= MA> LN;L>IN>GM K>JN>LM NGMBE :?M>K MA> ->IJN>LM>K <HFIE>M>
MA> ?HEEHPBG@ :<MBHGL

V -><>BO>L MA> K>LIHGL> ?KHF MA> ->LIHG=>K ?HK MA> HNMLM:G=BG@ K>JN>LM

+N;EBLA>= 1>KLBHG
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217

+ 4+ (.I><B?B<:MBHG

V / BF>L HNM P:BMBG@ ?HK : K>LIHGL>

V -><>BO>L :G BG=B<:MBHG ?KHF MA> MK:GLIHKM E:R>K MA:M MK:GLFBLLBHG H? MA> K>JN>LM F>LL:@> ?:BE>=
V [A> ->IN>LM>K >G<HNGM>KL :G BGM>KG:E >KKHK HK ->L>M

V /A>->IN>LM>K L>G=L: D MH K>BGBMB:EBS> MA> L>LLBHG

->IN>LM>K FB@AM L>G= LBFNEM:G>HNL K>JN>LM F>LL2@ksGNMH-=BIHG=>KL

8.9 Requir ements for R esponder s

->LIHG=>K BL GHM K>JNBK>= MH IKH<>LL FHK> MA:G HG> K>JN>LM F>LL:@> :M : MBF> >0>G :<KHLL <HGG><MBHGL PBMN
?HEEHPBG@ >Q<>IMBHGL

V L MA>"/91 -.$*) K>IN>LM :G= 1 -.$*) K>LIHGL> F>LL:@>L <E:NL>=>L<KB;>L :->IJN>LM>K <:G BLLN>:
D MH : ->LIHG=>K MH K>L>M : <HGG><MBHG :M :GR MBF> >0>G B? MA> ->JN>LM>K A:L >QBLMBG@ HNMLM:(
K>IN>LML MH MA> L:F> ->LIHG=>K

V $G MAAK@> .+ ( F>LL:@> MK:GL?>K F><A:GBLABG@E> E:K@> .+ ( K>IJN>LM F>LL:@> :G=: LBG@E>
D K>IN>LM <:G ;> HNMLM:G=BG@ :M MA> L:F> MBF>

V ->MKB>L <:G ;> BLLN>= FNEMBIE> MBF>L MH MA> L:F> ->LIHBEBK @ K>INBK>F=BG>L

->LIHG=>K MA:M BL GHM K>:=R MH :<<>IM : G>P K>JN>LM F>LL:@> HK IKH<>LL FHK> MA:G HG> HNMLM:G=BG@ K>JN>LM :
MBF> ?KHF MA> L:F> ->IJN>LM>K LA:EE >BMA>K K>LIHG= PBNi&ALG:@> H? --*-* S 0.4 HK LBE>GMER =BL<:K= MA>
K>IN>LM F>LL:@>

$? : ->LIHG=>K BL PHKDBG@ HG : K>IN>LM F>LL:@> ?KHF : ->3Mst MbKHG=>K <:G K>LIHG= PBMA :G
F>LL:@>H? -** S04

$? : ->LIHG=>K >G:;E>L LBFNEM:G>HNL <HFFNGB<:MBHGL PBMA FNEMBIE> ->JN>LM>KL MA> ->LIHG=>K BL >QI><M>= MH
=BLMBG@NBLA MA> ->IN>LM>KL ;R NLBG@ F><A:GBLFL MA:M :K> HNMLB=> MA> L<HI> H? MABL LI><B?B<:MBHG

8.10 Transcript and transcr ipt hash calculation r ules

/A> MK:GL<KBIM BL : <HG<:M>G:MBHG H? MA> IK>L<KB;>= ?NEE F>LL:@>L HK F>LL: @G RB=E<iL BBAHSK

F>LL:@> BL MK:GL?>KK>= BG <ANGDL HGER MA> <HFIE>M> F>LL:@> MA:M BL ;NBEM ;R MA> <HG<:M>G:MBHG H? <ANGD I:
LA:EE ;> :==>= MH MA> MK:GL<KBIM HGL>NsAWMERL<KBIM A:LA BL MA> A:LA H? MA> MK:GL<KBIM NLBG@ MA> G>@HMB:|
A:LA :E@HKBMAF # ' HK 3/ # H? IHK F>LL:@>L MA:M :K> >G<KRIM>= MA> |IE:BGM>QM

F>LL:@>L :K> NL>= BG MA> MK:GL<KBIM 2A>K> : MK:GL<KBIM BG=B<:M>L MA:M MA> A:LA H? MA> LI><B?B>= <>KMB?B<:M>
NL>= MA> A:.LA H? MA> <>KMB?B<:M> <A:BG BL <:E<NE:M>= HO>K MA> LI><B?B>7 $EKMB?BANBYBARBRS L

<A:BG ?HKF#%#L<KB;>L (>LL:@>L MA:M <HGMKB;NM> MH : MK:GL<KBIM F:R ;> HIMBHG:E :G= HK <HG=BMBHG:E :G= PBEE HC
<HGMKB;NM> MH : MK:GL<KBIM B? BLLN>= .N<A F>LL:@>L :K> B=>GMB?B>= ;R MA> M>QM B? BLLN>= BG MA> MK:GL<KBIN\
: @BO>G F>LL:@> B? BM =H>L GHM A:0> MA> B? BLLN>= M>QM BG MA> MK:GL<KBIM =>?BGBMBHG MA>G BM BL K>JNBK
MA> MK:GL<KBIM 2A>G :G >G=IHBGM <:E<NE:M>L MA> MK:GL<KBIM A:LA HO>K : L>KB>L H? F>LL:@>L MA> >G=IHBGM LA:E
;HMA MA> >0QBLM>G<> :G= MA> HK=>K H? MA> F>LL:@>L :L LI><B?B>= ;R >:<A MK:GL<KBIM A:LA <:E<NE:MBHG KNE>

1>KLBHG +N;EBLA>=
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9 Timing r equir ements

/:E> [/ BFBG@ LI><B?B<:MBHG ?HK .+ ( F>LILA#RL MA> MBFBG@ LI><B?B<:MBHGL ?HK ->JN>LM>KL :G= ->LIHG=>KL

$? MA> ->IN>LM>K =H>L GHM K><>BO> : K>LIHGI>HERIMEBE> :<<HK=BA@ER>IN>LM>K <:G K>MKR : K>JN>LM

F>LL:@> K>MKR H?:K>IN>LM F>LL:@> LA:EE ;> : <HFIE>M> K>MK:GLFBLLBHG H? MA> HKB@BG:E .+ ( K>IJN>LM F>LL:@>
IKHF MA> [>KLI><MBO> H? : ->IN>LMSHIKR H? : K>3IJN>LM F>LL:@> BL MA> K>MK:GLFBLLBHG H? MA> HKB@BG:E .+ (
K>JN>LM HG> HK FHK> MBF>L BG LN<<>LLBHG =BK><MER ?HEEHPBG@ MA> MK:GLFBLLBHG H? MA> HKB@BG:E .+ ( K>JN>
[>KLI><MBO> H? : ->LIHG=>K>MKR H? : K>JN>LM F>LL:@> BL MA> K><>IMBHG H? MA> L:F> .+ ( K>JN>LM HG> HK FHK>
MBF>L BG LN<<>LLBHG :LLNFBG@ MA:M MA> MK:GLIHKM K><>BO>L FA<<@+IBBGS HKFKKIN>LML :K>

=BZK>GM B? MA> O:EN>L H? :GRBMMEB2G MA>F BG PAB<A <:L> MA> ->LIHG=>K PBEE IKH<XKMBNERB?

$? MA> MK:GLIHKM BL GHM K>EB:;E> MA>G MA> ->LIHG=>K LAHNE= LNIIHKM K>MKR ;R B=>GMB?RBG@ PA>MA>K : K><>BC
K>MKB>= HG> HK : G>P HG> $? MA> ->LIHG=>K LNIIHUARGKMAKR>LIHGL> MH : K>MKB>= K>JN>LM LA:EE ;> B=>GMB<:E MH
MA> HKB@BG:E K>LIHGL> $? MA> MK:GLIHKM BL K>EB:;E> MA>G MA> ->LIHG=>K F:R LNIIHKM K>MKR

/A> ->LIHG=>K LA:EE GHM K>MKR .+ ( K>LIHGL> F>LL:@>L $M BL NG=>KLMHH= MA:M MA> MK:GLIHKM IKHMH<HE L <:G K>V
;NM MABL BL HNMLB=> MA> L<HI> H? MABL LI><B?B<:MBHG

9.1 Timing measur ements

O0GE>LL HMA>KPBL> LM:M>= : ->JN>LM>K LA:EE F>:LNK> MBFBG@ |:K:F>M>KL :IIEB<;;E> MH BM ?KHF MA> >G= H? : LN<<>Ll
MK:GLFBLLBHG H? :G .+ ( K>IN>LM MH MA> ;:>@BGGBG@ H? MA> K><>IMBHG H? MA> <HKK>LIHG=BG@ .+ ( K>LIHGL> 2BM/
>Q<>IMBHG H? :->LIHG=>K LA:EE F>:LNK> MBFBG@ I:K:F>M>KL :IIEB<;;E> MH BM ?KHF MA> >G= H? MA> K><>IMBHG H? M,
+ (K>IN>LM MH MA> ;>@BGGBG@ H? MK:GLFBLLBHG H? MA> K>LIHGL> /A> K>INBK>F>GM :LLNF>L MA:M MA> ->LIHG=>K ,
BFF>=B:M> :<<>LL MH MA> MK:GLIHKM

9.2 Timing p arameters

$G ;E> [/ BFBG@ LI><B?B<:MBHG ?HK .+ ( F>LLMBFBG@ |:K:F>M>KL :IK2>KBGMB:M>= BGMH MPH <:M>@HKB>L MA>
MBFBG@ |:K:F>M>KL ?HK GHG <KRIMH@K:IAB< HI>KG®GHBMG&:> MBFBG@ |:K:F>M>KL ?HK <KRIMH@K:IAB< HI>K:MBHGL

J IA>MBFBG@ I:K:F>M>KL :K=BSGMB:M>= BG MABL F:GG>K MH :EEHP : ->LIHG=>K MH K>JN>LM :==BMBHG:E MBF> ?H|
<KRIMH@K:IAB< HI>K:MBHGL /A> MBFBG@ |:K:F>M>KL :IlER MH GHKF:E <HG=BMBHGL :G= LHF> HI>K:MBHGL F:R M:D>
:==BMBHG:E MBF> BG LHF> LBMN:MBHGL !'HK BGLM:G<> : ->LIHG=>K F:R G>>= :==BMBHG:E MBF> MH IKH<>LL : GHG
<KRIMH@K:IAB< HI>K:MBHG ;><:NL> H? :GHMA>K HI>K:MBHG BG IKH@K>LL HK LHF> HMA>K <HG=BMBHG $G MABL <:L> M,
->LIHG=>K LA:EE K>LIHG=PBMA :G F>LL:@>H? --** S +¥. ¥/ 4 MH BG=B<:M> MA:M BM G>>=L FHK>
MBF>

IA> ->LIHG=>K <:G K>JN>LM MBF> ;>RHG= ?HK :GR GHG <KRIMH@K:IAB< HI>K:MBHG HMA>K MA:G .BG<>

D L>KO>L :L : K>L>M MH MA> <HGG><MBHG : ->IJN>LM>K FBE®AM L>GK>IN>LML :L INB<DER :L
:EEHP>=;R1 NGMBE BM K><>BO>L : K>LIHGL> /A> ->LIHG=>K LA:EE GHM K>LIHG= MPBMA :G
F>LL:@>H? --** S +%. % 4

+N;EBLA>= 1>KLBHG
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9.3 Timing specification table

/A> Ownership <HENFG H2E> [/

4+ (.I><B?B<:MBHG

BFBG@ LI><B?B<:MBHG ?HK .+ ( F>LILI2:B?B>L PA>MA>K MA> MBFBG@

:K:F>M>K :IIEB>L MH MA> ->LIHG=>K HK ->JN>Lk&ncapsulated requests MA> ->JN>LM>K LA:EE <HFIER PBMA MA>
MBFBG@ |:K:F>M>KL PA>K@©WM#ership BG=B<:M>L : ->LIHG=>K

Table 7 N T iming specification for SPDM messages

Timing parameter

-1

Ownership

->JN>LM>K

Value

>> MA> =>L<KBIMBHG

Units

YL

Description

IABL O:EN> LA:EE ;> MA> PHKLM
<:L> KHNG= MKBI MK:GLIHKM
MBFBG@

/A> O:EN> LA:EE ;> MA> PHKLM
<:L> MHM:E MBF> ?HK MA>
<HFIE>M> MK:GLFBLLBHG :G=
=>EBO>KR H? :G .+ (

F>LL:@> KHNG= MKBI :M MA>
MK:GLIHKM E:R>K L /A>:<MN:E
O:EN> ?HK MABL I:K:F>M>K BL
MK:GLIHKM HK F>=B: LI><B?B<
HMA MA> :<MN:E O:EN> :G=
AHP :G >G=IHBGM H;M:BGL MABL
O:EN> :K> HNMLB=> MA> L<HI>
H? MABL LI><B?B<:MBHG
->IJN>LM>K LA:EE F>:LNK> MABL
MBFBG@ |:K:F>M>K ?KHF MA>
>G=H? : LN<<>LL?NE
MK:GLFBLLBHG H? :G .+ (
K>IN>LM MH MA> :>@BGGBG@ H?
MA> K><>IMBHG H? MA>
<HKK>LIHG=BG@ .+ (

K>LIHGL> E>LLU  HK
=>|>G=BG@ HG MA> ->IN>LM

1>KLBHG

+N;EBLA>=
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Timing parameter Ownership Value Units  Description

/ABL O:EN> LA:EE ;> MA>
F:QBFNF :FHNGM H? MBF> MA>
->LIHG=>K A:L MH IKHOB=>:
K>LIHGL> NG=>K GHKF:E
<HG=BMBHGL MH K>JN>LML MA:M =H
GHM K>JNBK> <KRIMH@K:IAB<
IKH<>LLBG@ LN<A :L MA>

D

D HK

A ->LIHG=>K YL P

K>IN>LM F>LL:@>L
S>> [E> |
"9 + $'$/$ . K>IN>LM
F>LL:@> ?HKF:ME> [
" /91 -.$*) K>IN>LM
F>LL:@> ?HKF:NG= | ;;E>

[
) "*I$ 19 "*-$/#(.
K>JN>LM F>LL:@> ?HKF:M

/ABL O:EN> LA:EE ;> MA>
FBGBFNF :FHNGM H? MBF> MA>
->JN>LM>K LA:EE P:BM ;>?HK>
BLLNBG@ : K>MKR ?HK K>JN>LML
/ ->JN>LM>K | YL MA:M =H GHM K>JNBK>
<KRIMH@K:IAB< IKH<>LLBG@

IHK =>M:BEL L>> MA>
MBFBG@ I:K:F>M>K

+N;EBLA>= 1>KLBHG



Timing parameter

Ownership

->IN>LM>K :G= ->LIHG=>K

Value

3+

Units

YL

4+ (.I><B?B<:MBHG

Description

/ QIHG>GM BL K>IHKM>= BG

MA> D

K>IN>LM F>LL:@> :G=
K>LIHGL>

F>LL:@>

/ABL I:K:F>M>K BL :IIEB<:;E>
MH ;HMA : ->LIHG=>K :G=
->JN>LM>K :L MAOwnership
<HENFGL LAHPL .I><B?B<:EER
?HK : ->IN>LM>MABL ?B>E=BL
JAIEB<:;E> PA>G MA>
->IN>LM>K IKHOB=>L :
K>LIHGL> MA:M K>JNBK>L
<KRIMH@K:IAB< IKH<>LLBG@
LN<A :L BG MA> FNMN:E
:NMA>GMB<:MBHG IHKMBHG H? :
D ?EHRA>G
MA> ->IN>LM>K IKHOB=>L :
K>LIHGL> MA:M K>JNBK>L
<KRIMH@K:IAB< IKH<>LLBG@ MA>
->JN>LM>K LA:EE F>:LNK>
MBFBG@ CNLM L : ->LIHG=>K
PHNE=

/ABL MBFBG@ |:K:F>M>K LA:EE
> MA> F:QBFNF :FHNGM H?
MBF> MA> >G=I|HBGM A:L MH
IKHOB=> :GR K>LIHGL>
K>IJNBKBG@ <KRIMH@K:IAB<
IKH<>LLBG@ NG=>K GHKF:E
<HG=BMBHGL LN<A :L MA>

D HK

K>IN>LM
F>LL:@>L $? MA> ->LIHG=>K
<:GGHM K>LIHG= PBMABG
MA> ->LIHG=>K LA:EE K>LIHG=
PBMA :G F>LL:@> H?
xS %) % 4

MH BG=B<:M> MA:M BM G>>=L FHK>
MBF>

S>> [GE> |

"9 + $'$/$ . K>IN>LM
F>LL:@> ?HKF:M:E> [
N<<>LL?NE + $'$/$.
K>LIHGL> F>LL:@> ?HKF:M
[5E> [

"/9( .0- ().

K>JIN>LM F>LL:@> ?HKEG#

1>KLBHG
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Timing parameter

Ownership

->JN>LM>K

>LIHG=>K

Value

3+%))/

Units

YL

YL

Description

I5E> [#")
K>IN>LM F>LL:@> ?HKF:M

/ABL O:EN> LA:EE ;> MA>
FBGBFNF :FHNGM H? MBF> MA>
->JN>LM>K LA:EE P:BM ;>?HK>
BLLNBG@ : K>MKR ?HK K>JN>LML
MA:M K>JNBK> <KRIMH@K:IAB<
IKH<>LLBG@

IHK =>M:BEL L>> MA>
MBFBG@ |:K:F>M>K

/ABL O:EN> LAEE ;> MA>
K><HFF>G=>= :==BMBHG:E
:FHNGM H? MBF> BG
FB<KHL><HG=L MA:M MA>
->LIHG=>K G>>=L MH
<HFIE>M> MA> K>JN>LM>=
<KRIMH@K:IAB< HI>K:MBHG
2A>G MA> ->LIHG=>K <:GGHM
<HFIE>M> <KRIMH@K:IAB<
IKH<>LLBG@ K>LIHGL> PBMABG
MA> MBF> BM LA:EE IKHOB=>

3+%))/ L LKM H? MA>

K>LIHGL> :L/ ;;E>
[ --*- K>LIHGL>
F>LL:@> ?HKF:MAHPL 'HK
=>M:BEL L>>
-k S ) K 4

BG:E> [
->LIHGL>)HM->:=R
>QM>G=>= >KKHK 2 MA>

3+%))/ O:EN> G
+ (->LIHG=>K F>:LNK>L
MA> O:EN> ?KHF MA> >G=
H? MA> MK:GLFBLLBHG H? MA>

F>LL:@> H?
xS ), % 4
MH MA> ;>@BGGBG@ H? MA>
K><>IMBHG H? MA> G>QM
DD K>IN>LM

F>LL:@>

+N;EBLA>=
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Timing parameter Ownership Value Units  Description

/ABL O:EN> LA:EE ;> MA>
:FHNGM H? MBF> MA:M MA>
->IN>LM>K LAHNE= P:BM ;>?HK>
BLLNBG@ MA>

DD K>JIN>LM
F>LL:@>:L /3E> |
-.+%) 9%19- 4
K>IN>LM F>LL:@> ?HKF:M
LAHPL

JA> ->IN>LM>K LA:EE
F>:LNK> MABL MBF> [:K:F>M>K
?KHF MA> K><>IMBHG H? MA>
K>LIHGL> MH MA>
MK:GLFBLLBHG H? MA>
DD K>JN>LM
2/ ->JIN>LM>K YL IA> ->IN>LM>K <:G BG<EN=>
MA> MK:GLFBLLBHG MBF> H? MA>
?KHF MA> ->LIHG=>K
MH ->IN>LM>K :L MBF> LI>GM
P:BMBG@ ?HKVMH >QIBK> 'HK
>Q:FIE> B?: ->LIHG=>K
BG=B<:M>L BL MPH L><HG=L
:G= MA> K>LIHGL>
M:D>L HG> L><HG= MH
MK:GLIHKM MH MA> ->JN>LM>K
MA> ->JIN>LM>K HGER G>>=L MH
P:BM :G :==BMBHG:E HG>
L><HG= NIHG K><>IMBHG H? MA>
K>LIHGL>

IHK =>M:BEL L>> MA>
MBFBG@ I:K:F>M>K

1>KLBHG +N;EBLA>=
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Timing parameter

2l (Q

Ownership

->JN>LM>K

Value

Units

YL

Description

/ABL O:EN> LA:EE ;> MA>
F:QBFNF P:BM MBF> MA>
->JN>LM>K A:L MH BLLN> MA>

D D K>IN>LM
F>LL:@> :L /B> |
- +*) 9%19- 4

K>IN>LM F>LL:@> ?HKF:M
LAHPL NGE>LL MA> ->JN>LM>K
BLLN>=: LN<<>LL?NE

DD K>IN>LM
F>LL:@> L /B> |
- .+%) 98%19- 4

K>IN>LM F>LL:@> ?HKF:M
LAHPL >:KEB#
->JN>LM>K LA:EE LM:KM
F>LNKBG@ MBF> ?KHF MA>
K><>IMBHG H? MA> ?BKLM
F>LL:@> H?

- S 4H) K 4
PBMA MA> L:F*¢) NGMBE

3 YL >E:IL>L HK MA>

<HKK>LIHG=BG@ ->LIHGL> BL
LN<<>LL?NEER K><>BO>=

?M>K MABL MBF> AL l:LL>=
MA> ->LIHG=>K BL :EEHP>= MH
=KHI MA> K>LIHGL> /A>

DD F>LL:@>
?HEEHPL MA> FHLM K><>GMER
K><>BO>= F>LL:@>
PBMA-** s

A, %4 PAB<A

LA:EE LI><B?R MA> P:BM MBF> ?HK

MA:M <R<E> /A> ->JN>LM>K

LA:EE M:D> BGMH :<<HNGM MA>

MK:GLFBLLBHG MBF> H? MA>
K>LIHGL> LU/ ;E>

[ --*- K>LIHGL>

F>LL:@> ?HKF:MAHPL ?KHF

MA> ->LIHG=>K MH ->JN>LM>K

PA>G <:E<NE:MBG@s3

I1A> O:EN> :lI>:KL BG
15E> [
->LIHGL>)HM->:=R
>QM>G=>= >KKHK =:M:

IA> ->LIHG=>K LAHNE=
>GLNK>MA:M 3 =H>L GHM
K>LNEM BG E>LL MAB®

+N;EBLA>=

1>KLBHG



Timing parameter

#>:KM;>:M+>KBH=

Ownership

->IN>LM>K :G= ->LIHG=>K

Value

1:KB:;E>

Units

4+ (.I><B?B<:MBHG

Description
=>M>KFBG:MBHG H?

S>>

o * S %), % 4
BG:E> [
->LIHGL>)HM->:=R
>QM>G=>= >KKHK =:M:

>>MASH -/ /
K>IN>LM :G=

#- /9 & K>LIHGL>
<E:NL>

1>KLBHG

+N;EBLA>=
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210 SPDM messages

A4 (F>LL:@>L <:G ;> =BOB=>= BGMH MA> ?HEEHPBG@ <:M>@HKB>L MxK+-CMIHKMMBH? L><NKBMR >Q<A:G@>L
>MP>>G : ->IN>LM>K :G= ->LIHG=>K

V :I;BEBMR =BL<HO>KR :G= G>@HMB:MBHG

V ->LIHG=>K B=>GMBMR :NMA>GMB<:MBHG

V (>:LNK>F>GM

V &R :@K>>F>GM ?HK L><NK> <A:GG>E >LM:;EBLAF>GM

234 10.1 Capability discov ery and negotiation

EE ->IN>LM>KL :G= ->LIHG=>KL LA:EE LNIIHEM D :G= D

IB@NK> [ :I;BEBMR =BL<HO>KR :G= G>@HMB:MBHBL?MAP AB@A E>O>E K>IJN>LM K>LIHGL> ?EHP :G= L>IN>G<> ?HK
MA> <:I;;BEBMR =BL<HO>KR :G= G>@HMB:MBHG

Figure 5 N Capability discovery and negotiation flow

|
/A> ->IN>LM>K L>G=L : W " |
" /91 -.$%) K>IN>LM 191 -%7) 41] IA> >LIHG=>K
F>LL:@> L 1-$% | L>G=L:1-$%
L,—ri" 9 + $'9/$ . j K>LIHGL> F>LL:@>
IA> ->IN>LM>K L>G=L:

"9+ $$/$ . K>IN>LM — +  $9/$.
F>LL:@>

IA> ->LIHG=>K
L>G=L:
+ 393

|
|
|

>M>KFBG> =>0B<> <I:;BEB | K>LIHGL> F>LL:@>
|
|
|
|

:G= ?>:MNK> LNIIHKM

YS9 TSI

IA> ->INSLM>K L>G=L : :
YS9 S NIHKM>=

K>JN>LM F>LL:@> MH ::O>KMFL> <KRIMH@K:IAB<

MA> LNIIHKM>= :E@HKBMAFL | ‘E@HKBMAF [L>M IA> >LIHG=>K
I L>E><ML MA> :E@HKBMAF
| - L>M :G=L>G=L:

IA> ->IN>LM>K NL>L MA> D‘i 0 G,

L>E><M>= <KRIMH@K:IAB<

K>LIHGL> F>LL:@>
:E@HKBMAF L>M ?HK :EE ?HEEHPBG@

>Q<A:G@>L NGMBE MA> G>QM
“ 91 -.$%) HK MA> G>QM I
K>L>M

<KRIMH@K:IAB<
‘E@HKBMAF [L>M

239 10.1.1 Negotiat ed state preamble

IA> vCA (Version-Capabilities-Algorithms) LA:EE ;> MA> <HG<:M>G:MBHG H? F>LLD@>L

+N;EBLA>= 1>KLBHG
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+ 4+ (.I><B?B<:MBHG

D D G= E:LM >Q<A:G@>= ;>MP>>G MA> ->IN>LM>K
:G= MA> ->LIHG=>K

$? MA> MPH >G=IHBGML =H GHM LNIIHKM L>LLBHG D>R >LM:;;EBLAF>GM PBMA MA> +.& +K> .A:K>= &>R HIMBHG HK B? M/
>G=IHBGML LNIIHKM +.& ;NM MA> G>@HMB:M>= <:I:;;BEBMB>L :G= :E@HKBMAFL :K> GHM IKHOBLBHG>= MH ;HMA >G=IHBGI
‘EHG@LB=> MA> +.& MA>G MA> ->IN>LM>K LA:HE BLLN> D :G= [b) MH

<HGLMKN<M

$? MA> ->LIHG=>K LNIIHKML <:<ABG@ MA> G>@HMB:Ni>sLM:M> MA> ->IN>LM>K FB@AM GHM BLLN>
D G= D $G MABL <:L> MA> ->IJN>LM>K :G= MA> ->LIHG=>K LA:EE LMHK> MA> FHLM
K><>GM L :KM H? MA>)>@HMB:M>= .M:M>

$? MA> MPH >G=IHBGML LNIIHKM L>LLBHG D>R >LM:;EBLAF>GM PBMA MA> +.& :G= B? MA> G>@HMB:M>= <:|:;;BEBMB>L :G=
MA> :G= H? ‘K> IKHOBLBHG>= MH ;HMA >G=IHBGML :EHG@LB=> MA> +.& MA>G MA> ->JN>LM>K LA:EE GHM BLLN
D :G= D

10.2 GET_VERSION equest and VERSION response messages

/ABL K>JN>LM F>LL:@> LA:EE K>MKB>0> MA> .+ ( O>KLBHG H? :G: #5=IHBGM-.$*) K>IN>LM F>LL:@>

?HKF:MAHPL MA> D K>JN>LM F>LL:@> ?HKF:M [GE> [ .N<<>LL?NE 1 -.$*) K>LIHGL> F>LL:@>
?HKF:MAHPL MA> K>LIHGL> F>LL:@> ?HKF:M
$G :EE ?NMNK> .+ (O>KLBHGL MA> :G= K>LIHGL> F>LL:@>L PBEE ;> ;:<DP:K= <HFI:MB;E> PBMA :EE

>:KEB>K O>KLBHGL

IA> ->IN>LM>K LA:EE ;>@BG MA> =BL<HO>KR IKH<>LL ;R L3¥5=BG@ : K>IJN>LM F>LL:@> PBMA MA> O:EN> H? MA>
-.$%) ?B>E=L>MHAIH EE ->LIHG=>KL LA:EE :EP:RL LNIIHKM MA> K>JN>LM F>LL:@> PBMA F:CHK

O>KLBH@I :G=IKHOB=>: K>LIHGL> <HGM:BGBG@ :EE LNIIHKM>= O>KIBHGL /9L -.$*)

K>JIN>LM F>LL:@> ?HKEH<KB;>L

/A> ->IN>LM>K LA:EE <HGLNEM MA> K>LIHGL> MH L>E><M : <HFFHG LNIIHKM>= O>KLBHG PAB<A LAHNE= ;> MA>

E:M>LM LNIIHKM>= <HFFHG O>KLBHG /A> ->JN>LM>K LA:EE NL> MA> L>E><M>= O>KLBHG BG :EE ?NMNK> <HFFNGB<:MBH

K>JN>LML ->JN>LM>K LA:EE GHM BLLN> HMA>K K>IN>LML NGMBE BM K><>BO>L KbNKGLE?0E B=>GMB?B>L :

<HFFHG O>KLBHG MA:M ;HMA LB=>L LNIIHKM ->LIHG=>K LA:EE GHM K>LIHG= MH MK>JN>LM F>LL:@> PBMA

:G F>LL:@> >Q<>IM ?HK- * L LI><B?B>= BG MABL <E:NL> /A> L>E><M>= O>KLBHG LA:EE ;> MA> O>KLBHG BG MA
-.$%) ?B>E= H? MA> ->IJN>LM HMA>KOMA:G BFF>=B:M>ER ?HEEHPBG® MA> K>IN>LM $? MA>

->IN>LM>K NL>L : O>KLBHG HMA>K MA:G MA> L>E><M>= O>KLBHG BG : ->JN>LM MA> ->LIHG=>K LAHNE= >BMA>K K>MNKC

F>LL:@>H? -** S -$%) $.(/# HK LBE>GMER =BL<:K= MA> ->JN>LM

->JN>LM>K <:G BLLN>: D K>IN>LM F>LL:@> MH : ->LIHG=>K :M :GR MBF> PAB<A L>KO>L :L :G >Q<>IMBHG
MH>INBK>F>GML ?HK ->IN>LIWHKIEEHP ?HK L<>G:KBHL PA>K> : ->JN>LM>K BL K>JNBK>= MH K>LM:KM MA> IKHMH<HE =N>
BGM>KG:E >KKHK HK ->L>M

?M>K K><>BOBG@ : CEB= K>JN>LM MA> ->LIHG=>K LA:EE BGO:EB=:M> LM:M> :G= =:M: :LLH<B:M>= PBMA :EE
IK>OBHNL K>JN>LML ?KHF MA> L:F> ->INHBM=KIBO> L>LLBHGL ;>MP>>G MA> ->JN>LM>K :G= MA> ->LIHG=>K :K>
M>KFBG:M>= :G= BG?HKF:MBHG LN<A :L L>LLBHG D>RL :G=L>LLBHG $ L ?HK MAHL> L>LLBHGL LAHNE= GHM ;> NL>=:GR)
==BMBHG:BEZBL F>LL:@> LA:EE <E>:K MA> IK>QB#iibER State B? :GRBG ;HMA MA> ->JN>LM>K :G= BML

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

<HKK>LIHG=BG@ ->LIHG&BGO:EB=D K>IN>LM MA:M K>LNEML BG MA> ->LIHG=>K K>MNKGBG@ :G >KKHK MH MA:
->JN>LM>K LA:EE GBI MA> <HGG><MBHG LM:M> /A>LL:@> KSLNEMBG@ ?KHF :G BBO:EB=  K>JN>LM
LA:EE A:O> MA> O:EN> H? M&$) ?B>E= L>MHdiH

?M>K L>G=BG@ MA>  K>LIHGL>?HK:D K>IN>LM B? MA> ->LIHG=>K <HFIE>M>L : KNGMBF> <H=> HK
<HG?B@NK:MBHG <A:G@> ?HK BML A:K=P:K> HK ?BKFP:K> F>.LNK>F>GM :G= MA> <A:G@NMEGINDAS >?

->LIHG=>K LA:EE >BMA>K LBE>GMER =BL<:K=:GR K>JN>LM K><>BO>= HNMLB=> H? : L>LLBHG HKKstlLfB= PBMA :G

H? -**S 0./ 4)# MH :GR K>JN>LM K><>BO>= HNMLB=> H? : L>LLBHWG NGMBE>JN>LM BL K><>BO>=

IHK K>JN>LML K><>BO>= PBMABG : L>LLBHG MA> ->LIHG=>K LA:EE ?HEEHP MA> L>E><M>= L>LLBHG IHEB<R MA:M MA> ->,
L>E><MLBEG> [.>LLBHG IHEB<R:M MA> MBF> H? L>LLBHG >LM:;EBLAF>GM

IB@NK> [ BL<HO>KBG@ MA> <HFFHG F:CHK QAKERHVEA> IKH<>LL

Figure 6 N Discovering the common major version

%%3$)( - ($#( A4<3 A4;3 @4>3 0%$)(-" ($#( @473
@4=3 @4<3 @4; @4>3 @4=3 @4<
Requester Responder

]
&! - $# 1 I
.(E-) ' (($# D <4;O( I‘FI— /91 -.$*) O>KLBHG :H C(SH HS" S

1-.$% " (%$H(
+ $#- ($# @4> |
I "19 +  $9/$. O>KLBHG >
| + $S. :
|
I YIS 19MR$MH(. 1 >KLBHG !
|
:4—'"*-$/#(.

[5E> ["/91 -.$%) KS>IN>LM F>LL:@> ?HKF:M LAHPL MA> D K>IN>LM F>LL:@> ?HKF:M

Table 8 N GET_VERSION request message format

Byte offset Field Size (bytes) Description
+ (1  >KLBHG AEE ;> H3H 1
AEE ;> H3PL D S>> [GE> [+ (

->IN>LM->LIHGL> H=>
K>IN>LM <H=>L

+N;EBLA>= 1>KLBHG



-+

Byte offset Field
+K:F
+K:F

4+ (.I><B?B<:MBHG

Size (bytes) Description

> >KO>=

->L>KO>=

/E> [ .N<<>LL?NE 1 -.$*) K>LIHGL> F>LL:@> ?HKF:M LAHPL MA> LN<<>LL?NE K>LIHGL> F>LL:@>

?HKF:M

Table 9 N Successful VERSION response message format

Byte offset Field

+(1 >KLBHG

->JN>LM->LIHGL> H=>

+KIF
+K:F
> >KO>=

1>KLBHG)NF;>K GMKR HNGM

1>KLBHG)NF;>K GMKR G

Size (bytes) Description

AEE ;> H3H 1

\AEE ;> H3HL S>> [GE> [+ (
K>LIHGL> <H=>L

->L>K0O>=

->L>KO>=

->L>K0O>=

INF;>K H? O>KLBHG >GMKB>L IK>L>GM BG MABL M;;E> G
;BM O>KLBHG >GMKR ;;E> [

1>KLBHG)NF;>K GMKR =>?BGBNBB®KR LAHNE= ;>
NGBJN>

/3E> [1 >KLBHG)NF;>K GMKR =>?BGRNBHGA>-.$*) 0( - )/-4 =>?BGBMBHGL =+ BHG >G<H=BHKIFHK>

=>M:BEL

Table 10 N V ersionNumberEntry definition

Bit offset Field

6 7 (:CHKI>KLBHG

6 7 (BGHK2KLBHG

6 7 0l=:M>1 >KLBHG)NF;>K
6 7 EIA:

Description

AEE ;> MA> O>KLBHG H? MA> LI><B?B<:MBHG A:OBG@ <A:G@>L MA:M :K>
BG<HFI:MB;E> PBMA HG> HK FHK> ?NG<MBHGL BG >:KEB>K F:CHK O>KLBHGL H? MA>
LI><B?B<:MBHG

AEE ;> MA> O>KLBHG H? MA> LI><B?B<:MBHG A:OBG@ <A:G@>L MA:M :K>
<HFI:MB;E> PBMA ?NG<MBHGL BG >:KEB>K FBGHK O>KLBHGL H? MABL F:CHK O>KLBF
LI><B?B<:MBHG

AEE ;> MA> O>KLBHG H? MA> LI><B?B<:MBHG PBMA >=BMHKB:E NI=:M>L >KK:M:
?BQ>L $G?HKF:MBHG:E B@GHK> PA>G <A><DBG@ O>KLBHGL ?HK BGM>KHI>K:;BEBI

A:EE ;> MA> IK> K>E>:L> PHKD BG IKH@K>LL O>KLBHG H? MA> LI><B?B<:MBHG
><NL> MA> +#  O:EN> K>IK>L>GML :G BG =>O>EHIF>GM O>KLBHG H? MA>
LI><B?B<:MBHG O>KLBHGL MA:M LA:K> MA> L:F> F:CHK :G= FBGHK O>KLBHG
GNF;>KL ;NM A:0> “BK>GM# O>KLBHGL FB@AM GHM ;> ?NEER
BGM>KHI>K:;E> ->E>:L>= O>KLBHGL LA:EE A:@> :®:EN> H? S>KH

H

1>KLBHG

+N;EBLA>=



+ (.I><B?B<:MBHG +

261 10.3 GET_CARBILITIES request and CAPABILITIES response messages

/ABL K>JN>LM F>LL:@> LA:EE K>MKB>0> MA> .+ ( <::;;BEBMB>L H? :G >G=IHBGM

[5E> ["19 + $'9$/$ . K>IN>LM F>LL:@> ?HKF:MLAHPL MA> D K>IN>LM F>LL:@> ?HKF:M
/E> [.N<<>LL?NE + $'$/$ . K>LIHGL> F>LL:@> ?HKF:M LAHPL MA> K>LIHGL> F>LL:@>
?HKF:M

/5E> [E:@ ?B>E=L =>?BGBMBHGL ?HK MA> -3+ AHPVMA> ?E:@ ?B>E=L =>?BGBMBHGL ?HK MA> ->IN>LM>K
'BD>PBLY ;;E> [!E:@ ?B>E=L =>?BGBMBHGL ?HK MA> ->LAHP{SMA> ?E:@ ?B>E=L =>?BGBMBHGL ?HK MA> ->LIHG=>K
/H IKHI>KER LNIIHKM MK:GL?>KKBG@ H? .+ ( F>LL:@>L MA> ->IN>LM>K :G= ->LIHG=>K LA:EE BG=RLBB>UPH ;N?

V *G> ?HK K><>BOBG@ : LBG@E> .+ ( MK:GL?>K <)EE$5=
V *G>?HK BG=B<:MBG@ MA>BK F:QBFNF BGK+BSE?NR IKH<>LLBG@ : LBG@E> :LL>F;E>= K><>BO>= .+ (
F>LL:@><:EE>=3 ("$5

==BMBHG:BER® ->IJN>LM>K :G= ->LIHG=>K <:G A:0> : MK:GLFBMKN2 MK:GLFBM MK LBS> BL GHM <HFFNGB<:M>=
MH MA> HMA>K .+ (>G=IHBGM ;NM BM <:G ;> E>LL MA:3 MA> H? MA> K><>BOBG@ .+ ( >G=IHBGM

HMA MA> ->IN>LM>K :G= ->LIHG=>K LA:EE LNIIHKM : FBGBFNF LBS> ?HK ;HMA MA> MK:GLFBFPGMK><>BO> ;N?
LN<<>LL?NEER MK:GL?>K .+ (F>LL:@>L /A> FBGBFNF LBS> BL K>?>K#&>~-yIH $5 9 IHK MABL O>KLBHG H?
MA> LI><B?B<:MBHG$MA>.! - $5 LA:EE ;> /ABL O:EN>BL MA>LBS> BG ;RM>L H? MA> .+ ( F>LL:@> PBMA
MA> E:K@>LM LBS> ?KHF MABL EBLM :LLNFBG@ :EE ?B>E=L :K> IK>L>GM

V D

\% ‘LLNFBG@ GH O>KLBHGL K>MNKG>=<HGNIBKL.BHGL B&") 0( - )/-4 :G= O>KLBHG >GMKB>L :K>
GHM =NIEB<:M>=

D
PBMA- (I BG MA>D K>JN>LM L>M MH
D NLBG@ MA> LBS> H? MA> .+ (#>:=>K ?HK MA> LBS>#HMA>?B>E=
D D NLBG@ MA> F:QBFNF LBS> H? F>LL:@> ?HK MA> LBS> H? MA> -* 0./ ?B>E=
D
D

NLBG@ MA> LBS> H? .+ (#>:=>K ?HK MA> LBS> H®MA> ?B>E=
NLBG@ MA> F:QBFNF LBS> ?HI(MA> /

< < <K < < < K<

IA> D K>IN>LM PBMA QM>G=>=<:I:;;BEBMB>L -BM H2M MH : O:EN>H? BL HGER :EEHP>=B? ;HMA
MA> ->IN>LM>K :G= ->LIHG=>K LNIIHKM:KI@> .+ ( F>LL:@> MK:GL?>K F><A:GBLF D sSI $? MA>

D K>IJN>LM L>ML BM HP MH : O:EN>H? MA>G MA> ->LIHG=>K LA:EE NL> MA> O:EN> ?HK

/-)-$5 :G= 3 ("$5 ?KHF MA> K>JN>LM ?HK MA> MK:GLFBLLBHG H? MA>K>LIHGL>
->LIHG=>K <:G K>IHKM MA:M BM G>>=L MH MK:GLFBM MA> K>LIHGL> BG LF:EE>K MK:GL?>KLERUL>@=B&D :G

SRS ), $? MA>D K>IJN>LM L>ML BM HP  MH:O:EN>H? :G=MA>->LIHG=>K
=H>L GHM LNIIHKM'M&> .+ ( F>LL:@> MK:GL?>K F><A:GBLF D SH MA> ->LIHG=>K LA:EE L>G=:G

F>LL:@>H? -** S)1'$ ,0./

+N;EBLA>= 1>KLBHG



Table 11 N GET_CAP ABILITIES request message format

Byte offset

Field Size (bytes)

+(1 >KLBHG

->IN>LM->LIHGL> H=>

+K:F

+K:F

> >KO>=

/ QIHG>GM

> >KO>=

IE:@L

‘M:/ K:GL?>K.BS>

4+ (.I><B?B<:MBHG

Description

AEE ;> MA> -3
O>KLBHG

L =>L<KB;>=BG (

AEE ;> H3I D
A+ (K>IN>LM <H=>L

S>> [GE> |

A:EE ;> MA>>QM>G=>= <I:;;BEBMB>L MH BG<EN=> BG MA>
K>LIHGL>
V. BM $?L>MBG MA>K>IN>LML MA> ->LIHG=>K LA:EE
BG<EN=> MA> .NIIHKM>= E@HKBMAFL EH<D BG BML
K>LIHGL> B? BM LNIIHKML MABL
>QM>G=>= <:|;;BEBMRIA> ->IN>LM>K =H>L GHM
LNIIHKM MA> "K@> .+ ( F>LL:@> MK:GL?>K
F><A:GBLF D SH MABL ;BM LAEE ;>
V EE HMA>K O:EN>L K>L>KO>=

> >KO>=
> >KO>=

\A:EE ;>>QIHG>GM H? ;;.L> PAB<A BL NL>= MH
<E<NE:M>

>> [E> [/ BFBG@ LI><B?B<:MBHG ?HK .+ (
F>LL:@>L

/A> >IN:MBHG ?HK LAEE ;> )
FB<KHL><HG=L YL

IHK >Q:FIE> B? 3+%))/ BL BL
YL

> >KO>=

>> [5E> [IE:@ ?B>E=L =>?BGBMBHGL ?HK MA>
->JN>LM>K

/ABL ?B>E= LA:EE BG=B<:M> MA> F:QBHNEBS2 BG
;RM>L H? MA> ->IN>LM>K ?HK K><>BOBG@ : LBG@E> :G=
<HFIE>M> .+ ( F>LL:@> PAHL> F>LL:@> LBS> BL

E>LL MA:G HK >JN:E MH MA> O:EN> BG MABL ?B>E= /A> O:EN>

H? MABL ?B>E= LA:EE ;> >JN:E MH HK @K>:M>K MA:G

$) /-)1-$5 IA> [ -)1-$5 LAEE
>Q<EN=> MK:GLIHKM A>:=>KL >G<KRIMBHG A>:=>KL :G=
( /ABL ?B>E= A>EIL MA> L>G=>K H? MA> .+ (

F>LL:@> DGHP PA>MA>K HK GHM BM G>>=L. MH NMBEBS> MA>

"K@> .+ (F>LL:@> MK:GL?>K F><A:GBLF

1>KLBHG

+N;EBLA>=



+ (.I><B?B<:MBHG

Byte offset Field Size (bytes)

(:Q.+ (FL@.BS>

Table 12 N Successful CAP ABILITIES response message format

Byte offset Field Size (bytes)

+(1 >KLBHG

->JN>LM->LIHGL> H=>

+K:F

+K:F

> >KO>=

Description

$? MA> ->IN>LM>K LNIIHKMIK@A>.+ ( F>LL:@>

MK:GL?>K F><A:GBMABL ?B>E= LA:EE BG=B<:M> MA>
F:QBFNF LBS> BG ;RM>L H? MA> BGMZKGHE ;N?

->JN>LM>K NL>= MH K>:LL>F;E> : LBG@E> :G=
<HFIE>SM*K@> .+ (F>LL:@> /ABL ?B>E= LA:EE ;>
@K>:M>K MA:G HK >JN:E-NIH $5 /ABL

iN?2>K LBS> BL FHLM A>EI?NE PA>G MK:GL?>KKBG@ : "K@>
.+ (F>LL:@> BG FNEMBIE> <ANGDL ;><:NL> BM M>EEL

MA> L>G=>K PA>MA>K HK GHM MA>K> BL >GHN@A F>FHKR
?HK MA> ?NEER K>:LL>F;E>= .+ ( F>LL:@>

$? MA> ->IN>LM>K =H>L GHM LNIIHKM MA> “K@> .+ (
F>LL:@> MK:GL?>K F><A:GBLF MABL ?B>E= LA:EE ;>

>JIN:E MH MAE-).! - $5 H? MA> ->JN>LM>K
Description

AEE ;> MA> -$ L =>L<KB;>=BG (
O>KLBHG

AEE ;> H3NI S>> [GE> |

+ (K>LIHGL> <H=>L

A:EE ;> MA> >QM>G=>= <:|:;;BEBMB>L BG<EN=>= BG MA>
K>LIHGL>
V. BM $? MA> K>IN>LM F>LL:@> L>ML MA> .NIIHKM>=

E@HKBMAFL >QM>G=>= <:I;;BEBMR ;BM :G= MA>
->LIHG=>K LNIIHKML MABL >QM>G=>= <:I;;BEBMR
MA>G MA> ->LIHG=>K LA:EE L>M MABL ;BM BG MA>
K>LIHGL> :G= LA:EE BG<EN=> MA> .NIIHKM>=
E@HKBMAFL EH<D BG BML K>LIHGL>
$? MA> ->LIHG=>K =H>L GHM LNIIHKM MABL >QM>G=>=
<:I;BEBMR HK =H>L GHM LNIIHKM MA> "K@> .+ (
F>LL:@> MK:GL?>K F><A:GBLFD SH
MABL ;BM LA:EE ;>

V EE HMA>K O:EN>L K>L>KO>=

->L>KO>=

> >KO>=

+N;EBLA>=

1>KLBHG



+ 4+ (.I><B?B<:MBHG

Byte offset Field Size (bytes) Description

.A:EE ;> MA> >QIHG>GM H? ;;L> PAB<A NL>= MH
<E<NE:M>

>> [5E> [/ BFBG@ LI><B?B<:MBHG ?HK .+ (

F>LL:@>L
/ QIHG>GM
/A> >IN:MBHG ?HK LAEE ;> )
FB<KHL><HG=L YL
IHK >Q:FIE> B? 3+%))/ BL BL
YL
->L>KO>= ->L>KO>=
E@L >> [5E> [IE:@ ?B>E=L =>?BGBMBHGL ?HK MA>

->LIHG=>K

/ABL ?B>E= LA:EE BG=B<:M> MA> F:QBHNEBIS2 BG
;RM>L H? MA> ->LIHG=>K ?HK K><>BOBG@ : LBG@E> :G=
<HFIE>M> .+ ( F>LL:@> PAHL> F>LL:@> LBS> BL
E>LL MA:G HK >JN:E MH MA> O:EN> BG MABL ?B>E= /A> O:EN>
H? MABL ?B>E= LA:EE ;> >JN:E MH HK @K>:M>K MA:G

$) /-).-$5 IA> [ -)1-$5 LAEE
>Q<EN=> MK:GLIHKM A>:=>KL >G<KRIMBHG A>:=>KL :G=
( /ABL ?B>E= A>EIL MA> L>G=>K H? MA> .+ (
F>LL:@> DGHP PA>MA>K HK GHM BM G>>=L MH NMBEBS> MA>
"K@> .+ (F>LL:@> MK:GL?>K F><A:GBLF

‘M:/ K:GL?>K.BS>

$? MA> ->LIHG=>K LNIIHKML:M@&> .+ ( F>LL:@>

MK:GL?>K F><A:GBMABL ?B>E= LA:EE BG=B<:M> MA>
F:QBFNF LBS> BG ;RM>L H? MA> BGM2KGHE ;N?

->LIHG=>K NL>= MH K>:LL>F;E> : LBG@E> :G=
<HFIE>M>K@> .+ (F>LL:@> /ABL ?B>E=LA:EE ;>
@K>:M>K MA:G HK >IN:E-H $5 /ABL

iN7?>K LBS> BL FHLM A>EI?NE PA>G MK:GL?>KKBG@ : "K@>
.+ (F>LL:@> BG FNEMBIE> <ANGDL ;><:NL> BM M>EEL

MA> L>G=>K PA>MA>K HK GHM MA>K> BL >GHN@A F>FHKR
?HK MA> ?NEER K>:LL>F;E>= .+ ( F>LL:@>

(:Q.+ (FL@.BS>

$? MA> ->LIHG=>K =H>L GHM LNIIHKM MA> "K@> .+ (
F>LL:@> MK:GL?>K F><A:GBLF MABL ?B>E= LA:EE ;>
>IN:E MH MAB-).! - $5 H? MA> ->LIHG=>K

$? IK>L>GM MABL ?B>E= LASSE ;> BG LBS> :G= MA>

?HKF:M H? MA> ?B>E= LA:EE ;> ;L =>L<KB|pKBG=
‘E@HKBMAFL ;E$%<BM H?-(I =H>L GHM BG=B<:M>

MA:M MA> NIIHKM>= E@HKBMAF >QM>G=>= <:|;;BEBMR BL
BG<EN=>= BG MABL K>LIHGL> MA>G MABL ?B>E= LA:EE ;>
L>GM

NIIHKM>= E@HKBMAFL E@.BS>HK

L =>L<KB;>= BG HMA>K I:KML H? MABL LI><B?B<:MBHG : ->JN>LM>K HK ->LIHG=>K <:G K>0O>KL> KHE>L HK M:D> HG ;HMA K

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

<>KM:BG .+ ( F>LL:@>L :G= ?EHPL /ANL :G .+ (>G=IHBGM <:GGHM L>G=: "K@> .+ ( F>LL:@> MA:M >Q<>>=L MA>

3 ("$5 H? MA> K><>BOBG@ .+ ( >G=IHBGM .I><BWB<INERVIBG@ .+ ( >G=IHBGM LA:EE GHM L>G=: K>JN>LM
MA:M >Q<>>=L MA> LBSz H? $5 H? MA> K>LIHG=BG@ .+ ( >G=IHBGM 'BD>PBL> : K>LIHG=BG@ .+ ( >G=IHBGM
LA:EE GHM L>G=: K>LIHGL> MA:M >Q<>>=L. MA>3LBS33H? H? MA> K>IJN>LMBG@ .+ (>G=IHBGM $? MA>LBS>H?:
K>LIHGL> F>LL:@> >Q<>>=L MA> LBS> HB3MA>$5 H? MA> K>IN>LMBG@ .+ (>G=IHBGM MA> K>LIHG=BG@ .+ (
>G=IHBGM LA:EE K>LIHG= PBMA :GF>LL:@> H? --*-* S .+%), ** " $? MA> LBS> H? : K>JN>LM F>LL:@>
>Q<>>=L MA> LBS> H? BIAE" $5 H? MA> K>LIHG=BG@ .+ ( >G=IHBGM MA> K>LIHG=BG@ .+ ( >G=IHBGM LA:EE
>BMA>K K>LIHG=PBMA :G F>LL:@>H? -** S 0./ * - HK LBE>GMER =BL<:K= MA> K>JN>LM :GBMBHG:EER
.+ (>G=IHBGM BL >QI><M>= MH IKHOB=> @K:<>?NE >KKHK A:G=EBG@ 7tK HQFK2EHRNG=>K?EHP IKHM><MBHG BG
MA> >0>GM MA:M BM K><>BO>L :G .+ ( F>LL:@> MA:M >Q<3>1$BML

/5E> [E:@ ?B>E=L =>?BGBMBHGL ?HK MA> -3 ABRMMA> ?E:@ ?B>E=L =>?BGBMBHGL ?HK MA> ->IN>LM>K

0GE>LL HMA>KPBL> LM:M>= B? : ->JN>LM>K BG=B<:M>L LNIIHKM ?HK: <:I:;BEBMR :LLH<B:M>= PBMA :G .+ ( K>JN>LM HK
K>LIHGL> F>LL:@> BM F>:GL MA> ->JN>LM>K <:G K><>BO> MA> <HKK>LIHG=BG@ K>IJN>LM :G= IKH=N<> : LN<<>LL?NE
K>LIHGL> $G HMA>K PHK=L MA> ->JN>LM>K BL :<MBG@ L : ->LIHG=>K MH MA:M .+ ( K>JN>LM :LLH<B:M>= PBMA MA:M
<:1:;BEBMRHK >Q:FIE> B? : ->JN>LM>K L>ML MA> ;BM MH MA> ->IJN>LM>K <:G K><>BO®»:

K>IN>LM :G=L>G=;:<D : LN<<>LL?NE K>LIHGL> F>LL:@>

" $5 BL MA> LBS> H2MIKKM>= :E@HKBMAFL ;BANMA> NIIHKM>= E@HKBMAFL EH<D BL GHM BG<EN=>= BG MA>
K>LIHGL> MA>G M@w+*-/ "*-$/#(. ?B>E= LA:EE ;> :;;L>GM

Table 13 N Flag fields definitions for the Requester
Byte offset Bit offset Field Description
->L>KO>= ->L>KO>=

$? L>M ->IN>LM>K LA:EE LNIIHKM  :G=
K>LIHGL> F>LL:@>L .A:EE ;>H B?

- 9+
MA> ->IN>LM>K =H>L GHM LNIIHKM :LRFF>MKB<
:E@HKBMAFL
49 + DEPRECATED: $? L>M ->JN>LM>K LA:EE LNIIHKM
D K>LIHGL> F>LL:@>
6 7 ->>KO>= ->L>KO>=

$? L>M ->IN>LM>K LA:EE LNIIHKM F>LL:@> >G<KRIMBHG
BG : L><NK> L>LLBHG $? L>M PA>G MA> ->JN>LM>K

)-  4+H9 + <AHHL>L MH LM:KM : L><NK> L>LLBHG MA> ->JN>LM>K
LA:EE L>G=HG> H? MA> >LLBHG .><K>ML Q<A:G@>
K>IN>LM F>LL:@>L LNIIHKM>= ;R MA> ->LIHG=>K

+N;EBLA>= 1>KLBHG



+ 4+ (.I><B?B<:MBHG

Byte offset Bit offset Field Description

$? L>M ->JN>LM>K LA:EE LNIIHKM F>LL:@>
:NMA>GMB<:MBHG BG : L><NK> L>LLBHG $? L>M PA>G MA>
->JN>LM>K <AHHL>L MH LM:KM : L><NK> L>LLBHG MA>
->JN>LM>K LA:EE L>G= HG> H? MA> >LLBHG .><K>ML

(9 + Q<A:G@> K>IN>LM F>LL:@>L LNIIHKM>= ;R MA>
->LIHG=>K D BL GHM MA> L:F>:L MA> BG
MA> 0./- -$14 / HK 4% - -$14 /

?B>E=L H? >LLBHG .><K>ML Q<A:G@> :G= .>LLBHG
><K>ML IBGBLA F>LL:@>L

(0/9 0/#9 + $? L>M ->JN>LM>K LA:EE LNIIHKM FNMN:E :NMA>GMB<:MBHG

$? L>M ->IN>LM>K LA:EE LNIIIBKM
& 4939 + K>JN>LM F>LL:@> $? L>MD HK D
LAEE ;> L>M

+K> A:K>= &>R <:I;;BEBMB>L H? MA> ->IN>LM>K
V HH ->JN>LM>K LA:EE GHM LNIIHKM +K> .A:K>=
&>R <:1:;;BEBMB>L

67 +.&9 + V. H ->IN>LM>K LA:EE LNIHKM +K> A:K>= &R
V IH G=1 ->L>KO>=
$? LNIIHKM>= D HK D LAEE ;> L>M

$? L>M ->IN>LM>K LA:EE LNIIHKM

D D D
D D :G=
D D F>LL:@>L ==BMBHG:EER

MA> MK:GLIHKM F:R K>JNBK> MA> ->JN>LM>K MH LNIIHKM
) +9 + MA>L> F>LL:@>L
D P:L IK>OBHNLER =>IK><:M>= ;><:NL>
:LB< FNMN:E :NMA>GMB<BUBEHK><:M>=
>|K><:MBHG BL K>FHO>= LBG<> LHF> F>LL:@>L LN<A
L D =H GHM K>JNBK> FNMN:E :NMA>GMB<:MBHG
;NM LMBEE K>JNBK>

$? L>M ->IN>LM>K LA:EE LNIIHKM
F>LL:@>L

$? L>M ->IJN>LM>K LA:EE LNIIIBKM
F>LL:@>L

& 490+ 9 +

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

Byte offset Bit offset Field Description

$? L>M MA> ->IN>LM>K <:G LNIIHKM : ->LIHG=>K MA:M

<:G HGER L>G=:G= K><>BO> :EE .+ (F>LL:@>L

>Q<A:G@>= =NKBG@ MA> .>LLBHG #:G=LA:D> +A:L> BG

MA> <E>:K LN<A L PBMAHNM >G<KRIMBHG :G=F>LL:@>
:NMA>GMB<:MBHG IEB<:MBHG =:M: BL >G<KRIM>= :G= HK
‘NMA>GMB<:M>= NLBG@ MA> G>@HMB:M>= <KRIMH@K:IAB<
‘E@HKBMAFL :L GHKF.E .>MMBG@ MABL ;BM E>:=L MH
<A:G@>L BG MA> <HGM>GML H? <>KM:BG .+ ( F>LL:@>L

;L =BL<NLL>= BG HMA>K I:KML H? MABL LI><B?B<:MBHG

$? MABL ;BM BL <E>:K>= MA> ->IN>LM>K LB@G:EL MA:M BM
K>JNBK>L >G<KRIMBHG :G= HK F>LL:@> :NMA>GMB<:MBHG
H? .+ (F>LL:@>L >Q<A:G@>= =NKBG@ MA> >LLBHG
#:G=LA:D> +A:L>
#) #8&9$)9/#9" -9 +

$? MA> ->IN>LM>K LNIIHKML +K> .A:K>= &>RL

D BLHI  :G==H>L GHM LNIIHKM :LRFF>MKB<
D>R >Q<A:G@>D D BLH MA>G MABL ;BM LA:EE
> S>KH $? MA> ->IN>LM>K =H>L GHM LNIIHKM
>G<KRIMBHG :G= F>LL:@> :NMA>GMB<:MBHG MA>G MABL ;BM
LAEE ;> S>KH

$G HMA>K PHK=L MABL ;BM BG=B<:M>DPA>MA>K

.G= D BL BGOHEO>= :<<HK=BG@ER BG MA>
A:G=LA:D> IA:L> H? : L><NK> L>LLBHG HK ;HMA
>G<KRIMBHG :G= F>LL:@> :NMA>GMB<:MBHG <:I:;;BEBMB>L
K> =BL:;;E>= BG MA> L>LLBHG A:G=LA:D> IA:L> H?:

L><NK> L>LLBHG

$? L>M MA> IN;EB< D>R H? MA> ->JN>LM>K P:L
IKHOBLBHG>= MH MA> ->LIHS=MK:GLIHKM E:R>K BL

+09& 49$9 + K>LIHGLB;E> ?HK B=>GMB?RBG@ MA$&MABE>K
<> MA> D :G= DD H? MA>
->JN>LM>K LA:EE ;A

$? L>M ->IN>LM>K LA:EE LNIKgRM. + (

#0)&9 +
) F>LL:@> MK:GL?>K F><A:GBSLL:@>L

6 7 ->L>KO>= > >KO>=

+N;EBLA>= 1>KLBHG



+ 4+ (.I><B?B<:MBHG

Byte offset Bit offset Field Description
IA> D K>LIHGL> <:I:;;BEBMB>L H? MA>
->IN>LM>K
V  HH /A>->IN>LM>K =H>L GHM LNIIHKM
D K>LIHGL> <:I:;BEBMB>L
V. H /A>->IN>LM>K LNIIHKML MA>
6 7 +O$)*9 + D K>LIHGL> ;NM <:GGHM I>K?HKF

LB@G:MNK> @>G>K:MBHG ?HK MABL K>LIHGL>
V IH /A>->JN>LM>K LNIIHKML MA>
D K>LIHGL> :G= <:G @>G>K:M>
LB@G:MNK>L ?HK MABL K>LIHGL>
V I ->L>KO>=

->L>KO>= ->L>KO>=

$? L>M MA> ->IN>LM>K Bl>@V )HMB?B>K O>GM

1)9 +
F><A:GBLF?HK =>M:BEL

AEE ;> MA> (NEMBIE> LRFF>MKB< &>R <:I;;BEBMB>L H?
MA> ->JN>LM>K
V' HH ->IN>LM>K LA:EE GHM LNIIbigM
A((-$ 4 <:I;;BEBMB>L
V H  ->JIN>LM>K LA:EE HGER LNIb4&M
A 4 <:I;;BEBMB>L
V IH ->JN>LM>K LA:EE LNIIHKN$+
A(-$ 4 <:I;;BEBMB>L :G=->LIHG=>K <:G
6 7 (0" /$9& 49 + NL> ,0./-07$ 4%) " L (NEMBIE>
LRFF>MKB< &>R )>@HMBHHRKKB;>L
V 1 ->L>KO>=
$?2 L>MMH HKIH  MA> ->IN>LM>K LA:EE LNIIHKM
FHK> MA:G HG> D>R |:BK ?HK :M E>:LM HG> :LRFF>MKB<
‘E@HKBMAF ?HK NL> BG ->IN>LM>K :NMA>GMB<:MBHG LN<A
'L BG FNMN:E :NMA>GMB<:MBHG $G MA> <:L>H? FNMN:E
‘:NMA>GMB<:MBHG MA>L> :K>MA> D>R |:BKL ;>EHG@BG@ MH
MA> ->IN>LM>K

6 7 ->>KO>= ->L>KO>=

[5E> [E:@ ?B>E=L =>?BGBMBHGL ?HK MA> ->LAHP>MA> ?E:@ ?B>E=L =>?BGBMBHGL ?HK MA> ->LIHG=>K

0GE>LL HMA>KPBL> LM:M>= B? : ->LIHG=>K BG=B<:M>L LNIIHKM ?HK : <:I:;;BEBMR :LLH<B:M>= PBMA :G .+ ( K>JN>LM HK
K>LIHGL> F>LL:@> BM F>:GL MA> ->LIHG=>K <:G K><>BO> MA> <HKK>LIHG=BG@ K>IN>LM :G= IKH=N<> : LN<<>LL?NE
K>LIHGL> 'HK >Q:FIE> B? : ->LIHG=>K L>ML MA&> :BM MH MA> ->LIHG=>K <:G K><>BO>D

K>IN>LM :G=L>G=;:<D : LN<<>LL?NE K>LIHGL> F>LL:@>

Table 14 N Flag fields definitions for the Responder

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG

Byte offset Bit offset Field
#9 +
- /9 +
#'9 +
6 7 (.9 +

Description

$? L>M MA> ->LIHG=>K LA:EE LNIIHKM MA> :;;BEBMR
MH <:<A> MARegotiated State :<KHLL : ->L>M
/ABL :EEHPL MA> ->JN>LM>K MH LDBI K>BLLNBG@
MA> D D :G=

D K>JN>LML :?M>K :
->L>M /A> ->LIHG=>K LA:EE <:<A> MA>
L>E><M>= <KRIMH@K:IAB< :E@HKBMAFL :L HG> H?
MA> [:K:F>M>KL H? MA> )>@HMB:M>= .M:M> $? MA>
->JN>LM>K <AHHL>L MH LDBI BLLNBG@ MA>L>
K>JIN>LML :?M>K MA> ->L>M MA> ->IN>LM>K LA:EE
:ELH <:<A> MA> L:F> L>E><M>= <KRIMH@K:IAB<
:E@HKBMAFL

$? L>M ->LIHG=>K LA:EE LNIIHKM :G=

K>LIHGL> F>LL:@>L .A:EE ;>
H B? MA> ->LIHG=>K =H>L GHM LNIIHKM
LRFF>MKB< :E@HKBMAFL

$? L>M ->LIHG=>K LA:EE LNIIHKM
D K>LIHGL> F>LL:@>

K>LIHGL> <:I:;;BEBMB>L H? MA>
->LIHG=>K
V HH /A>->LIHG=>K LA:EE GHM LNIIHKM
K>LIHGL> <:I:;BEBMB>L
V H  /A>->LIHG=>K LA:EE LNIIHKM
K>LIHGL> ;NM <:GGHM
I>K?HKF LB@G:MNK> @>G>K:MBHG ?HK MABL
K>LIHGL>
V IH /A>->LIHG=>K LA:EE LNIIHKM
K>LIHGL> :G=<:G
@>G>K:M> LB@G:MNK>L ?HK MABL K>LIHGL>
Vo ->L>KO>=

JHM> MA:M :I:KM ?KHE=2MBG @
MABL <:I:;BEBMR :E2+ML +:K:F H?
+K:F H? D

+KIF H? D :G= MA>
(>:LNK>F>GM.NFF:KR#:LA ?B>E= H?

D D D .G=

D D >> MA> K>LI><MBO>
K>IN>LM :G= K>LIHGL> <E:NL>L ?HK ?NKMA>K
=>M:BEL

+N;EBLA>=

1>KLBHG



Byte offset

Bit offset

4+ (.I><B?B<:MBHG

Field Description

V H LEKMH? K>LIHGL>
F>LL:@> MA> ->LIHG=>K F:R K>MNKG
MA:M P>K> <HFINM>= =NKBG@
MA> E:LM ->LIHG=>K L ->L>M
V | /A>->LIHG=>K LA:EE LNIIHKM

(.9-4#9 +
K><HFINMBG@ :EE PBMAHNM
K>INBKBG@ : ->L>M :G= LA:EE :EP:RL K>MNKG
?K>LA L KM H?

K>LIHGL> F>LL:@>

$? L>M ->LIHG=>K LA:EE LNIIHKM F>LL:@>
)- 4+9 + >G<KRIMBHG BG : L><NK> L>LLBHG $? L>M
D HK D D LAEE ;> L>M
:<<HK=BG@ER MH BG=B<:M> LNIIHKM

$? L>M ->LIHG=>K LA:EE LNIIHKM F>LL:@>
‘:NMA>GMB<:MBHG BG : L><NK> L>LLBHG $? L>M
D HK D D LAEE ;> L>M
:<<HK=BG@ER MH BG=B<:M> LidIIHKMBL
(9 + GHM MA> L:F>:L MA> BG MA>
0./- -84 HK
4 - 814/ ?B>E=L H? .>LLBHG
><K>ML Q<A:G@> :G= .>LLBHG .><K>ML
IBGBLA F>LL:@>L

$? L>M ->LIHG=>K LA:EE LNIIHKM FNMN:E
(0/9 0/#9 +
:NMA>GMB<:MBHG

$? L>M ->LIHG=>K LA:EE LNIIHKM

& 4939 + D D K>LIHGL> F>LL:@> $? L>M
D HK D LA:EE ;> L>M
-i#- 4 <:I;;BEBMB>L H? MA>
->LIHG=>K

V HH ->LIHG=>K LA:EE GHM LNIIHKM
#- 4 <:I:;BEBMB>L

V HI  ->LIHG=>K LA:EE LNIIHKM
#- 4 ;NM =H>L GHM IKHOB=>
->LIHG=>K HGM>QM ?HK L>LLBHG D>R
=>KBO:MBHG

V IH ->LIHG=>K LA:EE LNIIHKM
#- 4 :G=IKHOB=>L
->LIHG=>K HGM>QM ?HK L>LLBHG D>R
=>KBO:MBHG

Vo ->L>KO>=

+.&9 +

$? LNIIHKM>= D HK D LAEE
> L>M

1>KLBHG

+N;EBLA>=



+ (.I><B?B<:MBHG +

Byte offset Bit offset Field Description

$? L>M ->LIHG=>K LA:EE LNIIHKM

D D :G=
D D F>LL:@>L
==BMBHG:BER MK:GLIHKM F:R K>JNBK> MA>
) 49 + ->LIHG=>K MH LNIIHKM MA>L> F>LL:@>L
D P:L IK>OBHNLER =>|K><:M>=
;><:NL> :LB< FNMN:E :NMA>GMB<BUBHG
=>|K><:M>= >|K><:MBHG BL K>FHO>= LBG<>
LHF>F>LL:@>L LN<A:L D =H GHM
K>INBK> FNMN:E :NMA>GMB<:MBHG ;NM LMBEE K>JNBK>
D

$? L>M ->LIHG=>K LA:EE LNIIHKM
F>LL:@>L

$? L>M ->LIHG=>K LA:EE LNIIHEM
F>LL:@>L

& 490+ 9 +

$? L>M MA> ->LIHG=>K <:G HGER L>G=:G=
K><>BO> F>LL:@>L PBMAHNM >G<KRIMBHG :G=
F>LL:@> :NMA>GMB<:MBHG =NKBG@ MA> .>LLBHG
#:G=LA:D> +A:L> $?L>M D D LA:EE

:ELH ;> L>M .>MMBG@ MABL ;BM E>:=L MH <A:G@>L
BG MA> <HGM>GML H? <>KM:BG .+ ( F>LL:@>L

;L =BL<NLL>= BG HMA>K |:KML H? MABL
LI><B?B<:MBHG

$? MA> ->LIHG=>K LNIIHKML +K> .A:K>= &>RL

#) #8&9$)9#9" -9 + D BLHI  :G==H>L GHM LNIIHKM
LRFF>MKB< D>R >Q<A:G@> D BL
H MA>G MABL ;BM LA:EE ;> S>KH $? MA>
->LIHG=>K =H>L GHM LNIIHKM >G<KRIMBHG :G=
F>LL:@> :NMA>GMB<:MBHG MA>G MABL ;BM LA:EE ;>
S>KH

$G HMA>K PHK=L MABL ;BM BG=B<:M>L PA>MA>K
F>LL:@> :NMA>GMB<:MBHG :G= HK >G<KRIMBHG

D :G= D ‘K> NL>= BG MA>
A:G=LA:D> IA:L> H? : L><NK> L>LLBHG

$? L>M MA> IN;EB< D>R H? MA> ->LIHG=>K P:L
IKHOBLBHG>= MH MA> ->JNAENHKGLIHKM
E:R>K BL K>LIHGLB;E> ?HK B=>GMB?RBG@ MA>
->IN>LM>I$G MABL <:L> MAD

D D :G= DD H? MA>
->LIHG=>K LA:EE ;>H

+09& 49$9 +

+N;EBLA>= 1>KLBHG



+ 4+ (.I><B?B<:MBHG

Byte offset Bit offset Field Description

$? L>M ->LIHG=>K LA:EE LNIIHK> .+ (

#0)&9 +
F>LL:@> MK:GL?>K F><A:GBLEL:@>L

$? L>M MA> ->LIHG=>K LA:EE NL:$MA>
FH=>E .>>$=>GMBMR IKHOBIBHGBMMBEL

$? L>M ->LIHG=>K LA:EE LNIIHKM
D D K>LIHGL> F>LL:@>L

$? L>M ->LIHG=>K LA:EE LNIIHKMK>LIHGL>
-9 + F>LL:@>L $? MABL ;BM BL >4
LA:EE ;> L>M

$? L>M ->LIHG=>K F:R K>MNKG :G
F>LL:@>H? -*-* S ./ ,0$- MH
- 19%)./ "9-./9 + <HFIE>M> : <>KMB?B<:M> IKHOBLBHGBG@ K>JN>LM $?
MABL ;BM BL LBMD LA:EE ;> L>M :G=
D <G;>L>M

IA> D K>LIHGL> <:I:;BEBMB>L H?
MA> ->LIHG=>K
V. HH /A>->LIHG=>K LA:EE GHM LNIIHKM
D K>LIHGL> <:I;;BEBMB>L
V HI  /A>->LIHG=>K LA:EE LNIIHKM MA>
D K>LIHGL> ;NM <:GGHM
6 7 +9%)I*9 + I>K?HKF LB@G:MNK> @>G>K:MBHG ?HK MABL
K>LIHGL>
V IH  /A>->LIHG=>K LA:EE LNIIHKM MA>
D K>LIHGL> :G= <:G
@>G>K:M> LB@G:MNK>L ?HK MABL K>LIHGL>
VA ->L>KO>=

$? L>M ->LIHG=>K LA:EE LNIIHKM
("9 + D D K>LIHGL>
F>LL:@>

$? L>M MA> ->LIHG=>K BD:&M )HMB?E>K

1)/9 +
0>GM F><A:GBLEHK =>M:BEL

1>KLBHG +N;EBLA>=



282

284

+ (.I><B?B<:MBHG +

Byte offset Bit offset Field Description

.A:EE ;> MA> (NEMBIE> LRFF>MKB< &>R
<:1;;BEBMB>L H? MA> ->LIHG=>K
V  HH ->LIHG=>K LA:EE GHM LNIIHKM
0/$+ 4((/-$ 4 <:I;;BEBMB>L
V HI  ->LIHG=>K LA:EE HGER LNIIHKM
0/$+ 4((/-$ 4 <:I;;BEBMB>L
V IH ->LIHG=>K LA:EE LNIIHK®V$+
A8 4 <:I;;BEBMB>L :G=
6 7 (0" /$9& 49 + ->IJN>LM>K <:G NL>
%) 0% 4%) L (NEMBIE>
LRFF>MKB< &>R )>@HMBF#BKKB;>L
V 11 ->L>KO>=

$? L>MMH HKIH MA> ->LIHG=>K LA:EE
LNIIHKM FHK> MA:G HG> D>R I:BK ?HK :M E>:.LM
HG> :LRFF>MKB< :E@HKBMAF ?HK MA> .+ (
<HGG><MBHG MH NL> BG ->LIHG=>K
:NMA>GMB<:MBHG

$? L>M ->LIHG=>K LA:EE LNIIHKM

D D K>LIHGL> F>LL:@>L $? MA>
" [9& 49+ $-9%)1*9 +
->LIHG=>KL>ML D D MABL ;BM LA:EE
:ELH ;> L>M

$? L>M ->LIHG=>K LA:EE LNIIHKM

. 49+ -9$)1*9 +
108 49 SR DD DD K>LIHGL> F>LL:@>

6 7 ->L>KO>= >L>KO>=

$G MA> <:L> PA>K> :G .+ ( BFIE>F>GM:MBHG BG<HKK><MER K>MNKGL :G BEE>@:E <HF;BG:MBHG H? <:I;;BEBMR ?E:@L :L M
=>?BG>= ;R MABL LI><B?B<:MBHG ?HK >QFIE> BL L>M ;NM ;HM®& D :G= D K> <E>K>= MA>

?HEEHPBG@ @NB=:G<> BL IKHOB=>= $? : ->LIHG=>K =>M><ML :G BEE>@:E <:I:;BEBMR ?E:@ <HF;BG:MBHG K>IHKM>= ;R M
->JN>LM>KBM LA:EE BLLN>:G F>LL:@>H? --** S)1'$ 0./

10.3.1 Suppor ted algor ithms block

/A> NIIHKM>= E@HKBMAFL EH<D K>IHKML :EE HIMBHGL ?KHF MASLIHGL> MA:M :K> LNIIHKM>= ;R MA>

->LIHG=>K /A> .NIIHKM>= E@HKBMAFL EH<D LA:EE <HG?HKFEAH MA>/$ 19 "*-$/#(. K>IN>LM

F>LL:@> ?HKF:MBG<EN=BG@ :EE ?B>E=[1 ?KHAAKHN@A MA> >G= H? MA> F>LL:@> BG<ENLBO> 2A>G <HGLMKN<MBG@ M/
NIIHKM>= E@HKBMAFL EH<D MA> ->LIHG=>K LA:EE ?HEEHP :EE K>INBK>F>GML TGKIMWEE LINFIBESBML :G=

O:EN>L MA:M K>?E><M :E@HKBMAFL MA:M MA> ->LIHG=>K LNIIHKML

10.4 NEGOTIATE_AIGORITHMS request and AL GORITHMS response
messages

/ABL K>JN>LM F>LL:@> LA:EE G>@HMB:M> <KRIMH@K:IAB< :E@HKBMAFL $G .+ ( MA>->JN>LM>K BLLN>L

+N;EBLA>= 1>KLBHG



+ 4+ (.I><B?B<:MBHG

D MH BG=B<:M> PAB<A <KRIMH@K:IAB< :E@HKBMAF L BM LNIIHKML ?HK >:<A MRI> H? <KRIMH@K:IAB<
HI>K:MBHG :G= MA> ->LIHG=>K L>E><ML HG> :E@HKBMAF H? >:<A MRI> NLBG@KMAHGL> F>LL:@> /A>
L>E><M>= :E@HKBMAFL LA:EE ;> NL>= ?HK :EE K>E>0:GM <KRIMH@K:IAB< HI>K:MBHGL ?HK MA> =NK:MBHG H? MA> <HGG
<KBM>KB: : ->LIHG=>K NL>L MH =>M>KFBG> PAB<A :E@HKBMAF MH L>E><M PA>G FHK> MA:G HG> :K> LNIIHKM>= ;R ;HMA
>G=IHBGML :K> HNMLB=> MA> L<HI> H? MABL LI><B?B<:MBHG

IB@NK> [#LABG@ :E@HKBMAF L>E><MBHG BEHENEMK:M>L AHP MPH >G=IHBGML G>@HMB:M> : ;:.L> A.LABG@
'E@HKBMAF G=IHBGM BLLN>LD K>IN>LM F>LL:@> :G=>G=IHBGM K>MNKGL : L>E><M>= FNMN:EER
LNIIHKM>= E@HKBMAF BG MA> K>LIHGL>

Figure 7 N Hashing algorithm selection: Example 1

Requester Responder
| |

I —-ﬁ'
‘ "9 + $5/$.
,%0%3%")(# | - NIHKML #

G=# : G=#
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@K>> HG # Al "G # J >E><M #
|
i If supported B " " r B
Sl : 198" /. |
I " K>MNKGL # =B@>LM
$"
| N | )
| |~~~ T~~~ a0
| m==rh "19 - M$/————ﬂ | |
1 - |
| $1$ . N
I
I_————I - —— - - - - - - — — T — — | -
[ Woupported | #y BY HG< |
| L #")' 90/# :BM >KM A:BG#:LA |
R [ 1:G= (LNK>F>GM.NFF:KR#LA  BM)HG<> |
Esupported N "19( .0- (). —ﬁ |
upported | |
| 1 (.0-(). i |
S [

$? MA> ->IN>LM>K :G= ->LIHG=>K LNIIHKM GH <HFFHG :E@HKBMAFL H? : :KMB<NE:K MRI> MA> ->LIHG=>K LA:EE BLLN>:G
K>LIHGL> F>LL:@> PBMA :EE :IIKHIKB:M> L>E><MBHG ?B>E= O:EN>L L>M MH S>KH MH BG=B<:M> MA:M GH L>E>
F:=> /A> ->LIHG=>K LAHNE= K>LIHG= MH :EE LN;L>IJN>GM K>JN>LML ;R MABL ->JN>LM>K PBMA.:@> H?

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

-** S 0. 4)# /A> ->LIHG=>K F:R <HGMBGN> MH HI>K:M> PBMA EBFBM>= ?NG<MBHG:EBMR ?HK HI>K:MBHGL M/
GHM K>JNBK> G>@HMB:M>= <KRIMH@K:IAB< :E@HKBMAFL

->JN>LM>K LA:EE GHM BLLN> :D K>IN>LM F>LL:@> NGMBE BM K><>BO>L : LN<<>LL?NE
K>LIHGL> F>LL:@>

?M>K : ->IN>LM>K BLLN>L : D K>IJN>LM BM LA:EE GHM BLLN> :GR HMA>K .+ ( K>JN>LML PBMA MA>
>Q<>IMBHG H? NGMBE BM K><>BO>L : LN<<>LL?NE K>LIHGL> F>LL:@>

IHK >:<A :E@HKBMAF MRI> : ->LIHG=>K LA:EE GHM L>E><M ;HMA :G .+ ( >GNF>K:M>= :E@HKBMAF :G=:G >QM>G=>=
:E@HKBMAF

IA> + (IKHMH<HE :<<HNGML ?HK MA> IHLLB;BEBMR MA:M ;HMA >G=IHBSML BLLN> K>JIN>LM F>LL:@>L
BG=>I>G=>GMER H? >:<A BEAAMABL <:L> MA> >G=IHBGM ->IJN>LM>K :G=>G=IHBGM ->LIHG=>K <HFFNGB<:MBHG [:BK
FB@AM L>E><M>KBGM :E@HKBMAF ?KHF MA> HG> L>E><M>= ;R MA> >G=IHBGM ->JN>LM>K :G=>G=IHBGM ->LIHG=>K
<HFFNGB<:MBHG |:BK

[5E> [)™$ [ 9 "*-$/#(. K>IN>LM F>LL:@> ?HKF:M LAHPL MA> D K>JIN>LM
F>LL:@> ?HKF:M

Table 15 N NEGOTIA TE_ALGORITHMS request message format

Byte offset Field Size (bytes) Description
AEE ;>MA>  -$% L =>L<KB;>=BG (
+(1 >KLBHG
O>KLBHG
.A:EE ;> H3K D S>> [ GE>

->JN>LM->LIHGL> H=>
[ .+ (K>IN>LM <H=>L

A:EE ;> MA> GNF;>K H? :E@HKBMAF LMKN<MNK> M:;E>L BG

+:K:F

MABL K>JN>LM NLBG@Y
+K:F >L>KO>=

.A:EE ;> MA> E>G@MA H? MA> >GMBK> K>JN>LM F>LL:@> BG
>G@MA ‘RM>L '>G@MA LA:EE ;> E>LL MA:G HK >JN:E MH

JRM>L

BM F:LD /A> (>:LNK>F>GM LI><B?B<:MBHG ?B>E= ?HKF:M
M:;E>=>?BG>L MA> ?HKF:M ?HK MABL ?B>E= HK >:<A
=>?BG>= F>LNK>F>GM LI><B?B<:MBHG : ->JN>LM>K
LNIIHKML MA> ->JN>LM>K <:G L>M MA> :lIIKHIKB:M> ;BML

(>:LNK>F>GM.I><B?B<:MBHG

AEE ;> MA> L>E><MBHG ;BM F:LD

BM6 7 .>>*:JN> :M:!HKF:M .NIIHKM :G=

*MASK+:K:FL.NITHKM >E><MBHGE>
T BM 67 /ABL ?B>E= LA:EE :> MA>
+) 015 4%) 2B>E= (NEMBIE> LRFF>MKB<

&>R )>@HMB:MBHEGKB;>L
BML6 7 ->L>KO>=

+N;EBLA>= 1>KLBHG



+ 4+ (.I><B?B<:MBHG

Byte offset Field Size (bytes) Description

A:EE ;> MA> ;BM F:LD EBLMBG@ ->JN>LM>K LNIIHKM>=

.+ (>GNF>K:M>= :.LRFF>MKB< D>R LB@G:MNK>

:E@HKBMAFL ?HK MA> INKIHL> H? LB@G:MNK> O>KB?B<:MBHG $?
MA> ->JN>LM>K =H>L GHM LNIIHKM :GR K>JN>LM

K>LIHGL> I:BK MA:M K>JNBK>L LB@G:MNK> O>KB?B<:MBHG MABL
O:EN> LA:EE ;> L>M MH S>KH $? MA> ->JN>LM>K PBEE GHM
L>G=:GR K>JN>LML MA:M K>JNBK> : LB@G:MNK> MABL O:EN>
LAHNE= ;> L>M MH S>KH$>M ;> MA> LBS> H? MA>

LB@G:MNK> BG ;RM>L

vV RM> BM /+(9"9-...9 PA>K>
$")
V RM> BM /+(9"9-.+..9 PA>K>
$")
V. RM> BM /+(9"9-...9 PA>K>
$")
V. RM> BM /+(9"9-.+.9 PA>K>
$")
V. RM> BM
/+(9™9 .9 9)$./9+ PA>K>
:L>LRF E@H $") ;RM> K ?HEEHP>=;R ;RM>L
V RM> BM /+(9"9-...9 PA>K>
$")
V RM> BM /+(9"9-.+..9 PA>K>
$")
V RM> BM
/+(9™9 .9 9)$./9+ PA>K>
$") ;RM> K ?HEEHP>= ;R ;RM>L
V RM> BM
/+9™9 .9 9)$./9+ PA>K>
$) ;RM> K ?HEEHP>=;R ;RM>L
V RM> BM /+(9"9.(9 9.(9+
PA>K> g ) ;RM> JD ?HEEHP>=;R
RM>  JD
V RM> BM =.>= PA>K> $" )
RM> - ?2HEEHP>=:R :RM>.
V RM> BM =.>= PA>K> g )

;RM> - ?HEEHP>= ;R ;RM>.
V EE HMA>K O:EN>L K>L>KO>=

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG

Byte offset Field Size (bytes)

L>#:LAE@H

->L>KO>=

QM LRF HNGM

QM#:LA HNGM

> >KO>=

('LI><B?B<:MBHG

QM LRF

Description

.A:EE ;> MA> ;BM F:LD EBLMBG@ ->IN>LM>K LNIIHKM>=
.+ (>GNF>K:M>= <KRIMH@K:IAB< A:LABG@
:E@HKBMAFL $? MA> ->JN>LM>K =H>L GHM LNIIHKM :GR
K>JN>LM K>LIHGL> I:BK MA:M K>JNBK>L A:LABG@
HI>K:MBHGL MABL O:EN> LA:EE ;> L>M MH S>KH

V RM> BM /+(9"9.#9

V. RM> BM /+(9"9.#9
V. RM> BM /+(9"9.#9
RM> BM /+(9"9.# 9
RM> BM /+(9"9.# 9
RM> BM /+(9"9.# 9
RM> BM /+(9"9.(9
EE HMA>K O:EN>L K>L>KO>=

< < < < <

> >KO>=

AEE ;> MA> GNF;>K H? ->IN>LM>K LNIIHKM>=
>QM>G=>= :LRFF>MKB< D>R LB@G:MNK> :E@HKBMAFL
?HK MA> INKIHL> H? LB@G:MNK> O>KB?B<:MBHG

3/ *0)/J 3/ *0)/K 3/ *0)/L

3/ *0)/M LA:EE ;> E>LL MA:G HK >JN:E MH  $? MA>
->JN>LM>K =H>L GHM LNIIHKM :GR K>JN>LM K>LIHGL>
1:BK MA:M K>JNBK>L LB@G:MNK> O>KB?B<:MBHG MABL O:EN>
LA:EE ;> L>M MH S>KH

A:EE ;> MA> GNF;>K H? ->IN>LM>K LNIIHKM>=
>QM>G=>= A:LABG@ :E@HKBMAFL

3/"*0)1J 3/"*0)/IK 3/ *0)/L

3/ *0)/M LA:EE ;> E>LL MA:G HK >IN:E MH ~ $? MA>
->JN>LM>K =H>L GHM LNIIHKM :GR K>JN>LM K>LIHGL>
1:BK MA:M K>INBK>L A:LABG@ HI>K:MBHGL MABL O:EN> LA:EE
;> L>M MH S>KH

> >KO>=

.A:EE ;> MA> ;BM F:LD /A&:LNK>F>GM QM>GLBHG

'H@ LI><B?B<:MBHG ?B>E= ?HKEFABGH>MA> ?HKF:M
?HK MABL ?B>E= /A> ->JN>LM>K LA:EE L>M MA>
<HKK>LIHG=BG@ ;BM ?HK >:<A LNIIHKM>= F>:.LNK>F>GM
>QM>GLBHG EH@ (' LI><B?B<:MBHG

A:EE ;> MA> EBLM H? ->JN>LM>K LNIIHKM>= >QM>G=>=
LRFF>MKB< D>R LB@G:MNK> :E@HKBMAFL ?HK MA> INKIHL>
H? LB@G:MNK> O>KB7BEMBHGM>G=>=

E@HKBMAF ?B>E= 2HK&KB;>L MA> ?HKF:M H? MABL

?B>E=

+N;EBLA>=

1>KLBHG



4+ (.I><B?B<:MBHG

Byte offset Field Size (bytes) Description
\A:EE ;> MA> EBLM H? MA> >QM>G=>= A:LABG@ :E@HKBMAFL
QOMELA LNIIHKM>= ;R ->IN>LMYKE> [ QM>G=>=
’ E@HKBMAF ?B>E= 2HK&B;>L MA> ?HKF:M H? MABL
?B>E=
->J E@.MKN<M "[-0/$5 >>MA> "/-0/0- K>JIN>LM ?B>E=
"/-0/%5 BL MA> LNF H? MA> LBS> H? MA> ?HEEHPBG@ :E@HKBMAF LMKN<MNK> M:;E>L /A> :E@HKBMAF LMKN<MNI

;> IK>L>GM HGER B? MA> ->JN>LM>K LNIIHKME MA:M" 4+
>GMKB>L

LA:EE FHGHMHGB<:EER BG<K>:L> ?HK LN;L>IJN>GM

/5E> [ E@QHKBMAF K>IN>LM LMKNEAHREMA> E@HKBMAF K>JN>LM LMKN<MNK>

Table 16 N Algorithm request structure

Byte offset Field Size (bytes)
EQRI>
E@ HNGM
E@.NIIHKM>= $3 " *0)/
IBQ>=E@ HNGM  E@ QM>KG:E 3/ *0)/

Description

.A:EE ;> MA> MRI> H? :E@HKBMAF
V Q :G=Q ->L>KO>=

VvV Q $+# - 03/

V Q LAt

vV Q 4#0

V  EE HMA>K O:EN>L K>L>KO>=

A:EE ;> MA> ->JN>LM>K LNIIHKM>= ?BQ>= :E@HKBMAFL
V BM6 7 )NF;>KH?;RM>L K>IJNBK>= MH =>L<KB;>
->IN>LM>K LNIIHKM>= .+ ( >GNF>K:M>= ?BQ>=
‘E@HKBMAFL 'BQ>= E@ HNsBM" *0)/
LA:EE ;>: FNEMBIE> H?
V BM6 7 )NF;>KH?->IN>LM>K LNIIHKM>=
>QM>G=>= :E@HKBMAFt *0)/

.A:EE ;> MA> ;BM F:LD EBLMBG@ ->IN>LM>K LNIIHKM>=
+ (>GNF>K:M>= . E@HKBMAFL

\A:EE ;> MA> EBLM H? ->JN>LM>K LNIIHKM>= >QM>G=>=
‘E@HKBMAEE> [ QM>G=>= E@HKBMAF ?B>E=
?HKF:M>L<KB;>L MA> ?HKF:M H? MABL ?B>E=

/A> ?HEEHPBG@ M:;E>L =>L<KB;> MA> E@HKBMAF K>JN>LM LMKN<MNK>L F:lI>= MH MA>BK K>LI><MBO> MRI>L

V [3E> [ # LMKN<MNK>
V /3E> [ LMKN<MNK>
V [3E> [->J:L> LRF E@ LMKN<MNK>
V /;E> [ &>R.<A>=NE> LMKN<MNK>

Table 17 N DHE structure

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

Byte offset Field Size (bytes) Description
E@QRI> AEE ;> H3HJ

V BM6 7 .AEE ;>:0O:EN>H?

E@ HNGM V BM6 7 )NF;>K H? ->IN>LM>K LNIIHKM>=
>QM>G=>= # @KHNIL 3/" *0)/J

.A:EE ;> MA> ;BM F:LD EBLMBG@ ->JN>LM>K LNIIHKM>=
+ (>GNF>K:M>= B? ?B>#>EEF:G IA>F>K:E #

@KHNIL :EN>L BG :K>GMA>L>L LI><B?R MA> LBS> H? MA>
<HKK>LIHG=BG@ IN;EB< O:EN>L :LLH<B:M>= PBMA >:<A
@KHNI

RM> BM 7=A>

RM> BM 2=A>

RM> BM 7=A>

RM> BM L><I|

RM> BM L><|

RM> BM L><|

RM> BM .(9+ +KM :G=+KM H?

" LI><B?B<:MBHG

V EE HMA>K O:EN>L K>L>KO>=

E@ .NIIHKM>=

< < < < < < <

AEE ;> MA> EBLM H? ->IN>LM>K LNIIHKM>= >QM>G=>=
E@ QM>KG:E 3/ ™ *0)/J # @KHNIL /;E> [ QM>G=>= E@HKBMAF ?B>E=
?HKF:M>L<KB;>L MA> ?HKF:M H? MABL ?B>E=

Table 18 N AEAD structure

Byte offset Field Size (bytes) Description
E@QRI> AEE ;> MA>H3HK

V BM6 7 .AEE ;>:0:EN>H?

E@ HNGM V BM6 7 )NF;>K H? ->IN>LM>K LNIIHKM>=
>QM>G=#EAD :E@HKBMAFI3/ " *0)/K

AEE ;> MA> ;BM F:LD EBLMBG@ ->JN>LM>K LNIIHKM>=
4+ (>GNF>K:M>=  :E@HKBMAFL
V. RM> BM . "( -BMD>R ;BM
$1 BGBMB:EBS:MBHG O><MHK M:@ LBS> BL LI><B?B>= ;R
MK:GLIHKM E:R>K

V RM> BM . "( ;BMD>R ;BM
E@ .NIIHKM>= $1 M:@ LBS> BL LI><B?B>= ;R MK:GLIHKM E:R>K
V RM> BM # # 9+* 4 ;BM
D>R ;BM$1 BMM:@
V. RM> BM  9.(9"( :BM D>R

;BM $1 M:@ LBS> BL LI><B?B>= ;R MK:GLIHKM E:R>K
V EE HMA>K O:EN>L K>L>KO>=

+N;EBLA>= 1>KLBHG



Byte offset Field Size (bytes)

E@ QM>KG:E 3/ +0)/K

Table 19 N ReqBaseAsymAlg structure

Byte offset Field Size (bytes)
E@RI>
E@ HNGM
E@.NIIHKM>=
E@ QM>KG:E 3/ *0)/L

4+ (.I><B?B<:MBHG

Description

A:EE ;> MA> EBLM H? ->JN>LM>K LNIIHKM>= >QM>G=>=
‘E@HKBMAFL/ :;E> [ QM>G=>= E@HKBMAF
?B>E= ?HKEAM<KB;>L MA> ?HKF:M H? MABL ?B>E=

Description
AEE ;> H3HL . o4

V BM6 7 .AEEE;>:0O:EN>H?
V BM6 7 )NF;>KH?->IN>LM>K LNIIHKM>=
>QM>G=>= |LRFF>MKB< D>R LB@G:MNK> :E@HKBMAFL
?HK MA> INKIHL> H? LB@G:MNK> @>G>K:MBHG
3/ " *0)/L

.A:EE ;> MA> ;BM F:LD EBLMBG@ ->JN>LM>K LNIIHKM>=

.+ (>GNF>K:M>= :LRFF>MKB< D>R LB@G:MNK>

‘E@HKBMAFL ?HK MA> INKIHL> H? LB@G:MNK> @>G>K:MBHG $?
MA> ->JN>LM>K =H>L GHM LNIIHKM :GR K>JN>LM

K>LIHGL> I:BK MA:M K>JNBK>L LB@G:MNK> @>G>K:MBHG MABL
O:EN> LA:EE ;> L>M MH S>KH

RM> BM /+(9"9-...9

RM> BM /+(9"9-.+..9

RM> BM /+(9"9-...9

RM> BM /+(9"9-.+..9

RM> BM

+(9™9 .9 9)$./9+

< < < < <

V. RM> BM /+(9"9-...9
V. RM> BM /+(9"9-.+.9
V RM> BM

+(9™9 .9 9)$./9+
V RM> BM

[+(9™9 .9 9)$./9+
RM> BM /+(9"9.(9 9.(9+
RM> BM =. >=
RM> BM =. >=
V  EE HMA>K O:EN>L K>L>KO>=

< < <

IHK =>M:BEL ¥?)  ?HK >:<A :E@HKBMAF 15>
D) "/$ 19 "-$/#(. K>IN>LM F>LL:@>
2HKF:M

A:EE ;> MA> EBLM H? ->JN>LM>K LNIIHKM>= >QM>G=>=
LRFF>MKB< D>R LB@G:MNK> :E@HKBMAFL ?HK MA> INKIHL>
H? LB@G:MNK> @>G>K;MBHG QM>G=>=

E@HKBMAF ?B>E= 2HK&KB;>L MA> ?HKF:M H? MABL

?B>E=

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

Table 20 N KeySchedule structure

Byte offset Field Size (bytes) Description
E@QRI> AEE ;> H3HM 4 # 0'

V BM6 7 .AEEE;>:0:EN>H?
V. BM6 7 )NF;>KH?->IN>LM>K LNIIHKM>=
>QM>G=>= D>R L<A>=NE> :E@HKBMAFL
3/"*0)/M

E@ HNGM

AEE ;> MA> ;BM F:LD EBLMBG@ ->IN>LM>K LNIIHKM>=
.+ (>GNF>K:M>= D>R L<A>=NE> :E@HKBMAFL
E@.NIIHKM>= V. RM> BM .+ (&R .<A>=NE>

V EE HMA>K O:EN>L K>L>KO>=

A:EE ;> MA> EBLM H? ->JN>LM>K LNIIHKM>= >QM>G=>=
D>R L<A>=NE> E@HKBMEFL [ QM>G=>=

E@ QM>KG:E 3/ ™ *0)/M
E@HKBMAF ?B>E= 2HK&KB;>L MA> ?HKF:M H? MABL
?B>E=
[E> [ "*-$/#(. KSLIHGL> F>LL:@> ?HKF:M LAHPL MA> K>LIHGL> F>LL:@> ?HKF:M
Table 21 N Successful ALGORITHMS response message format
Byte offset Field Size (bytes) Description
AEE ;> MA>  -$ L =>L<KB;>=BG (
+(1 >KLBHG
O>KLBHG
\AEE ;> H3NK S>> [GE> [+ (

->JN>LM->LIHGL> H=>
K>LIHGL> <H=>L

A:EE ;> MA> GNF;>K H? :E@HKBMAF LMKN<MNK> M:;E>L BG

+KF
MABL K>LIHGL> NLB&@-0/
+KF ->L>KO>=
SG@MA AEE ;> MA> E>G@MA H? MA> K>LIHGL> F>LL:@> BG
JRM>L
BM F:LD $? MA> ->LIHG=>K LNIIHKML ('
D Sl BG BML K>LIHGL> HK
F>LNK>F>GML D SHI HK D SIH BG BML
K>LIHGL> MA>G MA> ->LIHG=>K LA:EE
(>:LNK>F>GM.I><B?B<:MBHG.>E L>E><M HG> H? MA> F>:LNK>F>GM LI><B?B<:MBHGL

LNIHKM>= ;R MA> ->IN>LM>K :G= ->LIHG3#K

FHK> MA:G HG> ;BM LA:EE ;> L>NPTIARK>F>GM
LI><B?B<:MBHG ?B>E= ?HKE#BGEE MA> ?HKF:M ?HK
MABL ?B>E=

+N;EBLA>= 1>KLBHG



Byte offset

Field

*MA>K+:K:FL.>E><MBHG

(>:LNK>F>GM#:LA E@H

‘L>LRF.>E

Size (bytes)

4+ (.I><B?B<:MBHG

Description

AEE ;> MA> L>E><M>= +:K:F>M>K BM (:.LD /A>

->LIHG=>K LA:EE L>E><M HG> H? MA> HI:JN> =:M:

?HKF:ML LNIIHKM>= ;R MA> ->JIN>IM¥K GH FHK>

MA:G HG> ;BM LA:EE ;> L>M ?HK MA> HI:JN> =:M: ?HKF:M
V BM6 7 .>>*:IN> :M: IHKF:M .NIIHKM :G=

SE><MBHGEE>
V BM /ABL ?B>E= LA:EE ;> MA>
,0./-01$ 4%) " L (NEMBIE>

LRFF>MKB< &>R )>@HMBF#BKKB;>L
V BM6 7 ->L>KO>=

AEE ;> MA> ;BM F:LD BG=B<:MBG@ MA> .+ (
>GNF>K:M>= ALLABG@ :E@HKBMAFL NL>= ?HK
F>:LNK>F>GML
V. RM> BM -P BM.MK>:F*GER
RM> BM /+(9"9.#9
RM> BM /+(9"9.#9
RM> BM /+(9"9.#9
RM> BM /+(9"9.# 9
RM> BM /+(9"9.# 9
RM> BM /+(9"9.# 9
RM> BM /+(9"9.(9
$? MA> ->LIHG=>K LNIIHKML F>:LNK>F>GML
D SHI HK D SIH BG BML
K>LIHGL> :G=B?

0-()/ + $1$ /$¥) BL GHG S>KH MA>G
>Q:<MER HG> ;BM BG MABL ;BM ?B>E= LA:EE ;> L>M
*MA>KPBL> MA> ->LIHG=>K LA:EE L>M MABL ?B>E= MH

H
V' EE HMA>K O:EN>L K>L>KO>=

< < K K <K< <K< <K< K<

->LIHG=>K LA:EE L>E><M ;BM HGER B? BM LNIIHKML K:P
;BM LMK>:FL :.L MA> HGER ?HKF H? F>:LNK>F>GM
HMA>KPBL> MA> ->LIHG=>K LA:EE L>E><M HG> H? MA>
HMA>K ;BML

A:EE ;> MA> ;BM F:LD BG=B<:MBG@ MA> .+ (

>GNF>K:M>= :LRFF>MKB< D>R LB@G:MNK> :E@HKBMAF
L>E><M>= ?HK MA> INKIHL> H? LB@G:MNK> @>G>K:MBHG $?
MA> ->LIHG=>K =H>L GHM LNIIHKM :GR K>JN>LM

K>LIHGL> I:BK MA:M K>INBK>L LB@G:MNK> @>G>K:MBHG MABL
O:EN> LAEE ;> L>M MH S>KH /A> ->LIHG=>K LA:EE L>M

GH FHK> MA:G HG> ;BM

1>KLBHG

+N;EBLA>=



+ (.I><B?B<:MBHG +

Byte offset Field Size (bytes) Description

.A:EE ;> MA> ;BM F:LD BG=B<:MBG@ MA> .+ (
>GNF>K:M>= A:LABG@ :E@HKBMAF L>E><M>= $? MA>
->LIHG=>K =H>L GHM LNIIHKM :GR K>JN>LM K>LIHGL>

L>#LASE
1:BK MA:M K>JNBK>L A:LABG@ HI>K:MBHGL MABL O:EN> LA:EE
;> L>M MH S>KH /A> ->LIHG=>K LA:EE L>M GH FHK>
MA:G HG> ;BM

->L>KO>= ->L>KO>=

A:EE ;> MA> ;BM F:LD BG=B<:MBG@ (' /A> ->LIHG=>K
LA:EE L>E><M HG> H? MA> (' LI><B?B<:MBHGL LNIIHKM>=
;R MA> ->IN>LM>K :G= ->LIHG=3K FHK> MA:G HG>

;BM LAEE ;> L>M /@&=LNK>F>GM QM>GLBHG 'H@
LI><B?B<:MBHG ?B>E= ?HKEMBGEE MA> ?HKF:M ?HK
MABL ?B>E=

('LI><B?B<:MBHG.>E

A:EE ;> MA> GNF;>K H? >QM>G=>= :LRFF>MKB< D>R
LB@G:MNK> :E@HKBMAFL L>E><M>= ?HK MA> INKIHL> H?
LB@G:MNK> @>G>K:MBHG .A:EE # +BWA>K

$? MA> ->LIHG=>K =H>L GHM LNIIHKM :GR K>JN>LM

K>LIHGL> I:BK MA:M K>IJNBK>L LB@G:MNK> @>G>K:MBHG MABL
O:EN> LA:EE ;> L>M MH S>KH

QM LRF.>E HNGM

A:EE ;> MA> GNF;>K H? >QM>G=>= A:LABG@ :E@HKBMAFL
L>E><M>= A:EE ;> >BMAHK $? MA>

QM#:LA.>E HNGM ->LIHG=>K =H>L GHM LNIIHKM :GR K>JN>LM K>LIHGL>
I:BK MA:M K>JNBK>L A:LABG@ HI>K:MBHGL MABL O:EN> LA:EE
;> L>M MH S>KH

->L>KO>= ->L>KO>=

A:EE ;> MA> >QM>G=>= :LRFF>MKB< D>R LB@G:MNK>
:E@HKBMAF L>E><M>= ?HK MA> INKIHL> H? LB@G:MNK>
@>G>K:MBHG /A> ->LIHG=>K LA:EE NL> MABL

QM LRF.>E E LRFF>MKB< LB@G:MNK> :E@HKBMAF ?HK :EE LN;L>IJN>GM
(AIEB<:;E> K>LIHGL> F>LL:@>L MH MA> ->JN>LM>K
IA> >QM>G=>= :E@HKBMAF ?B>E= ?HH:-NKB;*H>
MA> ?HKF:M H? MABL ?B>E=

A:EE ;> MA> >QM>G=>= A:LABG@ :E@HKBMAF L>E><M>=
/A> ->LIHG=>K LA:EE NL> MABL A:LABG@ :E@HKBMAF
=NKBG@ :EE LN;L>JN>GM K>LIHGL> F>LL:@>L MH MA>

E QM#LA>E E ->IN>LM>KA> ->IN>LM>K LA:EE NL> MABL A:LABG@
‘E@HKBMAF =NKBG@ :EE LN;L>JN>GM :IIEB<:;E> K>IN>LM
F>LL:@>L MH MA> ->LIHG=$¢ >QM>G=>= :E@HKBMAF
?B>E= ?HKF:M M:3E=KB;>L MA> ?HKF:M H? MABL ?B>E=

E E ->LIE@.MKN<M "/-0/$5 >> [5E> [->LIHGL> E@.MKN<MNK> ?B>E= ?HKF:M

"/-0/%5 BL MA> LNF H? MA> LBS>L H? :EE MA> :E@HKBMAF LMKN<MNK> M:;E>L :L MA> 76 EEBPBBG@AR:;E>L LAHP

+N;EBLA>= 1>KLBHG
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LMKN<MNK> M:;E> G>>=L MH ;> IK>L>GM HGER B? MA> ->LIHG=>K"INIIHKML* MA:M LA:EE FHGHMHGB<:EER
BG<K>:L> ?HK LN;L>IN>GM >GMKB>L

Table 22 N Response AlgStructure field format

Byte offset Field Size (bytes) Description
A:EE ;> MA> MRI> H? :E@HKBMAF
V Q :G=Q ->L>KO>=
V Q #

E@RI> V Q $+# - 0%/

vV Q 5 o A
vV Q 440
V EE HMA>K O:EN>L K>L>KO>=

A:EE ;> MA> ;BM F:LD EBLMBG@ ->LIHG=>K LNIIHKM>=
?BQ>= :E@HKBMAF K>IN>LM>= ;R MA> ->IN>LM>K
V BM6 7 )NF;>KH?;RM>L K>JNBK>= MH =>L<KB;>
->IN>LM>K LNIHKM>= .+ ( >5GNF>K:M>= ?BQ>=
:E@HKBMAFL !BQ>= E@ HN&M" *0)/
E@ HNGM LA:EE ;>: FNEMBIE> H?
V. BM6 7 )NF;>K H? ->IN>LM>K LNIIHKM>=
SLIHG=>K L>E><M>= >QM>G=>= :E@HKBMAFL
3/ " *0)/E /ABL O:EN> LA:EE ;> >BMA>K HK

.A:EE ;> MA> ;BM F:LD ?HK BG=B<:MBG@ : ->IN>LM>K
E@.NIIHKM>= $3 "*0)/ LNIIHKM>= ->LIHG=>K L>E><M>= .+ ( >GNF>K:M>=
‘E@HKBMAF ->LIHG=>K LA:EE L>M :M FHLM HG> ;BM MH

$? IK>L>GM LA:EE ;> : ->IN>LM>K LNIIHKM>=

->LIHG=>K L>E><M>= >QM>G=>= E@QHKBMAF ->LIHG=>K
$3 " *0)/ E@ QM>KG:E 3/ *0)/E LA:EE L>E><M :M FHLM HG> >QM>G=>= :E@HKBMAF

[ QM>G=>= E@HKBMAF ?B>E= 2BHK&KB;>L MA>

?HKF:M H? MABL ?B>E=

IA>?HEEHPBG@ M:;E>L =>L<KB;> MA> :E@HKBMAF MRI>L :G= MA>BK :LLH<B:M>= ?BQ>= ?B>E=L

V [5E> [ # LMKN<MNK>

V /[3E> [ LMKN<MNK>

V [3E> [->J:L> LRF E@ LMKN<MNK>

V [;E> [ &>R.<A>=NE>LMKN<MNK>

V [3E> [ QM>G=>= E@HKBMAF ?B>E= ?HKF:M

Table 23 N DHE structure

Byte offset Field Size (bytes) Description

E@RI> AEE ;> H3HJ

1>KLBHG +N;EBLA>=
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Byte offset Field Size (bytes)
E@ HNGM
E@ .NIIHKM>=
E@ QM>KG:E 3/ " *0)/JE

Table 24 N AEAD structure

Byte offset Field Size (bytes)

E@QRI>

E@ HNGM

E@.NIIHKM>=

Description

V BM6 7 .AEEE;>:0O:EN>H?

V. BM6 7 .A:EE;>MA>GNF;>K H? ->IJN>LM>K
LNIIHKM>= ->LIHG=>K L>E><M>= >QM>G=>= #
@KHNIL 3/ *0)JE /ABL O:EN> LA:EE ;>
>BMA>K HK

\A:EE ;> MA> ;BM F:LD ?HK BG=B<:MBG@ : ->JN>LM>K
LNIIHKM>= ->LIHG=>K L>E><M>= .+ (>GNF>K:M>=

# @KHNI 1 :EN>L BG :K>GMA>L>L LI><B?R MA> LBS> H?
MA> <HKK>LIHG=BG@ IN;EB< O:EN>L :LLH<B:M>= PBMA
>:<A @KHNI

V RM> BM 2=A>

V RM> BM 2=A>

V RM> BM 2=A>

RM> BM L><I|

RM> BM L><I K

RM> BM L><|

RM> BM .(9+ +KM :G=+KM H?

"l

V EE HMA>K O:EN>L K>L>KO>=

< < < <

$? IK>L>GM LA:EE ;> : ->IN>LM>K LNIIHKM>=
S>LIHG=>K L>E><M>= >QM>G=>= # :E@HKBMAF

[ QM>G=>= E@HKBMAF ?B>E= ?HKEB;>L MA>
?HKF:M H? MABL ?B>E=

Description
AEE ;> H3HK

V BM6 7 .AEEE;>:0:EN>H?
V BM6 7 .AEE ;> MA>GNF;>K H? ->JN>LM>K
LNIIHKM>= ->LIHG=>K L>E><M>= >QM>G=>=
‘E@HKBMAFL  3/™*0)/KE /ABL O:EN>
LA:EE ;> >BMA>K HK

A:EE ;> MA> ;BM F:LD ?HK BG=B<:MBG@ : ->IJN>LM>K
LNIIHKM>= ->LIHG=>K L>E><M>= .+ (>GNF>K:M>=
:E@HKBMAF

RM> BM . "(
RM> BM . "(
RM> BM # # 9+* 4

RM> BM  9.(9"(
EE HMA>K O:EN>L K>L>KO>=

< < < < <

+N;EBLA>=

1>KLBHG



Byte offset Field

E@ QM>KG:E

Table 25 N RegBaseAsymAlg structure

Byte offset Field

E@QRI>

E@ HNGM

E@.NIIHKM>=

Size (bytes)

3/ *0)/KE

Size (bytes)

4+ (.I><B?B<:MBHG

Description

$? IK>L>GM LA:EE ;>: ->JN>LM>K LNIIHKM>=
>LIHG=>K L>E><M>= >QM>G=>= E@HKBMAF
/5E> [ QM>G=>= E@HKBMAF ?B>E= ?HKF:M
=> <KB;>L MA> ?HKF:M H? MABL ?B>E=

Description
AEE ;> H3HL . 4("

V BM6 7 .AEE ;>:0O:EN>H?

V BM6 7 )NF;>KH?->IN>LM>K LNIIHKM>=
->LIHG=>K L>E><M>= >QM>G=>= LRFF>MKB< D>R
LB@G:MNK> :E@HKBNAFI0)/LE ?HK MA>
INKIHL> H? LB@G:MNK> O>KB?B<:MBHG /ABL O:EN>
LA:EE ;> >BMA>K HK

\A:EE ;> MA> ;BM F:LD ?HK BG=B<:MBG@ : ->JN>LM>K
LNIIHKM>= ->LIHG=>K L>E><M>= .+ (>GNF>K:M>=
:LRFF>MKB< D>R LB@G:MNK> :E@HKBMAF ?HK MA> INKIHL>
H? LB@G:MNK> O>KB?B<:MBHG $? MA> ->LIHG=>K =H>L GHM
LNIIHKM :GR K>IN>LM K>LIHGL> I:BK MA:M K>JNBK>L
LB@G:MNK> O>KB?B<:MBHG MABL O:EN> LA:EE ;> L>M MH S>KH
$? MA> ->LIHG=>K PBEE GHM L>G=:GR F>LL:@>L MA:M
K>JNBK> : LB@G:MNK> MABL O:EN> LAHNE= ;> L>M MH S>KH

V RM> BM /+(9"9-...9

V. RM> BM /+(9"9-.+.9

V. RM> BM /+(9"9-...9
RM> BM /+(9"9-.+..9
RM> BM

/+(9™9 .9 9)$./9+

RM> BM /+(9"9-...9
RM> BM /+(9"9-.+..9
RM> BM

[+(9™9 .9 9)$./9+

V RM> BM

/+(9™9 .9 9)$./9+

RM> BM /+(9™"9.(9 9.(9+
RM> BM =. >=

RM> BM =. >=

V EE HMA>K O:EN>L K>L>KO>=

\%
\%

< < <

< < <

IHK =>M:BEL 8?) ?HK >:<A :E@HKBMAF B>
[)"™/$ /9 "*-$/#(. K>IN>LM F>LL:@>
?HKF:M

1>KLBHG
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Byte offset Field Size (bytes)

E@ QM>KG:E 3/ *0)/LE

Table 26 N KeySchedule structure

Byte offset Field Size (bytes)
EQRI>
E@ HNGM
E@ .NIIHKM>=
E@ QM>KG:E 3/ " *0)/ME

Table 27 N Extended Algorithm field format

Byte offset Field Size (bytes)
->@BLMKR $

> >KO>=

E@HKBMAF $

Table 28 N Opaque Data Format Support and Selection

Description

$? IK>L>GM LA:EE ;> : ->IN>LM>K LNIIHKM>=

->LIHG=>K L>E><M>= >QM>G=>= .LRFF>MKB< D>R
LB@G:MNK> :E@HKBMAF ?HK MA> INKIHL> H? LB@G:MNK>
O>KB?B<:MBH& [ QM>G=>= E@HKBMAF ?B>E=
?HKF:M>L<KB;>L MA> ?HKF:M H? MABL ?B>E=

Description
AEE;> H3HM 4 # 0O

V BM6 7 .AEEE;>:0O:EN>H?

V BM6 7 .A:EEE ;> MA>GNF;>K H? ->IN>LM>K
LNIIHKM>= ->LIHG=>K L>E><M>= >QM>G=>= D>R
L<A>=NE> :E@HKBMASL" *0)/ME /ABL
O:EN> LAEE ;> >BMA>K HK

A:EE ;> MA> ;BM F:LD ?HK BG=B<:MBG@ : ->IN>LM>K
LNIIHKM>= ->LIHG=>K L>E><M>= .+ ( >GNF>K:M>=
D>R L<A>=NE> :E@HKBMAF

V RM> BM .+ (D>R L<A>=NE>

V EE HMA>K O:EN>L K>L>KO>=

$? IK>L>GM LA:EE ;> : ->IN>LM>K LNIIHKM>=
->LIHG=>K L>E><M>= >QM>G=>= D>R L<A>=NE>
‘E@HKBMAFE> [ QM>G=>= E@HKBMAF ?B>E=
?HKF:M>L<KB;>L MA> ?HKF:M H? MABL ?B>E=

Description

A:EE K>IK>L>GM MA> K>@BLMKR HK LM:GAX=L ;H=R
ID <HENFG H?2E> [->@BLMKR HK LM:G=:K=L ;H=R
$ =>L<KB;>L MA> O:EN>H? MABL ?B>E=

> >KO>=

A:EE BG=B<:M> MA> =>| BK>= :E@HKBMAF /A> K>@BLMKR HK
LM:G=:K=L ;H=R HPGL MA> O:EN> H? MABL ?B>E= .>>

/B> [->@BLMKR HK LM:G=:K=L ;H=R ™

IK>L>GM (/! =H>L GHM =>?BG> :GR :E@HKBMAFL ?HK

NL> BG >QM>G=>= :E@HKBMAFL ?B>E=L

+N;EBLA>=
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Bit offset Field Description

$? L>M MABL ;BM LA:EE BG=B<:M> MA:M MA> ?HKF:M
?HK :EE .0 / ?B>E=L BG MABL

LI><B?B<:MBHG BL =>?BG>= ;R MA> =>0B<>

0>G=HK HK HMA>K LM:G=:K=L ;H=R

*1LIIN> :M:IFM

$? L>M MABL ;BM LA:EE BG=B<:M> MA:M MA> ?HKF:M
?HK:EE 0 / ?B>E=L BG MABL

LI><B?B<:MBHG BL =>?BG>=>RMA&

HI:IJN> =:M: ?HKF:M

*1LIIN> :M:IFM

6 7 ->L>KO>= >L>KO>=

[A> *1:.JN> :M: IHKF:M .>E><MBHG /:;E> LAHPL MA> ;BM =>?BGBMBHG ?HK MA> ?HKF:M H? MA> *[:JN> =:M: ?B>E=L
->IJN>LM>K F:R L>M FHK> MA:G HG> ;BM BG MA> M:;E> MH BG=B<:M> >:<A LNIIHKM>= ?HKF:M ->LIHG=>K LA:EE L>E><M G}
FHK> MA:G HG> H? MA> ;BML LNIIHKM>= :R MA> ->JN>LM>K BG MABL M:;E> $? MA> ->IJN>LM>K HK MA> ->LIHG=>K =H>L GH|
:BM MA>G EP / ?B>E=L BG MABL LI><B?B<:MBHG LA:EE ;> :;L>GM ;R L>MMBG@MAY"K>LI><MBEB>E= MH

: O:EN>H? S>KH

Table 29 N Measurement Specification Field Format
Bit offset Field Description

/ABL ;BM LA:EE BG=B<:M>: (/! =>?BG>= F>:LNK>F>GM
LI><B?B<:MBHG> [ (/! F>:LNK>F>GM

("F>:L.I><
LI><B?B<:MBHG ?H&PBG>L MA> ?HKF:M ?HK MABL
F>:LNK>F>GM LI><B?B<:MBHG
6 7 ->L>KO>= > >KO>=

/A> (>:LNK>F>GM .1><B?B<:MBHG !|B>E= IHKFEM#>L<KB;>L MA> ?B>E= ?HKF:M ?HK (>:LNK>F>GM LI><B?B<:MBHG K>E:M>=
?B>E=L /A> L>E><M>= F>:LNK>F>GM LI><B?B<MBHGCS$'$ /$*) ' BL NL>= BG MA>
K>LIHGL> >>(>:LNK>F>GM ;EH<[G= D ?HK =>M:BEL

Table 30 N Measurement Extension Log Specification Field Format

Bit offset Field Description

/ABL ;BM BG=B<:M>L : (/! =>?BG>= F>.LNK>F>GM
>QM>GLBHG EH@ LI><B?B<:MBHG -¥2?>K MH MA>
(>:LNK>F>GM QM>GLBHG 'H@ 'HKEMIL> ?HK
=>M:BEL $? MA> ->JN>LM>K LNIIHKML MA> (/! =>?BG>=
("F>E.I>< F>:LNK>F>GM >QM>GLBHG EH@ LI><B?B<:MBHG BM LA:EE L>M
MABL ;BM MH BG!$ /$*) $? MA> ->LIHG=>K
L>E><ML MA> (/! =>?BG>= F>.LNK>F>GM >QM>GLBHG
EH@ LI><B?B<:MBHG ?HK <HGLMKN<MBG@ MA> (' BM LA:EE L>M
MABL ;BM MH BG!$ /$*) '

6 7 ->L>KO>= >|L>KO>=

1>KLBHG +N;EBLA>=
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323

325

+ (.I><B?B<:MBHG +

/A> (>:LNK>F>GM QM>GLBHG 'H@ .1><B?B<:MBHG !B>E=]HKENI<KB;>L MA> ?B>E= ?HKF:M ?HK (' LI><B?B<:MBHG
K>E:M>= ?B>E=L /A>L>E><M>= (' LI><B?B<:MB$i{&/$*) * BL NL>= BG <HGLMKN<MBHG H? MA> ("
10.4.1 Connection behavior af ter VCA

2BMA MA> LN<<>LL?NE <HFIE>MBHG H? MA> F>LL:@> :EE MA> I:K:IF>M>KL H? MA> .+ (<HGG><MBHG A:0> ;>>G
=>M>KFBG>= /ANL :EE .+ (F>LL:@> >Q<A:G@>L :?M>K MA>1 F>LL:@>L LA:EE <HFIER PBMA MA> L>E><M>=

I:K:F>M>KL BG MA> F>LL:@> PBMA MA> >Q<>IMBH® H? G= F>LL:@>L HK NGE>LL

HMA>KPBL> LM:M>= BG MABL LI><BPBQIEBIEGVIABL ;>A:@BHKL> : ->LIHG=>K LNIIHKML ;HMA -. :G=

‘LRFF>MKB< :E@HKBMAFL 'HK :G .+ (<HGG><MBHG MA> ->LIHG=>K L>E><ML MiktP ‘LRFF>MKB<
:E@HKBMAF Bg :G=MA> D D DJMN ALA . E@HKBMAF BG ' $? MA> ->IN>LM>K HG MA:M L:F>
<HGG><MBHG BLLKE>L MA> ->LIHG=>K K>MNKGLD DJMN =B@>LML HGER ?HK MAHL> IHINE:M>= LEHML MA:M
<:GIKHOB=>: D D DJHLP LB@G:MNK> ?HK :D K>LIHGL> /A> ->LIHG=>K PHNE= OBHE:M> MABL

K>INBK>F>GM B? BM K>MNKGL HG> HK FHK> =B@>LML H? IHINE:M>= LEHML MA:M I>K?HKF . LB@G-MN&X._ HK B? BM NL:
A:LA :E@HKBMAF MH <K>:M> MA> =B@>LML

0GE>LL HMA>KPBL> LM:M>= BG MABL LI><B?B<:MBHG :G= PBMA MA> >Q<>INBBHGBIR>LM>K BLLN>L : K>JN>LM
MA:M OBHE:M>L HG> HK FHK> H? MA> G>@HMB:M>= HK L>E><M>= |:K:F>M>KL H? : @BO>G <HGG><MBHG MA> ->LIHG=>K |
LBE>GMER =BL<:K= MA> K>JN>LM HK K>MFRKGE_:@> PBMA :G :IIKHIKB:M> >KKHK <H=>

10.4.2 Multiple asymmetr ic key negotiation

IA> ->IN>LM>K :G= ->LIHG=>K <:G G>@HMB:M> MA> [:K:F>M>KL H? FNEMBIE> :LRFF>MKB< D>R LNIIHKM ?HK MA> .+ (
<HGG><MBHG L PBMA HMA>K |:K:F>M>KL BG MABL K>JN>LM :G= K>LIHGL> MA> ->LIHG=>K F:D>L MA> L>E><MBHG :G= MA
->JN>LM>K BG=B<:M>L BML LNIIHKM /A>K> :K> MPH L>ML H? FNEMBIE> :LRFF>MKB< D>R NL> I:K:F>M>KL MH G>@HMB:M>
->LIHG=>K :NMA>GMB<:MBHG :G= HG> ?HK ->JN>LM>K :NMA>GMB<:MBHG

10.4.3 Multiple asymmetr ic key use for Responder authentication

IA> ->LIHG=>K LA:EE K>IHKM MA> FNEMBIE> :LRFF>MKB< D>RL <:|:;;BEBMR BG MA2B>E= H?

$? DD BLIH MA> .+ -07$ 4%) ?B>E=BG D =>M>KFBG>L PA>MA>K HK GHM MA>

+ (<HGG><MBHG NL>L FNEMBIE> :LRFF>MKB< D>RL ?HK ->LIHG=>K :NMA>GMB<:MBHG /A> ->IN>LM>K F:D>L MA> =><BLB

?2HK MA> + (<HGG><MBHG BG.MAS0'$ 4 %) ?B>E= $? MA> ->IN>LM>K L>MEMAS 4 %) 2B>E=

MA> ->LIHG=>K LA:EE LNIIHKM FNEMBIE> :LRFF>MKB< D>RL BG MA> .+ ( <HGG><MBHG ?HK ->LIHG=>K :NMA>GMB<:MBHG
+¥) - 075 47%) BL GHM L>M MA> ->LIHG=>K LA:EE LNIIHKM HGER HG> D>R I:BK I>K LNIIHKM>= :LRFF>MKB<

"E@HKBMAF ?HK MABL .+ (<HGG><MBHG

$? DD BLHI  MA> ->LIHG=>K =>M>KFBG>L MA:M MA> .+ (<HGG><MBHG NL>L FNEMBIE> :LRFF>MKB< D>RL /A>
A%) -07$ 47%)) ?B>E=BG D LA:EE ;> L>M MH :<DGHPE>=@> MA> ->LIHG=>K <:I;;BEBMR

$? DD BLHH MA> ->LIHG=>K =>M>KFBG>L MA:M MA> .+ ( <HGG><MBHG =H>L GHM NL> FNEMBIE> :LRFF>MKB<
D>RL /A> .+%) -0/$ 4%) ?B>E=BG D LAEE ;> <E>:K>=

+N;EBLA>= 1>KLBHG
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330 10.4.4 Multiple asymmetr ic key use for Requester authentication

IA> ->IN>LM>K LA:EE K>IHKM MA> FNEMBIE> :LRFF>MKB< D>RL <:I:;;BEBMR ?HK ->JN>LM>K :NMA>GMB<:MBHG BG MA>
D D ?B>E=HD

$? DD BLIH MA> 0./-0/$ 4%) " ?B>E=BG MA> F>LL:@> =>M>KFBG>L PA>MA>K HK GHM

MA> .+ (<HGG><MBHG NL>L FNEMBIE> :LRFF>MKB< D>RL ?HK ->JN>LM>K :NMA>GMB<:MBHG LN<A :L BG FNMN:E :NMA>GN\
IA> ->LIHG=>K F:D>L MA> =><BLBHG ?HK MA> .+ ( <HGG><MBHG BG 4 %)) $? MA> ->LIHG=>K L>ML

MA> 0 ./-07$ 4%) " ?B>E= MA> ->JN>LM>K LA:EE LNIIHKM FNEMBIE> :LRFF>MKB< D>RL BG MABL .+ ( <HGG><MBH
?HK ->IN>LM>K :NMA>GMB<:MBHCO'#?4 *)) ' BL GHM L>M MA> ->JN>LM>K LA:EE LNIIHKM HGER HG> D>R I:BK

I>K LNIIHKM>= :LRFF>MKB< :E@HKBMAF ?HK MABL .+ ( <HGG><MBHG

$? DD BLHI  MA>->JN>LM>K =>M>KFBG>L MA:M MA> .+ ( <HGG><MBHG NL>L FNEMBIE> :LRFF>MKB< D>RL /A>
0./-07$ 4%) " ?B>E=BG MA> F>LL:@> LA:EE ;> L>M MH :<DGHPE>=@> MA> ->JN>LM>K <:I;;BEBMR

$? DD BLHH MA> ->IN>LM>K =>M>KFBG>L MA:M MA> .+ (<HGG><MBHG =H>L GHM NL> FNEMBIE> :LRFF>MKB<
D>RL /A> ,0./-07$ 4%) " ?B>E=BG MA> F>LL:@> LAEE ;> <E>K>=

335 10.4.5 Multiple asymmetr ic key connection

IHK MA> K>F:BG=>K H? MABL LI><B?B<:MBHG MA> ;HHE>:6G @KB:;E>L :G= DD D BG=B<:M>
PA>MA>K HK GHM MA> K>LIHG=BG@ .+ ( >G=IHBGM LNIIHKML FHK> MA:G HG> D>R I:BK ?HK HG> HK FHK> :LRFF>MKB<
:E@HKBMAFL ?HK D>R I:BKL ;>EHG@BG@ MH BM BG MABL .+ (<HGG><MBHG $? MA> K>LIHG=BG@IASEIHBGM BL MA> ->]I

DD D BL NL>= >>/;E> [ (O /$9& 49 #))9- , O:EN> <E<NE:MBHG $? MA> K>LIHG=BG@
>G=IHBGM BL MA> ->LIH®4&&KG D D D BLNL>= >>/;E> [(O' /$9& 49 *))9-.+ O:EN>
<:E<NE:MBHG

Table 31 N MUL TI_KEY_CONN_REQ value calculation

MULTI_KEY_CAHRN GET_CAPABILITIES RequesterMultikeyConnSel  in  ALGORITHMS MULTI_KEY_CONN_REQ
HH ?:EL>

HH BGO:EB=

HI BGO:EB=

HI MKN>

IH ?:EL>

IH MKN>

Table 32 N MUL TI_KEY_CONN_RSP value calculation

MULTI_KEY_CARN CAPABILITIES ResponderMultikeyConn  in  NEGOTIATE_ALGORITHMS MULTI_KEY_CONN_RSP

HH ?.EL>

1>KLBHG +N;EBLA>=
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MULTI_KEY_CAFin CAPABILITIES ResponderMultikeyConn in NEGOTIATE_ALGORITHMS MULTI_KEY_CONN_RSP
HH BGO:EB=
HI BGO:EB=
HI MKN>
IH ?:EL>
IH MKN>
$? MA> K>LIHG=BG@ .+ ( >G=IHBGM AL D L>M MHH MA>G MA> <HKK>LIHG=BG® D HK
DD D LA:EE ;> ?:EL>
$? MA> K>LIHG=BG@ .+ (>G=IHBGM AL D L>MMH MA>G MA> <HKK>LIHG=BG@ D HK
DD D LAEE ;> MKN>
$? MA> K>LIHG=BG@ .+ ( >G=IHBGM AL D L>M MK MA>G MA> O:EN> H? MA> <HKK>LIHG=BG@
DD D HK D D D =>|>G=L HG MA> I>>K >G=IHBGM $? MA> K>LIHG=BG@ .+ ( >G=IHBGM BL MA>
->IN>LM>K :G=B70 ./-07$ 4%) ' BL L>M ;R MA> ->LIHG=¥MK>G MA> O:EN>H? D D LAEE ;>
MKN> $? MA> K>LIHG=BG@ .+ ( >G=IHBGM BL MA> ->LIHG=>K :®%{B2*)) BL L>M :R MA> ->IN>LMAKG
MA> O:EN>H?D D D LA:EE ;> MKN> $G :EE HMA>K <:L>L MA> O:EN> H? MA> <HKK>DIHG=BG@
HK D D D LA:EE ;> ?:EL>

10.5 Responder identity authentication

/ABL <E:NL> =>L<KB;>L K>JN>LM F>LL:@>L :G= K>LIHGL> F>LL:@>L :LLH<B:M>= PBMA MA> B=>GMBMR H? MA> ->LIHG=>K L
:NMA>GMB<:MBHG HI>K:MBHGL /A> :G= D F>LL:@>L LA:EE ;> LNIIHKM>= ;R : ->LIHG=>K
MA:M K>MNKGL SI BG BML K>LIHGL> F>LL:@> /A> F>LL:@> MA:M MABL <E:NL> =>?BG>L
LA:EE ;> LNIIHKM>= ;R : ->LIHG=>K MA:M K>MNKXGL BG BML K>LIHGL> F>LL:@> /A>
D :G= D F>LL:@>L :K> GHM :IIEB<:;E> B? MA> IN;EB< D>R H? MA> ->LIHG=>K P:L IKHOBLBHG>=
MH MA> ->IN>LM>K BG : MKNLM>= >GOBKHGF>GM

IB@NK> [->LIHG=>K :NMA>GMB<:MBHG Q:FIE> <>KMB?B<:M> KEAHBEMASAB@A E>O>E K>IJN>LM K>LIHGL>
F>LL:@> ?EHP :G= L>JN>G<> 2Hiitificate K>MKB>O:E

Figure 8 N Responder authentication: Example certificate retrieval flow

+N;EBLA>= 1>KLBHG
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Requester Responder

IA> K>SLIHG=>K L>G=L: $" ./.
F>LL:@>

|
IA> K>IN>LM>K L>G=L:" /9 $" ./. D]— 198" 1. ‘
K>IN>LM F>LL:@> i
HFI:K>=B@>LML BG $" ... K>LIHGL> -
F>LL:@> MH <:<A>= =B@>dhtinue if
no match is found

T
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
[l
|
|
|
|
|

IA> K>JN>LM>K L>G=L : | IHK >:<A K><>BO>=
9. 8IS/ K>IN>LM 1 29L5M “19 - I$I$ | KSINSLM MA>
| >G@MA Q K>LIHG=>K O>KB?B>L MM BL
! PBMABG MA> <>KMB?B<:M> <A:BG :G= MA>G
! AN L>G=L MA> -/$!$ | K>LIHGL>
1>KB?R O:EB=BMR H? <>KMB?B<:M> <kBG (@Bi__/$l$ / | F>LL:@> “L>= HG MA> K>IN>LM>=
MA> KHHM <>KMB?B<:M> MA>G IKH<>5= MH MA> | SG@MA $7 MA> <MN:BSIS |
<A:EE>G@>LIHGL> ! w | <A:BG E>G@MA BL E>LL MINGE M
| I MA>K>IN>LM>=">G@MA > @
‘ w ' ;RM>L MA> ->LIHG=>K K>MNKGL }GMBK>
<>KMB?B<:M> :G=: ->F:.BG=>K'>G@MA
/A> D K>IN>LM F>LL:@> :G= K>LIHGL> F>LL:@> <:G HIMBFBS> MA> :FHNGM H? =:M: K>JNBK>= MH ;>

MK:GL?>KK>= ?KHF MA> ->LIHG=>K MH MA> -=}N&>UMNA> IHM>GMB:EER E:K@> LBS> H? : <>KMB?B<:M> <A:BG /A>
<KRIMH@K:IAB< A:LA O:EN>L H? >O>KR <>KMB?B<:M> <A:BG LMHK>= HG :G >G=IHBGM :K> K>MKKGEHSPBMA MA>

F>LL:@> >G:;EBG@ MA> ->JN>LM>K MH <HFI:K> MA>L> O:EN>L MH IK>OBHNLER K>MKB>0>= :G= <:<A>= <>KMB?B<:M> <A!l
O:EN>L :G==>M><M :GR <A:G@>L MH MA> <>KMB?B<:M> <A:BGL LMHK>= HG MA> =>0B<> ;>?HK> BLLNBG@ :

K>IN>LM F>LL:@>

IHK MA> KNGMBF> <A:EE>G@> K>LIHBIA> 2BPG:MNK> ?B>E= BGOMA> K>LIHGL> F>LL:@> I:REH:= LAEE
<HGM:BG MA> LB@G:MNK> @>G>K:M>= ;R NLBG@ MA> IKBO:M> D>R :LLH<B:M>= PBMA MA> E>:? <>KMB?B<:M> HO>K MA>
F>LL:@> MK:GL<KBIM [>E> [->IN>LM HK=>KBG@ :G= F>LL:@> MK:GL<KBIM <HFINM:MBHG KNE>L ?HK ( (

/ABL >GLNK>L <KRIMH@K:IAB< ;BG=BG@ ;>MP>>G : LI><B?B< K>JN>LM F>LL:@> ?KHF : LI><B?B< ->JN>LM>K :G=: LI><B?B<
K>LIHGL> F>LL:@> ?KHF : LI><B?B< ->LIHGPAB<A >G:;E>L MA> ->IN>LM>K MH =>M><M MA> IK>L>G<> H? :G :<MBO>
:=O>KL:KR :MM>FIMBG@ MH =HPG@K:=> <KRIMH@K:IAB< :E@HKBMAFL HK .+ ( O>KLBHGL

INKMA>KFHK> : ->JN>LM>K @>G>Kaviees IKHM><ML MA> <A:EE>G@> K>LIHGL> ?KHF K>IE:R :MM:<DL PA>K>:L :
->LIHG=>K @>G>K:M>= GHG<> IK>0>GML MA> ->LIHG=>K ?KHF LB@GBG@ HO>K :K;BMK:KR =:M: MA:M MA> ->IN>LM>K =B<

1>KLBHG +N;EBLA>=
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IA> F>LL:@> MK:GL<KBIM @>G>K:MBHG ?HK MA> LB@G:MNK> <HFINM:MBHG BL K>LM:KM>=D.L H? MA> FHLM K><>GM
K>IN>LM K><>BO>=

10.6 Requester identity authentication

$? : ->IN>LM>K LNIIHKML FNMN:E :NMA>GMB<:MBHG BM LA:EE <HFIER PBMA :EE K>JNBK>F>GML IE:<>= HG : ->LIHG=>K L
LI><B?B>= BGIHG=>K B=>GMBMR :NMA>GMB<:MBHG

$? : ->LIHG=>K LNIIHKML FNMN:E :NMA>GMB<:MBHG BM LA:EE <HFIER PBMA :EE K>JNBK>F>GML IE:<>= HG : ->IJN>LM>K :L
LI><B?B>= BGIHG=>K B=>GMBMR :NMA>GNRE<IKB#SBG@ MPH LM:M>F>GML >LL>GMB:EER =>L<KB;>: KHE> K>O>KL:E

10.6.1 Certificat es and certificat e chains

<A .+ (>G=IHBGM MA:M LNIIHKML B=>GMBMR :NMA>GMB<:MBHG NLBG@ <>KMB?B<:M>L LA:EE <:KKR :M E>:LM HG> <HFIE
<>KMB?B<:M> <A:BG <>KMB?B<:M> <A:BG <HGM:BGL :G HK=>K>= EBLM H? <>KMB?B<:M>L IK>L>GM>=:L MA> ;BG:KR ;RN
<HG<:M>G:MBHG H? MA> ?B*EEE MANMB?B<:M> <A:BG ?HKEAHPL $G MA> <HGM>QM H? MABL LI><B?B<:MBHG :
<HFIE>M> <>KMB?B<:M> <A:BG BL HG> PA>K> B MA> ?BKLM <>KMB?B<:M> >BMA>K BL LB@G>= ;R : -HHM >KMB?B<:M> : «
LI><B?B>L : MKNLM :G<AHK HK BL : -HHM >KMB?B<:M>BML>E? BB >:<A LN;L>JN>GM <>KMB?B<:M> BL LB@G>= ;R MA> IK
<>KMB?B<:M> :G= BBB MA> ?BG:E <>KMB?B<:M> <HGM:BGL MA> IN;EB< D>R NL>= MH :NMA>GMB<:M> MA> .+ ( >G=IHBGM
<>KMB?B<:M> BL <:EEaf ddAkficate

$? .G .+ (>G=IHBGM =H>L GHM LNIIHKM FNEMBIE> :LRFF>MKB® D> RtH MA> .+ (>G=IHBGM LA:EE

<HGM:BG : LBG@E> IN;EB< IKBO:M> D>R I:BK [>K LNIIHKM>= :E@HKBMAF ?HK BML E>:? <>KMB?B<:M>L K>@:K=E>LL H? AH
<>KMB?B<:M> <A:BGL :K> LMHK>= HG MA> =>0B<> /A> ->LIHG=>K L>E><ML : LBG@E> :LRFF>MKB< D>R LB@G:MNK> :E@HI
>IN>LM>K K>@:K=E>LL H? MA> O:EN> BI? ?B>E=

>KMB?B<:M> <A:BGL :K> LMHK>= BG EH@B<:E ERtatdBHABLL & BEM>= LEHM LA:EE >BMA>K ;> >FIMR HK <HGM:BG HG>
<HFIE>M> <>KMB?B<:M><A:BG =>0B<> LA:EE GHM <HGM:BG FHK> MA:G >B@AM LEHML .EHML :K> GNF;>K>= MAKHN@/#
.EHM BL IHINE:M>= ;R =>?:NEM $?:=>0B<>NL* MA> FH=>E D D SH BG BML
K>LIHGL> :G=B? MA> <HKK>LIHG=BG® D HK DD D BL ?:EL> MA>G MA> <>KMB?B<:M> <A:BG BG
>0O>KR IHINE:M>= LEHM LA:EE NLtg MA>  FH=>E $?:=>0B<> NL>L M§p>-/ FH=>E D D SI BG
BML K>LIHGL> :G=B? MA> <HKK>LIHG=BG® D HK D D D BL ?:EL> MA>G MA>
<>KMB?B<:M> <A:BG BG >O>KR IHINE:M>= LEHM I$A:EE NL>AMA>SE $? MA> <HKK>LIHG=RG@ D HK

DD D BL ?:EL> MA* ' ?B>E=8&MB?B<:M> BGAANEEEP:RL ;> S>KH GH F:MM>K PA>MA>K MA>
=>0B<> NL>L MAts$ -/ FH=>E HK MA$. -/ FH=>E

$? MA> <HKK>LIHG=BG@ D HK D D D BL MKN> MA> <>KMB?B<:M> FH=>E ?HK >:<A I[HINE:M>=
<>KMB?B<:M> LEHM <G K>EBP (NEMBIE> :LRFF>MKB< D>R LNIIHKM :EEHPL MA> NL> H? MA> @>G>KB< <>KMB?B<:M> FH=>
NL> H? MA> -$ -/ FH=>E LA:EE ;> IKHAB;BM>= PA>G MA> <HKK>LIHGIBA® HK

DD D BL ?:EL>

$G :EE <:L>L MA> <>KMB?B<:M> FH=>E ?HK LEHM LA:EE ;> >BMA>K MA> =>0B<> <>KMB?B<:M> FH=>E HK MA> :EB:L <>KM|

==BMBHG:E LEHML F:R ;> IHINE:M>= MAKHN@A MA> LNIIER <A:BG LN<A L ;R : IE:M?HKF BGM>@K:MHK HK ;R :G >G= NL>K |
L :G $/ :=FBGBLMK:MHKEHM F:LD B=>GMB?B>L MA> <>KMB?B<:M> <A:BGL BG MA> >BRBPANWACEHIN>LBEBE:KER
LNIIHKML FNMN:E :NMA>GMB<:MBHGDG> BY BL ?:EL> : ->IN>LM>K =>0B<> LA:EE NL> >BMA>K MA>
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1$ -/ FH=>E HK MA$. -/ FH=>E :G= MA> <>KMB?B<:M> <A:BG BG >O>KR IHINE:M>= LEHM LA:EE NL> MA> L:F>
FH=>E )HM> MA:M MA> ->IN>LM>K =H>L GHM A:O> <:I;;BEBMR ?E:@L MH BG=B<:M> MA> <>KMB?B<:M> FH=>E

$? :G >G=IHBGM LNIIHKML <>KMB?B<:M>L MA>G .EHM BL MA>=>?:NEM <>KMB?B<:M> <A:BG LEHM .EHM LA:EE <HGM:BC
<>KMB?B<:M> <A:BG NGE>LL MA> =>0B<> A:L GHM R>M A:=: <>KMB?B<:M> <A:BG IKHOBLBHG>= :G= BL BG : MKNLM>= >GC

<A <>KMB?B<:M>BG : <A:BG LAEEE ;>BG .) ->G<H=3= O ?HKF:M:L! =>?BG>L /A> ) -
>G<H=BG@ H? >:<A BG=BOB=N:E <>KMB?B<:M> <:G ;> :G:ERS>= MH =>M>KFBG> BML E>=G@MA

/H :EEHP ?HK ?E>QB;BEBMR BG LNIIHKMBG@ FNEMBIE> <>KMB?B<:M> FH=>EL MA> FBGBFNF GNF;>K H? <>KMB?B<:M>L |
<A:BG LAEE ;> HG> :G=: <A:BG LA:EE <HGM:BG : E>:? <>KMB?B<:M>

IA> E>:? <>KMB?B<:M> BG MA> =>0B<> <>KMB?B<:M> FH=t¢E LA:EE ESWWA>KMB?B<:M> /A> E>:? <>KMB?B<:M> BG :G

:EB:L <>KMB?B<:M> FH=>E LA:EE$> MA> E>:? <>KMB?B<:M> $G : @>G>KB< <>KMB?B<:M> FH=>E MA> E>:? <>KMB?B<:M>
> MA> )-$ -/ E>:? <>KMB?B<:M> 2A>G MA> <HKK>LIHGEB®@ HK D D D BL ?:EL>

:G=: <>KMB?B<:M> <A:BG <HGLBLML H? : LBG@E> <>KMB?B<:M> MA:M <>KNIB?B<:M>E>FHCGERB?B<:M> 2A>G

MA> <HKK>LIHG=BG@D D HK D D D BL MKN> :G=: <>KMB?B<:M> <A:BG <HGLBLML H? : LBG@E>
<>KMB?B<:M> MA:M <>KMB?B<:M48L-*BMAHK: )-$ -/ E>:? <>KMB?B<:M>

2A>G :NMA>GMB<:MBG@ :G .+ (>G=IHBGM : O:EB= <>KMB?B<:M> PHKMEHML = BG<ENLBO>ER BL : LNIIHKM>=
<>KMB?B<:M> LEHM MA:M <HGM:BGL ;HMA : <>KMB?B<:M> <A:BG :G= BML $RKK>lMEMSIE IDXREGE:EB=
<>KMB?B<:M> LEHM MA> K>LIHG=BG@ .+ ( >G=IHBGM LA:EE >BMA>K K>LIHG:PBMALGLBE>GMER =BL<:K= MA>
K>IN>LM

/E> [ >KMB?B<:M> <A:BG ?HKEAL<KB;>L MA> <>KMB?B<:M> <A:BG ?HKF:M

Table 33 N Certificate chain format

Byte offset Field Size (bytes) Description

A:EE ;> MA> MHM:E E>G@MA H? MA> <>KMB?B<:M> <A:BG BG
>G@MA ;RM>L BG<EN=BG@ :EE ?B>E=L BG MABL M:;E> /ABL ?B>E=BL
EBMME> >G=B:G

->L>KO>= ->L>KO>=

A:EE ;> MA> =B@>LM H? MA> -HHM >KMB?B<:M> )HM> MA:M

MA> -HHM >KMB?B<:M>BL .) ->G<H=>=?HK MABL
-HHM#.LA =B@>LM /ABL ?B>E= LA:EELA B®/> HK=>K BL

MA> HNMINM LBS> BG ;RM>L H? MA> A:LA :E@HKBMAF

L>E><M>= ;R MA> FHLM K><>GM K>LIHGL>

AEE ;>: <HFIE>M=x>KMB?B<:M> <A:BG <HGLBLMBG@ H?
HG>HKFHK> ) ->G<H=>= 3 O

<>KMB?B<:M>L /ABL ?B>E= LAGEH>BG)

;RM> HK=>K

>KMB?B<:M>L )1

368 10.7 GET_DIGESTS equest and DIGESTS response messages

/ABL K>JN>LM F>LL:@> LA:EE K>MKB>0> MA> <>KMB?B<:M> <A:BG =B@>LML

1>KLBHG +N;EBLA>=
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[5E> ["198" .. KSIN>LM F>LL:@> ?HKF:M LAHPL MA>D K>IN>LM F>LL:@> ?HKF:M

IA> =B@>LML/BE&> [ .N<<>LL?NE $"./.K>LIHGL> F>LL:@> ?HKF:M  LA:EE ;> <HFINM>= HO>K MA> <>KMB?B<:M>
<A:BG U :;E> [ >KMB?B<:M> <A:BG ?HKEAHPL

2A>G MA> <HKK>LIHG=BG®@D D HK D D D BL MKN> <>KMB?B<:M> LEHML A:O> ?HNK LM:M>L MA:M
<G ;> K>IHKM>= ;R MA> >G=I|HBGM /A> LN; ;NEE>M H? >:<A LM:M> =>L<KB;>L AHP MA> LM:M> BL K>IK>L>GM>= BG MA>
K>LIHGL>

H>L GHM >QBLM

IA> <HKK>LIHG=BG@ ;BM-BG */ .& BL GHM L>M
QBLML :G= >FIMR
IA> <HKK>LIHG=BG@ ;BM-BG */ .& BL L>M :G= MA> <HKK>LIHG=BG@ ;BM BG
F1$$%) ¥ & BL GHM L>M
QBLML PBMA D>R
* JA> <HKK>LIHG=BG@ ;BMkBG */ & G= *1$$Y) M & :K>L>M ;NM MA> O:EN> H?

MA> <HKK>LIHG=BG@ ?B>E=BL S>KH

QBLML PBMA D>R :G= <>KM
/A> <HKK>LIHG=BG@ ;BM&BG */ .& G= X18.$%) ¥ & ‘K> L>M :G= MA> O:EN> H?
MA> <HKK>LIHG=BG@ ?B>E=BL GHG S>KH

2A>G : <>KMB?B<:M> LEHM =H>L GHM >QBLM BM LA:EE K>F:BG BG MABL LM:M> ?HK MA> K>F:BG=>K H? MA> .+ ( <HGG><M
>QBLML :G=>FIMR LM:M> BG=B<:M>L MA> IK>L>G<> H? : <>KMB?B<:M> LEHM PA>K> G>BMA>K : D>R GHK : <>KMB?B<:M> /
IKHOBLBHG>=R>M /A> QBLML PBMA D>R LM:M>BG=B<:M>L MA> <>KMB?B<:M> LEHM A:L HGER :G :LRFF>MKB< D>R :LLH
;NM GH <>KMB?B<:M> <A:BG /A> QBLML PBMA D>R :G=<>KM LM:M> BG=B<:M>L MA> <>KMB?B<:M> A:L ;HMA :G :LRFF>MK
LLB@G>= MH BM :G=: <>KMB?B<:M> <A:BG /A> QBLML PBMA D>R :G=<>KM LM:M> BL : ?NEER IKHOBLBHG>= LM:M> 2A>
<>KMB?B<:M> LEHM >QBLML MA> MRIB<:E IKH@K>LLBHG H? LM:M>L LM:KML :M >QBLML :G=>FIMR ?HEEHP>=;R QBLMI
>G=L PBMA QBLML PBMA D>R :G=<>KM

Table 34 N GET_DIGESTS request message format

Byte offset Field Size (bytes) Description
AEE ;>MA>  -$% L =>L<KB;>=BG (
+(1 >KLBHG
O>KLBHG
.A:EE ;> H3PI D S>> [GE> [+ (

->JN>LM->LIHGL> H=>
K>JN>LM <H=>L

+K:F ->L>KO>=

+K:F >L>KO>=
Table 35 N Successful DIGESTS response message format

Byte offset Field Size (bytes) Description

AEE ;> MA> -$9 L =>L<KB;>= BG (

+(1 >KLBHG O>KLBHG
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Byte offset Field Size (bytes) Description

H3HI >> [E> [+ (KSLIHGL>
<H=>L

->JN>LM->LIHGL> H=>

.NIIHKM>=.EHM(:.LD /ABL ?B>E= BG=B<:M>L PAB<A LEHML

MA> K>LIHG=BG@ .+ ( >G=IHBGM LNIIHKML $?

<>KMB?B<:M> LEHM 3 >QBLML BG MA> K>LIHG=BG@ .+ (

>G=IHBGM MA> ;BM BG IHLBMBHG 3 H? MABL ;RM> LA:EE ;> L>M
BM BL MA> E>:LM LB@GB?B<:GM ;BM H? MA> ;RM> 'BD>PBL>

B? <>KMB?B<:M> LEHM 3 =H>L GHM >QBLM BG MA> K>LIHG=BG@

.+ (>G=IHBGM ;BM 3 H? MABL ;RM> LA:EE GHM ;> L>M

:G=<>KMB?B<:M> LEHM 3 LA:EE ;> :G BGO:EB= O:EN> BG

O:KBHNL LEHM $ ?B3E=L :<KHLL :EE .+ (

K>JN>LM F>LL:@>L MA:M <HGM:BG MABL ?B>E=

+K:F

+KHOBLBHG>=.EHM(:LD $? LEHM & <HGM:BGL : <>KMB?B<:M>
<A:BG MA:M LNIIHKML MA> <NKK>GMER G>@HMB:M>=
:E@HKBMAFL ?HK MA> <HGG><MBHG ;BM & H? MABL ;RM> LA:EE
>1>M BM BL MA>E>:LM LB@GB?B<:GM ;:BM H? MA> ;RM>
==BMBHG:BRRVA> <HKK>LIHG=BG@

DD D HK D D D BL MKN>
:G=B? LEHM & <HGM:BGL :G :LLH<B:M>= D>R I:BK MA:M
LNIIHKML MA> <NKK>GMER G>@HMB:M>= :E@HKBMAFL ?HK MA>
<HGG><MBHG ;BM & H? MABL ;RM> LA:EE ;> L>M 'HK :EE
?B>E=L ?KHF./ MH4." & BG<ENLBO> MA>
GNF;>K H? ?B>E=L K>MNKG>= =>GHMBA:FE ;>
>JN:E MH MA> GNF;>K H? ;BML L>M BG MABL ;RM>

+K:F

IA>L> ?B>E=L LA:EE ;> K>SMNKG>= BG HK=>K H? BG<K>:LBG@
LEHM GNF;>K

$?:;BM BL L>M BG MABL ?B>E= MA> <HKK>LIHG=BG@ ;BM BG
O++*/ ™ & LAEE :ELH ;> L>M

B@>LM H? MA> <>KMB?B<:M> <A B@&BG /ABL

B@>LM6 7
?B>E= LA:EE ;*AB® ;RM> HK=>K

B@>LM H? MA> <>KMB?B<:M>«AB@&@BG /ABL

?B>E= LA:EE ;ABG ;RM> HK=>82 : <>KMB?B<:M> <A:BG

BL GHM IK>L>GM BG MABL LEHM MA> O:EN> H? MABL ?B>E= LA:EE
;> :EE S>KHL

G B@>LM6G 7

AEE ;> MA> 4 $- H? MA> D>R |:BK :LLH<B:M>=
PBMA-/ *?H@
G &>R+:BK$ 67
/ABL ?B>E= LA:EE ;> IK>L>GM B? MA> <HKK>LIHG=BG@
D D D HK D D D BL MKN>
*MA>KPBL> BM LA:EE ;> :;L>GM

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG

Byte offset Field Size (bytes)
G &>R+:BK$ 6G 7
G >KMB?B<:M>$G?H6 7
G >KMB?B<:M>$G?H6G 7
G &>ROL:@>(:LD6 7
G &>ROL:@>(:LD6G 7

/E> [ >KMB?B<:M> BGRAHPL MA> ?HKF:M ?HK 5>/ )i*

Table 36 N Certificate info

Description

AEE ;> MA> 4 $- H? MA> D>R I:BK :LLH<B:M>=
PBMA-/ */?):1@

/ABL ?B>E= LA:EE ;> IK>L>GM B? MA> <HKK>LIHG=BG@
DD D HK D D D BL MKN>
*MA>KPBL> BM LA:EE ;> :;;L>GM

A:EE ;> MA> <>KMB?B<:M> BG?HKF:MBH@&@?HK
/A> ?HKF:M H? MABL ?B>E= LA:EE ;> MA> ?HKF:M MA:M MA>
<>KMB?B<:M> BGZ#$RBGE>L

/ABL ?B>E= LA:EE ;> IK>L>GM B? MA> <HKK>LIHG=BG@
DD D HK DD D BL MKN>
*MA>KPBL> BM LA:EE ;> ;;L>GM

A:EE ;> MA> <>KMB?B<:M> BG?HKF:MBHG ?HK
-1*1?):1@ /A> ?HKF:M H? MABL ?B>E= LA:EE ;> MA>
?HKF:M MA:M MAMB?B<:M> BG2+RBGE>L

/ABL ?B>E= LA:EE ;> IK>L>GM B? MA> <HKK>LIHG=BG@
DD D HK D D D BL MKN>
*MA>KPBL> BM LA:EE ;> ;;L>GM

A:EE ;> MA> D>R NL:@> ;BM F:LD 2HiCH@
/A> ?HKF:M H? MABL ?B>E= LA:EE ;> MA> ?HKF:M MA:M MA>
D>R NL:@> ;BM F:LD M:;&2BG>L

/ABL ?B>E= LA:EE ;> IK>L>GM B? MA> <HKK>LIHG=BG@
DD D HK D D D BL MKN>
*MA>KPBL> BM LA:EE ;> :;;L>GM

A:EE ;> MA> D>R NL:@> ;BM F:LD 2H{®):1@
/A> ?HKF:M H? MABL ?B>E= LA:EE ;> MA> ?HKF:M MA:M MA>
D>R NL:@> ;BM F:LD M:;&2BG>L

/ABL ?B>E= LA:EE ;> IK>L>GM B? MA> <HKK>LIHG=BG@
DD D HK D D D BL MKN>
*MA>KPBL> BM LA:EE ;> :;;L>GM

?B>E=L

+N;EBLA>=
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+ 4+ (.I><B?B<:MBHG

Bit offset Field Description

/A> O:EN> H? MABL ?B>E= LA:EE BG=B<:M> MA> <>KMB?B<:M>
FH=>E MA:M MA> <>KMB?B<:M> LEHM NL>L
V 1:EN>H? BG=B<:M>L >BMA>K MA:M MA> <>KMB?B<:M>
LEHM =H>L GHM <HGM:BG :GR <>KMB?B<:M>L HK MA:M
MA> <HKK>LIHG=BG@@D D HK
DD D BL ?:EL>
V 1:EN>H? BG=B<:M>L MA:M MA> <>KMB?B<:M> LEHM
NL>L MA>1$ -/ FH=>E
V 1:EN>H? BG=B<:M>L MA:M MA> <>KMB?B<:M> LEHM
NL>L MA>S$ . -/ FH=>E
V 1:EN>H? BG=B<:M>L MA:M MA> <>KMB?B<:M> LEHM
NL>L MA>) -$ -/ FH=>E
V EE HMA>K O:EN>L K>L>KO>=

6 7 >KM(H=>E

6 7 ->L>KO>= ->L>KO>=
/3 E> [&>R NL:@> ;BM F:LD LAHPL MA> ?HKF:M ?HK MA>.& ?B>E=L
Table 37 N Key usage bit mask

Bit offset Field Description

$? L>M MA? ?B>E=L BG

D

D D :G=
<:G LI><B?R MABL <>KMB?B<:M> LEHM

&>R QOL> $? GHM L>M MA> ?B>E=L BG

D

D D :G=
LA:EE GHM LI><B?R MABL <>KMB?B<:M>
LEHM

$? L>M MA? ?B>E=L BG

:G=
D <:G LI><B?R
A:EE>G@>0L> MABL <>KMB?B<:M> LEHM $? GHM L>M
MA> '+ ?B>E=L BG
:G= D LA:EE GHM

LI><B?R MABL <>KMB?B<:M> LEHM

$? L>M MA» ?B>E=L BG
D :G=
<:G LI><B?R MABL
<>KMB?B<:M>LEHM $? GHM L>M MA>
5] ?B>E=L BG
D :G=
LA:EE GHM LI><B?R
MABL <>KMB?B<:M> LEHM

(>:LNK>F>GMOL>

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

Bit offset Field Description

$? L>M MA» ?B>E=L BG
D D :G=
D <:G LI><B?R MABL
<>KMB?B<:M> LEHM $? GHM L>M MA>
) ?B>E=L BG
D D :G=
D LA:EE GHM
LI><B?R MABL <>KMB?B<:M> LEHM

G=IHBGM$G?HOL>

6 7 ->L>KO>= > >KO>=

$? L>M MABL ?B>E= LA:EE BG=B<:M>
NL:@> =>?BG>= ;R LM:G=:K=L

HMA>K MA:G LI><B?B<:MBHGL
=>?BG>=;R (/!

M:G=:K=L&>ROL>

$? L>M MABL ?B>E= LA:EE BG=B<:M>
NL:@> =>?BG>= ;R : O>G=HK

1>G=HK&>ROL>

IHK LEHM :M E>:LM HG>4H? #U) . .0- (). G= ) +$)/)Ix, LAEE ;> L>M /A>
<HKK>LIHG=BG@ <:I;;BEBMR ;:BML LA:EE ;> L>M :IIKHIKB:M>ER

381 10.8 GET_CERIFICATE request and CERTIFICATE response messages

/ABL K>JN>LM F>LL:@> LA:EE K>MKB>0> MA> <>KMB?B<:M> <A:BG ?KHF MA> LI><B?B>= LEHM GNF;>K

[5E> [")9 - /$!$ | K>IN>LM F>LL:@> ?HKFIMHPL MA> D K>JIJN>LM F>LL:@> ?HKF:M

"9 - /$'$  / K>IN>LM :MMKB;NMHPL MA> D K>JN>LM :MMKB;NM>L

/;E> [.N<<>LL?NE - /$!'$ | KSLIHGL> F>LL:@> ?HKF:NLAHPL MA> K>LIHGL> F>LL:@> ?HKF:M

[5E> [ - /$!$ /| K>SLIHGL> :MMKB;NMAHPL MA> K>LIHGL> :MMKB;NM>L

IA> ->IN>LM>K L>G=L HG> HK FHK> K>JN>LML MH K>MKB>0> MA> <>KMB?B<:M> <A:BG H? MA> ->LIHG=>K

Table 38 N GET_CERTIFICA TE request message format

Byte offset Field Size (bytes) Description
AEE ;> MA>  -$% 'L =>L<KB;>=BG (
+(1  >KLBHG
O>KLBHG
AEE ;> H3PJ D S>> [GE> |

->IN>LM->LIHGL> H=>
A+ (K>IN>LM <H=>L

+N;EBLA>= 1>KLBHG



Byte offset Field

+:K:F

+K:F

*?2L>M

>G@MA

4+ (.I><B?B<:MBHG

Size (bytes) Description
BM6 7 ->L>KO>=

BM6 7 .AEE ;> MA>/ .EHM GNF;>K H? MA>
->LIHG=>K <>KMB?B<:M> <A:BG MH K>:= /A> O:EN> BG
MABL ?B>E= LA:EE ;> ;>MP>>G :G= BG<ENLBO>

->JIN>LM :MMKB;NM>L
>> "9 - /$!$ | KSIN>LM :MMKB;NM>L

A:EE ;> MA> AIR>M BG ;RM>L ?KHF MA> LM:KM H? MA>
<>KMB?B<:M> <A:BG MH PA>K> MA> K>:= K>JN>LM
F>LL:@> ;>@BGL /A> ->LIHG=>K LA:EE L>G= BML
<>KMB?B<:M> <A:BG LM:KMBG @?2&MF!MRBIA?

?BKLND K>IJN>LM ?HK : @BO>G LEHM MA>
->JN>LM>K LA:EE L>M MABL ?B>E=MH !HKLN;L>IN>GM
K>JIN>LML!. / BL L>M MH MA> G>QM IHKMBHG H? MA>
<>KMB?B<:M>BG MA:M LEHM

A:EE ;> MA> E>G@MA H? <>KMB?B<:M> <A:BG =:M: BG
;RM>L MH ;> K>SMNKG>= BG MA> <HKK>LIHG=BG@
K>LIHGL> /ABL ?B>E=BL :G NGLB@G>= ;BM BGM>@>K

Table 39 N GET_CERTIFICA TE request attributes

Bit offset Field

.EHM.BS>->IN>LM>=

6 7 ->L>KO>=

Description
2A>G */$5 ,0./ SI BG MA>D K>IN>LM MA> ->LIHG=>K LA:EE K>MNKG
MA> GNF;>K H? ;RM>L :0:BE:;;E> ?HK <>KMB?B<:M> <A:BG LMIB)K:@»# BG MA2B>E= H?
MA> K>LIHGL> 2A>G/$5 0./ SI MA> 1./ :G= )y ?B>E=L BG MA>
D K>IN>LM LA:EE ;> B@GHK>= ;R MA> ->LIHG=>K
->L>KO>=

Table 40 N Successful CERTIFICA TE response message format

Byte offset Field

+ (1  >KLBHG

->JN>LM->LIHGL> H=>

+:K:F

+K:F

Size (bytes) Description
AEE ;>MA> -89 ‘L =>L<KB;>=BG (
O>KLBHG
AEE ;> H3HJ S>> [GE> [+ (

K>LIHGL> <H=>L

BM6 7 ->L>KO>=

BM6 7 .A:EE ;> MAX/ .EHM GNF;>K H? MA>
<>KMB?B<:M> <A:BG K>MNKG>=

/A> ?HKF:M H? MABL ?B>E= LA:EE ;> MA> ?HKE:M MA:M
[ - /$!$ /| K>SLIHGL> :MMKB;NM>RPBG>L

1>KLBHG

+N;EBLA>=



+ (.I><B?B<:MBHG +

Byte offset Field Size (bytes) Description

.A:EE ;> MA> GNF;>K H? ;RM>L H? MABL IHKMBHG H? MA>
<>KMB?B<:M> <A:BG /ABL LAHNE= ;> E>LL MA:G HK >JN:E MH
) K><>BO>=:L (KM H? MA> K>IN>LM HK
>Q:FIE> MA> ->LIHG=>K FB@AM L>M MABL ?B>E= MH :
O:EN> E>LL MA:@®#  K><>BO>=:L |:KM H? MA>
K>JN>LM =N> MH EBFBM:MBHGL HG MAXMKHELFBM ;N?
MA> ->LIHG=>I$? MA> K>IN>LMps  ?B>E=BL
MA>G MABL ?B>E= LA:EE ;> L>M MH $?
*/$5 ,0./ SI BG MA> K>JN>LM MABL ?B>E=LA:EE
;> L>M MH S>KH

+HKMBHG'>G@MA

\A:EE ;> MA> GNF;>K H? ;RM>L H? MA> <>KMB?B<:M> <A:BG
MA:M A:O> GHM ;>>G L>GM R>M :?M>K MA> <NKK>GM
K>LIHGL> 'HK MA> E:.LM K>LIHGL> MABL ?B>E= LA:EE ;>
L :G BG=B<:MBHG MH MA> ->JN>LM>K MA:M MA> >GMBK>
<>KMB?B<:M> <A:BG A.L ;>>G L>GM $? MA> K>IN>LM>=
Yy ?B>E=BL:G= "*/$5 ,0./ SH BG MA>
K>JN>LM MA>G MABL ?B>E= LA:EE K>MNKG MA> :<MN:E LBS> H?
MA> <>KMB?B<:M> <A:BG BG MA& JEEHM .>>
"9 - /$!$ | KSIN>LM :MMKB; NN FHK>
=>M:BE

->F:BG=>K'>G@MA

A:EE ;> MA> K>IN>LM>= <HGM>GML H? MA> M:K@>M
<>KMB?B<:M> <A:BG L =>L<KBMBWB<:M>L :G=
>KM A:BG *-I$*) )'1# HK <>KMB?B<:M> <ABG&I$5 ,0./ SI BG MA>
K>JN>LM MABL ?B>E= LA:EE ;> ;;L>GM $? MA> K>JN>LM>=
) ?B>E= BL MA>G MABL ?B>E= LAEE ;> :;L>GM

Table 41 N CERTIFICA TE response attributes

Bit offset Field Description

/A> O:EN> H? MABL ?B>E= LAEE ;>
MA> <>KMB?B<:M> FH=>E H? MA> LEHM
[A> ?HKF:M H? MABL ?B>E= LAEE ;>

6 7 >KMB?B<:M>$G?H
MA> ?HKF:M H? MA>'
?B>E= MA:MNKMAMB?B<:M> BG?H
M:;E>=>?BG>L

EE HMA>K ;BML ->L>KO>= ->L>KO>=

IB@NK> [->LIHG=>K <:GGHM K>MNKG ?NEE E>G@MAHPU:MEHRB@A E>O>E K>IN>LM K>LIHGL> F>LL:@> ?EHP PA>G
MA> ->LIHG=>K <:GGHM K>MNKG MA> >GMBK> =:M: K>JN>LM>= ;R MA> ->JN>LM>K BG MA> ?BKLM K>LIHGL>

Figure 9 N Responder cannot return full length data flow

+N;EBLA>= 1>KLBHG



397

399

+ 4+ (.I><B?B<:MBHG

Requester Responder
T T
|
& (), "1 nypo (%$# ', ' 1
D /< F'; / me e D/B;;
: ) # )Diy
- 88/ Q Q I $*$# # ) D./B;,
I HCH# ) D=5
: "e- 8IS 1 Q Q ! & ()" ## %S*H3
| ():/Bi3 # )=
|
I $*$# # ) D;/=;
le——- 5% / Q T # )D;

G=IHBGML MA:M LNIIHK®:KM@&> .+ ( F>LL:@> MK:GL?>K F><A:GBIE>LL:@> L>M LA:EE NL> MA> E:K@> .+ (

F>LL:@> MK:GL?>K F><A:GBLF F>LL:@>L MH F.G:@> MA> MK:GL?>K H? MA> K>IN>LM>= <>KMB?B<:M> <A:BG PA>G MA>
K>LIHGL> BL E:K@>K MA:G >BMA>K! Vigs> H? MA> ->IN>LM>K HK MA> MK:GIH8NI?; NTA>

->LIHG=>K .I><B?B<:EER

V $? MA> ->IN>LM>K LML MHH :G=  )'/# MHH3 BG MA>D K>IN>LM MA> ->LIHG=>K
LA:EE L>M/$*) )'/# >JIN:E MH MA> LBS> H? MA> <HFIE>M> <>KMB?B<:M> <A:BG LMHK>= BG MA> K>JN>LM>= LEHM L
($) - ) MHH :G= LA:EE LMHK> MA> <HGM>GML H? MA> <HFIE>M> <>KMB2B88:M> SGCBEABG
K>LIHGL> /A>G MA> ->LIHG=>K LA:EE ?K:@F>GM :G= K>MNKG MABL K>LIHGL> F>LL:@> BG <ANGDL :L I>K
MA> <E:NL>L IK>L>GM>= BG K>JN>LM :G= D K>LIHGL> F>LL:@>$G MABL <:L> MA>
->LIHG=>K LA:EE GHM K>MNKG : I:KMB:E <>KMB?B<:M> <A:BG

R L>MMBG@&5 ,0./ SI BG MA> K>IN>LM :MMKB;NM>L MA> ->IN>LM>K <:G JN>KR MA> LBS> H? MA> ->LIHG=>K L
<>KMB?B<:M> LEHM /A> ->IN>LM>K LAHNE= JN>KR MA> LEHM LBS> ;>?HK> :GR :<MBHG MA:M NL>L LEHM LMHK:@> ;><:NL
->LIHG=>K FB@AM <A:G@> MA> O:EN> H? MA> LEHM LBS> ;:L>= HG HMA>K :<MBHGL

10.8.1 Mutual authentication r equir ements for GET_CERIFICATE and CERIFICATE
messages

$? MA> ->IN>LM>K LNIIHKML FNMN:E :NMA>GMB<:MBHG MA> K>INBK>F>GML |E:<>= H®MA> ->[4G=*K BG
K>IN>LM :G= -/$!$ /| K>SLIHGL> F>LL:@>L <E:NL> LA:EE :ELH :IIER MH MA> ->INHEMNAKS ->LIHG=>K LNIIHKML
FNMN:E :NMA>GMB<:MBHG MA> K>IJNBK>F>GML IE:<>= HG MA> -5IN>LM>K®BEHE MAK>IN>LM :G=

- /$1$ | K>SLIHGL> F>LL:@>L <E:NL>L LA:EE :ELH :IIER MH MA> ->LIH@=>IK><>=BG@ MPH L>GM>G<>L
>LL>GMB:EER =>L<KB;> : KHE> K>O>KL:E

10.8.2 SPDM certificat e requir ements and r ecommendations

/ABL LI><B?B<:MBHG =>?BG>L : GNF;>K H? 3>DIBK>G= HIMBHG?B>E=L ?HK <HFIEB:GM .+ ( <>KMB?B<:M>L .+ (
<>KMB?B<:M>L :ELH :=A>K> MH MA> K>IJNBK>F>GML=£?BG>L 0GE>LL LM:M>= HMA>KPBL> MA> ?HEEHPBG@ <E:NL>L

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

(IER MH MAHL> <>KMB?B<:M>L BG MA> <A:BG MA:M :K> LI><B?B< MH : =>0B<> BGLM:G<> MA:M BL MA> E>:? <>KMB?B<:M>
1$ -/ FH=>E HK MA%2$ -/ ‘EE BGM>KF>=B#M>/ L :G=MA> E>:? <>KMB?B<:M>8G/MA> FH=>E
>> B=>GMBMR IKHOBLBHGBG@

$G :==BMBHG NI#>/ /-)/$1 ( <>KMB?B<:M>>QM>»@LBHG ?B>E=BL K><HFF>G=>= ?HK IKHOB=BG@ =>0OB<>
BG?HKF:MBHG .>> M#BGBMBHG H? HMA>K):F> NLBG@ MA> (/! *$

$G ;;E> [!B>E= K>INBK>F>GMMA> K>IJNBK>F>GML <HENFGL =>?BG> MA> K>IJNBK>F>GM ?HK MA> <HKK>LIHG=BG@ <>KN\
FH=>EL $G MA>L><HENFGL MA> <HKK>LIHG=BG@ ?B>E= PBMA : O:EN>H? (:G=MHKR LA:EE ;> IK>L>GM BG MA> E>:? <>k
'‘BD>PBL> MA> <HKK>LIHG=BG@ ?B>E= PBMA : O:EN>H? *IMBHG:E <:G ;> IK>L>GM HK :;L>GM BG MA> E>:? <>KMB?B<:M>
MABL M:;E> K>?E><ML MA> FBGBFNF K>JNBK>F>GML ?KHF MA> I>KLI><MBO> H? MABL LI3BR<H?BHES> /A> O>G=HK

.+ (>G=IHBGM :G= HMA>K LM:G=:K=L LN<A':L <:G IE:<> :==BMBHG:E HK FHK> K>LMKB<MBO> K>JNBK>F>GML

Table 42 N Field requirements

i - . 5 GenericCert _
Field DeviceCert / AliasCert Requirements . Description
Requirements

1A>
:LB< HGLMK:BGML (:G=:MHKR (:G=:MHKR O:EN> LA:EE
>

/A> O>KLBHG
H? MA>
>G<H=>=
<>KMB?B<:M>
1>KLBHG (:G=:MHKR (:G=:MHKR LAEE ;>
IK>L>GM :G=
LA:EE ;>K
>G<H=>=L
O:EN>J

1A>
LLB@G>=
L>KB:E
GNF;>K LA:EE
>KB:E )NF;>K (:G=:MHKR (:G=:MHKR ;> IK>L>GM
PBMA :
IHLBMBO>
BGM>@>K
O:EN>

$? IK>L>GM
MA>
$") /0-
B@G:MNK> E@HKBMAF (:G=:MHKR *IMBHG:E :E@HKBMAF
MA:M MA>
NL>L LA:EE ;>
IK>L>GM

+N;EBLA>= 1>KLBHG



+ 4+ (.I><B?B<:MBHG

A . . . GenericCert L
Field DeviceCert / AliasCert Requirements . Description
Requirements

$? IK>L>GM
MA>
$LLN>K (:G="MHKR *IMBHG:E =BLMBG@NBLA>=
G:F> LA.EEE
> LI><B?B>=

$? IK>L>GM
MA> LN;C><M
G:F> LAEEE

> |K>L>GM
:G=LAEE
K>IK>L>GM
MA>
=BLMBG@NBLA>=
G:F>
LLH<B:M>=
PBMA MA> E>:?
<>KMB?B<:M>

.N;C><M ):F> (:G=:MHKR *IMBHG:E

$? IK>L>GM
L>>
>KMB?B<:M>
O:EB=BMR
=>M:BEG=

-l

1:EB=BMR (:G=:MHKR *IMBHG:E

IA>=>0B<>
IN;EB< D>R
:G= MA>
‘E@HKBMAF
LAEE ;>
IK>L>GM

.N;C><M +N;EB< &>R $G?H (:G=:MHKR (:G=:MHKR

$? IK>L>GM
MA> D>R
NL:@> ;BM ?HK
=B@BM:E
LB@G:MNK>
LAEE ;> L>M

&R OL:@> (:G=:MHKR *IMBHG:E

IHK BGM>KF>=B:M> :G= KHHM <>KMB?B<:M>L MA> ;LB< <HGLMK:BGML ?B>E= LA:EE ;> IK>L>GM :G= MA> O:EN> LAEE ;>

Table 43 N Optional fields

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

Field Description

$G LHF> <:L>L BM FB@AM ;> =>LBK:;E> MH IKHOB=> =>0B<> LI><B?B< BG?HKF:MBHG

'L KM H? MA> E>:? <>KMB?B<:M> (/! <AHL*MA> ?B>E=PBMA:

LI><B?B< ?HKF:M MH K>IK>L>GM MA> =>0B<> BG?HKF:MBHG /A> NL> H? MA>
.N;C><M EM>KG:MBO>):F> HMA>K):F> - ( ?B>E=:ELH IKHOB=>L ?E>QB;BEBMR ?HK HMA>K :EEB:G<>L MH IKHOB=>

=>0B<> LI><B?B< BG?HKF:MBHG L [:KM H? MA> E>:? <>KMB?B<:M> .>> MA>

>?BGBMBHG H? HMA>K):F> NLBG@ MA> JHK> MA:M# - ( ?B>E=

?HKF:ML LI><B?B>= ;R HMA>K LM:G=:K=L :K> I>KFBLLB;E> BG MA> <>KMB?B<:M>

$? IK>L>GM BG : <>KMB?B<:M> MA> QM>G=>= &>R OL:@> >QM>GLBHG BG=B<:M>L
QM>G=>=&>R 0L:@> &0 HG> HK FHK> INKIHL>L ?HK PAB<A MA> IN;EB< D>R LAHNE= ;> NL>= .>>
QM>G=>= &>R 0L:@> :NMA>GMB<:MBHG *$ L

$? IK>L>GM BG : <>KMB?B<:M> MA> .+ ()HG <KBMB<:E >KMB?B<:M> QM>GLBHG
.+ ()HG <KBMB<:E >KMB?B<:M> QM>GLBHG BG=B<:M>L HG> HK FHK> GHG <KBMB<:E *$ L :LLH<B:M>= PBMA MA> <>KMB?B<:M>
>> .+ ()HG KBMB<:E >KMB?B<:M> QM>GLBHG *$

Certificate validity details

LI>K -! MA> <>KMB?B<:M> O:EB=BMR |I>KBH= BL MA> MBF> BGM>KO:E =NKBG@ PAB<A MA> P:KK:GML MA:M BM
BG?HKF:MBHG :;HNM MA> LM:MNL H? MA> <>KMB?B<:M> /A> ?B>E=BL K>IK>L>GM>=:L :G .) >G<H=>=.,0) H? MPH
=:M>L MA> =:M> PA>G MA> <>KMB?B<:M> O:EB=BMR ¥KBH= ;>@BSMA> =:M> PA>G MA> <>KMB?B<:M> O:EB=BMR
I>KBH=>G=L)*/ !/ -

IHK : E>:? <>KMB?B<:M> PAHL> <A:BG BL LMHK>= B@/.EHM MAM> LAHNE= ;> MA> =:M> H? <>KMB?B<:M> <K>:MBHG
(G=MA>) 1/ - =:M> LAHNE= ;> L>M MH ">G>K:EBS>&'EN>QQQQIIKIIKMQMQ$FFNM:;E> E>:? <>KMB?B<:M>L

WATE =:M>L LAHNE= ;> L>M :IIKHIKB:M>ER MH >GLNK> MA:M MA> E>:? <>KMB?B<:M> PBEE GHM >QIBK> =NKBG@ MA> ||
EB?>MBF> H? MA> =>0B<>

IHK E>:? <>KMB?B<:M>L PAHL> <A:BGL :K> LMHK>= BG .BHAML ~ MAM> LAHNE= ;> MA> =:M> H? <>KMB?B<:M>
<K>:MBHG /Ap/ Y - =M> <:G ;> L>M :<<HK=BG@ MH >G= NL>K K>JNBK>F>GML BG<EN=BG@ O:EN>L MA:M PBEE K>LNEN
<>KMB?B<:M> >QIBK:MBHG :G= MANL K>JNBK> <>KMB?B<:M> K>G>P:E :G= =>0B<> K><>KMB?B<:MBHG =NKBG@ MA> EB?>

>?BGBMBHG H? HMA>K):F> NLBG@ MA> IAHPL MA> =>?BGBMBHG H? HMA>K):F> NLBG@ MA> (/! *$

Definition of otherName using the DMTF OID

$: 88S A I KNI LI LIJ B
$: o+ ( 88SAS$: JOL B
I#- ( 88S A
14+ % *$
1'0? H@ 0: : 1% :$)*
B
-- OID for DMTF device info --
$: 1% H)* 88S A I KNI LI LIJ JOLI B
*$ 88S =$: : 1% $)I*>

+N;EBLA>= 1>KLBHG
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-- All printable characters except ":" --
D18 -9) 88Ss P /-$)" = FSP>

-- Device Manufacturer --
:()ot /o- - 88S : 1% :./-9)"

-- Device Product --
+-*0/ 88S : 1% :/-9)"

-- Device Serial Number --
L -$10( - 88S : 1% :/-9)"

-- Device information string --
0: : 1% :$)* 88S P /-$)" =A :()0! /O- - F8F :+-*0/ F8F :
.-$'0( -B>

IA> '>:? <>KMB?B<:M> >Q:RIAHPL :G >Q:FIE> E>:? <>KMB?B<:M>

10.8.2.1 Extended Key Usage authentication OIDs

IA>?HEEHPBG@ QM>G=>= &>R OL:@> INKIHL>L :K> =>?BG>= ?HK .+ ( <>KMB?B<:M> :NMA>GMB<:MBHG

V .+ (->LIHG=>K NMA>GMB<:MBHG T B= (/! LI=F U /A>IK>L>G<>H? MABL *$ LA:EE BG=B<:M> MA:M : E>:?
<>KMB?B<:M> <:G ;> NL>= ?HK ->LIHG=>K :NMA>GMB<:MBHG INKIHL>L

V .+ (->IN>LM>K NMA>GMB<:MBHG T B= (/! LI=F U /A>IK>L>G<>H? MABL *$ LA:EE BG=B<:M> MA:M : E>:?
<>KMB?B<:M> <:G ;> NL>= ?HK ->JN>LM>K :NMA>GMB<:MBHG INKIHL>L

IA> IK>L>G<> H? ;HMA *$ L LA:EE BG=B<:M> MA:M MA> E>:? <>KMB?B<:M> <:G ;> NL>= ?HK ;HMA ->IN>LM>K :G= ->LIHG=>K
:NMA>GMB<:MBHG INKIHL>L $? IK>L>GM MA>L>*$ L LA:EE :II>:K BG MA> E>:? <>KMB?B<:M>

->LIHG=>K =>0B<> MA:M LNIIHKML FNMN:E :NMA>GMB<:MBHG LAHNE= B6 <EM:rsM#tp *$ BG
MA> QM>G=>= &>R OL:@> ?B>E= H? BML E>:? <>KMB?B<:M> ->JN>LM>K =>0B<> MA:M LNIIHKML FNMN:E :NMA>GMB<:MB}
BG<EN=> MA>,0./- 0/#)/$ I$*) *$ BG MA> QM>G=>= &>R OL:@> ?B>E=H? BML E>:? <>KMB?B<:M> )HM> MA:M
‘EM>KG:M> *$ L LI><B?B>= ;R HMA>K LM:G=:K=L :K> [>KFBLLB;E> BG MA> <>KMB?B<:M>

10.8.2.2 SPDM Non-Cr itical Cer tificat e Extension OID

IA> $: +(:3/).$% *$ BL : <HGM:BG>K H? GHG <KBMB<:E .+ ( *$ L :G= MA>BK <HKK>LIHG=BG@ O:EN>L /A> *$
O:EN> ?HK: 1.+ (:3/).$%) LA:EE ;> T B= (/! LI=F U INKMA>KFHK> MABL *$ BL : >KMB?B<:M> QM>GLBHG :L
=>?BG>=BG :G=BML >G<H=BG@ LA:EE ?HEZHP)MA>LRGM:Q :ELH =>?BG>= BG -! [A> 3/).$%)
LRGM:Q =>?BG>L MAK>> lLK:F>NBKL ~ -$/$ :G= 3)0 /A> O:EN>L H? MA>L> MAK>> |:K:F>M>Ki: ?HK

L+ (03/).$%) LA:EE ;> MA> ->G<H=BG@ H? MA> .) O:EN>:L MA>+ ( QM>GLBHG IHKF:-M  =>?BG>L

Definition of DMTF SPDM Extension Format

1>KLBHG +N;EBLA>=
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$: L+ (:3/).%* 3/).$*)88S

A

3/) A$: .+ ( N B

-$/$ " FALSE

30 $i+( S,
B
$:.+( -/*$.88S SIZE =199 > S+ -/$
$:.+(: -/*$ 88S
A

A+ (

(0 19)$/$Y) OPTIONAL
B

IA> .+ ( ?B>E= LA:EE <HGM:BG :G *$ =>?BG>= BG MABL LI><B?B<:MBHG *GER =>LB@G:M>=*$ L I>KFBMM>= ;R MABL
LI><B?B<:MBHG LA:EE ;>:EEHBRX=BG /A> +( [$)$/$%) ?B>E=LAEE ;>: ->G<H=BG@ H? MA> .) O:EN>
H? MA> =>?BGBMBHG BG=B<:M>= ;R

IA>L> <E:NL>L =>L<KB;> MA> =>?BGBMBHGL :G= ?HKF:ML H? MA> .+ (*$ L <HGM:BE&>3/ B8) $?
IK>L>GM MA>L>*$ L LA:EE HGER ;> <HGM:BG>=R@/ ).$*)

10.8.2.2.1 Hardwar e identity OID

IA> $: #-2-:$)/$/4 *$ BL =>?BG>= MH A>El B=>GMB?R MA> A:K=P:K> B=>GMBMR <>KMB?B<:M> BG : <A:BG K>@
H? MA>KMB?B<:M> <A:BG NB=>E 1$ -/ HK'$. -/ $? MASg . -/ FH=>E BL NL>= MABL *$ LA:EE GHM ;>
IK>L>GM BG :GR :EB:L <>KMB?B<:M>L BG MA$ <ABQ -/A>)/$/4 *$ LAEE A:O> : ?HKF:M :1#:K=P:K>

B=>GMBMR *$ ?HEF?BG>L

Hardware identity OID format

$: #-2-:3$)$/4$:+(: -/*$ 88SA
A+ ( A$: L+ ( J B
(0 19)$/%%)

10.8.2.2.2 Mutable cer tificat e OID

(NM:;E> <>KMB?B<:M>L F:R BG<EN=> MA>: -/$!$ / *$ MH B=>GMB?R MA>F :L FNM:;;E> $? NL>= MABL *$
LA:EE ;> IK>L>GM BG :EE FNM:;E> <>KMB?B<:M>L BG M$\> <b:BG-/$%>/ *$ LA:EE A:O>: ?HKF:M :L
(NM:;E> <>KMB?B<:M> *$ ?HERBG>L

Mutable certificate OID format

+N;EBLA>= 1>KLBHG
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A+ ( A$: L+ ( MB
A 19)$/$%)

4+ (.I><B?B<:MBHG

428 10.9 CHALLENGE equest and CHALLENGE_AUTH response messages

/ABL K>IJN>LM F>LL:@> LA:EE :NMA>GMB<:M> : ->LIHG=>K MAKHN@A MA> <A:EE>G@> K>LIHGL> IKHMH<HE

[5E> [ #")" KSIN>LM F>LL:@> ?HKF:M LAHPL MA>

[E> [ .N<<>LL?NE #")" 9 0/# K>LIHGL> F>LL:@> ?HKF:M
F>LL:@> ?HKF:M

/B> [ #")"9 04 K>SLIHGL> :MMKB;NM> LAHPL MA>

Table 44 N CHALLENGE request message format

Byte offset Field Size (bytes)

+(1  >KLBHG

->IN>LM->LIHGL> H=>

+:K:F

+K:F

)HG<>

K>IN>LM F>LL:@> ?HKF:M

LAHPL MA> D K>LIHGL>

K>LIHGL> :MMKB;NM>

Description

AEE ;> MA> -3
O>KLBHG

‘L =>L<KB;>= BG (

AEE ;> H3PK
K>JN>LM <H=>L

>> [GE> [+ (

AEE ;> MA>"™ .EHM GNF;>K H? MA> ->LIHG=>K
<>KMB?B<:M> <A:BG MA:M LA:EE ;> NL>= ?HK :NMA>GMB<:MBHG
$? MA> IN;EB< D>R H? MA> ->LIHG=>K P:L IKHOBLBHG>= MH
MA> ->IN>LM>K BG : MKNLM>= >GOBKHGF>GM MA> O:EN> BG
MABL ?B>E= LA:EEB ;> HMA>KPBL> BM LA:EE ;>

;>MP>>G :G= BG<ENLBO>

A:EE ;> MA> MRI> H? F>:LNK>F>GM LNFF:KR A:LA
K>JIN>LM>=
V  H3H )H F>LNK>F>GM LNFF:KR A:LA
K>JIN>LM>=
V  H3I TCB F>LNK>F>GML HGER
V. H3 EE F>:LNK>F>GML
V EE HMA>K O:EN>L K>L>KO>=

$? : ->LIHG=>K =H>L GHM LNIIHKM F>:LNK>F>GML
D SHH BG BML K>LIHGL> MA>
->JN>LM>K LA:EE L>M MABL O#EM> MH

/A> ->IN>LM>K LAHNE= <AHHL> : K:G=HF O:EN>

1>KLBHG +N;EBLA>=
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Byte offset Field Size (bytes) Description

IA> ->IN>LM>K <:G BG<EN=>:IIEB<:MBHG LI><B?B<
HGM>QM BG?HKF:MBHG BG HGM>QM /A> ->JN>LM>K LAHNE= ?BEE MABL
?B>E= PBMA S>KHL B? BM A:.L GH <HGM>QM MH IKHOB=>

Table 45 N Successful CHALLENGE_AUTH response message format

Byte offset Field Size (bytes) Description
AEE ;>MA>  -$% L =>L<KB;>=BG (
+(1 >KLBHG
O>KLBHG
AEE ;> H3HK D S>> [GE> |

->IN>LM->LIHGL> H=>
.+ (K>LIHGL> <H=>L

AEE ;> MA> ->LIHGL> MMKB;NM> IB>E#:;B>

+KIF
[ #")" 9 0/# K>LIHGL> :MMKB;NM>
.AEE ;> MA> LEHM F:LD /A>;BM BG IHLBMBHG & H? MABL
;RM> LAEE ;> L>MIMHB? :G= HGER B? LEHM GNF;>K & BL
BG MA> QBLML PBMA D>R :G= <>KM LM:M> MA:M BL LEHM &
+KE AL : D>R IKHOBLBHG>= :G= <HGM:BGL : <>KMB?B<:M>

<A:BG BM BL MA>E>:LM LB@GB?B<:GM ;BM H? MA> ;RM>
/ABL ?B>E= BL K>L>KO>= B? MA> IN;EB< D>R H? MA>
->LIHG=>K P:L IKHOBLBHG>= MH MA> ->JN>LM>K BG :
MKNLM>=>GOBKHGF>GM

AEE ;> >BMA>K MA> A:LA H? MA> <>KMB?B<:M> <A:BG L
/E> [ >SKMB?B<:M> <A:BG ?HKEAL<KB;>L HE?
MA> IN;EB< D>R H? MA> ->LIHG=>K P:L IKHOBLBHG>= MH
MA> ->IN>LM>K BG : MKNLM>= >GOBKHGF>GM MA> IN;EB<
>KM A:BG#:LA D>R NL>= ?HK :NMA>GMB<:MBHG /A> ->JN>LM>K <:G NL>
MABL O:EN> MH <A><D MA:M MA> <>KMB?B<:M> <A:BG HK IN;EB<
D>R F:M<A>L MA> HG> K>JN>LM>=

/ABL ?B>E= LA:EE ;A'BG ;RM> HK=>K

JHG<> AEE ;> MA> ->LIHG=>K L>E><M>= K:G=HF O:EN>

+N;EBLA>= 1>KLBHG
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Byte offset Field Size (bytes) Description

$? MA> ->LIHG=>K =H>L GHM LNIIHKM F>:LNK>F>GML

D SHH BG BML K>LIHGL> HK B?
MA> K>JN>LM>=J H3H MABL ?B>E= LA:EE ;>
L>GM

$? MA> K>IN>LMXE H3l MABL ?B>E= LA:EE ;> MA>
<HF;BG>= A:LA H? F>.LNK>F>GML H? :EE F>.LNK:;E>
<HFIHG>GML <HGLB=>K>= MH ;> BG MA>/ K>JNBK>= MH
@>G>K:M> MABL K>LIHGL> <HFINM>=:L
##=%) )= .0-()"™*&?HQ@6

0- () * &21@6 999>> PA>K>

.0- () * &?3@ =>GHM>L : F>:LNK>F>GM H? :G
>E>F>GM BG MA>/ :G# # BL MA>G>@HMB:M>=;:L>
A:LABG@ :E@HKBMAF (>:LNK>F>GML :K> <HG<:M>G:M>=
BG :L<>G=BG@ HK=>K ;:L>= HG MA>BK F>:LNK>F>GM
BG=>Q :L;;E> [ (>:LNK>F>GM ;EH<D ?HKF:M
=>|<KB;>L

$? MA> K>IN>LMtz H3l :G=B? MA>K> K> GH
F>:LNK:;E> <HFIHG>GML BG MA>/ K>JNBK>= MH
@>G>K:M> MABL K>LIHGL> MABL ?B>[E~ LAEE ;>

(>:LNK>F>GM.NFF:KR#:LA )'I# HK

$? MA> K>IN>LM2 H3  MABL ?B>E= LAEE ;>
<HFINM>=:L
#H#=%1)I= 0-()*&H@6

.0- () '* &?1@6 9996 .0- () * &2)@>> H?
:EE LNIIHKM>= F>:LNK>F>GM ;EH<DL :0:BE:;E> BG MA>
F>:LNK>F>GM BG=>Q K:G@#H H3
<HG<:M>G:M>= BG :L<>G=BG@ BG=$Q+B<>KPBMA
GH :LLH<B:M>= F>:LNK>F>GML LA:EE GHM ;> BGKEN=>= BG
MA> A:LA <:EKNE:MBHG .>XMA¥>F>GM BG=>Q
LLB@GF>GKIE:NL>

$? MA> ->LIHG=>K LNIIHKML ;HMA K:P ;BM LMK>:F :G=
=B@>LM K>IK>L>GM:MBHGL ?HK : @BO>G F>:LNK>F>GM
BG=>Q MA> ->LIHG=>K LA:EE NL> MA>=B@>LM ?HKF

/ABL ?B>E= LA:EE ;A:BG ;RM> HK=>K

\A:EE ;> MA> LBS> H? MAG / ?B>E= MA:M ?HEEHPL
)'1# *1:IIN> :M:>G@MA BG ;RM>L /A> O:EN> LAHNE= GHM ;> @K>:M>K MA:G
JRM>L A:EE ;>H B? GH-,0 / BL IKHOB=>=

IA> ->LIHG=>K <:G BG<EN=> ->LIHG=>K LI><B?B<
BG?HKF:MBHG :G= HK BG?HKF:MBHG MA:M BML MK:GLIHKM
)t *LIN> M: +.0 1 ) =>?BG>L $? IK>L>GM MABL ?B>E= LA:EE <HG?HKF MH MA>
L>E><M>= HI:JN> =:M: ?HKF:M BG
B - (189

1>KLBHG +N;EBLA>=
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Byte offset Field Size (bytes) Description
)'I# SINSLM>K HGM>QM /ABL ?B>E= LA:EE ;> B=>GMB<:BE)MiH MA2B>E= H? MA>
*[:JIN> :M:'">G@MA <HKK>LIHG=BG@ K>JN>LM F>LL:@>

AEE ;> MA> ->LIHG=>K L LB@G:MKKp BL MA>
LBS> H? MA> :LRFF>MKB< LB@GBG@ :E@HKBMAF HNMINM MA:M
MA> ->LIHG=>K L>E><M>= BG MA> E:LM

)"1# B@G:MNK> ) K>LIHGL> F>LL:@> MH MA> ->JN>LUR>K

*1:IIN> :M:'>G@MA #")" 9 0/# LB@G:MNK> @>G>K:MBHG :G=

#")" 9 0/# LB@G:MNK> O>KB?B<:MBHG<E:NL>L
K>LI><MBO=ERBG> MA> LB@G:MNK> @>G>K:MBHG :G=
O>KB?B<:MBHG IKH<>LL>L

Table 46 N CHALLENGE_AUTH response attribute

Bit offset Field Description

A:EE <HGM:BG MA>  BG MA>(I ?B>E= H? MA> <HKK>LIHG=BG@ K>JN>LM $?
MA> ->LIHG=>K L IN;EB< D>R P:L IKHOBLBHG>= MH MA> ->JN>LM>HWIKBOBBNE-ERA:EE

6 7 .EHM
$ ;> H3  /A>->IN>LM>K <:G NL> MABL O:EN> MH <A><D MA:M MA> <>KMB?B<:M> F:M<A>= PA:M
P:L K>IN>LM>=
6 7 ->>KO>= ->L>KO>=
DEPRECATED: 2A>G FNMN:E :NMA>GMB<:MBHG BL LNIIHKM>= ;R ;HMA ->LIHG=>K :G=
->IN>LM>KMA> ->LIHG=>K LA:EE L>M MABL ;BM MH BG=B<:M> MA:M MA> ->LIHG=>K P:GML MH
DEPRECATED:

‘NMA>GMB<:M> MA> B=>GMBMR H? MA> ->JN>LM>K NLBG@ MA> ;:LB< FNMN/E>NMA>GMB<:MBHG ?El
->JN>LM>K LA:EE GHM L>M MABL ;BM BG : ;:LB< FNMN:E :NMA>SMBKBABHG/MEHP
‘NMA>GMB<:MBHG?ENMN:E :NMA>GMB<:MBHG BL GHM LNIIHKM>= MABL ;BM LA:EE ;> S>KH

:LB<(NM NMA->J

436 10.9.1 CHALLENGE_AJTH signatur e generation

/H <HFIE>M> MA> D LB@G:MNK> @>G>K:MBHG IKH<>LL MA> ->LIHG=>K LA:EE <HFIE>M> MA>L> LM>IL
IA> ->LIHG=>K LA:EE <HGLMKN<M ( :G= MA> ->JN>LM>K LA:EE <HGLMKN<M ( F>LL:@> MK:GL<KBIML 'HK
->LIHG=>K :NMA>GMB<:MBHG LE>MAEM HK=>KBG@ :G= F>LL:@> MK:GL<KBIM <HFINM:MBHG KNE>L ?HK (
( M:E> HK ->JN>LM>K :NMA>GMB<:MBHG BG MA> FNMN:E :NMA>GMB<:MBHQ@IM{*G:KBH L>> MA>
‘NMA>GMB<:MBHG F>LL:@> MKSBINIKBIM
© $? :K>LIHGL> <HGM:BGL* S +¥). */ 4

HG<:M>G:MBHG ?NG<MBHG BL I>K?HKF>= HG MA> <HGM>GML H? ;HMA MA> HKB@BG:E K>IN>LM :G= MA

LN<<>LL?NE K>LIHGL> K><>BO>= =NKBG @ )>BMA>K MA> >KKHK K>LIHGL>
A%). X4 GHKMA> D D K>IN>LM LA:EE ;> BGREN=>=BG ( (
> $?: K>LIHGL> <HGM:BGL-:6* HMA>K MA:G*). */ 4

)JH <HG<:M>G:MBHG ?NG<MBHG BL I>K?HKF>= HG MA> <HGM>GML H? ;HMA MA> HKB@BG:E K>JN>LM :G=

+N;EBLA>= 1>KLBHG
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[A> ->LIHG=>K LA:EE @>G>K:M>

$") /0- S $) =814 616 F#") DO0/#.$"%)'F >7

PA>K>

) BL =>L<KB;>= B&G:MNK> @>G>K:MBHG
-$1 4 LA:EE ;> MA> IKBO:M> D>R :LLH<B:M>= PBMA MA> E>:? <>KMB?B<:M> H? MA> ->LIHG=>K BG
S - (1 H? MA> K>IN>LM F>LL:@> $? MA> IN;EB< D>R H? MA> ->LIHG=>K P:L
IKHOBLBHG>= MH MA> ->JN#AMGIKS1 4 LAEE ;> MA> :LLH<B:M>= IKBO:M> D>R

445 10.9.2 CHALLENGE_AJTH signatur e verification
GR FH=B?B<:MBHGL MH MA> IK>OBHNL K>JN>LM F>LL:@>L HK MH MA> <HKK>LIHG=BG@ K>LIHGL> F>LL:@>L ;R :G :<MBO
I>KLHG BG MA> FB==E> :=0>KL:KR HK F>=B: >KKHK PBES K>LNEB# BANL E>:= MH O>KB?B<:MBHG ?:BENK>

/H <HFIE>M> MA> D LB@G:MNK> O>KB?B<:MBHG IKH<>LL MA> ->JN>LM>K LA:EE <HFIE>M> MABL LM>|

IA> ->IN>LM>K LA:EE I>K?HKF

-.0Y S .$")/0- -$!4 =0 4 6 $")/0- 6 J6 F#")" DO/ .$"%)"F >7

PA>K>
) $") /0- -$14 BL =>L<KB;>= B@®G:MNK> O>KB?B82MBHG BL.0 .. MA> O>KB?B<:MBHG
P:L LN<<>LL?NE

0 4 LAEE ;> MA>IN;EB< D>R :LLH<B:M>= PBMA MA> E>:? <>KMB?B<:M> H? MA> ->LIHG=>K PBMA
S - (1 H? MA> K>IN>LM F>LL:@> $? MA> IN;EB< D>R H? MA> ->LIHG=>K P:L
IKHOBLBHG>= MH MA> ->JN>LM>K BL MA> IKHOBLBHG>= IN;EB< D>R

IB@NK> [->LIHG=>K :NMA>GMB<:MBHG -NGMBF> <A:EE>G@> K>ILUARE MEHRAB@A E>O>E K>JN>LM K>LIHGL>
F>LL:@> ?EHP :G= L>IN>G<> ?HK MA> :NMA>GMB<:MBHG H? MA> ->LIHG=>K ?HK KNGMBF> <A:EE>G@> K>LIHGL>

Figure 10 N Responder authentication: Runtime challenge-response flow

1>KLBHG +N;EBLA>=
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IA> ->IN>LM>K L>G=L : !
o —
"nan . 7#
# ) K>IN>LM F>LL:@> | ))HG<> IA> ->LIHG=>K <HFINM>L LB@G:MNK> NLBG@
| MA> )HG<> :G= @>G>K:M>L :
| #")"'90/# K>LIHGL> F>LL:@>
#")" 90/

/A> ->IN>LM>K O>KB?B>L

->LIHG=>K L LB@G:MNK> >KM A:BG #LA )HG<>

(>:LNK>F>GM .NFF:KR#:LA
*1:JN> :M: .B@G:MNK>

453 10.9.2.1 Request or dering and message transcr ipt computation r ules for M1 and M2

/ABL <E:NL> :IIEB>L MH ->LIHG=>K HGER :NMA>GMB<:MBHG

/B> [->IN>LM HK=>KBG@ :G= F>LL:@> MK:GL<KBIM <HFINM:MBHG KNE>E2PBG>( AHP MA> F>LL:@>
MK:GL<KBIM BL <HGLMKN<M>= ?HK ( :G=( PAB<A :K>NL>=BG LB@G:MNK> <:E<NE:MBHG :G= O>KB?B<:MBHG BG MA>
D K>LIHGL> F>LL:@>

/A> IHLLB;E> K>JN>LM HK=>KBG@L E>:=BG@ NI MH :G= BGXEN=B&E&E ;>

\% D D D D D

\% D D D D
\% D D D D
\% D D D

\% D D

V D

V D

\%
$FF>=B:M>ER :?M>K ->L>M ( :G=( LA:EE ;)"

?M>K MA> ->IN>LM>K K><>BO>L : LN<<>LLBNE K>LIHGL> HK MA> ->JN>LM>K L>G=h :
K>IN>LM ( :G=( LA:EE ;>L>M Mhb"  $?: "™$/ // A:L ;>>G >LM:;EBLA>= MABL PBEE K>F:BG BGM:<M

$?:->IN>LM>K L>G=L : D F>LL:@> MA> ->IN>LM>K :G= ->LIHG=>K LA:EE L>M ( :G=( M <E>K:EE
S/ 1/ :G= K><HFF>G<> <HGLMKN<MBHG H? ( :G=( LM:KMBG@ PBMA MA> G>PF>LL:@>

IHK :==BMBHG:E KNE>@bS>K:E HK=>KBG@ KNE>L

Table 47 N Request ordering and message transcript computation rules for M1/M2
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Requests Implementation conditions M1/M2=Concatenate(A, B, C)
$GBMB:E O:EN> ) 1< JS)0"

->JN>LM>K BLLN>L MABL K>JN>LM MH :EEHP MA>
->IN>LM>K :G= ->LIHG=>K MH =>M>KFBG> :G :@K>>=
NIHG "™/$/ 1/ ELH BLLN>= PA>G MA>

D BLLN>= ->JN>LM>K =>M><ML :G HNM H? LRG< <HG=BMBHGHK
PA>G MA> LB@G:MNK> O>KB?B<:MBHG ?:BEL HK PA>G MA>
->LIHG=>K IKHOB=>L :G NG>QI><M>= >KKHK
K>LIHGL>

D D ->JN>LM>K LA:EE :EP:RL BLLN> MA>L> K>JN>LML|SBG1MABL
D BLLN>=  HK=>K

?M>K ( ( P>K>K>BGBMB:EBS»8'MH=N> MH :

->L>M HK : <HFIE>M>= D K>LIHGL>
->JN>LM>K LDBII>= MA>L> K>JN>LML B? MA>
D D ->LIHG=>K A:= IK>OBHNLER BG=B<:\#>s|
D LDBII>=  $G MABL <:L> MA> ->IN>LM>K :G= ->LIHG=>K LA: JESE !

IKH<>>= PBMA MA> IK>OBHNLER =>M>($BG>=
11 IA>L> K>IN>LML :G= K>LIHGL>L :K> LMBEE
K>JINBK>= ?HK ( ( <HGLMKN<MBHG

?M>K D K>IN>LM <HFIE>MBHG HK
?M>K ( ( P>K>K>BGBMB:EBSY6* MH=N> MH :
D D IS /)/l=D 6 6
->L>M HK : <HFIE>M>= D K>LIHGL>
BLLN>= D 6 >

->JN>LM>K BLLN>= MA>L> K>IJN>LML BG MABL HK=>K B? BM
A:= LDBII>= MA> IK>OBHNL MAK>> K>JN>LML

?M>K ( ( P>K> K> BGBMB:EBS3»8"MH=-N> MH :
D D >>M HK : <HFIE>M>= D K>LIHGL> ;
LDBII>= ->JN>LM>K LDBII>= MA>L> K>JN>LML ;><:NL> BM J<SI—)|?\IE=
NL> IK>OBHNLER <:<A>= <>KMB?B<:M> BG?HKF:MBHG

?M>K ( ( P>K> K> BGBMB:EBS»8'MH=N> MH :

b BLLN>= ->L>M HK : <HFIE>M>= D K>LIHGL>
5 LD_BII>— ->JN>LM>K LDBII>= MA® K>IN>LM KS*% /)/=D 6 >
- ;><:NL>BM <HNE= NL> MA> IK>OBHNLER <:<A>=
K>LIHGL>
?M>K ( ( P>K>K>BGBMB:EBS»8'"MH=N> MH :
->L>M HK : <HFIE>M>= D K>LIHGL>
D LDBII>= ->JN>LM>K LDBII>= MA® K>IN>LM LS /)/= D 5
* = >
D BLLN>= ;><:NL> BM <HNE= NL> MA> IK>OBHNLER <:<A>=
K>LIHGL> MH F:D>: ;RM> ;R ;RM>
<HFI:KBLHG
->JN>LM>K BLLN>= MABL K>JN>LM MH <HFIE>M> L><NKBMR 5
O>KB?B<:MBHG H? <NKK>GM K>JN>LML :G= K>LIH L>L /A>
BLLN>= D 09%)" $")/0->> >> B>
B@G:MNK> ;RM>L H?D LA:EE GHM ;>
[ #")" KSIN>LM F>LL:@> ?HKF:M
BG<EN=>= BG

1>KLBHG +N;EBLA>=
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Requests Implementation conditions M1/M2=Concatenate(A, B, C)
<HFIE>MBHG HFIE>MBHG H? L>ML ( ( MH )o" 1< JS)0"

$? MA> ->IN>LM>K BLLN>= <HFF:G=L HMA>K MA:G

D D :G=
*MA>K BLLN>= 1< JS)0"
:G=LDBII>= <HFIE>MBHG MA>G ( (

K> L>M M

/A> :LB< FNMN:E :NMA>GMB<:MBHG ?EHP BL / +$FIE>F>GM:MBHGL LAHNE= NL> L>LLBHG ;:L>= FNMN:E
‘:NMA>GMB<:MBHEERNK> [ .>LLBHG ;:.L>= FNMN:E :NMA>GMB<:MBHG >AHEE HK HIMBFBS>= L>LLBHG ;:L>=
FNMN:E :NMA>GMB<:MBHGNK> [ *IMBFBS>= L>LLBHG ;:L>= FNMN:E :NMA>GMB<:MBHG.ARQHLE>

10.9.3 Basic mutual authentication

O0GE>LL HMA>KPBL> LM:M>= B? MA> ->JN>LM>K LNIIHKML FNMN:E :NMA>GMB<:MBHG MA> K>JNBK>F>GML IE:<>= HG MA>

BG MAS" )" K>IN>LM :G= #")" 9 0/# K>LIHGL> F>LL:@>L <E:NL> LA:EE :ELH :IER MH MA> ->JN>LM>K
O0GE>LL HMA>KPBL> LM:M>= B? MA> ->LIHG=>K LNIIHKML FNMN:E :NMA>GMB<:MBHG MA> K>IJNBK>F>GML IE:<>= HG MA> -
BG MA®" )" K>IN>LM :G= #")" 9 0/# K>LIHGL> F>LL:@>L <E:NL> LA:EE :ELH :lIIER MH MA> ->LIHG=>K

IA> IK><>=BG@ MPH L>GM>G<>L >LL>GMB:EER =>L<KB;> : KHE> K>O>KL:E NGE>LL HMA>KPBL> LM:M>=

/A> ;:LB< FNMN:E :NMA>GMB<:MBHG ?EHP LA:EE LM:KM PA>G MA> ->JN>LM>K LN<<>LL?NEER K><>BBMA :

BasicMutAuthReq L>M /ABL ?EHP LA:EE NMBEBS> F>LL:@> >G<:ILNE:MBHG :L =>L<KB;>= BG MA>

"/9) +.0' / 9-,0 /K>JN>LM :G= ) +.0’ / 9-,0 ./K>LIHGL> F>LL:@>L <E:NL>L MH

K>MKB>0O> K>JN>LM F>LL:@>L /A> ;;LB< FNMN:E :NMA>GMB<:MBHG ?EHP LA:EE >G= PA>G MA> >G<:ILNE:M>= K>JN>LM ?E

/ABL ?EHP LA:EE HGER :HEHP D :G= MA>BK <HKK>LIHG=BG@ K>LIHGL>L MH ;>
>G<:ILNE:M>= $? HMA>K K>JN>LML :K> >G<:ILNE:M>= MA> ->IJN>LM>K <:G L>G=LG:@> H?
-** S)3+/ 0./ :G=LA:EE M>KFBG:M> MA> ?EHP

IB@NK>[ (NMN:E :NMA>GMB<:MBHG ;:LB<BEENLMK:M>L :L :G >Q:FIE> MA> ;:.LB< FNMN:E :NMA>GMB<:MBHG ?EHP

Figure 11 N Mutual authentication basic flow
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[ BASIC
| MUTUAL

| AUTHENTICATION )

FLOW

—

+ (.I><B?B<:MBHG

Requester

Responder

I
F GET_VERSION
| VERSION

A

» |
’||

A

|

|
I GET_CAPABILITIES 4}’—‘ =
CAPABILITIES =

NEGOTIATE_ALGORITHMS

— €— ALGORITHMS

I GET_DIGESTS
DIGESTS

A

GET_CERTIFICATE
CERTIFICATE

of J&
__:l___ —_—

I CHALLENGE

L CHALLENGE_AUTH
T

GET_ENCAPSULATED_REQUEST()

il

Both Requester

and Responder

set MUT_AUTH_CAP
bits.

BasicMutAuthReq is
set in the response.

ENCAPSULATED_REQUEST (GET_DIGEST)

T DELIVER_ENCAPSULATED_RESPONSE (CERTIFICATE)

ENCAPSULATED_RESPONSE_ACK (CHALLENGE)

DELIVER_ENCAPSULATED_RESPONSE (CHALLENGE_AUTH) —>

DELIVER_ENCAPSULATED_RESPONSE (DIGEST)
I
<€— ENCAPSULATED_RESPONSE_ACK (GET_CERTIFICATE)

<«€——— ENCAPSULATED_RESPONSE_ACK ()

10.9.3.1 Mutual authentication message transcr ipt

/ABL <E:NL> :[IEB>L MH MA> ->LIHG=>K :NMA>GMB<:MBG@ MA> ->JN>LM>K BG :

;:LB< FNMN:E :NMA>GMB<:MBHG L<>G:KBF

/E> [ (LB FNMN:E :NMA>GMB<:MBHG F>LL:@> MK:G>2BEN. AHP MA> F>LL:@> MK:GL<KBIM BL <HGLMKN<M>= ?HK

1>KLBHG
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( :G=( PAB<A :K>NL>=BG LB@G:MNK> <:E<NE:MBHG :G= O>KB?B<:MBBIG BG MAXK>LIHGL> F>LL:@> PA>G
MA> ->LIHG=>K :NMA>GMB<:M>L MA> ->IN>LM>K

/A> IHLLB;E> K>JN>LM HK=>KBG@L ?HK MA> ;:LB< FNMN:E :NMA>GMB<:MBHG ?EHP LA:EE ;> HG> H? MA> ?HEEHPBG@ MA

I:K>SGMA>LBL
V D D BMAFO
V D BMAF1
V D BMAF2
\Y BMAF3
2A>G MA> ;:LB< FNMN:E :NMA>GMB<:MBHG ?EHP LM:KML MA:M Bb PA>G BL BLLN>= ( :G=(

LA:EE ;> L>M N

Table 48 N Basic mutual authentication message transcript

Flow ID M1/M2
(0 HG<:M>G:M> D D D PBMAHNM MA>
) LB@G:MNK>

(! HG<:M>G:M> D D PBMAHNM MA> LB@G:MNK>

(! HG<:M>G:M> D D PBMAHNM MA> LB@G:MNK>

(! HG<:M>G:M> D PBMAHNM MA> LB@G:MNK>
IHK D :G= MA>L> F>LL:@>L FB@AM G>>= MH ;> BLLN>= FNEMBIE> MBF>L MH K>MKB>0> MA> >C
<>KMB?B<:M> <A:BG /ANL >:<A BGLM:G<> H? MA> K>IN>LM :G= K>LIHGL> LA:EE ;> I:KM H? ( ( BG MA> HK=>K MA:M MA>R :
BLLN>=

+- /

479 10.10 Firmwar e and other measur ements

/ABL <E:NL> =>L<KB;>L K>IJN>LM F>LL:@>L :G= K>LIHGL> F>LL:@>L :LLH<B:M>= PBMA >G=IHBGM F>LNK>F>GM EE
K>IN>LM F>LL:@>L BG MABL <E:NL> LA:EE ;> LNIIHKM>= ;R :G >G=IHBGM MA:BHK>MNK®L D SIH BG BML
K>LIHGL>

IB@NK> [ (>:LNK>F>GM K>MKB>O:E RAHIPL MA> AB@A E>O>E K>JN>LM K>LIHGL> ?EHP :G= L>JN>G<> ?HK >G=IHBGM
F>LNK>F>GM $? MA® D ;BM BG MA> K>LIHGL> F>LL:@> K>MNKGL :G=B? MA> ->JN>LM>K
K>IJNBK>L ?K>LA F>:LNK>F>GML MA> ->LIHG=>K LA:EE ;> ->L>MD>?HK> BL K>L>GM /A> F><A:GBLFL

>FIEHR>= ?HK ->L>MMBG@ MA> ->LIHG=>K :K> HNMLB=> MA> L<HI> H? MABL LI><B?B<:MBHG

Figure 12 N Measurement retrieval flow
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|
/A> ->IN>LM>K L>G=L : e 0O |

"19( .0- (). K>IN>LM | IA> ->LIHG=>K L>G=L :
FSLL@> | JHG<> ( .0- (). K>LIHGL> F>LL:@>
|

r(0- ().

INF;>K H?

F>:LNK>F>GM
1>KB?R LB@G:MNK> :G= O>KB?R E>G@MA )HGK>
F>:LNK>F>GML F:M<A >QI><M>= F>LNK>F>GM
O:EN>L EH<DL

10.11 GET_MEASUREMENTS equest and ME ASUREMENTS esponse
messages

(>:LNK>F>GML BG .+ (:K> K>IK>L>GM>= BG MA> ?HKF H? F>.LNK6ciGM F>:LNK>F>GM ;EH<B3>?BG>L MA>

F>.LNK>F>GM ;EH<D LMKN<MNK> =>0B<> <:G IK>L>GM F>.LNK>P>GMEM>EBP>GML H? BML BGM>KG:E LM:M> :L P>EE
:L F>M:=:M: MH :LLBLM BG MA> :MM>LM:MBHG H? BML LM:M> OB: F>:LNK>F>GML :L L>:KoM> ;EH<DL /A>

K>IN>LM F>LL:@> >G:;E>L : ->IN>LM>K MH JN>KR : ->LIHG=>K ?HK MA> GNF;>K H? BG=BOB=N:E F>:LNK>F>GM ;EH<DL BM
LNIIHKML :G= K>JN>LM >BMA>K LI><B?B< ;EH<DL HK :EE :O:BE:;E> ;EH<DL /AXK>LIHGL> F>LL:@> K>MNKGL MA>
K>JIN>LM>= ;EH<DL <HEE><MBHG H? HG> HK FHK> F>:LNK>F>GM ;EHriea8lreqrietrecord

><:NL> BLLNBG@D <E>KL MAX F>LL:@> MK:GL<KBIMBM BL K><HFF>G=>= MAM : ->IN>LM>K =H>L
GHM L>G= MABL F>LL:@> NGMBE BM A:L K><>BO>=:M E>:LM HGLN<<>LL?KELIHGL> F>LL:@> ?KHF MA>
->LIHG=>K /ABL >GLNK>L MA:M MA> BG?HKF:MBHG BG F>LLD@> I:BKL :G=

D A:L ;>>G :NMA>GMB<:M>=:M E>:LM HG<>
[5E> ["/9( .0- (). KS3IN>LM F>LL:@> ?HKF:M LAHPL MA> D K>JN>LM F>LL:@>
?HKF:M
[5E> ["/9( .0- (). K>3IN>LM :MMKB;NM>L LAHPL MA> D K>IN>LM F>LL:@> :MMKB;NM>L
[E> [ .IN<<>LL?NE ( .0- ()/. KSLIHGL> F>LL:@> ?HKF:M LAHPL MA> K>LIHGL> F>LL:@>
?HKF:M /A> F>:LNK>F>GM ;EH<DL BG()/ *- LA:EE ;> LHKM>= BG :L<>G=BG@ HK=>K ;R BG=>Q

Table 49 N GET_MEASUREMENTS request message format

Byte offset Field Size (bytes) Description
AEE ;> MA>  -$ L =>L<KB;>= BG (
+(1  >KLBHG
O>KLBHG
.A:EE ;> H3H D S>> [GE> [

->IN>LM->LIHGL> H=>
+ (K>IN>LM <H=>L

1>KLBHG +N;EBLA>=
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Byte offset Field Size (bytes) Description

+KE AEE ;> ->IN>LM :MMKB;NM>L/ 3> [
"/9( .0- (). K>IN>LM :MMKB;NM>L
AEE > 0-() HI>K:MBHG
V  O:EN>H?H3H LA:EE JN>KR MA> ->LIHG=>K ?HK
MA> MHM:E GNF;>K H? F>LNK>F>GM ;EH<DL
:O:BE:;;E>
V  O:EN>H?H3 LA:EE K>IN>LM :EE F>:LNK>F>GM
;EH<DL
V  O:EN>;>MP>>GH3l :G= H3 BG<ENLBO> LAEE
K>JN>LM MA> F>:LNK>F>GM ;EH<D :M MA> BG=>Q
<HKK>LIHG=BG@ MH MA:M O:EN>

+:K:F

/A> ->IN>LM>K LAHNE= <AHHL> : K:G=HF O:EN> /ABL
?B>E=BL HGER IK>L>GM B? BM 6 7Bi2 .>>

[5E> ["/9( .0- (). K>IN>LM

:MMKB;NM>L

YHG<> HK

/ABL ?B>E= BL HGER IK>L>GM B? BM 6 BH?

V BM6 7 ->L>KO>=

V BM6 7 AEE;>MA» .EHM GNF;>K H?
MA> ->LIHG=>K <>KMB?B<:M> <A:BG MA:M LA:EE ;>
NL>= ?HK :NMA>GMB<:MBG@ MA> F>:LNK>F>GM L $?
MA> ->LIHG=>K L IN;EB< D>R P:L IKHOBLBHG>= MH
MA> ->IN>LM>K IK>OBHMABR ?B>E= LA:EE ;>
>> [5E> ["/9( .0- ().
K>IN>LM :MMKB;NM>L

.EHM$ +:K:F HK

/A> ->IN>LM>K <:G BG<EN=>:IIEB<:MBHG LI><B?B<
HGM>QM BG?HKF:MBHG BG HGM>QM /A> ->JN>LM>K LAHNE= ?BEE MABL
?B>E= PBMA S>KHL B? BM A:L GH <HGM>QM MH IKHOB=>

Table 50 N GET_MEASUREMENTS request attributes
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Bit offset Field Description

$? MA> ->LIHG=>K <:G @>G>K:M>: LB@G:MNK> BLIH BG
MA> K>LIHGL> :G=>BMA>K4( * HK

3/.4( '*0)/ BL GHG S>KH : O:ENX HBG=B<:M>L MA:M :
LB@G:MNK> HG MA> F>.LNK>F>GM EH@ BL K>I)\BK>2BH#E=
LA:EE ;> IK>L>GM BG MA> K>JN>LM PA>G MABL ;BM BL L>M /A> ->LIHG=>K
LA:EE @>G>K:M> :G= L>G=: LB@G:MNK> BG MA> K>LIHGL>

B@G:MNK>->JN>LM>=

O:EN> H?H BG=B<:M>L MA:M MA> ->JN>LM>K =H>L GHM K>JINBK> :
LB@G:MNK> /A> ->LIHG=>K LA:EE GHM @>G>K:M> : LB@G:MNK> BG MA>
K>LIHGL> /A> *) ?B>E= LAEE ;> :;;L>GM BG MA> K>JN>LM

IHK ->LIHG=>KL MA:M <:GGHM @>G>K:M> : LB@@MNK>BL
HI  BG MA> K>LIHGL> HK ;HMA 4( * :G=
3/.4( '*0)/ ‘K> S>KH MA> ->IN>LM>K LA:EE :EP:RIHNL>

/ABL ;BM BL :IIEB<:;;E> HGER B? MA> F>:LNK>F>GM LI><B?B<:MBHG
LNIIHKML HGER MPH K>IK>L>GM:MBHGL K:P ;BM LMK>:F :G==B@>LM LN<A
LPASG  .0-()/+ $!$ /$%) H? MA> (>:LNK>F>GM ;EH<D

?HKF-M BLL>M MH :L /:;E> [(>:LNK>F>GM ;EH<D ?HKF:M

=>L<KB;>L $? MA> F>:LNK>F>GM LI><B?B<:MBHG LNIIHKML HMA>K
K>IK>L>GM:MBHGL MABL ;BM BL B@GHK>=

$? MA> ->LIHG=>K <:G K>MNKG >BMA>K : K:P ;BM LMK>:F HK : A:LA ?HK
MA> K>IN>LM>= F>.LNK>F>GM Q:EN%EE K>JN>LM MA>

->LIHG=>K MH K>MNKG MA> K:P ;BM LMK>:F O>KLBHG H? LN<A
F>:LNK>F>GM $? MA> ->LIHG=>K <:GGHM K>MNKG : K:P ;BM LMK>:F ?HK
MA> F>.LNK>F>GM ?HK >Q:FIE> B? MA> K:P ;BM LMK>:F <HGM:BGL
<HG?B=>GMB:E =:M: MA:M MA> ->LIHG=>K <:GGHM >QIHL> BM LA:EE K>MNKG
MA> <HKK>LIHG=BG@ A:LA GHMA>K L<>G:KBH BG PAB<A MA> ->LIHG=>K
<:GGHM K>MNKG : K:P ;BM LMK>:F BL PA>G MA> F>LL:@>

BL @K>:M>K MA:G 81A> $5 H? MA> ->IN>LM$® <:L>L

PA>K> MA> ->LIHG=>K <:GGHM K>MNKG : K:P ;BM LMK>:F MA>

->JN>LM>K <:G LBFIER K>JN>LM : =B@>LM

-:P BM.MK>:F->JN>LM>=

1:EN>H LA:EE K>JN>LM MA> ->LIHG=>K MH K>MNKG : A:LA O>KLBHG H?
MA> F>.LNK>F>GM $? MA> ->LIHG=>K <:GGHM K>MNKG : A:LA H? MA>
F>:LNK>F>GM ?HK >Q:FIE> B? MA> F>LNK>F>GM K>IK>L>GML : =:M:
LMKN<MNK> PA>K> : =B@>LM BL GHM :IIEB<:;E> BM LA:EE K>MNKG MA>
<HKK>LIHG=BG@ K:P ;BM LMK>:F

1>KLBHG +N;EBLA>=
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Bit offset Field Description

$? MA> ->LIHG=>K A:L I>G=BG@ NI=:M>L MH F>:LNK>F>GM ;EH<DL MA:M
A:0> GHM R>M M:D2&&P MA>G O:ENPAEE ;> NL>= MH K>IN>LM

MA> ->LIHG=>K MH K>MNKG G>P O:EN>L H? MA> F>:LNK>F>GM ;EH<DL :M
MA> BG=B<>L K>IJN>LM>8BG

1:EN>H LA:EE ;> NL>= MH K>JN>LM MA> ->LIHG=>K MH K>MNKG MA>
)>P(>:LNK>F>GM->JN>LM>= <NKK>GM O:EN>L H? MA> F>.LNK>F>GM ;EH<DL :M MA> K>JN>LM>=
BG=B<>L

$? MA> ->LIHG=>K A:L GH I>G=BG@ NI=:M>L MH MA> F>:LNK>F>GM

;EH<DL :M MA> K>JN>LM>= BG=B<>L MA>G MA> ->LIHG=>K LA:EE K>MNKG
MA> <NKK>GM O:EN>L H? MA> F>:LNK>F>GM ;EH<DL K>@:K=E>LL H? MA>
O:EN>H?2 .0-() ,0./

6 7 > >KO>= > >KO>=

Measurement index assignments

/ABL LI><B?B<:MBHG BFIHL>L GH K>JNBK>F>GML HG MA> L<HI> MRI> HK ?HKF:M H? F>:LNK>F>GM : =>0B<> :LLH<B:M>L P
I:KMB<NE:K F>.LNK>F>GM BG=>Q BG MAISIKGid®i3 L : KSLNEM ->LIHG=>KL <:G NL> MA> L:F> BG=>Q MH K>IHKM
=B2>-K>GM MRI>L H? F>:LNK>F>GML ;:.L>= HG MA>BK BFIE>F>GM:MBHG $? :0:BE:;E> : ->JN>LM>K <:G NL> : F>LNK>F>GM
F:GB?>LM MH =BL<HO>K BG?HKF:MBHG :;;HNM MA> LI><B?B< F>:LNK>F>GM MRI>L :0:BE:;;E> ?KHF : :KMB<NE:K ->LIHG=>K :
BG=B<>L MH PAB<A MA>R <HKK>LIHG= 2A>G F>:LNK>F>GML ?HEEHP MA> (/! F>:LNK>F>GM LI><B?B<:MBHG ?HKF:M MA:M
/E> [ (I' F>:LNK>F>GM LI><B?B<:MBHG ?HKF:M=>L<KB;>L : F>:LNK>F>GM PBMA :

+ .0-()/ '0 4+ ?NS8H@ >JN:E MH >BMA3z#KL HKH3H BL MA> F>:LNK>F>GM F:GB?>LM $? : ->IJN>LM>K
LI><B?B>L : F>.LNK>F>GM BG=>Q MA:M : ->LIHG=>K =H>L GHM LNIIHKM MA>G MA> ->LIHG=>K LA:EE K>LIHG= PBMA :G
F>LL:@>H? -**S)1'$ ,0./

/ H :B= BGM>KHI>K:; BEEBIR |><B?B<:MBHG K>L>KO>HBGI8KHE BG<ENLBO> ?HK LI><B?B< INKIHL>L $?:
->LIHG=>K LNIIHKML : MRI> H? F>.LNK>F>GM/MB:M [ (>:LNK>F>GM BG=>Q :LLB@G>= K:G@>?BG>L BM LA:EE
‘EP:RL :LLB@G MH BM MA> <HKK>LIHG=BG@ BG=>Q O:EN> ->LIHG=>K LA:EE GHNVHLM3@EG BBi+B<>L
F>:LNK>F>GML MRI>L HMA>K MA:G MAHLE-MA[#:LNK>F>GM BG=>Q :LLB@G>= K:G@>?BG>L

Table 51 N Measurement index assigned range
Measurement Index Measurement type Description
Q Q! ->L>KO>= ->L>KO>=

AEE ;> MA> F>M:=:M: HG :0:BE:;E> F>.LNK>F>GML :L MRI>
Q! (>:LNK>F>GM F:GB?>LM + .0-()/ '0 4+ ?NSH@ H3HL HK
+ .0-()/ '0 4+ ?N8H@ H3H =>?BG>L

AEE ;> LMKN<MNK>= =>0B<> FH=> BG?HKF:MBHG :L MRI>

Q! >0B<> FH=>
+ .0-()/ '0 4+ ?NSH@ H3HM=>?BG>L

Table 52 N Successful MEASUREMENTS response message format

+N;EBLA>= 1>KLBHG



+ 4+ (.I><B?B<:MBHG

Byte offset Field Size (bytes) Description
AEE ;>MA>  -$% L =>L<KB;>=BG (
+(1 >KLBHG
O>KLBHG
\A:EE ;> H3NH S>> [GE> |

->IN>LM->LIHGL> H=>
.+ (K>SLIHGL> <H=>L

2A>G - BG MA> K>JN>LM>= F>.LNK>F>GM
HI>K:MBHG BLMABL I:K:F>M>K LA:EE K>MNKG MA> MHM:E
GNF;>K H? F>.LNK>F>GM BG=B<>L HG MA> =>0B<>
*MA>KPBL> MABL ?B>E= BL K>L>KO>=

+:K:F

BM6 7 ->L>KO>=

BM6 7 HGM>GM <A:G@>= $? MABL F>LL:@> <HGM:BGL
: LB@G:MNK> MABL ?B>E= LA:EE BG=B<:M> B? HG> HK FHK>
.0- () * ?B>E=L H? IK>OBHNL
K>LIHGL>L BG MA> L:F> F>:LNK>F>GM EH@ A:O>
<A:G@>=
HH /A> ->LIHG=>K =H>L GHM =>M><M <A:G@>L H?
.0- () * ?B>E=L H? IK>OBHNL
K>LIHGL>L BG MA> L:F> F>.LNK>F>GM EH@ HK MABL
F>LL:@> =H>L GHM <HGM:BG : LB@G:MNK>
HI  /A> ->LIHG=>K =>M><M>= MA:M HG> HK FHK>
.0- () * ?B>E=L H? IK>OBHNL
K>LIHGL>L BG MA> F>:LNK>F>GM EH@ ;>BG@ LB@G>=
+K:F A:0> <A:G@>= /A> ->IN>LM>K FB@AM <HGLB=>K
BLLNBG@ :@:BG MH :<INBK> E:M>LM
F>:LNK>F>GML
IH /A> ->LIHG=>K =>M><M>= GH <A:G@> BG
.0- () * ?B>E=L H? IK>OBHNL
K>LIHGL>L BG MA> F>:LNK>F>GM EH@ ;>BG@ LB@G>=
I ->L>KO>=

BM6 7 .A:EE ;> MAX/ $? MABL F>LL:@>
<HGM:BGL : LB@G:MNK> MABL ?B>E= LA:EE <HGM:BG MA> LEHM
GNF;>K H? MA> <>KMB?B<:M> <A:BG LI><B?B>= BG MA>
D K>JN>LM Hi8 B? MA>
->LIHG=>K L IN;EB< D>R P:L IKHOBLBHG>= MH MA>
->IN>LM>K IK>OBHNRERABL F>LL:@> =H>L GHM
<HGM:BG : LB@G:MNK> MABL ?B>E= LA:E#H;> L>M MH

AEE ;> MA> GNF;>K #2:LNK>F>GM ;EH<BG MA>

0-() *
$? +:K:F BG MA> K>IN>LM>= F>:LNK>F>GM HI>K:MBHG
BLH MABL ?B>E= LAEE ;>

INF;>K*? EH<DL

AEE ;> MA> LBS> H? M&>()/ *- BG ;RM>L
(>:LNK>F>GM-><HK=">G@MA $? - BG MA> K>JN>LM>= F>:LNK>F>GM HI>K:MBHG
BLH MABL ?B>E= LA:EE ;>

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

Byte offset Field Size (bytes) Description

A:EE ;> MA> <HG<:M>G:MBHG H? :EE F>.LNK>F>GM
;EH<DL MA:M <HKK>LIHG= MH MA> K>JN>LM>=

0- () * ) (>:LNK>F>GM HI>K:MBHGLNK>F>GM ;EH<E>?BG>L
MA> F>:LNK>F>GM ;EH<D LMKN<MNK>

(>:LNK>F>GM-><HK=

/A> ->LIHG=>K LAHNE= <AHHL> : K:G=HF O:EN> /ABL

JHG<>
?B>E= LA:EE :EP:RL ;> IK>L>GM

\A:EE ;> MA> LBS> H? MA® / ?B>E= MA:M ?HEEHPL
*1:IIN> :M:'>G@MA BG ;RM>L /A> O:EN> LAHNE= GHM ;> @K>:M>K MA:G
JRM>L \A:EE ;>H B? GH-,0 / BL IKHOB=>=

IA> ->LIHG=>K <:G BG<EN=> ->LIHG=>K LI><B?B<
BG?HKF:MBHG :G= HK BG?HKF:MBHG MA:M BML MK:GLIHKM
H:IN> :M: +.0 /) =>?BG>L $? IK>L>GM MABL ?B>E= LA:EE <HG?HKF MH MA>
L>E><M>= HI:JN> =:M: ?HKF:M BG
B (%Y

~INSLMSK HOM>QM IABL ?B>E= LA:EE ;> B=>GMB<:E)Mi MARB>E= H? MA>
+.0 /)y <HKK>LIHG=BG@ K>JN>LM F>LL:@>

AEE ;> $"/0- H? MA> F>.LNK>F>GM EH@
>Q<EN=BG@ MA> .B@G:MNK> ?B>E=:G= LB@G>= NLBG@ MA>
IKBO:M> D>R :LLH<B:M>= PBMA MA> E>:? <>KMB?B<:M> /A>
->LIHG=>K LA:EE NL> MA> :LRFF>MKB< LB@GBG@
ST < :E@HKBMAF BM L>E><M>= =NKBG@ MA> E:LM
+,0 [/ )# K>LIHGL> F>LL:@> MH MA> ->IN>LR=K $" ) BL
MA> LBS> H? MA:M :LRFF>MKB< LB@GBG@ :E@HKBMAF HNMINM
/ABL ?B>E= BL <HG=BMBHG:E :G= BL HGER IK>L>GM BG MA>
K>LIHGL> <HKK>LIHG=BG@ MH :
D K>JN>LM PBMA?H@ L>M MH

497 10.11.1 Measurement block

<A F>.LNK>F>GM ;EH<D MA:M MA> K>LIHGL> F>LL:@> =>?BG>L LA:EE <HGM:BG : ?HNK ;RM> =>L<KBIMHK
H?L>ML MAKHN@A ?HEEHP>=;R MA> F>.LNK>F>GM =:M: MA:M <HKK>LIHG=L MH : l:KMB<NE:K F>:LNK>F>GM BG=>Q :G=
F>:LNK>F>GM MRI>

[E> [ (>:LNK>F>GM ;EH<D ?HKF:MLAHPL MA> ?HKF:M ?HK : F>:LNK>F>GM ;EH<D

Table 53 N Measurement block format

+N;EBLA>= 1>KLBHG



501

503

+ 4+ (.I><B?B<:MBHG

Byte offset Field Size (bytes) Description

AEE ;> MA>BG=>Q 2A>G(J H? MA>

D K>JN>LM BL ;>MP>#8& :G=
H3  BG<ENLBO> MABL ?B>E= LA:EE F:M<A MA> K>JN>LM
*MA>KPBL> MABL ?B>E= LA:EE K>IK>L>GM MA> BG=>Q H? MA>
F>LNK>F>GM ;EH<D PA>K>MA>BG=>Q LM:KML :M :G=
>G=L :M MA> BG=>Q H? MA> E:LM F>:LNK>F>GM ;EH<D

$G=>Q

BM F:LD /A> O:EN> LA:EE BG=B<:M> MA> F>:LNK>F>GM

LI><B?B<:MBHG MA:M MA> K>JN>(M>=  ?HEEHPL

:G= LA:EE F:M<A MA> L>E><M>= F>.LNK>F>GM

LI><B?B<:MBH®- ()/ + $!$ /$*) ' BG MA>
F>LL:@> .>> /:;;E> [.N<<>LL?NE

"*-$#(. KSLIHGL> F>LL:@> ?HKF:M *GER HG>

;:BM LAEE ;> L>M

(>:LNK>F>GM.I><B?B<:MBHG

IA> (>:LNK>F>GM LI><B?B<:MBHG ?B>E= ?HKF:M M:;E>
=>?BG>L MA> ?HKF:M ?HK MABL ?B>E=

(>:LNK>F>GM.BS> AEE ;> MA> LBS> H®- ()/ BG ;RM>L

A:EE ;> MA> F>LNK>F>GM O:EN> PAHL> ?HKF:M MA>
L>E><M>= F>LNK>F>GM LI><B?B<:MBHG

0- () + $I$ /$%) =>7BG>L $?

(.+ BL L>E><M>= MA> ?HKF:M H? MABL ?B>E=
LA:EE ;>:L/;E> [ (/! F>.LNK>F>GM
LI><B?B<:MBHG ?H#PBG>L

(>:LNK>F>GM .0-()/ $5

10.11.1.1 DMTF specification for the Measur ement field o f a measur ement block

/A> IK>L>GM <E:NL> BL MA> LI><B?B<:MBHG ?HK MA> ?H&KEM H? MMB>E= BG : F>:LNK>F>GM ;EH<D PA>G MA>
.0- () + $I$ /$%) ?B>E=L BM (/! BLL>M ;E> [ (/! F>LNK>F>GM LI><B?B<:MBHG ?HKF:M.I><B?B>L
MABL ?HKF:M

10.11.1.1.1 Measurement manifest

F>:LNK>F>GM F:GB?>LM K>?>KL MH : =:M: LMKN<MNK> MA:M =>L<KB;>L MA> <HGM>GML H? HMA>K BG=B<>L HK BML>E? -
F>:LNK>F>GML 'HK BGLM:G<> : F:GB?>LM F:R =>L<KB;> PAB<A BG=B<>L =>[2KB:SMABKBP:K> FH=NE>L
F>LNK>F>GML 2A>G MA=E> [ (/! F>:LNK>F>GM LI><B?B<:MBHG ?HKF:MBL BG NL> MABL LI><B?B<:MBHG =>?BG>L
FNEMBIE> HO>K:K<ABG@ F:GB?>LM ?HKF:ML :L =>L<{B><{(BGUAF>GM1 :EN>RI> O:EN>L M:;E>

2A>G + .0-()/ '0 4+ ?2NS8H@SH3HL MA> F>.LNK>F>GM F:GB?>LM MRI> BL : ?K>>?HKF F:GB?>LM 2A>G K>:=
MA> F:GB?>LM =:M: BL |IE:<>= BG MAY ?B>E=H? MA&> [ (>:LNK>F>GM ;EH<D ?HKF:M/A> ?HKF:M H? :
?K>>?HKF F:GB?>LM BL BFIE>F>GM:MBHG LI><B?B< :G= HNMLB=> MA> L<HI> H? MABL LI><B?B<:MBHG

2A>G + .0-()/ '0 4+ ?2NS8H@SH3H MA> F>.LNK>F>GM F:GB?>LM MRI> BL : LMKN<MNK>= F>:LNK>F>GM
F:GB?>LM /A> LMKN<MNK>= F:GB?>LM LM:KML PBM#IGL / ;;E> [ (:GB?>LM F>:LNK>F>GM ;EH<D ?HKF:M

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG

=>L<KB;>L /A> A>:=>K BL NL>= MH BG=B<:M> MA> LM:G=:K=L ;H=R HK O>G=HK MA:M =>?BG>L MA> F:GB?>LM ?HKF:M //
?HKF:M H? MA%! ./ =:M: BG : LMKN<MNK>= F>LNK>F>GM F:GB?>LM BL HNMLB=> MA> L<HI> H? MABL LI><B?B<:MBHG

507 10.11.1.1.2 Hash-ext end measur ements

=>0B<> F:R LNIIHKM K>IHKMBG@ H? F>:LNK>F>GML MAKHN@A :G >QM>G= L<A>F> PAB<A PHKDL :L ?HEEHPL

$)$/$'$5 S 4/ .*H.
o #03)) -/ +( SHEHH=Y ()= 6 [ *3[)>> 1" [ ().

3/)

G >Q:FIE> H? LN<A : L<A>F> BL MA> +E:M?HKF HG?B@NK:MBHG ->@BLM>K >QMXBHEMNGKEBRBKEFRIH=NE>L

IA> # #=> 7?NG<MBHG BL MA> F>:LNK>F>GM A:LA :E@HKBMAF LI><B?B>= ;R MA> FHLM KKsk(BIGL>

F>LL:@> /A> BGBMB:E O:EN> H? : A:LA >QM>G= F>.LNK>F>GM # ( LA:EERM>L PAHL> ;BML :K> :EE LM MH

PA>K>  BL MA>LBS>HR () #"* BG MA> FHLM K><>GM K>LIHGL> F>LL:@> /A> A:LA >QM>G=

F>.LNK>F>GM BL NI=:M>= ;R >QM>G=BG@ MA> <NKK>GM O:EN> MH BG<EN=> MA> Gr®&M)=:M: MH/AQM>G=

>QM>G= HI>K:MBHG BL <:E<NE:MBG@ MA>=B@>LM H? MA> <NKK>GM O:EN> <HG<:M>G:M>= PBMA MA> =:M: MH >QM>G= |
>QM>G= HI>K:MBHG ?HK :==BMBHG:E =:M: MH >QM>G=

#LA >QM>G= F>LNK>F>GML :K> K>IHKM>= BG : F>:LNK>F>GM ;EH<D ->LIHG=>K MA:M K>IHKML A:LA >QM>G=
F>LNK>F>GML LA:EE L>M  .0-()/ '0 4+ ?N8H@ MHH3P ?HK MA> <HKK>LIHG=BG@ F>:LNK>F>GM BG=>Q

Table 54 N DMTF measurement specification format

Byte offset Field Size (bytes) Description
HFIHL>= H?
V BM67 .AEE BG=B<:M> MA> K>IK>L>GM:MBHG BG
+ .0-() 0
V BM6 7 $G=B<:M>L PA:M BL ;>BG@ F>:LNK>= ;R
+ 0-()0

/IA>L> O:EN>L :K> L>M BG=>I>G=>GMER :G= :K>
BGM>KIK>M>=:L ?HEEHPL
(".1><(>:LNK>F>GM1 :EN>RI> V 20@SH B@>LM
V 20@S! -:P;BMLMK>:F /A>->LIHG=>K
LAHNE= >GLNK> MA> K:P ;BM LMK>:F =H>L GHM
<HGM:BG L><K>ML
V >> (/LI><(>:LNK>F>GM1 EN>RI>
O:EN>PHK =>?BG>= O:EN>L ?HK
+ .0-() '0 4+ ?N8H@9

AEE ;> MA>LBS>H? .0-()/ 0 BG
;RM>L
(/M.I><(>:LNK>F>GM1 :EN>.BS> 2A>G + .0-()/ '0 4+ ?20@SH MA>
+ .0-() '0 $5 LA:EE ;> =>KBO>=

?KHF MA> F>:LNK>F>GM A:LA :E@HKBMAF MA:M MA>
K>LIHGL> F>LL:@> K>MNKGL

+N;EBLA>= 1>KLBHG



+ 4+ (.I><B?B<:MBHG

Byte offset Field Size (bytes) Description

AEE ;> MA> <KRIMH@K:IAB< A:LA HK K:P ;BM LMK>:F
'L BG=B<:M>=BG- .0-()/ '0 4+ ?0@
(N.I><(>:LNK>F>GM1 (EN> IHK <KRIMH@K:IAB< A:LA>L HK =B@>LML MABL ?B>E= LA:EE
;> BGALA ;RM> HK=>A> O>G=HK =>?BG>L MA> ;RM>
HK=>K ?HK K:P ;BM LMK>:FL

Table 55 N DMTFSpecMeasurementV alueType values

DMTFSpecMeasurementV alueType[6:0] Description

Q SFENM:;E> -*(

Q (NM:;E> ?BKFP:K>

Q #:K=P:K> <HG?B@NK:MBHG LN<A :L LMK:IL

IBKFP:K> <HG?B@NK:MBHG LN<A :L <HG?B@NK:;E> ?BKFP:K>
IHEB<R

IK>>?HKF F>.LNK>F>GM F:GB?>LM 2A>G
+ .0-()/ '0 4+ ?NSBH@SHS3L MA> ->LIHG=>K
Q LAHNE= LNIIHKM L>MMBG@- ()/ '0 4+ ?20@ MH
>BMAMK HKI  /A>?HKF:M H? MABL F:GB?>LM BL =>0B<>
LI><B?B<

.MKN<MNK>= K>IK>L>GM:MBHG H? =>;N@ :G= =>0B<> FH=> .>>
>0B<> FH=> ?B>E= H? : F>:LNK>F>GM ;RA=G

+ .0-()/ '0 4+ 2NSH@SH3M

+ .0-()/ '0 4+ ?20@ LAEE ;> L>M MH

(NM:;E> ?BKFP:K> L O>KLBHG GNRBKLI><B?B<:MBHG =H>L
GHM F:G=:M>: ?HKF:M ?HK ?BKFP:K> O>KLBHQ@/&-;>K

+ .0-()/ '0 4+ ?NS8H@SH3N

+ .0-()/ '0 4+ 20@ LAHNE= ;> L>M MH

(NM:;E> ?BKFP:K> L L><NKBMR O>KLBHG*BREAKAHNE=
;> ?HKF:MM>=:L :G ;RM>NGLB@G>= BGW>@>K

+ .0-()/ '0 4+ ?2NBH@SH30

+ .0-()/ '0 4+ 20@ LAHNE= ;> L>M MH

#LA >QM>G= F>.LNK>F>GM /A> F>.LNK>F>GM K>IHKM>= BL
G O:EN> L =>?BG>=BG\ >QM>G= F>:LNK>F>GML
2A>G  + .0-()/ 'O 4+ ?NBH@SH3P

+ .0-()/ '0 4+ 20@ LA:EE ;> L>M MH

$G?HKF:MBHG:E /A> F>LNK>F>GM BL ?HK MA> ->JN>LM>K L
BG?HKF:MBHG HGER :G= =H>L GHM <:KKR L>GLBMBO> L><NKBMR
‘MMKB;NM>L IHK >Q:FIE> ANF:G K>:=:;E> :HHM IKH@K>LL
BG?HKF:MBHG 2A>G

+ .0-()/ '0 4+ 2NS8H@SH3Q

+ .0-()/ '0 4+ ?20@ LAEE ;> L>M MH

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG

DMTFSpecMeasurementV alueType[6:0]

EE HMA>K O:EN>L

10.11.1.2 Device mode field o f a measur ement block

Byte offset Field Size (bytes)

*I>K:MBHG:E(H=> :I:;BEBMB>L

*I>K:MBHG:E(H=>.M:M>

Description

.MKN<MNK>= F>.LNK>F>GM F.GB?>LM 2A>G
+ .0-()/ '0 4+ 2NSH@SH3 MA> ->LIHG=>K

LA:EE LNIIHKM L>MMBG@D- ()/ '0 4+ ?20@ MH
I :G= LAHNE= LNIIHKM L>MMBG@
+ .0-()/ '0 4+?0@ MHH  /A> F:GB?>LM

LA:EE ?HEEHP MA> ?HKF:M =>L<{KB32>B% ?HKF:M ?HK :
F>:LNK>F>GM ;EH<D

->L>KO>=

Description

IB>E=L PBMA ;BML L>M MH BG=B<:M> LNIIHKM ?HK K>IHKMBG@
MA> LLH<B:M>= LM:M>» B®)'* //
V BM67 .A:EE BG=B<:M> LNIIHKM ?HK K>IHKMBG@ =>0B<>
BG F:GN?:<MNKBG@ FH=>
V BM67 .A:EE BG=B<:M> LNIIHKM ?HK K>IHKMBG@ =>0B<>
BG O:EB=:MBHG FH=>
V BM67 .A:EE BG=B<:M> LNIIHKM ?HK K>IHKMBG@ =>0B<>
BG GHKF:E HI>K:MBHG:E FH=>
V BM67 .A:EE BG=B<:M> LNIIHKM ?HK K>IHKMBG@ =>0B<>
BG K><HO>KR FH=>
V BM67 .A:EE BG=B<:M> LNIIHKM ?HK K>IHKMBG@ =>0B<>
BG ->MNKG (>K<A:G=BL> NMAHKB$:MBHG
FH=>
V BM67 .A:EE BG=B<:M> LNIIHKM ?HK K>IHKMBG@ =>0B<>
BG =><HFFBLLBHG>= FH=>
V EE HMA>K O:EN>L K>L>KO>=

IB>E=L PBMA ;BML L>M MH BG=B<:M> MKN> ?HK MA> K>IHKM>=
LM:M>
V BM67 .A:EE BG=B<:M> MA> =>0B<> BL BG
F:GN?:<MNKBG@ FH=>
V BM67 $G=B<:M>L MA>=>0B<> BL BG O:EB=:MBHG FH=>
V BM67 .A:EE BG=B<:M> MA> =>0B<> BL BG GHKF:E
HI>K:MBHG:E FH=>
V BM67 .A:EE BG=B<:M> MA> =>0B<> BL BG K><HO>KR
FH=>
V BM67 .AEEE BG=B<:M> MA> =>0B<> BL BG -( FH=>
V BM67 .A:EE BG=B<:M> MA> =>0B<> BL BG
=><HFFBLLBHG>= FH=>
V EE HMA>K O:EN>L K>L>KO>=

+N;EBLA>=

1>KLBHG



+ 4+ (.I><B?B<:MBHG

Byte offset Field Size (bytes) Description

IB>E=L PBMA ;BML L>M MH BG=B<:M> LNIIHKM ?HK K>IHKMBG@
MA> LLH<B:M>= LM:MX48G //
V BM67 .A:EE BG=B<:M> LNIIHKM ?HK GHIEKMBG @
BGO:LBO> =>;N@ FHBt>:<MBO>
V BM67 .A:EE BG=B<:M> LNIIHKM ?HK K>IHKMBG@
BGO:LBO> =>;N@ FHBt>:<MBO>
V BM67 .A:EE BG=B<:M> LNIIHKM ?HK K>IHKMBG@ GHG
BGO:LBO> =>;N@ FH=> A.L ;>>G :<MBO> MABL ->L>M
<R<E>
V BM67 .A:EE BG=B<:M> LNIIHKM ?HK K>IHKMBG@
BGO:LBO> =>;N@ FH=> A:L ;>>G :<MBO> MABL ->L>M
<R<E>
V BM67 .A:EE BG=B<:M> LNIIHKM ?HK K>IHKMBG@
BGO:LBO> =>;N@ FH=> A.L ;>>G :<MBO> HG MABL
=>0B<>:M E>LM HG<> LBG<> >QBMBG@ F:GN?:<MNKBG@
FH=>
V EE HMA>K O:EN>L K>L>KO>=

>0B<>(H=>:I;;BEBMB>L

IB>E=L PBMA ;BML L>M MH BG=B<:M> MKN> ?HK MA> K>IHKM>=
LM:M>
V BM67 .AEE BG=B<:M> GHG BGO:LBO> =>;N@ FH=>
BL :<MBO>
V BM67 .A:EE BG=B<:M>BGO:LBO> =>;N@ FH=> BL
:<MBO>
V BM67 .A:EE BG=B<:M> GHG BGO:LBO> =>;N@ FH=>
>0OB<>(H=>.M:M> AL ;>>G :<MBO> MABL ->L>M <R<E>
V BM67 .AEE BG=B<:M>BGO:LBO> =>;N@ FH=> A:L
;>>G :<MBO> MABL ->L>M <R<E>
V BM67 .A:EE BG=B<:M>BGO:LBO> =>;N@ FH=> AL
:>>G :<MBO> HG MABL =>0B<> :M E>:LM HG<> LBG<>
>QBMBG@ F:GN?:<MNKBG@ FH=>
V EE HMA>K O:EN>L K>L>KO>=

514 10.11.1.3 Manifest for mat for a measur ement block
2A>G + .0-()/ '0 4+ ?NS8H@SH3 MA> K>LIHGL> LA:EE ;> >BMA>K : F:GB?>LM HK MA> =B@>LM H? : F:GB?>LM $?
+ .0-() '0 4+ 20@SH MA>G MA>0- ()/ ?B>E= H? (ANK>F>GM ;EH<DA:EE <HGM:BG : =B@>LM H?

MA> LMKN<MNK> =>L<KB;E= BE:GB?>LM F>.LNK>F>GM ;EH<D ?HKF:$? + .0-()/ '0 4+ ?20@SI
MA>G MA>0- ()/ ?B>E= H? BASNK>F>GM ;EH<DA:EE <HGM:BG : F:GB?>LM BG MA> ?HKF:M =?LEKB;p= BG
(:GB?>LM F>:LNK>F>GM ;EH<D ?HKF:M

Table 56 N Manifest measurement block format

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

Byte offset Field Size (bytes) Description

AEE ;>: LM:G=:K=L ;H=R HK O>G=HK =>?BG>= A>:=>K
A# )< ) 'L =>L<KB;>=BG;E> [.M:G=:K=L ;H=R HK
O>G=HK =>?BG>= A>:=>K .1#

A:EE <HGM:BG MA> F:GB?>LM =:M: :L =>?BG>= ;R MA>
)= ) (:GB?>LM 1:KB:;E> K>@BLMKEG=:K=L ;H=RHK O>G=HK LI><B?B>= BG MA>
G= )= ?B>E=L

S17 10.11.2 MEASUREMENTS signature generation

2ABE> : ->IN>LM>K <:G HIM MH K>JNBK> : LB@G:MNK> BG >:<A H? MA> K>JN>LM K>LIHGL> F>LL:@>L BM BL :=OBL:;E> MA:|
<HLM H? MA> LB@G:MNK> @>G>K:MBHG IKH<>LL BL FBGBFBS>= ;R :FHKMBSBG@ BM HO>K FNEMBIE> K>JN>LM K>LIHGL>
PA>K> :IIEB<:;;E> $G MABL L<A>F> MA> ->JN>LM>K BLLN>L : GNF;>K H? K>JN>LML PBMAHNM K>JNBKBG@ LB@G:MNK>L ?+
;R : ?BG:E K>IN>LM K>INBKBG@ : LB@G:MNK> HO>K MA> >GMBK> L>M H? K>JN>LM K>LIHGL> F>LL:@>L >Q<A:G@>= /A> L
<HFIE>M> MABL L<A>F> K> :L ?HEEHPL

[A> ->LIHG=>K LA:EE <HGLMKN<M F>:LNK>F>GM EH@ ' :G= MA> ->JN>LM>K LA:EE <HGLMKN<M F>:LNK>F>GM
EH@ ' HO>K MA>BK H;L>KO>= F>LL:@>L

I<JS* /)/= 6 D D 16 D 169996
D D )6 D ):16
D D )6 D )>
PA>K>
1)/ BL MA> LM:G=:K= <HG<:M>G:MBHG ?NG<MBHG
D D | BL MA> >GMBK> 2BKLM K>IN>LM F>LL:@> NG=>K
<HGLB=>K:MBHG PA>K> MA> ->JN>LM>K A:L GHM K>IN>LM>=: LB@G:MNK> HG MA:M LI><B?B<
D K>IN>LM
) D | BL MA> >GMBK> K>LIHGL> F>LL:@> PBMAHNM MA> LB@G:MNK>
‘RM>L MA:M MA> ->LIHG=>K L>GM BG K>LIHGL> MH |
) D D )l BL MA> >GMBK> E:LM <HGL>&NMBO> K>IN>LM F>LL:@>
NG=>K <HGLB=>K:MBHG PA>K> MA> ->JN>LM>K A:L GHM K>JN>LM>=: LB@G:MNK> HG MA:M LI><B?B<
D K>IN>LM
) D )l BL MA>>GMBK> K>LIHGL> F>LL:@> PBMAHNM MA> LB@G:MNK>
;RM>L MA:M MA> ->LIHG=>K L>GM BG K>LIHGL> ME )i
D D ) BL MA> >GMBK> 2BKLM K>IN>LM F>LL:@> NG=>K

<HGLB=>K:MBHG PA>K> MA> ->JN>LM>K A:L K>JN>LM>=: LB@G:MNK> H® MA:M LI><B?B<
K>JN>LM BL : GNF;>K @K>:M>K MA:G HK >IN:E24HG n >IN:EL 1 MA> ->IJN>LM>K A:.L GHM

F:=>:GR D K>JIN>LML PBMAHNM LB@G:MNK> IKBHK \H BLLNBG@ :
K>JN>LM PBMA LB@G:MNK>
h D ) BL MA> >GMBK> K>LIHGL> F>LL:@> PBMAHNM MA> LB@G:MNK>

+N;EBLA>= 1>KLBHG



4+ (.I><B?B<:MBHG

;RM>L MA:M MA> ->LIHG=>K L>GM BG K>LIHGL>MH )

GR <HFFNGB<:MBHG ;>MP>>G ->IJN>LM>K :G= ->LIHG=>K HMA>KIMA:G : K>IN>LM HK

K>LIHGL> K> BGBMB:EBS>L ' ' <HFINM:MBHG WA+ D K>IN>LML :G=
K>LIHGL>L ;>?HK> MA>" ' K> BGBMB:EBS:MBHG PBEE GHM ;> <HO>K>= ;R MA> LB@G:MNK> BG

K>LIHGL> HGL>IN>GMEWRBL K><HFF>G=>= MA:M MA> ->IN>LM>K GHM NL> MA>

?BG:E
F>:LNK>F>GML ;>?HK> O>KB?RBG@ MA> LB@G:MNK>
G F>LL:@>H? -*-* S +%. % 4 HK -x-* 5 " 4%), LA:EE GHM K> BGBMB:EBS>
" ->IN>LM>K (G= ->LIHG=>K LA:EE <HGMBGN> MH <HGLMKN<M" '0PBMA G=
G >KKHK K>LIHGL> PBMA :GR >KKHK <H=> HMA®KMALG HK - 4.

LA:EE K> BGBMB:EBS> ")0"MH

|A> ->LIHG=>K LA:EE @>G>K:M>

$)/0- S $) =$14 6 16 F(.0-()..$)9)F >7
PA>K>
*$)  BL=>L<KBj>= B®G:MNK> @>G>K:MBHG
-$1 4 LA:EE ;> MA> IKBO:M> D>R H? MA> ->LIHG=>K :LLH<B:M>= PBMA MA> E>:? <>KMB?B<:M> LMHK>=
W R BG D $? MA> IN;EB< D>R H? MA> ->LIHG=>K P:L IKHOBLBHG>=

MH MA> ->IN>LMBASG-$1 4 LAEE ;> MA> :LLH<B:M>= IKBO:M> D>R

525 10.11.3 MEASUREMENTS signature verification

[ H <HFIE>M> MA> LB@G:MNK> O>KB?B<:MBHG IKH<>LL MA> ->JN>LM>K LA:EE <HFIE>M> MABL LM>|

[A> ->IN>LM>K LA:EE I>K?HKF

-0/ S $)/0- -$4 =0 4 6 $9/0- 6 J6 F(.0-()..$99)'F >

PA>K>

$") /0- -$!4 BL =>L<KB;>= B@&G:MNK> O>KB?B<LN8#EL?NE O>KB?B<:MBHG BL PA>G

-.01 BL.O .
© 0 4 LAEE ;> MA>IN;EB< D>R :LLH<B:M>= PBMA MA> E>:? <>KMB?B«:M> IHPHK>= BG
* - ( BG D 0 4 BL>QMK:<M>=?KHF MA> K>LIHGL> $? MA>

IN;EB< D>R H? MA> ->LIHG=>K P:L IKHOBLBHG>= MH MA> MANGOMP>K LAEE ;> MA>
IKHOBLBHG>= IN;EB< D>R

IB@NK> [ (>:LNK>F>GM LB@G:MNK> <HFINM:MBHG >(AHEL :G >Q:FIE> H? : MRIB<:E ->IN>LM>K ->LIHG=>K

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

IKHMH<HE PA>K> MA> ->JN>LM>K BLLIN>L ©MH K>IJN>LML PBMAHNM : LB@G:MNK> PAB<A BL ?HEEHP>= ;R :
LBG@E»®» K>JN>LMPBMA : LB@G:MNK>

Figure 13 N Measurement signature computation example

Requester Responder
l
"19( .0- (). EI— /9( 0- (). IH.B@ —
K>JN>LMPBMA GH | (.0-().
LB@G:MNK> K>JN>LM (.0-(). )HB@ K>LIHGL> PBMA GH

LB@G:MNK>

1 _[C—

ﬁ
:
ﬁ

I
" 19( .0- (). |
LB@G:MNK> K>JN>LM | p K>LIHGL> GPBMA GH
| (.0-(). G HB@ LB@G:MNK>
" 19( .0- (). l
<HFINM>= :L =>L<KB;>=

1>KB?R .B@G:MNK> <HFIN:M>=

K>JN>LM G PBMA LB@C,:| AN "/9( .0- (). G .B@ ! (.0-().
K>IN>LM K>LIHGL> G PBMA LB@G:MNK>
+——( .0-(). G .B@ j:l
l |
I
‘L =>L<KB;>= :

532 10.12 ERROR response message

IHK :G .+ (HI>K:MBHG MA:M K>LNEML BG :GWAKEHKIHG=>K LAHNE= L>G=:G F>LL:@> MH MA> ->JN>LM>K
/B> [ --*- KSLIHGL> F>LL:@> ?HKF:M LAHPL MA> K>LIHGL> ?HKF:M

/E> [ KKHK <H=>:G= >KKHK =:MLAHPL MA> =>M:BE>= >KKHK <H=> >KKHK =:M: :G= >QM>G=>= >KKHK =:M:
/E> [->LIHGL>)HM->:=R >QM>G=>= >KKHK =:MLAHPL MA>.+*). * 4 >QM>G=>= >KKHK =:M:

/5E>  [->@BLMKR HK LM:G=:K=L ;H=RI$AHPL MA> K>@BLMKR HK LM:G=:K=L ;H=R $

/5E> [ QM>G=>= KKHK :M: ?HKF:M ?HK O>G=HK HK HMA>K LM:G=:K=L =>?BG>= --*- K>LIHGL> EAHRDMA>
3/) - ?HKF:M =>?BGBMBHG ?HK O>G=HK HK HMA>K LM:G=:K=K=HPEEE>=F>LL:@>L

Table 57 N ERROR response message format

+N;EBLA>= 1>KLBHG



Byte offset

Field

+(1 >KLBHG

->JN>LM->LIHGL> H=>

+K:F

+K:F

QM>G=>= KKHK :M:

Table 58 N Error code and error data

4+ (.I><B?B<:MBHG

Size (bytes) Description
AEE > MA> -3$% L =>L<KB;>=BG (
O>KLBHG
A:EE ;> H30 S>> [GE> [+ (

K>LIHGL> <H=>L

AEE ;> MA> KKHK H=> >p;E> [ KKHK <H=>

:G=>KKHK =:M:

AEE ;> MA> KKHK =:M: .3>E> [ KKHK <H=>

:G=>KKHK =:M:

A:EE ;> *IMBHG:E >QM>G=>==M: [>%> |
KKHK <H=>:G=>KKHK =:M:

ErrorCode Value Description Error data ExtendedErrorData
->L>KO>= Q ->L>KO>= > >KO>= ->L>KO>=
*G> HK FHK> K>IN>LM ?B>E=L )H >QM>G=>= >KKHK =:M: BL
$GO:EB=->IN>LM Q H3HH
:K>BGO:EB= IKHOB=>=
)H >QM>G=>= >KKHK =:M: BL
->L>KO>= Q ->L>KO>= ->L>KO>=
IKHOB=>=
IA> ->LIHG=>K K><>BO>=
MA> K>JN>LM F>LL:@> :G=
MA> ->LIHG=>K =><B=>= MH
B@GHK> MA> K>JN>LM
F>LL:@> ;NM MA> )H >QM>G=>= >KKHK =:M: BL
NLR Q H3HH
->LIHG=>K FB@AM ;> :;E> IKHOB=>=
MH IKH<>LL MA> K>JN>LM
F>LL:@> B? MA> K>JN>LM
F>LL:@>BL L>GM :@:BG BG
MA> ?NMNK>
IA> ->LIHG=>K K><>BO>=
:G NG>QI><M>= K>IN>LM
)H >QM>G=>= >KKHK =:M: BL
0G>QI><M>=->IJN>LM Q F>LL:@> 'HK >Q:FIE> H3HH
IKHOB=>=
;>?HK>
D
0GLI><B?B>= >KKHK )H >QM>G=>= >KKHK =:M: BL
0GLI><B?B>= Q H3HH
H<<NKK>= IKHOB=>=
IA> K><>BO>K <:GGHM
)H >QM>G=>= >KKHK =:M: BL
><KRIM KKHK Q =><KRIM HK O>KB?R =:M:->L>KO>= IKHOB=>=
=NKBG@ MA> L>LLBHG T
1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG

ErrorCode

OGLNIIHKM>=->IN>LM

->IN>LM$G!EB@AM

$GO:EB=->LIHGL> H=>

>LLBHG'BFBM Q<>>=>=

>LLBHG->JNBK>=

->L>M->INBK>=

Value

Description Error data

IA> 0. 4%, *
HK MA® * B?

HK MA® *
JAIEB<:;E> BG MA> K>IN>LM

0. 4. *

K>IN>LM F>LL:@>

F>LL:@> BL NGLNIIHKM>=

IA> ->LIHG=>K A:L

=>EBO>K>=:G >G<:ILNE:M>=
->L>KO>=

K>JN>LM MH PAB<A BM BL LMBEE

P:BMBG@ ?HK MA> K>LIHGL>

[A> ->IN>LM>K =>EBO>K>=
:G BGO:EB= K>LIHGL> ?HK>IG-KO>=
>G<:ILNE:M>= K>LIHGL>

(:QBFNF GNF;>K H?
<HG<NKK>GM L>LLBHGL ->L>KO>=
K>:<A>=

IA> ->IN>LM F>LL:@>
K><>BO>= ;R MA>

-S> >KO>=
->LIHG=>K BL HGER :EEHP>=
PBMABG : L>LLBHG

/A> =>0B<> K>JNBK>L :
K>L>M MH <HFIE>M> MA>
K>JN>LM>= HI>K:MBHG /ABL

BM6 7 ->L>KO>=

BM6 7 $? L>GM BG

BG MA>

ExtendedErrorData

)H >QM>G=>= >KKHK =:M: BL
IKHOB=>=

)H >QM>G=>= >KKHK =:M: BL
IKHOB=>=

)H >QM>G=>= >KKHK =:M: BL
IKHOB=>=

)H >QM>G=>= >KKHK =:M: BL
IKHOB=>=

)H >QM>G=>= >KKHK =:M: BL
IKHOB=>=

)H >QM>G=>= >KKHK =:M: BL
IKHOB=>=

-+ <G>L>GMBG
K>LIHGL> MH
K>LIHGL> MH MA>
S D MA>
o >LIHG=>K :LLB@G>=
- &9)" "
D HK :
5 *MA>KPBL> LAEE ;>
H
FLL@>

+N;EBLA>=

1>KLBHG



+ 4+ (.I><B?B<:MBHG

ErrorCode Value Description Error data ExtendedErrorData

OL>=BG MA> ?HEEHPBG@
L<>G:KBHL
V /A> K>LIHGL> BL
@K>:M>K MA:G MA>

3 ("$5 H?
MA> K>IJN>LMBG@ .+ (
>G=IHBGM

V IA> D H? MA>

K>IN>LMBG@ >G=IHBGM BL
H :G= MA> K>LIHGL>
BL E:K@>K MA:G MA> LBS>

H? MA> MK:GLFBMKN? >> [5E> |
SLIHGL>/ HH:K@> Q H? MA> K>LIHG=BG@>L>KO>= QM>G=>= KKHK :M: ?HKF:M ?HK
+ (>G=IHBGM ->LIHGL>/ HH:K@>
V /A> D H? MA>
K>IN>LMBG@ >G=IHBGM BL
I MA> D H?

MA> K>LIHG=BG@
>G=IHBGM BL:G=
MA> K>LIHGL> BL E:K@>K

MA:G MA>

/-)1-$5 H?
MA> K>IN>LMBG@
>G=IHBGM

/A> K>IN>LM BL @K>:M>K
MA:G MA> (."$5

->IN>LMHH":K@> Q ->L>KO>= -SL>KO>=
H? MA> K><>BOBG@ .+ (

>G=IHBGM

/A> K>LIHGL> BL @K>:M>K

MAG / -).!-3$5
:G= E>LL MA:G HK >JN:E MH
3 ("$5 H? MA> >> [GE> |
“K@>->LIHGL> Q! K>IN>LMBG@ .+ ( SL>KO>= QM>G=>= KKHK :M: ?HKF:M ?HK
>G=IHBGM HK @K>:M>K MA:G “K@>->LIHGL>

MA> MK:GLFBI>KI2BS> H?
MA> K>LIHG=BG@ .+ (
>G=IHBGM

IA> + (F>LL:@> BL
EHLM 'HK >Q:FIE> MABL
>KKHK <H=> <:G ;> NL>= MH
(>LL:@>HLM Q BG=B<:M> MA> EHLL H? : ->L>KO>= ->L>KO>=
"K@>->IN>LM "K@>
->LIHGL> HK MA> K>JN>LM
BG: +). % 4

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

ErrorCode Value Description Error data ExtendedErrorData

IA> ->LIHG=>K K><>BO>=

HG> HK FHK> F>LL:@>L

MA:M OBHE:M>= BML L><NKBMR
IHEB<R

IHK >Q:FIE> B?:
->LIHG=>K K>JNBK>L ;HMA
>G<KRIMBHG :G= (
$GO:EB=+HEB<R Q ->L>KO>= ->L>KO>=
<:I:;;BEBMB>L BG : L><NK>
L>LLBHG :G= MA>
->IJN>LM>K HGER LNIIHKML
>G<KRIMBHG MA>G MA>
->LIHG=>K PHNE= K>MNKG
MABL >KKHK <H=> B? MA>
->JIN>LM>K L>G=L
D

->L>KO>= QzQ ->L>KO>= ->L>KO>= ->L>KO>=

->JN>LM>= .+ ( O>KLBHG

BL GHM LNIIHKM>= HK BL : )JH >QM>G=>= >KKHK =:M: BL
1>KLBHG(BLF:M<A Q H3HH

=B2>K>GM O>KLBHG ?KHF MA> IKHOB=>=

L>E><M>= O>KLBHG

>> MA> S>> [GE> |
->LIHGL>)HM->:=R Q - +%) 9819- 4 H3HH ->LIHGL>)HM->:=R >QM>G=>=

K>IN>LM F>LL:@> ?HKF:M >KKHK =:M:

->LIHG=>K BL K>JN>LMBG@

->JN>LM>K MH K>BLLN>

D MH K> )H >QM>G=>= >KKHK =:M: BL

->JN>LM->LRG<A Q H3HH

LRG<AKHGBS> G >Q:FIE> IKHOB=>=

BL ?HEEHPBG@ : ?BKFP:K>

NI=:M>

G BGM>KG:E >KKHK H<<NKK>=

)H >QM>G=>= >KKHK =:M: BL
*I>K:MBHG!:BE>= Q NIHG L>KOB<BG@ MA> K>BHLM

IKHOB=>=
BLLN>= ;R MA> ->JN>LM>K
IA> ->LIHG=>K =H>L GHM
A:0>:GR I>G=BG@ K>IN>LM
JH+>G=BG@->IN>LML Q ?HK : > >KO>= > >KO>=
D D
F>LL.@>
->L>KO>= QzQ! ->L>KO>= ->L>KO>= S>L>KO>=

+N;EBLA>= 1>KLBHG



-+
ErrorCode Value Description

1>G=HK HK LM:G=:K=L
1>G=HK HK .M:G=:K=L >?BG>= Q!

=>?BG>=

Table 59 N ResponseNotReady extended error data

Byte offset Field Size (bytes)

-/ QIHG>GM

->JN>LM H=>

/HD>G

4+ (.I><B?B<:MBHG

Error data ExtendedErrorData

.A:EE BG=B<:M> MA>

K>@BLMKR HK LM:G=K=L;;E> [

;H=R NLBG@ HG> H? QM>G=>= KKHK :M: ?HKF:M ?HK
MA> O:EN>L BGIDMIA>O>G=HK HK HMA>K LM:G=:K=L
<HENFG H?2E> =>?BG>= --*- K>LIHGL>
[->@BLMKR HK F>LL:@>?HK ?HKF:M =>?BGBMBHG
LM:G=:K=L ;H=R $

Description

AEE ;> MA> >QIHG>GM >QIK>LL>= BG EH@:KBMAFB<
;L> L<:E> MH <:E<NE:M> MBF>BG YL :?M>K
PAB<A MA> ->LIHG=>K <:G IKHOB=> LN<<>LL?NE
<HFIE>MBHG K>LIHGL>

IHK >Q:FIE> MA> K:P O:EN> BG=B<:M>L MA:M MA>
->LIHG=>K PBEE ;> K>=RBG YL

->JN>LM>K LAHNE= NL> MH :OHB=<HGMBGNHNL
IBG@BG@ :G= BLLN> MA>D K>IN>LM
F>LL:@> L /:E> [-.+%)9%!19- 4

K>IN>LM F>LL:@> ?HKEAWPL :?M>K  MBF>

HK MBFBG@ K>JNBK>F>GM =>M:BEL [>> BFBG@
LI><B?B<:MBHG ?HK .+ ( F>LL:@>L

A:EE ;> MA> K>IN>LM <H=> MA:M MKB@ @>K>= MABL
K>LIHGL>

A:EE ;> MA> HI:JN> A:G=E> MA:M MA> ->IN>LM>K LA:EE

I:LL BG PBMA MA>D D K>IN>LM F>LL:@>

L /5E> [-.4%) 9819- 4 KSIN>LM

F>LL:@> ?HKF:MAHPL /A> ->LIHG=>K <:G NL> MA>

O:EN> BG MABL ?B>E= MH IKHOB=> MA> <HKK><M K>LIHGL>
PA>G MA> ->JN>LM>K BLLN>L :D D

K>JIN>LM

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

Byte offset Field Size (bytes) Description

A:EE ;> MA> FNEMBIEB>K NL>= MH <HFINMBG YL
MH BG=B<:M> MA:M MA> K>LIHGL> FB@AM ;> =KHII>= :?M>K
MABL =>E:R

/A> FNEMBIEB>K LA:EE :EP:RL ;> @K>:M>K MA:G
-
IA> ->LIHG=>K FB@AM :ELH LMHI IKH<>LLBG@ MA> BGBMB:E
K>JN>LM B? MA> L:F> ->JN>LM>K BLLN2sHK>HA
K>JN>LM

IHK MBFBG@ K>INBK>F>GM =>M:BEL [>> BFBG@
LI><B?B<:MBHG ?HK .+ ( F>LL:@>L

Table 60 N Registry or standards body ID

IHK :E@HKBMAF >G<H=BG@ BG >QM>G=>= :E@HKBMAF ?B>E=L <HGLNEM MA> K>LI><MBO> K>@BLMKR HK LM:G=:K=L ;H:
HMA>KPBL> LI><B?B>=

ID Vendor ID length (bytes) Registry or standards body name Description

0 " (' =H>L GHM A:0> :
' 1>G=HK $ K>@BLMKR
) *- BL B=>GMB?B>=
‘RNLBG@1 >G=HK$
Q /" ->@BLMKRK >QM>G=>=
‘E@HKBMAFL L'>>
E@HKBMAF ->@BLMKR

)+ BL B=>GMB?B>=
Q 0. ;R NLBG@ MA> O>G=HK $
LLB@G>= R 0.

)* BL B=>GMB?B>=
Q +$.$" NLBG@$ .$"1 >G=HK
$

/A> +KBO:M> GM>KIKBL>
INF;>K +) LLB@G>=

;R MA> $GM>KG>M LLB@G>=
INF;>KL NMAHKBMR

$) B=>GMB?B>L MA>
0>G=HK

)*- BL B=>GMB?B>=
Q # >/ ‘RNLBG@ # :L>/
# >GMBMR

IA> (:GN?:<MNK>K $
Q ($+$ LLB@G>= ;R ($+$
B=>GMB?B>L MA> O>G=HK

+N;EBLA>= 1>KLBHG


https://www.dmtf.org/
https://trustedcomputinggroup.org/
https://trustedcomputinggroup.org/resource/vendor-id-registry
https://trustedcomputinggroup.org/resource/vendor-id-registry
https://trustedcomputinggroup.org/resource/tcg-algorithm-registry/
https://trustedcomputinggroup.org/resource/tcg-algorithm-registry/
https://www.usb.org/
https://www.pcisig.com/
https://pcisig.com/membership/member-companies
https://pcisig.com/membership/member-companies
https://www.iana.org/
https://www.iana.org/assignments/enterprise-numbers/enterprise-numbers
https://www.iana.org/assignments/enterprise-numbers/enterprise-numbers
https://hdbaset.org/
https://mipi.org/
https://mid.mipi.org/

+ 4+ (.I><B?B<:MBHG

ID Vendor ID length (bytes) Registry or standards body name Description
0 3 ) *- BL B=>GMB?B>=
;RNLBG@ 3'O>G=HK $
) *- BL B=>GMB?B>=
Q % S RNLBG@ % O>G=HK
$

IHK ?B>E=L :G= ?HKF:ML
=>?BG>=;RMA>1.

LM:G=:K=L ;H=RMA>K> BL
GH »>G=HK $ K>@BLMKR

IA>  *-] ‘@ ->@BLMKR
MA:M B=>GMB?B>L MA> ?HKF:M
H? MA> >E>F>GM L
LLB@G>= ;R MA> $GM>KG>M
LLB@G>=)NF;>KL
NMAHKBMR $) /A>
>G<H=BG@ H? MA> *-
M:@ BG=B<:M>L MA> E>SG@MA
H? MA> M:@ 2A>G:

Q 1:KB;E> $) * */ :@ BL NL>= PBMA
: LM:G=:K=L ;H=R HK
0>G=HK =>?BG>= A>:=>K
MA> )* ) ?B>E=
LA:EE ;> L>M MH MA> E>G@MA
H? MA> >G<H=>= *-
M:@ ?HEEHP>=;R MA> =:M:
I:REH:= PAB<A LM:KML
PBMA :G >G<H=>= *-
M:@

Table 61 N ExtendedErrorData format for vendor or other standards-defined ERROR response message

Byte offset Field Size (bytes) Description
AEE ;> MA> E>SG@MA H)YMA>  ?B>E=

$? MA> O>G=HK =>?BG>L MMA>KKHK> H? MABL ?B>E=
LA:EE >JN:E MA>QA=HK $ E>SG@MA/ ;;E> [

->@BLMKR HK LM:G=:K=L ;H=RL8KB;>L H? MA>
<HKK>LIHG=BG@ K>@BLMKR HK LM:G=:K=L ;H=R G:F>

>G $? : K>@BLMKR HK LM:G=:K=L ;H=R =>?BG>MMBE >KKHK
?B>E= LA:EE ;> S>KHPAB<A :ELH BG=B<:M>L MA:M MA>
)*- ?B>E=BL GHM IK>L>GM

IA> x| ?B>E=BG MA> F>LL:@>

BG=B<:M>L MA> K>@BLMKR HK LM:G=:K=L ;H=R G:F> MA:M
BL -(@ :G=BL HG> H? MA> O:EN>L BG f#HENFG

H? ;;E> [->@BLMKR HK LM:G=:K=L ;H=R $

1>KLBHG +N;EBLA>=


https://www.computeexpresslink.org/
https://www.jedec.org/
https://vesa.org/
https://www.iana.org/
https://www.iana.org/assignments/cbor-tags/cbor-tags.xhtml
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+ (.I><B?B<:MBHG +

Byte offset Field Size (bytes) Description

/A> O:EN>H? MABL ?B>E= LA:EE BG=B&MHMA*+ 1

LLB@G>= ;R MA> K>@BLMKR HK LM:G=:KEE ;H=R

[->@BLMKR HK LM:G=:K=L ;H=R%.<KB;>L MA>

E>G@MA H? MABL ?B>E= .A:EE ;> BG EBMME> >G=B:G ?HKF:M

1>G=HK$ )
IA> G:F> H? MA> K>@BLMKR HK LM:G=:K=L ;H=R BG MA>
BL BG=B<:M>= BGMA> ?B>E= MA:M BL
-@ :G= BL HG> H? MA> O:EN>L BG §HENFG H?
/E> [->@BLMKR HK LM:G=:K=L ;H=R $
) *1:JN> KKHK :M: 1:KB:;E> /A> O>G=HK HK LM:G=:K=L ;H=R =>?BG>L MABL O:EN>

Table 62 N ExtendedErrorData format for ResponseT  oolLarge

Byte offset Field Size (bytes) Description

<MN:E.BS> AEE ;> MA> LBS> H? MA> :<MN:E K>LIHGL>
Table 63 N ExtendedErrorData format for LargeResponse

Byte offset Field Size (bytes) Description

AEE ;>: NGBJN> O:EN> MA:M B=>GMB?B>L MA> "K@> .+ (
->LIHGL> :G= LA:EE ;> MA> L:F> O:EN> ?HK :EE <ANGDL H?
MA> L:F> EEK@> .+ (F>LL:@>

/A> O:EN> H? MABL ?B>E= LAHNE= >BMA>K L>JN>GMB:EER BG<K>:L>
HK L>JN>GMB:EER =><K>:L> PBMA >:<A E:K@> .+ (

F>LL:@> PBMA MA> >QI><M:MBHG MA:M BM PBEE PK:| :KHNG=

?M>K K>:<ABG@ MA> F:QBFNF HK FBGBFNF O:EN>
K>LI><MBOFERVIABL ?B>E=#8%.9" /| K>IN>LM :G=

#0)&9- .+*). K>LIHGL> F>LL:@>

#:.G=E>

10.12.1 Standar ds body or v endor -defined header

/ABL LI><B?B<:MBHG NL>L MA> ?HKEBEFMA:M:G=:K=L ;H=R HK O>G=HK =>?BG>= A>:=>K .1#>L<KB;>L MH A>EI

B=>GMB?R MA> >GMBMR MA:M =>?BG>L MA> ?HKF:M ?HK : @BO>G |:REH:= /A> <E:NL>L BG MA> HMA>K [:KML H? MABL LI>:
BG=B<:M> MH PAB<A I:REH:= MABL A>:=>K :IIEB>L )HM> B? MA> |:REH:= ?HKF:M BG JN>LMBHG BL =>?BG>= ;R : LM:G=:K=L ;
MA> .1# A>:=>K =H>L GHM K>JNBK> MA> NL> [H? MA> ?B>E= $GLM>:= MA2B>E= PHNE=;>L>M MH MA>$ H? MA>
LM:G=:K=L ;H=R )* ) PHNE=;>L>M MH:G= )* PHNE= ;> :;;L>GM LM:G=:K=L ;H=R>@BLMIKR

O>G=HK MA:M =>?BG>L : I:REH:= ?HKF:M LAHNE=:ELH =>?BG> MA> O:EN>L MH NL> BG MA> .1# A>:=>K

Table 64 N Standards body or vendor-defined header (SVH)
Byte offset Field Size (bytes) Description

A:EE ;> HG> H? MA> O:EN>L BG MABMENFG H2E>
[->@BLMKR HK LM:G=:K=L ;H=R $

+N;EBLA>= 1>KLBHG
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+ 4+ (.I><B?B<:MBHG

Byte offset Field Size (bytes) Description
AEE ;>MA> )'#  BG ;RM>L H? Mpj> ?B>E=

$? MA> ?HKF:M H? MA> @BO>G |:REH:= BL LI><B?B>= ;R :
LM:G=:K=L ;H=R HK K>@BLMKR BML>E? MABL ?B>E= LA:EE ;>

1>G=HK$ '>G *MA>KPBL> B? MA> ?HKF:M H? MA> @BO>G I:REH:= BL
LI><B?B>= ;R :G HK@:GBS:MBHG MA:M BL B=>GMB?B>= HG MA>
O>G=HK $ EBLM BG=B<:M>= B@GB#E= MABL ?B>E=LA:EE
> MA> E>G@MA BG=B<:M>= BGMK$ IE>G@MA
<HENFG H?2E> [->@BLMKR HK LM:G=:K=L ;H=R $
?HK MA> K>LI><MBO>

$?2 )% ) BL @K>:M>K MA:G S>KH MABL ?B>E= LA:EE ;>
1>G=HK$ )= ) MA>$ H? MA> O>G=HK <HKK>LIHG=BG@ RB+EA>
*MA>KPBL> MABL ?B>E= LA:EE ;> :;;L>GM

10.13 RESPOND_IF_RADY request message for mat

/ABL K>JN>LM F>LL:@> LA:EE :LD ?HK MA> K>LIHGL> MH MA> HKB@BG:E K>IN>LM NG *K>4>BIM H2KIABK
<H=> $? MA> K>LIHGL> MH MA> HKB@BG:E K>JINAM BLIKG=FK LA:EE K>SMNKG MA:M K>LIHGL> F>LL:@> $? MA>
K>LIHGL> MH MA> HKB@BG:E K>JN>LM BUASHN K#GR-K LA:EE K>MNKG :G F>LL:@> H?

Xk A*). x4 :G= K>MNKG MA> L:F> MHD>G L MA> IK>@BHNL4 K>LIHGL> F>LL:@>

/A> O:EB=BMR H? MA» D K>IN>LM L>> MA% ->IN>LM :G=->LIHGL> F>LL:@>L O:EB=BMR M:;BL
=>?BG>= ;R MA> HKB@BG:E K>JN>LM MA:M <:NiLB= MA> ?EHRABL F>:GL MA> E:LM K>JN>LM MH PAB<A MA>
->LIHG=>K L>GM :G F>LL:@>H? -*-* S +%. % 4

IB@NK> [ DD ?EHP E>=BG@ MH <HFIEAMBH®&A> D D ?EHP

Figure 14 N RESPOND_IF_READfow leading to completion

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

Requester Responder
| T
I #( ($#( #!1(() #

*
©

208" ) ' 0%8*"$)
D< I "8 TH# )4
| O# 2 e
| (%$#($) 0.)
)($S ) # -*- ->LIHGL>)HM->:=R Q I $ #DJA3  /%$## )DB #
D=:B2(,) I D?
() # /D By I
88=:B9C?7962( 1 )99 4Q Q
I
: O# 2 S (% ( $%)
:4—#" )" 9 O/# |
I I
I I
[5E> | D D K>IN>LM F>LL:@> ?HKEAWPL MA> D D K>JN>LM F>LL:@> ?HKF:M
Table 65 N RESPOND_IF_READequest message format
Byte offset Field Size (bytes) Description
AEE ;> MA>  -$% L =>L<KB;>=BG (
+(1 >KLBHG
O>KLBHG
AEE ;> H3 D D S>> [GE> [

->IN>LM->LIHGL> H=>
A+ (K>IN>LM <H=>L

\A:EE ;> MA> HKB@BG:E K>JN>LM <H=> MA:M MKB@ @>K>= MA>

K A%, %4 >KKHK <H=> K>LIHGL> .A:EE F:M<A
o MA> K>JN>LM <H=> K>MNKG>= :L :KM H? MA>
A% %4 >QM>G=>= >KKHK =:M:
+KF .A:EE ;> MA> MHD>G MA:M P:L K>MNKG>=:L |:KM H? MA>

4.4 4 >QM>G=>= >KKHK =:M:

558 10.14 VENDOR_DEFINED_ REQUESEquest message

->JN>LM>K BGM>G=BG@ MH =>?BG> : NGBJN> K>JN>LM MH F>>M BML G>>=L <:G NL> MABEK>JN>LM F>LL:@>

1)*9 1$) 9-,0./K>IN>LM F>LL:@> ?HKF:M =>?BG>L MA> ?HKF:M
/A> ->IJN>LM>K LAHNE= L>G= MABL K>JN>LM F>LL:@> HGER :?M>K L>G=BG@ MA® :G=
D K>JN>LM L>JN>G<>

$? MA> O>G=HK BGM>G=L MA:M MA>L> F>LL:@>L :K> MH ;> NL>= ;>?HK> : L>LLBHG A:L ;>>G >LM:;EBLA>= :G= MA> O>G=HK

+N;EBLA>= 1>KLBHG
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+ 4+ (.I><B?B<:MBHG

PBLA>L MH A:0> MA> K>JN>LML :NMA>GMB<:M>= MA>G MA> O>G=HK LA:EE BG=B<:M> AHP MA> MK:GL<KBIM :G= HK F>LL:
MK:GL<KBIM :K> <A:G@>= MH :== MA> O>G=HK =>?BG>= <HFF:G=L

/B> [1)*9 1$) 9-,0./K>IN>LM F>LL:@> ?HKF:M LAHPLMA> D D K>IN>LM
F>LL:@> ?HKF:M

Table 66 N VENDOR_DEFINED _REQUEST request message format

Byte offset Field Size (bytes) Description
AEE ;> MA>  -$9 L =>L<KB;>=BG (
+(1 >KLBHG
O>KLBHG
AEE ;> H3 D D >> [ GE>

->JN>LM->LIHGL> H=>
[ .+ (K>IN>LM <H=>L

+K:F >L>KO>=
+K:F ->|L>KO>=

\A:EE BG=B<:M> MA> K>@BLMKR HK LM:G=:K=L ;H=R ;R NLBG@
M:G=K=% HG> H? MA> O:EN>L BI®B MHENFG H2E> |

->@BLMKR HK LM:G=:K=L ;H=R $

A:EE ;> MA> E>G@MA H?) MA> ?B>E= $? MA>

YA 18) 4% BL LM:G=:K=L =>?BG>»=
e LAEE ;>H $? MA>)* 1$) | 4% BL
0>G=HK =>?BG>F LA:EE >IN:E>G=HK $ E>G@MA
L /3E> [->@BLMKR HK LM:G=:K=L ;H=R $
=>|<KB;>L
AEE ;> MA>3G=HK $ L LLB@G>=;R MA> K>@BLMKR HK
1>G=HK$ >G
LM:G=:K=L ;H=RA:EE ;> BG EBMME> >G=B:G ?HKF:M
) >J>G@MA AEE ;> MA> E>G@MA HYMAY |, 4+
) 1>G=HK >?BG>=->J+:REH:= ,)'I# /ABL ?B>E= LA:EE ;> NL>= MH L>G= MA> K>JN>LM |:REH:=
*MA>K (/' LI><B?B<:MBHGL F:R =>?BG>D D PBMA) - L>SMMH .>>

1>G=HK >?BG>=->J+:REH:= :G=G=HK >?BG>=->L|+:REH:= =>?BG>= ;R (/! LI><B?B<:MBM{K.FHK> BG?HKF:MBHG

10.15 VENDOR_DEFINED_RESPONSIEsponse message

->LIHG=>K <:G NL> MABL K>LIHGL> F>LL:@> BG K>LIHGL>IMH D [5E> [
1)*9 1$) 9- .+¥). K>LIHGL> F>LL:@> ?HKF:M =>?BG>L MA> ?HKF:M

Table 67 N VENDOR_DEFINED RESPONSE response message format

Byte offset Field Size (bytes) Description

AEE ;>MA>  -$% L =>L<KB;>= BG (

+(1 >KLBHG O>KLBHG

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

Byte offset Field Size (bytes) Description

.A:EE ;> H30 D D >> [ GE>

->IN>LM->LIHGL> H=>
[ .+ (K>LIHGL> <H=>L

+:K:F >L>KO>=
+K:F >L>KO>=

.A:EE BG=B<:M> MA> K>@BLMKR HK LM:G=:K=L ;H=R NLBG@
M:G=:K=% HG> H? MA> O:EN>L BI®B MAENFG H2E> |

->@BLMKR HK LM:G=:K=L ;H=R $

A:EE ;> MA> E>G@MA H) MA> ?B>E= $? MA>

)*1§) 4 4 BL LM:G=:K=L =>?BG>=
E>G@MA LAEE ;$? MA>) *- 1§) .+ 4%

-
BL 0>G=HK =>?BG>= E>G@MA LA BEG=HKE 1
E>G@MA/LE> [->@BLMKR HK LM:G=:K=L ;H=R $
=>L<KB:>L
AEE BG=B<:M> MB=HK $ 'L :LLB@G>= ;R MA>

1>G=HK$ ) K>@BLMKR HK LM:G=:K=IA;BER> BG EBMME> >G=B:G

2HKF:M

) S>LI>G@MA AEE ;> MA> E>G@MA HY MAD) .+ 4%
IABL O:EN> LA:EE ;> NL>= MH L>G= MA> K>LIHGL>

) 1>G=HK >?BG>=->LI+:REH:= - )T

I:REH:=

568 10.15.1 VendorDefinedR egPayload and VendorDefinedR espPayload defined by DMTF

specifications
*MA>K (/! LI><B?B<:MBHGL F:R =>?BG>D D G= D D F>LL:@>L PBMA
/) - L>MMH (/! .L=>?BG>=BG ;;E> [->@BLMKR HKLM:G=:K=L ;H=R%= ) L>MMH $G MABL
<L> D D :G= D D F>LL:@>L LA:EE LI><B?R MA> NG=>KERBG@ (/!
LI><B?B<:MBHG MA:M =>?BG>L MA>F (/! LI><B?B<:MBHG PAB<A =>?BG>L MA>=G#HKH=2BG+21>J+:REH:= ?HK
D D :G= MA> =:M: FH=>E H3G=HK >?BG>=->LI+:REH:=?HKD D LAEE
?HEEHPE> [!HKF:M H? 1 >G=HK >?BG>=->J+:REH:= :G=G=HK >?BG>=->LI+:REH:= PA>G) - BL

(o
Table 68 N Format of V endorDefinedReqPayload and V endorDefinedRespPayload when  StandardiD  is DMTF
Byte offset Field Size (bytes) Description

AEE ;> MA> (/! LI><B?B<:MBHG L .+ GNF;>K :L:
ANF;>K ;BM BGM>@BK >Q:FIE> .+ PHNE=NL>
H3HII

+N;EBLA>= 1>KLBHG
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+ 4+ (.I><B?B<:MBHG

Byte offset Field Size (bytes) Description

\A:EE ;> MA> O>KLBHG GNF;>K H? MA> (/!
LI><B?B<:MBHG PAHL> .+ GNF;>K BL IHINE:M>= BG MA>

+1 >KLBHG o( - ?B>E= /A> ?HKF:M H? MA> O>KLBHG GNF;>K
LA:EE ?HEEHMP> [1 >KLBHG)NF;>K GMKR
=>?BGBMBHG

AEE ;> MA> :<MN:E I:REH:= =:M: =>?BG>= ;R MA>
1>G=HK+:REH:= 1:KB:;;E> (/' LI><B?B<:MBHG PAHL> .+ GNF;>K BL IHINE:M>=
BG MA>0( - ?B>E=

10.16 KEY_EXCHANGE request and KEY_EXCHANGE_RSP esponse
messages

/ABL K>JN>LM F>LL:@> LA:EE BGBMB:M> : A:G=LA:D> ;>MP>>G ->JN>LM>K :G= ->LIHG=>K BGM>G=>= MH :NMA>GMB<:M> M/
->LIHG=>K HKHIMBHG:EBRIA . KMB>L G>@HMB:M> <KRIMH@K:IAB< |:K:F>M>KL BG :==BMBHG MH MAHL> G>@HMB:M>= B

E:LM D >Q<A:G@> :G=>LM:;EBLA LA:K>=D>RBG@ F:M>KB:E
[E> [&493#)" KS>IN>LM F>LL:@> ?HKF:M LAHPL MA> D K>IN>LM F>LL:@> ?HKF:M :G=
/E> [ .N<<>LL?NE & 49 3#)" 9-.+ K>LIHGL> F>LL:@> ?HKF:M LAHPL MA> D D K>LIHGL>

F>LL:@> ?HKF:M /A> A:G=LA:D> BL <HFIE>M>= ;R MA> LN<<>LL?NE >Q<A:G@> H? KBAIN>LM :G= D
K>LIHGL> F>LL:@>L IK>L>GM>= BG MA> G>QM <E:NL> /A> A:G=LA:D> =>I>G=L HG MA> MB@AM <HNIEBG@ ;>MP>>G MA>L>
K>IN>LM K>LIHGL> F>LL:@> I:BKL

[A> ->IN>LM>K ->LIHG=>K I:BK <:G LNIIHKM MPH FH=>L H? A:G=LA:D>L $D D D BL L>M BG ;HMA

MA> ->IN>LM>K :G= MA> ->LIHG=BK .+ ( F>LL:@>L >Q<A:G@>= =NKBG@ MA> .>LLBHG #:G=LA:D> +A:L> :K> L>GM BG

MA> <E>:K HNMLB=> H? : L><NK> L>LLBHG *MA>KPBL>;HMA MA> ->JN>LM>K :G= MA> ->LIHG=>K NL> >G<KRIMBHG :G= HK
F>LL:@> :NMA>GMB<:MBHG =NKBG@ MA> .>LLBHG #:G=LA:D> +A:L> NLBG@ MA> #:G=LA:D> L><K>M =>KBO>= :M MA> <HFI|
H? MA>D D F>LL:@> ?HK LN;L>IN>GM F>LL:@> <HFFNGB<:MBHG NGMBE MA> <HFIE>NVBHG H? MA>

F>LL:@>

IB@NK> [->LIHG=>K :NMA>GMB<:MBHG D>R >Q<A:G@> bAHRAE=G >Q:FIE> H? : ->LIHG=>K :NMA>GMB<:MBHG D>R
>Q<A.G@>

Figure 15 N Responder authentication key exchange example

1>KLBHG +N;EBLA>=



.+ (.I><B?B<:MBHG A+

Requester Responder
1

. " 191 -.$%)
Ly 1-$%)

|

|

|
, 9+ S —%
B, + $9S.

)RS 19 S
— " (.

, "19$" /.
g $" /.

—_— <4l — — - - — — — —

| If supported N |

— , &493#)"
| l——&493#)" 9-.+ —>D|
|

T

IB@NK> [->LIHG=>K :NMA>GMB<:MBHG FNEMBIE> D>R >Q<A:GC@~HRYLFKE>Q:FIE> H? FNEMBIE> L>LLBHGL NLBG@
MPH BG=>I>G=>GM L>ML H? KHHM L>LLBHG D>RL MA:M <H>QBLM :M MA> L:B>IMBF>D2A>G H ?HK
;HMA ->IN>LM>K :G= ->LIHG=MA> LI><B?B<:MBHG =H>L GHM K>JNBK> : LI><B?B< M>FIHK:E K>E:MBHGLABI ;>MP>>G MA>
L><HG= D K>IN>LM F>LL:@> :G= MA> ?BKhM K>LIHGL> F>LL:@> #HP>0O>MH LBFIEB?R
BFIE>F>GM:MBHG : ->LIHG=>K FB@AM K>LIHG= PBMAEFSLL:@> H? --*-* S0.4 MH MA> L><HG=
D K>IN>LM F>LL:@> NGMBE MA>BBKLM K>LIHGL> F>LL:@> BL <HFIE>M> $? MA> A:G=LA:D> BL
I>K?HKF>= BG MA><E>K MAIMBIDB?D D I ?HK ;HMA ->IN>LM>K :G= ->LIHG=>K :->JN>LM>K
LA:EE GHM L>G=: L><HG= K>IN>LM F>LL:@> NGMBE MA>BPBKLM K>LIHGL> F>LL:@> BL K><>BO>=

+N;EBLA>= 1>KLBHG



+ 4+ (.I><B?B<:MBHG

->LIHG=>K LA:EE K>LIHG=PBMA :G F>LL:@>H? -** S)3+/ 0./ B? BM K><>BO>L : L><HG=
D K>JN>LM F>LL:@> ;>?HK> MA> ?BKLMK>JN>LM BL K><>BO>=

Figure 16 N Responder authentication multiple key exchange example

Requester Responder

| |
|

| paesey &
’Lr‘& 49 3#)" 9-.+ &
1$)$.# &

T
['I 1$)$.49-+ &
L G;E>L :NMA>GMB<:M>=:G=HK
:‘_ >G<KRIM>= =:M: MK:G82X *:
| L
Wi& 49 3#)" 9-.+ & |
, I$)$.4# & T
m 1$)$.#9-+ & |
e - G::E>L :NMA>GMB<:M>= :Gftllf___J
| >G<KRIM>= =:M: MK:GL29K |
:+ _____ NMA>GMB<:M>= :G= HK >G<KRIM>= |

=:M: MK:GL?>K9 $##, (

IA> A:G=LA:D> BG<EN=>L :G >IA>F>K:E?B2 #>EEF.:G # D>R >Q<A:G@> BG PAB<A MA> ->IJN>LM>K :G= ->LIHG=>K

>:<A @>G>K:M> :G >IA>F>K:E MA:M BL M>FIHK28R #8EEF.G D>R I:BK :G= >Q<A:G@> MA> IN;EB< D>RL H? MAHL> D>R

I:BKL BG MA3#)" / ?B>E=L H? MA> K>IJN>LM F>LL:@>:G=D D K>LIHGL> F>LL:@>

IA> ->LIHG=>K @>G>K:M>L : # L><K>M ;R NLBG@ MA> IKBO:M> D>R H? MA> # D>R I:BK H? MA> ->LIHG=>K :G= MA>

IN;EB< D>R H? MA> # D>R I:BK H? MA> ->JN>LM>K IKHOB=>5BG MA> K>JN>LM F>LL:@> .BFBE:MER

S>IN>SLM>K @>G>K:M>L : # L><K>M ;R NLBG@ MA> IKBO:M> D>R H? MA> # D>R I:BK H? MA> ->IJN>LM>K :G= MA> IN;EB< D>
H? MA> # D>R I:.BK H? MA> ->LIHG=>K IKHOB=>= BG MAD> K>LIHGL> F>LL:@> /A> # L><K>ML K>

<HFINM>= L LI><B?B>= BG <E:NL> -IH? LLNFBG@ MA:M MA> IN;EB< D>RL P>K> K><>BO>HWKIKMAMER

->JN>LM>K :G= ->LIHG=>K @>G>K:M> B=>GMB<:E # L><K>ML ?KHF PAB<A L>LLBHG L><K>ML :K> @>G>K:M>=

B7B> #>EEF:G @KHNI I:K:F>M>KL :K> =>M>KFBG>= ;R MA> # @KHNI BG NL> PAB<A BL L>E><M>= BG MA> FHLM K><>GM

K>LIHGL> /A> <HGM>GML H23MA>/ ?B>E=:K> <HFINM>= L LI><B?B>= BG <E:NL>-! H?
I><B?B<:EEBR MA> # D>R >Q<A:G@> BL ;:L>= HG ?BGBM> ?B>E=L !l #3 #\lA% ?B>E=BG
D :G= D D LA:EE <HGM:BG MA> <HFINM>= IN;EB< O:EN> 4 @83 FH=1| ?HK MA> LI><B?B>=

@KHNI L>gE> [ # LMKN<MNK> ?HK @KHNI =>?BGBMBHGL >G<H=>=:L:;B@ >G=B:G BGM>@>K :G= |:==>= MH MA> E>?N\

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

PBMA S>KHL MH MA> LBS> H? | BG ;RM>L $? MA> D>R >Q<A:G@> BL ;;L>= HG >EEBIMB< gMKOFL # ?BiE=

BG D :G= D D LA:EE <HGM:BG MA> L>KB:EBS:MBHEPABIAGK4AMA> ;BG:KR

K>IK>L>GM:MBHGL H? MA> Q :G= R O:EN>L K>LI><MBO>ER BG G>MRHKBI(RMAHE=2M ;R S>KHL B? G><>LL:KR

/A> LBS> H? >:<A GNF;>K K>IK>L>GM:MBHG H<<NIB>L :L F:GR H<M>ML :L :K> BFIEB>= ;R MA> <NKO> I:K:F>M>KL L>E><M>=
I><B?B<:EEBRBL 6 7:G=4BL6 7 PASK> :G= :K>=>M>KFBG>= ;R MA> @KHNI L¥>E> [ #

LMKN<MNK>

IHK .(9+ D>R>Q<A:G@> MA>B=>GMB?B>KIG$ $ MA:M MA% LI><B?B<:MBHG =>?BG>L K>

G>>=>= MH =>KBO> MA> LA:K>= L><K>M $? MABL :E@QHKBMAF BL L>E><M>= MA>$ ?HK MARAEE>: MAR MA:M BL $
<HG<:M>G:MBHG H? ->JN>LM>K & + =FM? LI=F O :G=$*) /-$)" 'BD>PBL> MA>$ ?HK MA> ->LIHG=>K MA:M BL

$ LAEE ;> MA> <HG<:M>G:MBHG H? ->LIHG=>K & + =FM? LI=F O 1G$*) /-$)"

->JIN>LM>K LAHNE= @>G>K:M>: G>P # D>R I:BK ?HK >xA K>JIN>LM F>LL:@> MA:M MA> ->IN>LM>K
L>G=L ->LIHG=>K LAHNE= @>G>K:M>:G>P # D>R :BK ?HK >:8A D K>LIHGL> F>LL:@> MA:M MA>
>LIHG=>K L>G=L

Table 69 N KEY_EXCHANGE request message format

Byte offset Field Size (bytes) Description
AEE ;> MA>  -$ L =>L<KB;>= BG (
+(1  >KLBHG
O>KLBHG
AEE ;> H3L D S>> [GE> |

->IN>LM->LIHGL> H=>
+ (K>IN>LM <H=>L

AEE ;> MA> MRI> H? F>:LNK>F>GM LNFF:KR A:LA
K>IN>LM>=

H3H )H F>:LNK>F>GM LNFF:KR A:LA K>IN>LM>=

H3l / F>LNK>F>GML HGER

+K:F
H3 EE F>:LNK>F>GML

EE HMA>K O:EN>L K>L>KO>=

$? : ->LIHG=>K =H>L GHM LNIIHKM F>:LNK>F>GML
D SHH BG BML K>LIHGL> MA>
->JN>LM>K LA:EE L>M MABL O#fEMN> MH

AEE ;> MA>™ .EHM GNF;>K H? MA> ->LIHG=>K
<>KMB?B<:M> <A:BG MA:M LA:EE ;> NL>= ?HK :NMA>GMB<:MBHG
$? MA> IN;EB< D>R H? MA> ->LIHG=>K P:L IKHOBLBHG>= MH
MA> ->IN>LM>K BG : MKNLM>= >GOBKHGF>GM MA> O:EN> BG
MABL ?B>E= LA:EE ;> HMA>KPBL> BM LA:EE ;>

>MP>>G :G= BG<ENLBO>

+K:F

+N;EBLA>= 1>KLBHG



Byte offset Field Size (bytes)

->J.>LLBHG$

>LLBHG+HEB<R

->L>KO>=

-:G=HF :M:

Q<A:G@> :M:

*1:IIN> :M:>G@MA

*:IN> :M: +.0 /)y

Table 70 N Session policy

4+ (.I><B?B<:MBHG

Description

.A:EE ;> MA> MPH ;RM> ->JN>LM>K <HGMKB;NMBHG MH :EEHP
<HGLMKN<MBHG H? : NGBJN> ?HNK ;RM> L>LLBHG $
>MP>>G : ->JN>LM>K ->LIHG=>K |.BIR> ?BG:E

L>LLBHG $ .>LLBHG$

HG<:M>G:M> ->J.>LLBHG$ -LI.>LLBHG$

A:EE ;> MA> L>LLBHG IHEB£REE [.>LLBHG
IHEB<®>?BG>L

->L>KO>=
AEE ;> MA> ->IN>LM>K IKHOB=>= K:G=HF =:M:

A:EE ;> MA> # IN;EB< BG?HKF:MBHG @>G>K:M>= ;R MA>
>JIN>LM>KE? MA> # @KHNI L>E><M>= BG MA> FHLM
K><>GM K>LIHGL> BL ?BGBM> ?B>E=;.L>=
# MA> 3#) K>IK>L>GML MA>
<HFINM>= IN;EB< O:EN> $? MA> L>E><M>= # @KHNI BL
>SEEBIMB< <NKO>;:.L>= # MAXs8#)" /
K>IK>L>GML MA> 3 :G= 4 O:EN>L BG G>MPHKD ;RM> HK=>K
I><B?B<:EEBRBL 6 7:G=4BL6 7 $G ;HMA
<:L>L MA>LBS>H? :G= ?HK # BL=>KBO>=
?KHF MA> L>E><M>= # @KHNI :L =>L<KB>#EBG

[ # LMKN<MNK>

.A:EE ;> MA> LBS> H? MA® / ?B>E= MA:M ?HEEHPL
BG ;RM>L /A> O:EN> LAHNE= GHM ;> @K>:M>K MA:G
JRM>L A:EE ;>H B? GH-,0 / BL IKHOB=>=

$? IK>L>GM LAEE ;> MA>> / L>GM :R MA>
->JN>LM>KL>= MH BG=B<:M> :GR |:K:F>M>KL MA:M MA>
->JN>LM>K PBLA>L MH [:LL MH MA> ->LIHG=>K :L I:KM
H? D>R >Q<A:G@> $? IK>L>GM MABL ?B>E= LA:EE <HG?HKF MH
MA> L>E><M>= HI:JN> =:M: ?HKF:M BG

- (1%

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

Bit offset Field Description

/ABL ?B>E= LI><B?B>L MA> ;>A:0OBHK H? MA> ->LIHG=>K PA>G MA>
->LIHG=>K <HFIE>M>L : KNGMBF> <H=> HK <HG?B@NK:MBHG NI=:M> MA:M
1?2?><ML MA> A:K=P:K> HK ?BKFP:K> F>:LNK>F>GM H? MA> ->LIHG=>K
IA> ->IN>LM>K L>E><ML MA> O:EN> $? GHM L>M MA> ->LIHG=>K LA:EE
M>KFBG:M> MA> L>LLBHG PA>G MA> KNGMBF> NI=:M*?A4dMIID>G >?
L>M MA> ->LIHG=>K LA:EE =><B=> PA>MA>K MH M>KFBG:M> HK <HGMBGN>
PBMA MA> L>LLBHG ;:L>= HG BML HPAHHERER>Q:FIE> BL HG>
PA>K> MA> ->LIHG=>K M>KFBG:M>L MA> L>LLBHG PA>G>0>K :G NI=:M>

/ >KFBG:MBHG+HEB<R MH <HG?B@NK:MBHG HK KNGMBF> <H=> <A:G@>L MA> L><NKBMR O>KLBHG H?
MA> ?BKFP:K> MA:M F:.G:@>L .+ (L>LLBHGL /A> IHEB<R H? MA>
->LIHG=>K BL HNMLB=> MA> L<HI> H? MABL LI><B?B<:MBHG

/HM>KFBG:M> : L>LLBHG MA> ->LIHG=>K LA:EE >BMA>K K>LIHG=PBMA :G
F>LL:@>H? -**S 0./ 4)# MH :GR .+ (

K>JIN>LM K><>BO>= PBMABG MA> L>LLBHG HK LBE>GMER =BL<:K=:GR K>JN>LM

K><>BO>= PBMABG MA> L>LLBH®NGMBE : K>JN>LM BL

K><>BO>=

$? L>M MA> ->LIHG=>K LA:EE LN;L<KB;> MA> ->JN>LM>K MH :EE >O>GML
MA> ->LIHG=>K LNIIHKML OIHG LN<<>LL?NEER >GM>KBG@ MA>
(JIEB<IMBHG IA:L>H? : L>LLBHG MA> ->LIHG=>K F:R BFF>=B:M>ER

L>G=>0>GML
O>GM EE+HEB<R
$?L>M :G= D BL GHM L>M BG MA> ->LIHG=>K
LA:EE >BMA>K K>LIHG= PBMA :GF>LL:@> H?
-** S)1'$ 0./ HK LBE>GMER =BL<:K= MA> K>JN>LM
6 7 > >KO>= > >KO>=

Table 71 N Successful KEY_EXCHANGE_RSP response message format

Byte offset Field Size (bytes) Description
AEE ;>MA>  -$% L =>L<KB;>=BG (
+(1 >KLBHG
O>KLBHG
LAEE;> H3INL D D S>> [GE> [

->IN>LM->LIHGL> H=>
.+ (K>LIHGL> <H=>L

AEE > #>:KM;>:M+>KBH=

/A> O:EN> H? MABL ?B>E= LA:EE ;> S>KH B? #>:KM;>:M BL GHM
+K:F LNIIHKM>= ;R HG> H? MA> >G=IHBGML *MA>KPBL> MA>

O:EN> LA:EE ;> BG NGBML H? L><HG=L 5>KH BL : E>@:E

O:EN> B? #>:KM;>:M BL LNIIHKM>= :G= MABL F>:GL MA:M

: A>:KM;>:M BL GHM =>LBK>= HG MABL L>LLBHG

+K:F >L>KO>=

+N;EBLA>= 1>KLBHG



Byte offset

Field

-LIL.>LLBHG$

(NM NMA->IN>LM>=

.EHM$ +:K:F

-:G=HF :M:

Size (bytes)

4+ (.I><B?B<:MBHG

Description

A:EE ;> MA> MPH ;RM> ->LIHG=>K <HGMKB;NMBHG MH
:EEHP <HGLMKN<MBHG H? : NGBJN> ?HNK ;RM> L>LLBHG $
>MP>>G : ->JN>LM>K ->LIHG=>K |.BIR> ?BG:E

L>LLBHG $ HG<:M>G:M>->J.>LLBHG$

-LI.>LLBHG$

BM $?L>M MA> ->LIHG=>K BL K>JN>LMBG@ MH
‘NMA>GMB<:M> MA> ->IN>EMBHG ;:L>= FNMN:E
‘NMA>GMB<:MEBMAHNM NLBG@ MA> >G<:ILNE:M>=
K>JN>LM ?EHP

BM $?L>M ->LIHG=>K BL K>JN>LMBG@ .>LLBHG ;:L>=
FNMN:E :NMA>GMB<:MBHG PBMA MA> >G<:ILNE:M>= K>JN>LM
?EHP

BM $? L>M ->LIHG=>K BL K>JN>LMBG@ .>LLBHG ;:L>=
FNMN:E :NMA>GMB<:MBHG PBMA :GIBFIEB<BM
K>JN>LM /A> ->LIHG=>K :G=->JN>LM>K LA:EE ?HEEHP
MA> HIMBFBS>= >G<:ILNE:M>= K>JN>LM ?EHP

BM6 7 ->L>KO>=

M FHLM HG> ;BM H? BM BM HK BM LAEE ;>L>M

HK >G<:ILNE:M>= K>JN>LM ?EHP :G= MA> HIMBFBS>=
>G<:ILNE:M>= K>JN>LM ?EHP =>M:BEL L>> MA>

"/9) +.0' / 9-,0 ./K>IN>LM :G=
) +.0° / 9-,0 ./K>LIHGL> F>LL:@>L
<E:NL>

BM6 7 ->L>KO>=

BM6 7 .A:EE ;> MAX/ .EHM GNF;>K H? MA>
->IN>LM>K <>KMB?B<:M> <A:BG MA:M LA:EE ;> NL>= ?HK
FNMN:E :NMA>GMB<:MBHIB: B/ BM BL

L>M $? MA> IN;EB< D>R H? MA> ->JN>LM>K P:L
IKHOBLBHG>= MH MA> ->LIHG=>K MAKHN@A HMA>K F>:GL
MA> O:EN> BG MABL ?B>E=HA:EBEN#A>KPBL> BM LA:EE

;> ;>MP>>G :G= BG<ENLBO> EE HMA>K O:EN>L
K>L>KO>=

IHK :GR HMA>K O:EN>0H®# ,0 ./ MABL ?B>E=
LA:EE ;> L>M MH.G= B@GHK>= ;R MA> ->JN>LM>K

A:EE ;> MA> ->LIHG=>K IKHOB=>= K:G=HF =:M:

1>KLBHG

+N;EBLA>=



+ (.I><B?B<:MBHG +

Byte offset Field Size (bytes) Description

AEE ;> MA> # IN;EB< BG?HKF:MBHG @>G>K:M>= ;R MA>
>LIHG=>K $? MA> # @KHNI L>E><M>= BG MA> FHLM

K><>GM K>LIHGL> BL ?BGBM> ?B>E= ;.L>=

# MA> 3#) K>IK>L>GML MA>

<HFINM>= IN;EB< O:EN> $? MA> L>E><M>= # @KHNI BL
Q<A:G@>:M: >EEBIMB< <NKO> ;:L>= # MA>3#)" /

K>IK>L>GML MA> 3 :G= 4 O:EN>L BG G>MPHKD ;RM> HK=>K
I><B?B<:EEEBL 6 7:G=4BL6 7 $G ;HMA
<L>L MA>LBS>H? :G= ?HK # BL=>KBO>=
?KHF MA> L>E><M>= # @KHNI L =>L<KB>#BG
[ # LMKN<MNK>

$? MA> ->LIHG=>K =H>L GHM LNIIHKM F>:LNK>F>GML
D SHH BG BML K>LIHGL> HK
K>IN>LM>= (1 H3H MABL ?B>E= LA:EE ;> :;;L>GM

$? MA> K>IN>LME H3I MABL ?B>E= LA:EE ;> MA>
<HF;BG>= A:LA H? F>:LNK>F>GML H? :EE F>.LNK:;E>
<HFIHG>GML <HGLB=>K>= MH ;> BG MA>/ K>JNBK>= MH
@>G>K:M> MABL K>LIHGL> <HFINM>=:L
##=%) [)/= .0-()™*&?HQ@6

.0- () * &21@6 999>> PA>K>

.0- () * &?3@ =>GHM>L : F>LNK>F>GM H? :G
>E>F>GM BG MA>/ :G#.# BL MA>G>@HMB:M>=;:L>
A:LABG@ :E@HKBMAF (>:LNK>F>GML :K> <HG<:M>G:M>=
BG :L<>G=BG@ HK=>K ;:.L>= HG MA>BK F>:LNK>F>GM
BG=>Q :L;;E> [ (>:LNK>F>GM ;EH<D ?HKF:M
=>L<KB;>L

$? MA> K>IN>LME= H3l :G=B? MA>K> :K> GH
(>:LNK>F>GM.NFF:KR#:LA )'I# HK F>:LNK:;E> <HFIHG>GML BG MA>/ K>JNBK>= MH
@>G>K:M> MABL K>LIHGL> MABL ?B>E= LAEE ;>

$? K>IN>LM>( H3  MABL ?B>E= LA:EE ;>
<HFINM>= L

##=% 1)/= .0-()*&H@6

0- () * &21@6 9996 .0- ()/* &2)@>> H?

:EE LNIIHKM>= F>:LNK>F>GML :0:BE:;E> BG MA>
F>:LNK>F>GM BG=>Q K:G@# H3

<HG<:M>G:M>= BG :L<>G=BG@ BG=$Q+B<>KPBMA

GH :LLH<B:M>= F>:LNK>F>GML LA:EE GHM ;> BGKEN=>= BG
MA> A:LA <:EKNE:MBHG .>XMA¥>F>GM BG=>Q
LLB@GF>GKIE:NL>

$? MA> ->LIHG=>K LNIIHKML ;HMA K:P ;BM LMK>:F :G=
=B@>LM K>IK>L>GM:MBHGL ?HK : @BO>G F>:LNK>F>GM
BG=>Q MA> ->LIHG=>K LA:EE NL> MA> =B@>LM ?HKF

/ABL ?B>E= LA:EE ;A:BG ;RM> HK=>K

+N;EBLA>= 1>KLBHG



587

+ 4+ (.I><B?B<:MBHG

Byte offset Field Size (bytes) Description

\A:EE ;> MA> LBS> H? MAG / ?B>E= MA:M ?HEEHPL

)'1# *:.IJN> :M:'>G@MA BG ;RM>L /A> O:EN> LAHNE= GHM ;> @K>:M>K MA:G
'RM>L A:EE ;>H B? GH-,0 / BL IKHOB=>=
$? IK>L>GM LAEE ;> MA>> / L>GM :R MA>

->LIHG=>K OL>= MH BG=B<:M> :GR I:K:F>M>KL MA:M MA>
->LIHG=>K PBLA>L MH I:LL MH MA> ->JN>LM>K :L I:KM
H? D>R >Q<A:G@> $? IK>L>GM MABL ?B>E= LA:EE <HG?HKF MH
MA> L>E><M>= HI:JN> =:M: ?HKF:M BG

- - (0 1$Y)

)'1# *:IJN> :M: +,0 /1 )'#

AEE ;> MA>$") /O- HO>K MA> MK:GL<KBJM
BL MA> LBS> H? MA> :LRFF>MKB< LB@GBG@ :E@HKBMAF HNMINM
)1 MA> ->LIHG=>K L>E><M>= OB: MA> E:LM
.B@G:MNK> $")
+,0 /) K>LIHGL> F>LL:@> MH MA> ->IN>UM>K K:GL<KBIM
?HK & 49 3#)" 9-.+ LB@G:MNK>  =>?BG>L MA>

<HGLMKN<MBHG H? MA> MK:GL<KBIM
HG=BMBHG:E ?B>E=

$? MA> >LLBHG #:G=LA:D> +A:L> BL >G<KRIM>= :G= HK
F>LL:@> :NMA>GMB<:M>= MABL ?B>E= LA:EE ;> H? E>SG@MA #
:G=LA:EE >JN:E MA> #( H? MA> MK:GL<KBIM A:LA
NLBG@)$.# D& 4 L MA> L><K>M D>R :G= NLBG@ MA>
G>@HMB:M>= A:LA :E@HKBMAF :L MA> A:LA ?NG<MBHG /A>
MK:GL<KBIM A:LA LA:EE ;> MA> A:LA H? MA> MK:GL<KBIM ?HK
D D #( L / K:GL<KBIM ?HK

& 49 3#)" 9-.+ #( LAHPL /A>

1$)$.# D& 4  LAEE ;> =>KBO>= ?KHF MA> ->LIHGL>
BK><MBHG #:G=LA:D> .><K>M :G= BL =>L<KB;>= BG
IBGBLA>=9D>R =>KBO#(BBIG=>L<KB;>= BG-!

)l
0 1)K >LIHG=>K1>KB?R :M: HK
)

$? ;HMA MA> ->JN>LM>K :G= ->LIHG=>K L>M
DD D D MH MABL ?B>E= LAEE ;>
L>GM

10.16.1 Session-based mutual authentication

(NMN:E :NMA>GMB<:MBHG ?HK H<<NKL BG MA> L>LLBHG A:G=LA:D> IA:L> H? : L>LLBHG

[ H I>K?HKF :NMA>GMB<:MBHG H? : ->IMAEMSIKHG=>K L>ML MA> :IIKHIKB:M> ;BM BG/# &>/ ?B>E=H? MA>

D D F>LL:@> 2A>G >BMA>K BM HK BMo/ig? 0./ K> L>M MA> >G<:ILNE:M>= K>IJN>LM ?EHP
HK MA> HIMBFBS>= >G<:ILNE:M>= K>JN>LM ?EHP LA:EE ;> NL>= :<<HK=BG@ER MH >G:;E> MA> ->LIHG=>K MH H;M:BG MA>
<>KMB?B<:M> <A:BGL :G= <>KMB?B<:M> <A:BG =B@>LML HHWEHPINW:BEK:G= BEENLMK:MBHGL L>>

"/9) +.0' / 9-,0 /K>JN>LM :G= ) +.0' / 9-,0./K>LIHGL> F>LL:@>L
2A>G >BMA>K ;BM HK ;:BMo/ &2 0 ./ :K>L>M MA>HGER :EEHP>=F>LL:@>L BG MABL IA:L> H? MA> L>LLBHG LA:EE
> D D :G= $? MA> ->JIN>LM>K K><>BO>L HMA>K K>JN>LML

1>KLBHG +N;EBLA>=


https://tools.ietf.org/html/rfc2104
https://tools.ietf.org/html/rfc2104

592

596

+ (.I><B?B<:MBHG +

=NKBG@ MABIMEHBIN>LM>K <:G K>LIHG= PBMA :G F>LL:@>H? --*-* S)3+/ ,0./ :G=LAEE
M>KFBG:M> MA> L>LLBHG

$? BM H®/0# 0./ BL L>M MA>G FNMN:E :NMA>GMB<:MBHG LA:EE ;> [>K?HKF>= PBMAHNM >Q<A:G@BG@ :GR F>LL
>MP>>G D D :G= K>JN>LM /ABL BL NL>?NE ?HK ->LIHG=>KL MA:M A:O> H;M:BG>=: ->IN>LM>K L
<>KMB?B<:M> <A:BGL BG : IK>OBHNL BGM>K:<MBHG

10.16.1.1 Specify Requester certificat e for session-b ased mutual authentication

/IA> .+ (D>R >Q<A:G@> IKHMH<HE BL HIMBFBS>= MH I>K?HKF D>R >Q<A:G@> PBMA MA> E>:LM GNF;>K H? F>LL:@>L
>Q<A:G@>= HK ->LIHG=>K HGER :NMA>GMB<:MBHG :G= ?HK FNMN:E :NMA>GMB<:MBHG PA>K> MA> ->LIHG=>K A:L H;M:B(
<>KMB?B<:M> <A:BGL H? MA> ->JN>LM>K BG : IK>OBHNL BGM>K:<MBHG D>R >Q<A:G@> BL <:KKB>= HNM PBMA MPH K>JN
F>LL:@>1:BKL D :G= D D :G= D $G HMA>K <:L>L PA>K> FNMN:E
:NMA>GMB<:MBHG BL =>LBK>= =EBMBHGME= F>LL:@>K> >Q<A:G@>= ;>MP>>@® D :G=

MH >G:;E> MA> ->LIHG=>K MH H;M:BG MA> <>KMB?B<:M> <A:BGL :G= <>KMB?B<:M> <A:BG =B#HAND>KBHAEE->IN>LM>K
<:L>L MA> <>KMB?B<:M> <A:BG HK K:P IN;EB< D>R MA> ->JN>LM>K LAHNE= :NMA>GMB<:M> :@:BGLM BL LI><B?B>= ;R MA>
->LIHG=>K OB: MA>/ ?B>E=BG D PAB<A IK><>=>L MA> :?HK>F>GMBHG>= >G<:ILNE:M>= F>LL:@>L

/ABL F>:GL MA:M : ->LIHG=>K A:L GH P:R H? DGHPBG@ BG :=0:G<>fAB<A:EN> MH NL> PA>G :NMA>GMB<:MBG@ :
->JN>LM>K PAHL> <>KMB?B<:M>L BM A:L GHM H;M:BG>= BG : IK>OBHNL BGM>K:<MBHG HMA>K MA:G MA> =>?:NEM .EHM

/H:==K>LL MABL <:L> MA> ->LIHG=>K >QIEB<BMER =>LB@G:M>L MA> <>KMB?B<:M> <A:BG MH ;> NL>= OB: MA> ?BG:E
D D K>JN>LM BLLN>= BGLB=> MA> >G<:ILNE:M>= K>JN=BYBREBB? >BMA>K BM HK BG
0/ 0/ ,0./ BL L>M MHMA> ->LIHG=>K LA.EENL>:G D D K>JN>LM PBMA H3HJ
:G=: ;RM>EHG@) +.0/ ,0. ?B>E= <HGM:BGBG® MAX:EN> /A> ->IN>LM>K LA:EE NL> MA> <>KMB?B<:M>
<A:BG <HKK>LIHG=BG@ MH MA> LEHM LI><B2B>£~ BG.MA> ?B>E=

$? BM H?/0/# 0./ BL L>M MA>G GH >G<:ILNE:M>= F>LL:@>L :K> >Q<A:G@>B :?M>K :G= MA>
<>KMB?B<:M> <A:BG H? MA> ->JN>LM>K BL =>M>KFBG>= ;R/MA> O:ENBGE?D D

10.17 FINISH request and FINISH_RSP response messages

/ABL K>JN>LM F>LL:@> LA:EE <HFIE>M> MA> A:G=LA:D> ;>MP>>G ->JN>LM>K :G= ->LIHG=>K BGBMB:M>= ;R :

D K>JIN>LM /A> INKIHL> H? MA> K>JN>LM :G= D K>LIHGL> F>LL:@>L BL MH IKHOB=> D>R
<HG?BKF:MBHG ;BG= MA> B=>GMBMR H? >:<A I:KMR MH MA> >Q<A:G@>= D>RL :G= IKHM><M MA> >GMBK> A:G=LA:D> :@:E
F:GBINE:MBHG ;R :G :<MBO> :MNIB-K><>BOBG@ : K>IN>LM MA> ->LIHG=>K LA:EE >GLNK> MA> L>LLBHG :G=
MA> <HKK>LIHG=BG@ L>LLBHG $ P>K> <K>:M>= MBKHN@A : K>IN>LM :G= <HKK>LIHG=BS@ D
K>LIHGL>/ ;E>  [1$)$.# K>IN>LM F>LL:@> ?HKF:M LAHPL MA> K>IN>LM F>LL:@> ?HKF:M [GE> |
N<<>LL?NE 1$)$.#9-.+ K>LIHGL> F>LL:@> ?HKF:MAHPL MA> D K>LIHGL> F>LL:@> ?HKF:M

Table 72 N FINISH request message format

Byte offset Field Size (bytes) Description

AEE ;> MA>  -$ L =>L<KB;>= BG (

+(1 >KLBHG
O>KLBHG

+N;EBLA>= 1>KLBHG



+ 4+ (.I><B?B<:MBHG

Byte offset Field Size (bytes) Description

A:EE ;> H3M S>> [GE> [+ (
K>IN>LM <H=>L

->JN>LM->LIHGL> H=>

BM $? L>M MA> .B@G:MNK> ?B>E= BL BG<EN=>= /ABL ;BM
+KF LAEE ;> L>M PA>G .>LLBHG ;:.L>= FNMN:E
‘NMA>GMB<:MBHG H<<NKL EE HMA>K ;BML K>L>KO>=

AEE ;> MA>'/ *GER O:EB=B?® H3HI

HMA>KPBL> K>L>KO>= .EHM GNF;>K H? MA> ->JN>LM>K

<>KMB?B<:M> <A:BG MA:M LA:EE ;> NL>= ?HK :NMA>GMB<:MBHG
+K:F $? MA> IN;EB< D>R H? MA> ->JN>LM>K P:L IKHOBLBHG>= MH

MA> ->LIHG=>K BG : MKNLM>= >GOBKHGF>GM MA> O:EN> BG

MABL ?B>E= LA:ERB ;> HMA>KPBL> BM LA:EE ;>

>MP>>G :G= BG<ENLBO>

A:EE ;> MA>$") /0- HO>K MA> MK:GL<KBJM
BL MA> LBS> H? MA> .LRFF>MKB< LB@GBG@ :E@HKBMAF

LAt HNMINM MA> ->LIHG=>K L>E><M>= OB:
MA> E:LM K>LIHGL> F>LL:@> MH MA>
.B@G:MNK> B@'>G >IN>LM>K? - (1 H3HH $") BL S>KH:G=

MABL ?B>E= LAEE ;> ;;3¥GM.<KBIM ?HK 1$)$.#

LB@G:MNK> FNMN:E :NMA>GH28GHHEA>

<HGLMKN<MBHG H? MA> MK:GL<KBIM LB@G:MNK> @>G>K:MBHG
:G= O>KB?B<:MBHG

\AEE ;> :G#( H? MA> MK:GL<KBIM A:LA NLBG@ MA>

1$)$.# D& 4 L MA> L><K>M D>R :G= NLBG@ MA>
G>@HMB:M>= A:.LA :E@HKBMAF :L MA> A:LA ?NG<MBHG HK
FNMN:E :NMA>GMB<:MBHG MA> MK:GL<KBIM A:LA LA:EE ;>
MA> A:LA H? MA> MK:GL<KBIM ?HI( FNMN:E
:NMA>GMB<:MBHG MHIBE<KBIM ?HK $)$.# #(

FNMN:E :NMA>GMB<:MBPIG *MA>KPBL> BM LA:EE ;>

MA> A:LA H? MA> MK:GL<KBIM ?HH(
->LIHG=>K HGER :NMA>GMB<:MBH@KLAUAKBIM ?HK
1$)$.##( ->LIHG=>K HGER :NMA>GMB<:MBHG

LAHPL /A> 1$)$.# D& 4 LA:EE ;> =>KBO>= ?KHF
->JN>LM BK><MBHG #:G=LA:D> .><K>M :G= BL
=> <KB;>= BBGBLA>=9D>R =>KBO#K(BBIG
=>| <KB;>= BG

$") ->JN>LM>K3KB?R :M: #

$? MA> A:G=LA:D> BL I>K?HKF>= BG MA> <E>:K MA:M® BLB?D I ?HK ;HMA ->IN>LM>K :G=

->LIHG=>K :G=B?>BMA>K BM HK BM B 0/ 0/# ,0 ./ BL L>M MA>G NIHG K><>BOBG@

MA> ->LIHG=>K LA:EE <HG?BKF MA:M MA> O:EN> B®& F:M<A>L MA> O:EN> MA:M MA> ->LIHG=>K LI><B?B>= BG MA>
?BG:E D D )y +0'/ 0./

Table 73 N Successful FINISH_RSP response message format

1>KLBHG +N;EBLA>=


https://tools.ietf.org/html/rfc2104

+ (.I><B?B<:MBHG +

Byte offset Field Size (bytes) Description
AEE ;>MA>  -$% L =>L<KB;>=BG (
+(1 >KLBHG
O>KLBHG
.A:EE ;> H3NM D S>> [GE> [ (

->JN>LM->LIHGL> H=>
K>LIHGL> <H=>L

+K:F > >KO>=
+KF ->L>KO>=
HG=BMBHG:E ?B>E=

$? MA> >LLBHG #:G=LA:D> +A:L> BL >G<KRIM>= :G= HK
F>LL:@> :NMA>GMB<:M>= MA:M BL B? >BMA>K MA>
->IN>LM>K HK MA> ->LIHG=>K L>M

DD D D MH MABL ?B>E= LAEE ;>
L>GM

$? ;HMA MA> ->JN>LM>K :G= ->LIHG=>K LNIIHKM
DDD D ?B>E= MABL ?B>E= LA:EE ;>

H? E>SG@MA # :G= LA:EE >IN:E MA> #( H? MA>

MK:GL<KBIM A:LA NUBG@D& 4 L MA> L><K>M
->LIHG=>K1>KB?R :M: HK D>R :G= NLBG@ MA> G>@HMB:M>= A:LA :E@QHKBMAF :L MA>

A:LA ?NG<MBHG 'HK .>LLBHG ;:L>= FNMN:E

‘NMA>GMB<:MBHG MA> MK:GL<KBIM A:LA LA:EE ;> MA> A:LA

H? MA> MK:GL<KBIM BHK #( L MA>

MK:GL<KBIM ?HK 1$)$.#9-.+ #( FNMN:E

‘NMA>GMB<:MBHBL *MA>KPBL> MA> MK:GL<KBIM A:LA

LA:EE ;> MA> A:LA H? MA> MK:GL<KBIM ?HK

#( ->LIHG=>K HGER :NMA>GMB<:MBHG :L MA>

MK:GL<KBIM ?HK 1$)$.#9-.+ #( ->LIHG=>K HGER

‘NMA>GMB<:NMIBHBL /A> 1$)$.# D&4  LAEE ;>

=>KBO>= ?KHF ->LIHGL> BK><MBHG #:G=LA:D> .><K>M

:G= BL =>L<KB;>= BGBLA>=9D>R =>KBO#H(BHG

BL =>L<KB;>=8BG

601 10.17.1 Transcript and transcr ipt hash calculation r ules for KEY_EXCHANGE

/ K:GL<KBIM ?HK & 49 3# )" 9-.+ LB@G:MNK> LAHPL MA> MK:GL<KBIM ?HK MA> LB@G:MNK>

Transcript for KEY_EXCHANGE_RSP signature

?  @9C B? BLLN>=:G=D D D BL MKN>

#LA H? MA> LI><B?B>= <>KMB?B<:M> <A:BG BG - ?HKF:M(UVA:MBLD HK A:LA H? MA>
IN;EB< D>R BG BML IKHOBLBHG>= ?HKF:M B? : <>KMB?B<:M> BL GHM NL>=

? D @ ©
?D D@ Cc >Q<>IM MAs") /o- G= ) - %14/ ?B>E=L

+N;EBLA>= 1>KLBHG


https://tools.ietf.org/html/rfc2104

+ 4+ (.I><B?B<:MBHG

[A> ->LIHG=>K LA:EE @>G>K:M> MA> D LB@G:MNK> ?KHF
$) =-$14 6 /-).-$+H 6 F&4D3#)" D-+ .$"%)F >7
PA>K>

V $") BL =>L<KB;>= ;R MB®&G:MNK> @>G>KJABHS
V -$1 4 LAEE ;> MA>IKBO:M>D>R H? MA> ->LIHG=>K :LLH<B:M>= PBMA MA> E>:? <>KMB?B<:H& LMHK>= BG

D $? MA> IN;EB< D>R H? MA> ->LIHG=>K P:L IKHOBLBHG>= MH MARA>ENs2LM>KLAEE ;> MA>
:LLH<B:M>= IKBO:M> D>R

Vo [-).-$+/ LA:EE ;> MA> <HG<:M>G:MBHG H? MA> F>LL:@®BL ?HK : LB@G:MNK>
IA> E>:? <>KMB?B<:M> H? MA> ->LIHG=>K LA:EE ;> MA> HG> B8=B<:\B&--R H? D K>IJN>LM
'‘BD>PBL> MA> ->JN>LM>K LA:EE O>KBYR MA> LB@G:MNK> NLBG@0- -$!14=0 46.$")/0-6
[-). -$+/6 F& 4D 3 #)" D-.+ .$")$)"F> PA>K> /-). -$+/ BL MA> <HG<:M>G:MBHG H? MA> F>LL:@>L ?HK :

D D LB@G:MNK>:6=4 BL MA> IN;EB< D>R H? MA> E>:? <>KMB?B<:M> H? MA> ExLPHGKMB?B<:M>
H? MA> ->LIHG=>K LA:EE ;> MA> HG> BG=B<:M>= ;RBG - (J H? D K>JN>LM .$")/0- -$!4 BL
=>| <KB;>= BB@G:MNK> O>KB?BdLMB8&¥LEL?NE O>KB?B<:MBHG LA:EE ;>#PH>-G-$!4 K>MNKGL ..
/ K:GL<KBIM ?HK & 49 3 #)" 9-.+ #( LAHPL MA> MK:GL<KBIM>?HKD #(

Transcript for KEY_EXCHANGE_RSHWVIAC

?  @9C B? BLLN>=:G=D D D BL MKN>

#LA H? MA> LI><B?B>= <>KMB?B<:M> <A:BG BG - ?HKF:M(IMA:MBLD HK A:LA H? MA>
IN;EB< D>R BG BML IKHOBLBHG>= ?HKF:M B? : <>KMB?B<:M> BL GHM NL>=

? D @ C
? D D @ C >Q<>IM MA>+) - -$14 | ?B>E=

/ K:GL<KBIM ?HK 1$)$.# LB@G:MNK> FNMN:E :NMAAHRRNMABHEK:GL<KBIM ?HK MA:B@G:MNK> PBMA FNMN:E
‘NMA>GMB<:MBHG

Transcript for  FINISH signature, mutual authentication

?  @9C B? BLLN>=:G=D D D BL MKN>

#:LA H? MA> LI><B?B>= <>KMB?B<:M> <A:BG BG - ?HKF:M(MA:MBLD HK A:LA H? MA>
IN;EB< D>R BG BML IKHOBLBHG>= ?HKF:M B? : <>KMB?B<:M> BL GHM NL>=

? D @ C

? D D @ Cc

?  @9C B? >G<:ILNE:M>= BLBLLN>=:G=D D D BL MKN>

#:LA H? MA> LI><B?B>= <>KMB?B<:M> <A:BG BG - ?HKF:M(MA:MBL HK A:LA H? MA> IN;EB<
D>R BG BML IKHOBLBHG>= ?HKF:M B? : <>KMB?B<:M> BL GHM NL>=

? @ -$".

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

JA> ->IN>LM>K LA:EE @>G>K:M> MA> LB@G:MNK> ?KHIF)= -$1 46 /- ). -$+/6 FI$)$.# .$")$)"F> PA>K>

[-). -$+/ BL MA> <HG<:M>G:MBHG H? MA> F>LL:@>L ?HB@G:MNK> :G= MA>4  BL MA> IKBO:M> D>R H? MA>
E>:? <>KMB?B<:M> H? MA> ->JIN>BASK<>KMB?B<:M> H? MA> ->IJN>LM>K LA:EE ;> MA> HG>"BG=BBG>FBG

H? K>IN>LM 3" BL =>L<KB;>= B&G:MNK> @>G>K:MBHG

'BD>PBL> MA> ->LIHG=>K LA:EE O>KB?R MAEB@G:MNK> NLBG&®@0- -$!4=0 46.$")/0-6

[-). -$+/6 F1$)$.# .$")$)"F> PA>SK> /-). -$+/ BL MA> <HG<:M>G:MBHG H? MA> F>LL:@>L ?HKB@G:MNK>
:G=MA>0 4 BL MA> IN;EB< D>R H? MA> E>:? <>KMB?B<:M> H? M&SESINGSIRIMB?B<:M> H? MA> ->JN>LM>K LAEE ;>
MA> HG> BG=B<:M>3 BG BG -(J H? MA> K>IN>LM .$")/0- -$'4 BL =>L<KB:>= BG)G:MNK>
O>KB?B<:MBN&<>LL?NE O>KB?B<:MBHG BL{PH-G-$!4 K>MNKGL ..

/ K:GL<KBIM ?HK 1$)$.# #( ->LIHG=>K HGER :NMA>GMB+<AHFLAOVIA> MK:GL<KBIM ?HK #( PBMA
->LIHG=>K HGER :NMA>GMB<:MBHG

Transcript for  FINISH HMAC, Responder-only authentication

?  @9C B? BLLN>=:G=D D D BL MKN>

#:LA H? MA> LI><B?B>= <>KMB?B<:M> <A:BG BG - ?HKF:M(MA:MBLD HK A:LA H? MA>
IN;EB< D>R BG BML IKHOBLBHG>= ?HKF:M B? : <>KMB?B<:M> BL GHM NL>=

? D @ C

?D D@ ©

? @ -$.

| K:GL<KBIM ?HK 1$)$.# #( FNMN:E :NMA>GMB<tMBRGMA> MK:GL<KBIM ?HK #( PBMA FNMN:E
‘NMA>GMB<:MBHG

Transcript for  FINISH HMAC, mutual authentication

2 @9 B?BLLN>=:G=D D D BL MKN>

#LA H? MA> LI><B?B>= <>KMB?B<:M> <A:BG BG - ?HKF:M(MA:MBLD HK A:LA H? MA>
IN;EB< D>R BG BML IKHOBLBHG>= ?HKF:M B? : <>KMB?B<:M> BL GHM NL>=

2D @ c

2D D@ c

?  @9C  B?>G<ILNE:M>= BLBLLN>=:G=D D D BL MKN>

#LA H? MA> LI><B?B>= <>KMB?B<:M> <A:BG BG - ?HKF:M(IMA:MBL HK A:LA H? MA> IN;EB<
D>R BG BML IKHOBLBHG>= ?HKF:M B? : <>KMB?B<:M> BL GHM NL>=

2 @ -

2 @ @ $)0-

/ K:GL<KBIM ?HK 1$)$.#9-.+ #( ->LIHG=>K HGER :NMA>GMB<:UBHRL MA> MK:GL<KBIM BHK #( PBMA
->LIHG=>K HGER :NMA>GMB<:MBHG

Transcript for  FINISH_RSP HMAC, Responder-only authentication

+N;EBLA>= 1>KLBHG



624

+ 4+ (.I><B?B<:MBHG

?  @9C B?BLLN>=:G=D D D BL MKN>

#:LA H? MA> LI><B?B>= <>KMB?B<:M> <A:BG BG - ?HKF:M(MA:MBLD HK A:LA H? MA>
IN;EB< D>R BG BML IKHOBLBHG>= ?HKF:M B? : <>KMB?B<:M> BL GHM NL>=

? D @ C

? D D @ C

? @ Cc

? D@ -1$0.

| K:GL<KBIM ?HK !$)$.#9-.+ #( FNMN:E :NMA>GMB<:MBHHPL MA> MK:GL<KBIM BHK #( PBMA FNMN:E
‘NMA>GMB<:MBHG

Transcript for  FINISH_RSP HMAC, mutual authentication

?  @9C B? BLLN>=:G=D D D BL MKN>

#LA H? MA> LI><B?B>= <>KMB?B<:M> <A:BG BG - ?HKF:M(IMA:MBLD HK A:LA H? MA>
IN;EB< D>R BG BML IKHOBLBHG>= ?HKF:M B? : <>KMB?B<:M> BL GHM NL>=

? D @ C

? D D @ C

?  @9C B? >G<:ILNE:M>= BLBLLN>=:G=D D D BL MKN>

#:LA H? MA> LI><B?B>= <>KMB?B<:M> <A:BG BG - ?HKF:M(MA:MBL HK A:LA H? MA> IN;EB<
D>R BG BML IKHOBLBHG>= ?HKF:M B? : <>KMB?B<:M> BL GHM NL>=

? @ Cc

? D@ -1$0.

2A>G FNEMBIE> L>LLBHG D>RL :K> ;>BG@ >LM:;EBLA>= ;>MP>>G MA> L:F> ->IN>LM>K ->MASspi-1:BK
HO>K MA> MK:GL<KBIM =NKBGK>»JN>LM BL <HFINM>= NLBG@ HGER MA> <HKKBLIHG=BG@
D D :G= K>IN>LM |:K:F>M>KL

IHK :==BMBHG:E KNE>I@bS>K:E HK=>KBG@ KNE>L

10.18 PSK_EXCHANGE request and PSK_EXCHANGE_RSP esponse
messages

IA> +K> A:K>= &>R +.& D>R >Q<A:G@> L<A>F> IKHOB=>L :G HIMBHG ?HK : ->IJN>LM>K :G=: ->LIHG=>K MH I>K?HKF
L>LLBHG D>R >LM:;;EBLAF>GM PBMA LRFF>MKB< D>R JKRIVHH@BHGRBL >LI><B:EER NL>?NE ?HK >G=IHBGML MA:M =H GHM
LNIIHKM :LRFF>MKB< D>R <KRIMH@K:IAR HK <>KMB?B<:M> IKH<>LLBG@ /ABL HIMBHG <:G :ELH ;> E>O>K:@>= MH >QI>=BI
L>LLBHG D>R >LM:;EBLAF>GM >0>G B? :LRFF>MKB< D>R <KRIMH@K:IAR BL LNIIHKM>=

/ABL HIMBHG K>JNBK>L MA> ->JN>LM>K :G= ->LIHG=>K MH A:O> IKBHK DGHPE>=@> H? : <HFFHG +.& ;>?HK> MA>
A:G=LA:D> LL>GMB:BHR> +.& L>KO>L :L : FNMN:E :NMA>GMB<:MBHG <K>=>GMB:E :G=:L MA> ;:.L>H? L>LLBHG D>R
>LM:;EBLAF>GM L LN<A HGER MA> MPH >G=IHBGML :G= IHM>GMB:EER : MKNLM>= MABK= I:KMR MA:M IKHOBLBHGL MA> -
>G=IHBGML DGHP MA> O:EN> H? MA> +.& 'HK MA>L> L:F> K>:LHGID MAD D BL GHM :lIEB<:;E> BG

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

:+.& D>R >Q<A:G@> /ANL ?HK +.& ;:L>= L>LLBHG >LM:;EBLAF>GM ;HMA MA> ->LIHG=>K :G= MA> ->JN>LM>K LA:EE
B@GHK>MA>D D D D :BM

->JN>LM>K <:G I:.BK PBMA FNEMBIE> ->LIHG=>KL 'BD>PBL> : ->LIHG=>K <:G I:BK PBMA FNEMBIE> ->JN>LM>KL
->JN>LM>K ->LIHG=>K [:BK <:G ;> IKHOBLBHG>= PBMA HG> HK FHK> +.&L G >G=IHBGM <:G :<M L : ->IN>LM>K MH HG>
=>0B<> :G= LBFNEM:G>HNLER : ->LIHG=>K MH :GHMA>K =>0B<> $? ;HMA >G=IHBGML <:G :<M :L ->IJN>LM>K HK ->LIHG=>K
MA>G MA> >G=IHBGML LA:ER-MC>GMB?.&L ?HK >:<A KHE> $M BL MA> K>LIHGLB;BEBMR H? MA> MK:GLIHKM E:R>K MH B=>GlI
I>>K :G=>LM:;EBLA <HFFNGB<:MBHG ;>MP>>G MA> MPH >G=IHBGML ;>?HK> MA> +.& ;:L>= L>LLBHG D>R >Q<A:G@> LM:KMI

IA> +.& <:G ;> IKHOBLBHG>= BG : MKNLM>= >GOBKHGF>GM ?HK >Q:FIE> =NKBG@ MA> L><NK> F:GN?:<MNKBG@ IKH<>LL

NGMKNLM>= >GOBKHGF>GM MA> +.& <:G ;> :@K>>= NIHG ;>MP>>G MA> MPH >G=IHBGML NLBG@ : L><NK> IKHMH<HE /A>
F><A:GBLF ?HK +.& IKHOBLBHGBG@ BL HNMLB=> MA> L<HI> H? MABL LI><B?B<:MBHG /A> LBS> H? MA> IKHOBLBHG>= +.&
=>M>KFBG>= ;R MA> L><NKBMR LMK>G@MA K>INBK>F>GML H? MA> :IIEB<:MBHG ;NM BM LAHNE=:>:M E>LM :BML $M I
K><HFF>G=>=MH ;> :M E>:LM ;BML BG HK=>K MH K>LBLM =B<MBHG:KR :MM:<DL |:KMB<NE:KER PA>G MA> ->IJN>LM>K :G
->LIHG=>K <:GGHM ;HMA <HGMKBMB#¢B:8P >GMKHIR =NKBG@ MA> >Q<A:G@>

/ PH F>LL:@> I:BKL :K>=>?BG>= ?HK MABL HIMBHG

V D D D
Vv D D D
IA> D F>LL:@> <:KKB>L MAK>> K>LIHGLB;BEBMB>L

+KHFIML MA> ->LIHG=>K MH K>MKB>0> MA> LI><B?B< +.&
Q<A:G@>L <HGM>QMN:E BG?HKF:MBHG ;>MP>>G MA> ->IJN>LM>K :G= MA> ->LIHG=>K

+KHO>L MH MA> ->JN>LM>K MA:M MA> ->LIHG=>K DGHPL MA> <HKK><M +.& :G= A:L =>KBO>= MA> <HKK><M
L>LLBHG D>RL

IB@NK> [+.&93#)" Q:FFIE> LAHPL :G >Q:FIE> H? MA>D F>LL:@>

Figure 17 N PSK_EXCHANGE: Example

+N;EBLA>= 1>KLBHG



+ 4+ (.I><B?B<:MBHG

Requester Responder
1 T
|
: " /91 -.$%)

1y 1-$%) ,
optonal L e sms. ———— T
| L + 393, | |
| | |
| | ) "S99SI 41j |
| L1 . , |
————— I e E—
B ]
Esfp‘ﬂed_ , +893#)" Il |
| L +893#)" 9-+ | |
| | |
| | +.&91$)$.# |
| e +.&9!$)$.#9-.+ | |

| |
!_ I I |

Table 74 N PSK_EXCHANGE request message format

Byte offset Field Size (bytes) Description
AEE ;>MA>  -$% L =>L<KB;>=BG (
+ (1  >KLBHG
O>KLBHG
.AEE ;> H3N D S>> [GE> |

->JN>LM->LIHGL> H=>
+ (K>IN>LM <H=>L

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

Byte offset Field Size (bytes) Description

A:EE ;> MA> MRI> H? F>:LNK>F>GM LNFF.:KR A:LA
K>JIN>LM>=

H3H )H F>:LNK>F>GM LNFF:KR A:LA K>IN>LM>=
H3l / F>LNK>F>GML HGER
+:K:F
H3 EE F>:LNK>F>GML
EE HMA>K O:EN>L K>L>KO>=
$? : ->LIHG=>K =H>L GHM LNIIHKM F>:LNK>F>GML
D SHH BG BML K>LIHGL> MA>

->JN>LM>K LA:EE L>M MABL O#E%> MH

A:EE ;> MA> L>LLBHG IHEB<R ;;E> [.>LLBHG
IHEB<R

+K:F

AEE ;> MA> MPH ;RM> ->JN>LM>K <HGMKB;NMBHG MH :EEHP

<HGLMKN<MBHG H? : NGBJN> ?HNK ;RM> L>LLBHG $
->J.>LLBHG$ >MP>>G : ->IN>LM>K ->LIHG=>K I:BIA> ?BG:E

L>LLBHG $ HG<:M>G:M>->J.>LLBHG$

-LI.>LLBHGS$

+ A:EE ;> MA> E>G@MA$I? BG ;RM>L
- A:EE ;> MA> E>G@MAOH? *)/ 3/ BG ;RM>L

A:EE ;> MA> LBS> H? MAG / ?B>E= MA:M ?HEEHPL
*[:IIN> :M:'>G@MA BG ;RM>L /A> O:EN> LAHNE= GHM ;> @K>:M>K MA:G

JRM>L A:EE ;>H B? GH-,0 / BL IKHOB=>=

A:EE ;> MA> BG?HKF:MBHG K>JNBK>= ;R MA> ->LIHG=>K
MH K>MKB>0> MA> +.& *IMBHG:E

+.&#BGM

A:EE ;> MA> <HGM>QM H? MA> ->IMEMBIG<EN=> :

GHG<> HK GHG K>I>:MBG@ <HNGM>K H? :M E>LM ;RM>L
:G= HIMBHG:BERE>0:GM BG?HKF:MBHG <HGMKB;NM>= ;R
MA> ->IN>LM>K

->JN>LM>K HGM>QM

*IMBHG:E $? IK>L>GM MA>/ L>GM ;R MA>

->JN>LM>K BL NL>= MH BG=B<:M> :GR :K:F>M>KL MA:M

MA> ->JN>LM>K PBLA>L MH I:LL MH MA> ->LIHG=>K :L

I:KM H? +.& ;:L>= D>R >Q<A:G@> $? IK>L>GM MABL ?B>E=

LA:EE <HG?HKF MH MA> L>E><M>= HI:JN> =:M: ?HKF:M BG
- - (1Y)

*:IN> :M: +,0 /)%

IA> ?B>E= $)/ BL HIMBHG:E $M BL :;L>GM B? + BL L>M MH $M BL BGMKH=N<>= MH :==K>LL MPH L<>G:KBHL

V /A> ->LIHG=>K BL IKHOBLBHG>= PBMA FNEMBIE> +.&L :G= LMHK>L MA>F BG L><NK> LMHK:@> /A> ->JN>LM>K NL>L
$)/ 'L :G B=>GMB?B>K MH LI><B?R PAB<A +.& PBEE ;> NL>= BG MABL I:KMB<NE:K L>LLBHG

+N;EBLA>= 1>KLBHG



4+ (.I><B?B<:MBHG

V /A> ->LIHG=>K =H>L GHM LMHK> MA> :<MN:E O:EN> H? MA> +.& ;NM <:G =>KBO> MA$)#.& NIHBGK®:FIE>

B? MA> ->LIHG=>K A:L :G BFFNM:;E> 0. 0GBJN> >0OB<> .><K>M BG ?NL>L MA>G =NKBG@ IKHOBLBHGBG@ : +.& <:G ;>

=>KBO>= ?KHF MA>0 . HK: =>KBO:MBO> O:EN> :G=: GHG L><K>M L:EM DGHPG ;R MKBG@\LEM-BHG D>R

>LM:;;EBLAF>GM MA> L:EM O:EN> BL L>GM MH MA> ->BHG="H’B®

/ABL F><A:GBLF :EEHPL MA>

->LIHG=>K MH LNIIHKM :GR GNF;>K H? +.&L PBMAHNM <HGLNFBG@ L><NK> LMHK:@>

IA> ,0./-%/3/

BL MA> <HGMKB;NMBHG H? MA> ->JN>LM>K MH L>LLBHG D>R =>KBO:MBHG $M LA:EE <HGM:BG : GH(
K>I>:MBG@ <HNGM>K MH >GLNK> MA:M MA> =>KBO>= L>LLBHG D>RL :K> >IA>F>K:E MH FBMB@:M> :@:BGLM K>IE:R :MM:<

K>>:MBG@ <HNGM>K BL NL>= MA> <HNGM>K LA:EE GHM ;> K>L>M ?HK MA> EB?>MBF>HZ MA> =>QB<> /A>

‘ELH <HGM:BG HMA>K BG?HKF:MBHG ?KHF MA> ->JN>LM>K

0IHG K><>BOBG @D K>IN>LM MA> ->LIHG=>K

">G>K:M>L +.& ?KHF  $)/ B? G><>LL:KR

">SG>KIM>L .+%) -#)/ 3/ B? LNIIHKM>=

>KBO>L MA$)$.# D& 4
HGLMKN<ML MA> D

Table 75 N PSK_EXCHANGE_RSP response message format

Byte offset Field Size (bytes)

+(1 >KLBHG

->JN>LM->LIHGL> H=>

+:K:F

+K:F

-LI.>LLBHGS$

->L>KO>=

*1:IIN> :M:'>G@MA

H? MA> ->LIHG=>K ;R ?HEEHPBG@RMA&>=NE>
K>LIHGL> F>LL:@> :G= L>G=L BM MH MA> ->IJN>LM>K

Description

AEE ;>MA>  -$%
O>KLBHG

'L =>L<KB;>= BG (

A:EE ;> H3NN D D
+ (K>LIHGL> <H=>L

S>> [GE> |

AEE > #>KM;>:M+>KBH=

/A> O:EN> H? MABL ?B>E= LA:EE ;> S>KH B? #>:KM;>:M BL GHM

LNIIHKM>= ;R HG> H? MA> >G=IHBGML *MA>KPBL> MA>
O:EN> LA:EE ;> BG NGBML H? L><HG=L 5>KH BL : E>@:E
O:EN> B? #>:KM;>:M BL LNIIHKM>= :G= MABL F>:GL MA:M
: A>:KM;>:M BL GHM =>LBK>= HG MABL L>LLBHG

> >KO>=

A:EE ;> MA> MPH ;RM> ->LIHG=>K <HGMKB;NMBHG MH
:EEHP <HGLMKN<MBHG H? : NGBJN> ?HNK ;RM> L>LLBHG $
>MP>>G : ->JN>LM>K ->LIHG=>K |:BR> ?BG:E

L>LLBHG $ .>LLBHG$

HG<:M>G:M> ->J.>LLBHGS$ -LI.>LLBHG$

> >KO>=
\A:EE ;> MA> E>G@MA H? ->LIHG=>K HGM>QM BG ;RM>L
\A:EE ;> MA> LBS> H? MAG / ?B>E= MA:M ?HEEHPL

BG ;RM>L /A> O:EN> LAHNE= GHM ;> @K>:M>K MA:G
JRM>L A:EE ;>H B? GH-,0 / BL IKHOB=>=

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

Byte offset Field Size (bytes) Description

$? MA> ->LIHG=>K =H>L GHM LNIIHKM F>:LNK>F>GML
D SHH BG BML K>LIHGL> HK
K>IN>LM>= (1 H3H MABL ?B>E= LA:EE ;> :;;L>GM

$? MA> K>IN>LMXE H3l MABL ?B>E= LA:EE ;> MA>
<HF;BG>= A:LA H? F>.LNK>F>GML H? :EE F>:LNK:;E>
<HFIHG>GML <HGLB=>K>= MH ;> BG MA>/ K>JNBK>= MH
@>G>K:M> MABL K>LIHGL> <HFINM>=:L
##=%1)/= 0-()"™*&?H@6

.0- () ™* &?1@6 999>> PA>K>

.0- () * &?3@ =>GHM>L : F>:LNK>F>GM H? :G
>E>F>GM BG MA>/ :G# # BL MA>G>@HMB:M>=;:L>
A:LABG@ :E@HKBMAF (>:LNK>F>GML :K> <HG<:M>G:M>=
BG :L<>G=BG@ HK=>K ;:L>= HG MA>BK F>:LNK>F>GM
BG=>Q :L:;E> [(>:LNK>F>GM ;EH<D ?HKF:M
=>L<KB;>L

$? MA> K>IN>LMtE H3l :G=B? MA>K> K> GH
(>:LNK>F>GM.NFF:KR#:LA )1 HK F>:LNK:;E> <HFIHG>GML BG MA>/ K>JNBK>= MH
@>G>K:M> MABL K>LIHGL> MABL ?B>E~ LAEE ;>

$? K>IN>LM>( H3  MABL ?B>E= LA:EE ;>
<HFINM>= L

##=% )= .0-()*&H@6

0- () * &21@6 9996 .0- ()/ * &2)@>> H?

:EE LNIIHKM>= F>:LNK>F>GML :O:BE:;E> BG MA>
F>:LNK>F>GM BG=>Q K:G@#t H3

<HG<:M>G:M>= BG :L<>G=BG@ BG=$Q+B<>KPBMA

GH :LLH<B:M>= F>:LNK>F>GML LA:EE GHM ;> BGSEN=>= BG
MA> A:LA <:E<NE:MBHG .>¥NA¥K>F>GM BG=>Q
LLB@GF>GHKE:NL>

$? MA> ->LIHG=>K LNIIHKML ;HMA K:P ;BM LMK>:F :G=
=B@>LM K>IK>L>GM:MBHGL ?HK : @BO>G F>:LNK>F>GM
BG=>Q MA> ->LIHG=>K LA:EE NL> MA>=B@>LM ?HKF

/ABL ?B>E= LA:EE ;A BG ;RM> HK=>K

A:EE ;> MA> <HGM>QM H? MA> ->LIHKBBHG:E $?
)1 ->LIHG=>K HGM>QM IK>L>GM LA:EE BG<EN=>: GHG<> :G= HK BG?HKF:MBHG
<HGMKB;NM>= ;R MA> ->LIHG=>K

*IMBHG:E $? IK>L>GM MA>/ L>GM ;R MA>

->LIHG=>K BL NL>= MH BG=B<:M> :GR [:K:F>M>KL MA:M

MA> ->LIHG=>K PBLA>L MH I:LL MH MA> ->IJN>LM>K :L

I:KM H? +.& ;:L>= D>R >Q<A:G@> $? IK>L>GM MABL ?B>E=

LA:EE <HG?HKF MH MA> L>E><M>= HI:JN> =:M: ?HKF:M BG
M- (1%

)'I1# *:IN> :M: +,0 1 )#

+N;EBLA>= 1>KLBHG



+ 4+ (.I><B?B<:MBHG

Byte offset Field Size (bytes) Description
)'1# AEE ;> MA> =:M: MH ;> O>KB?B>= ;R MA> ->JN>LM>K
->LIHG=>K1>KB?R :M:
+,0 [ )4 NLBG@ MA$.# D& 4  H? MA>->LIHG=>K
IA> .+ -%)/3/ BL MA> <HGMKB;NMBHG H? MA> ->LIHG=>K MH L>LLBHG D>R =>KBO:MBHG $M LAHNE= <HGM:BG : G

GHG K>I>:MBG@ <HNGM>K :G= HMA>K BG?HKF:MBHG ?KHFSPIAS H¢E IKikE=MBG @ <HNGM>K BL NL>= MA> <HNGM>K

LA:EE GHM ;> K>L>M ?HK MA> EB?>MBF> H? MA> =>0B<> ><:NL> MA> ->LIHG=>K <:G ;> : <HGLMK:BG>= =>0B<> MA:M <:GG
@>G>K:M> : GHG<>+*) -#)/3/ BL HIMBHG:E #HP>MAK ->LIHG=>K BL K>JNBK>= MH+XL>*)/ 3/ B? BM

<:G @>G>K:M>: GHG<>

JHM> MA:M MA> GHG<>BG*)/ 3/ BL <KBMB<:E ?HK :GMB?KBEHEB<> BL GHM IK>L>GM)B®) 3/
MA>G MA> ->LIHG=>K BL GHM <A:EE>G@BG@ MA> ->JN>LM>K ?HK K>:E MBF> DGHPE>=@> H? MA> +.& .N<A: L>LLBHG BL
MH K>IE:R :MM:<DL[MA:M BL : I>KLHG BG MA> FB==E> :MM:<D>K <HNE= K><HK=:6= K>IE:R IKBHK

D F>LL:@>L :G=L>M NI : L>LLBHG PBMA MA> ->LIHGMKIA> ;H@NL L>LLBHG PHNE= GHM E>:D L><K>ML LH
EHG@ :L MA> +.& :G= L>LLBHG D>RL H? MA> IKBHK K>IE:R>= L>LLBHG :K> GHM <HFIKHFBL>=

$? +*) -#)/3/ BL :;;L>GM LN<A :L PA>GD BG MA> H? MA> ->LIHG=>K BL MA> ->JN>LM>K
LA:EE GHM L>G= ><:NL> MA> L>LLBHG D>RL :K> LHE>ER =>M>KFBG>= ;R MA> ->JN>LM>K :G= MA> .>LLBHG
BFF>=B:M>ER >GM>KL MA> IIEB<:MBHG +A:L> $? :G= HGERB3MA> BL IK>L>GM BG MA> K>LIHGL> LN<A L
PA>G D BG MA> H? MA> ->LIHG=>K BL MA> ->JN>LM>K LA:EE L>G= PBMA

0./--$14 / MH IKHO> MA:M BM A:L =>KBO>= <HKK><M L>LLBHG D>RL

/H <E<XNE:M>+*) - -$14 / MA> ->LIHG=>K <:E<NE:M>L :G #( /A>#( D>R BL MA> 1$)$.# D& 4  H? MA>
->LIHG=>K /A> =:M: BL MA> A:LA H? MA> <HG<:M>G:MBHG H? :EE F>LL:@>L L>GM NI MH MABL IHBGM ;>MP>>G MA> ->JN>LNV
:G= MA> ->LIHG=>KHK F>LL:@>L MA:M :K> >G<KRIM>= MA> IE:BGM>QM F>LL:@>L :K> NL>= BG <:E<NE:MBG@ MA> A:LA

19?2 D @9C

J9? @9C

K9? D @9C=$!$..0 >
L9? @9C =$!$..0 >

M9 ? D @9C =%!$..0 >

N9 ? @9C =$!$..0 >

09? D @9C

P9? D D @9C 3 +//# .+*) - -$!4/1$"'

JHM> MA:M >0>G B? :G= ->LIHG=>K LB@G>= K>LIHGL> F>LL:@>L LN<A:L D P>K> BLLN>=
MA>L> F>LL:@>L PHNE= GHM ;> BGLEN=>= BG MA> =:M: ?HK <:E<NEMBG@ $G HMA>K PHK=L MA>B=>GMBMR
H? MA> LB@G>K H? MA> K>LIHGL> F>LL:@>L BL GHM ;HNG= MH MA> B=>GMBBNIR H? MA> L>G#AKKF?HK> MH
FBMB@:M> ->LIHG=>K B=>GMBMR BFI>KLHG:MBHG B? MA> ->JN>LM>K A:L K><>BO>=: K>LIHGL> PBMA : LB@G:MNK> :G=E
GH <KRIMH@K:IAB< ;BG=BG@ ;>MP>>G MA> LB@G>K H? MA> ->LIHG=>K LB@G>= K>LIHGL> :G= MA> L>G=>K H?
D D MA>G MA> ->IN>LM>K LAHNE= GHVDBLLN> /A> F>MAH= H? <KRIMH@K:IAB< ;BG=BG@
;>MP>>G MA> LB@G>K H? MA> ->LIHG=>K LB@G>= K>LIHGL> :G= MAB L>G=>K H? BL HNMLB=> MA> L<HI> H?
MABL LI><B?B<:MBHG

O0IHG K><>BOBG@® D MA> ->IN>LM>K

>KBO>L MA®)$.# D& 4  H? MA> ->LIHG=>K ;R ?HEEHPBB@RMA&>=NE>

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

1>KB?B>l+*) - -$14 / ;R <:EKNE:MBG@ MA> #( BG MA> L:F> F:GG>K :L MA> ->LIH&2=>K
0O>KB?B<:MBHG ?:BEL MA> ->JN>LM>K M>KFBG:M>L MA> L>LLBHG

$? MA> ->LIHG=>K <HGMKB;NM>L MH L>LLBHG D>R =>KBO:MBHG LN=<A:k)RBA>G MA®B>E= BL

IK>L>GM BG MA&> D K>LIHGL> BM <HGLMKN<ML MA> K>JN>LM :G=L>G=L BM MH MA>
->LIHG=>K
$? : LN<<>LL?NBD D AL ;>>G K><>BO>= ;R MA> ->IN>LMGKMA> D H? MA> ->LIHG=>K BL
:G=MA> +%) -%)/3/ ?B>E=BL IK>L>GM B@®MA®D K>LIHGL> MA>G ?HK MA> L>LLBHG $ <K>:M>= ;R MA>
D :G= D D F>LL:@>L MA> G>QM K>JN>LM LA:EE ;>

646 10.19 PSK_FINISH equest and PSK_FINISH_RSP esponse messages

IA>L> F>LL:@>L LA:EE <HFIE>M> MA> FNMN:EER :NMA>GMB<:M>= A:G=LA:D> ;>MP>>G ->JN>LM>K :G= ->LIHG=>K BGBMB:M
‘R: D K>JN>LM /A> D K>JN>LM IKHO>L MH MA> ->LIHG=>K MA:M MA> ->JN>LM>K DGHPL MA> +.&

:G= A:L =>KBO>= MA> <HKK><M L>LLBHG D>RL /ABL BL :<AB>0>= ;R :G #( O:EN> <:E<NE:M$+PBMA MA?

MA> ->IN>LM>K :G=F>LL:@>L H? MABL L>LLBHG /A> ->IJN>LM>K LAEE L>G= HGER B?*) -*)/ 3/ BL

IK>L>GM B® D OIHG K><>BOBG@nD K>IN>LM MA> ->LIHG=>K LA:EE >GLNK> MA> L>LLBHG :G=

MA> <HKK>LIHG=BG@ L>LLBHG $ P>K> <K>:M>= MBKHN@A : K>IN>LM :G= <HKK>LIHG=BG@ D

K>LIHGL>

/E> [+.&919)$.# KSIN>LM F>LL:@> ?HKF:M  =>L<KB;>L MA>D K>IN>LM F>LL:@> ?HKF:M

Table 76 N PSK_FINISH request message format

Byte offset Field Size (bytes) Description
AEE ;>MA>  -$% L =>L<KB;>=BG (
+(1 >KLBHG
O>KLBHG
.A:EE ;> H30 D S>> [GE> [ (

->JN>LM->LIHGL> H=>
K>JN>LM <H=>L

+K:F ->L>KO>=
+K:F >L>KO>=

AEE ;> MA> =:M: MH ;> O>KB?B>= ;R MA> ->LIHG=>K
NLBG@ M#&)$.# D& 4 H? MA> ->IN>LM>K

->IN>LM>K4KB?R :M:

/H<:E<NE:M>0 ./- -$!4 / MA> ->IN>LM>K <:E<NE:M>L :G #( /A>D>R BL N#¥)$:# D& 4 H? MA>

->JIN>LM>KL =>L<KB;>= BG M&>R L<A>=NEKE:NL> /A> =:M: BL MA> A:LA H? MA> <HG<:M>G:MBHG H? :EE F>LL:@>L L>GM
LH ?:K ;>MP>>G MA> ->IN>LM>K :G= MA> ->LIHEBXHKSLL: @>L MA:M :K> >G<KRIM>= MA> IE:BGM>QM F>LL:@>L :K>

NL>= BG <:E<NE:MBG@ MA> A:LA

19?2 D @9C
J9? @9C
K9? D @9C =$!$..0 >

+N;EBLA>= 1>KLBHG



655

+ 4+ (.I><B?B<:MBHG

L9? @9C =%!$..0 >

M9 ? D @9C =%$!$..0 >

N9 ? @9C=$!%$..0 >

097? D @9C

P9? D D @9C

Q9? D @9C 3 +//# ,0./--$14 /%"

IHK :==BMBHG:E KNE>@ES>K:E HK=>KBG@ KNE>L

OIHG K><>BOBG@ MA> K>IN>LM MA> ->LIHG=>K =>KBO>§)$#ABS 4 H? MA> ->JN>LM>K :G= <:E<NE:M>L
MA> #( BG=>I>G=>GMER BG MA> L:F> F:GG>K :G= O>KB?B>L MA:M MA> K>LNEM BMLA>L $?
O>KB?B<:MBHG BL LN<<>LL?NE MA> ->LIHG=>K <HGLMKN<ML MASLIHGL> :G= L>G=L BM MH MA> ->JN>LM>K
*MA>KPBL> MA> ->LIHG=>K L>G=L MA> ->IJN>LM>K :GF>LL:@> H? --*-* S)1'$ ,0./

[E> [ IN<<>LL?NE +.&9!$)$.#9-.+ K>LIHGL> F>LL:@> ?HKF:M  =>L<KB;>L MA> LN<<>LL7INE D
K>LIHGL> F>LL:@> ?HKF:M

Table 77 N Successful PSK_FINISH_RSP response message format

Byte offset Field Size (bytes) Description
AEE ;> MA> -$ L =>L<KB;>=BG (
+(1 >KLBHG
O>KLBHG
AEE;> H3NO D D S>> [GE> |

->IN>LM->LIHGL> H=>
4+ (K>LIHGL> <H=>L

+:K:F ->L>KO>=
+K:F ->L>KO>=

10.20 HEARTBEAT request and HE ARTBEAT _ACK response messages

/ABL K>JN>LM LA:EE D>>| : L>LLBHG :EBO>B? BL LNIIHKM>= ;R ;HMA MA> ->IN>LM>K :G= ->LIHB=>K

K>JN>LM LA:EE ;> L>GM I>KBH=B<:EER :L BG=B<i{M$*= BG BG >BMA>K MA> D HK
D D K>LIHGL> F>LL:@>L B? GH HMA>K F>LL:@>L :K> K><>BO>= BG MABL L><NK> L>LLBHG BG MA>
-] -$* IA> ->LIHG=>K LA:EE M>KFBG:M> MA> L>LLBHG B? L2BEKBH1&GMK: K><>BO>= ?HK MPH LN<<>LLBO>
-] =% L 'BD>PBL> MA> ->JN>LM>K LA:EE M>KFBG:M> MA> L>LL BHGBXLBA<HEHNGBE® K>LIHGL>L

BL GHM K><>BO>= ?HK MPH LN<<pLLBO> L .>LLBHG MRBx BG<EN=>L >G<KRIM>= =:M: :M MA> MK:GLIHKM E:R>K
#HP :G .+ (>G=IHBGM BL BG?HKF>= H? >G<KRIM>= =:M: :M MA> MK:GLIHKM E:R>K BL HNMLB=> MA> L<HI> H? MABL LI><B?B
IA> ->IN>LM>K <:G K>MKR K>JIN>LML

[A> MBF>K ?HK MA> #>:KM;>:M |>KBH= LA:EE LM:KM :M >BMA>K MA> MK:GLFBLLBHG ?HK ->LIHG=>KL HK MA> K><>IMBHG
->IN>LM>KL H? MA> :IIKHIKB:M»® D D D) H? ->LIHG=>KBIH HK D D

D) H? ->LIHG=>K BHI = K>LIHGL> F>LL:@>L 2A>G =>M>KFBGBG@ MA> O:EN>$1? MA>
->LIHG=>K LAHNE= >GLNK> MABL O:ERBE&RAGIMER @K>:M*»K MA:G

1>KLBHG +N;EBLA>=



664

666

+ (.I><B?B<:MBHG +

:<A L><NK> L>LLBHG LA:EE MK:<D MA> A>:KM;>:M |>KBH= BG=>I>G=>GMER H? HMA>K L>LLBHGL PBMABG MA> L:F> .+ (
HGG><MBHG

IHK L>LLBHG M>KFBG:MBHG =>M:BHLBHSM>KFBG:MBHG IA:L>

/B> [# - / [ K>IN>LM F>LL:@> ?HKEML<KB;>L MA> F>LL:@> ?HKF:M

Table 78 N HEARTBEA T request message format

Byte offset Field Size (bytes) Description

AEE ;> MA> -3
O>KLBHG

L =>L<KB;>=BG (
+(1 >KLBHG

AEE ;> H3P
A+ (K>IN>LM <H=>L

K>IN>LM >%:5E> |
->JN>LM->LIHGL> H=>

+:K:F >L>KO>=

+K:F >L>KO>=

[5E> [# - / /9 & K>LIHGL> F>LL:@> ?HKF:M=>L<KB;>L MA> ?HKF:M ?HK MA> #>:KM;>:M ->LIHGL>

Table 79 N HEARTBEA T_ACK response message format

Byte offset Field Size (bytes) Description

AEE ;> MA>  -$)
O>KLBHG

L =>L<KB;>=BG (
+(1 >KLBHG

.AEE ;> H3NP D K>LIHGL> >>/:E>

->JN>LM->LIHGL> H=>

+K:F

+K:F

[ .+ (K>SLIHGL> <H=>L
->>KO>=

> >KO>=

10.20.1 Heartbeat additional infor mation

/A> MK:GLIHKM E:R>K FB@AM :EEHP MA> K>JN>LM MH ;> L>GM ?KHF MA> ->LIHG=>K MH MA> /ABNBIM>K
K><HFF>G=>= ?HK MK:GLIHKML <:I:;E> H? :LRG<AKHGHNL ;B=BK><MBHG:E <HFFNGB<:MBHG

10.21 KEY_UPIATE request and KEY _UPDATE_ACK response messages

/ABL K>JN>LM LA:EE ;> NL>= MH NI=:M> L>LLBHG D>RL /A>K> :K> F:GR K>:LHGL ?HK =HBG@ MABL ;NM :G BFIHKM:GM HG>
PA>G MA> [>K K><HK= GHG<> PBEE LHHG K>:<A BML F:QBFNF O:EN>/&5= KIHEE HO>KK>JN>LM <:G :ELH ;>

BLLN>=;R MA> ->LIHG=>K NLBG@ MA> D F><A:GBLF D K>JN>LM LA:EE I>K?HKF MA>
HI>K:MBHG @BO>&IBG :G==>?BG>= BGE> [& 490+ / HI>K:MBHGL><:NL> MA> ->LIHG=>K <:G :ELH

L>G= MABL K>JN>LM BM BL IHLLB;E> MA:M MPH LBFNEM:G>HNL D>R NI=:M>L HG> ?HK >:<AHPKRSMBBER:G H<<NK

HG> D K>JIN>LM ?HK : LBG@E> =BK><MBHG LA:EE H<<NK :M : MBF> 0GMBE MA> L>LLBHG D>R NI=:M> LRG<AKHGI

+N;EBLA>= 1>KLBHG



LN<<>LL?NEER <HFIE>M>L LN;L>JN>>GM
HKB@BGLE K>JN>LM

/E> [& 490+

Table 80 N KEY_UPDA TE request message format

Byte offset Field Size (bytes)

+(1 >KLBHG
->JN>LM->LIHGL> H=>

+KIF

+KF

/E> [ & 490+
?HKF:M

Table 81 N KEY_UPDA TE_ACK response message format

Byte offset Field Size (bytes)

+(1 >KLBHG

->IN>LM->LIHGL> H=>

+K:F

+K:F

/B> [ & 490+ / HI>K:MBHGI=>L<KB;>L MA>D

Table 82 N KEY_UPDA TE operations

/[ K>IN>LM F>LL:@> ?HKF##L<KB;>L MA>D

/9 & K>LIHGL> F>LL:@> ?HKF:M =>L<KB;>L MA>D D

4+ (.I><B?B<:MBHG

K>IN>LML ?HK MA> L:F> =BK><MBHG LA:EE ;> <HGLB=>K>=: K>MKR H? MA>

K>JIN>LM F>LL:@> ?HKF:M

Description

AEE ;> MA>  -$)
O>KLBHG

L =>L<KB;>=BG (

AEE;> H3Q D
A+ (K>IN>LM <H=>L

S>IN>LM >>5E> |

.A:EE BG=B<:M> MA> D>R HI>K:MBHEG>>3
& 490+ / HI>K:MBHGL

AEE ;> MA> K>IN>LMBG@ .+ (>G=IHBGM :LLB@G>=

M:@ /ABL ?B>E= LA:EE <HGM:BG : NGBJIN> GNF;>K MH :B=
MA> K>LIHG=BG@ .+ ( >G=IHBGM B&K=BMB:MBG@

:>MP>>G MA> HKB@BG:E :G=:GR K>MKR K>IN>LML K>MKR
K>JIN>LM LA:EE <HGM:BG MA> L:F> M:@ GNF;>K :L MA>
HKB@BG:E

K>LIHGL> F>LL:@>

Description

AEE ;> MA> -39
O>KLBHG

L =>L<KB;>=BG (

AEE;> HNQ D D
/B> [ .+ (KSLIHGL> <H=>L

K>LIHGL> .>>

A:EE BG=B<:M> MA> D>R HI>K:MBHG /ABL ?B>E= LA:EE
K>?E><M MA> &>R *I>K:MBHG ?B>E= H? MA> K>JN>LM .>>
[5E> [ & 490+ / HI>K:MBHGL

A:EE ;> MA> M:@ /ABL ?B>E= LA:EE K>2E><M MA> /
GNF>K -( ?KHF MA>D K>JN>LM

HI>K:MBHGL

Value Operation Description
> >KO>= > >KO>=
1>KLBHG

+N;EBLA>=
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Value Operation Description

A:EE NI=:M>HGER MA> LBG@E> =BK><MBHG D>R :LLH<B:M>= PBMA MA> =BK><MBHG H"
MA> K>JN>LM

Ol=:M>&>R

0l=:M> EE&>RL A:EE NI=:M> MA> D>RL ?HK ;HMA =BK><MBHGL

A:EE >GLNK> MA:M MA> D>R NI=:M> BL LN<<>LL?NE :G= MA:M HE= D>RL <:G ;>

1>KB?R)>P&>R
L:?>ER =BL<:K=>=

> >KO>= > >KO>=

10.21.1 Session key updat e synchronization

$G MA> D>R NI=:M> IKH<>LL MH d§BAKB2RKF L>G=>K F>:GL MA> .+ ( >G=IHBGM MA:M BLLN>> MA>

K>IN>LM :G= MA> M>KF K><>BO>K F>:GL MA> .+ ( >G=IHBGM MA:M K><pBO>= MASIN>LMH >GLNK> MA> D>R

NI=:M> IKH<>LL BL L>:FE>LL PABE> LMBEE :EEHPBG@ MA> MK:GLFBLLBHG :G= K><>IMBHG H? K><HK=L ;HMA L>G=>K :G=
LA:EE ?HEEHP MA> IK>L<KB;>= F>MAH= =>L<KB:;>= BG MABL <E:NL>

[A> =:M: MK:GLIHKM E:R>K LA:EE >GLNK> MA:M =:M: MK:GL?>K =NKBG@ D>R NI=:M>L BL F:G:@>= BG LN<A : P:R MA:M MA> <
D>RL :K> NL>=;>?HK> =NKBG@ :G=:?M>K MA> D>R NI=:M> HI>K:MBHG #HP MABL BL :<<HFIEBLA>= ;R MA> =:M: MK:GLIHK]
E:R>K BL HNMLB=> MA> L<HI> H? MABL LI><B?B<:MBHG

HMA MA> L>G=>K :G= MA> K><>BO>K LA:EE =>KBO> MA> G>P D>R({CIH=AMBESM BGI=:M>
/A> L>G=>K LA:EE GHM NL> MA> G>P MK:GLFBM D>R NGMBE :?M>K K><3MBHG HRMARGL>

IA> L>G=>K :G= K><>BO>K LA:EE NL> MA> G>P D>R®HG MA> K>IN>LM PBMA M2 4 <HFF.G=:G=EE
LN;L>IN>GM <HFF:G=L NGMBE :GHMA>K D>R NI=:M> BL I>K?HKF>=

$G MA> <:L>H?:D K>JIJN>LM PBMA " 4. MA> K><>BO>K LA:EE NL> MA> G>P MK:GLFBM D>R ?HK MA>
D D K>LIHGL> /A> D K>JN>LM PBMA " 4. LAHNE= HGER ;> NL>= PBMA IARLB<:E
MK:GLIHKML MA:M :K> LBG@E> F.LM>K MH >GLNK> MA:MtLBFMEM:G>HSHIN>LML =H GHM H<<NK

$? MA> L>G=>K A:.L GHM K><>BO>& MA> L>G=>K <:G K>MKR HK >G= MA> L>LLBHG /A> L>G=>K LA:EE GHM
IKH<>>= MH MA> G>QM LM>| NGMBE LN<<>LL?NEER K><>BOBG@ MA>D<HKK>LIHG=BG@

O0IHG MA> LN<<>LL?NE K><>IMBHG &#? MA> MA> L>G=>K LA:EE MK:GLFBM : K>JN>LM PBMA MA>

-$14 2 4 HI>K:MBHG NLBG@ MA> G>P L>LLBHG D>RL /A>L>G=>K <:G K>MKR NGMBE MA> €HKK>LIHG=BG@
K>LIHGL> BL K><>BO>= #HPMKL>G=>K LA:EE ;> IKHAB;BM>= :M MABL IHBGM ?KHF K>LM:KMBG@ MABL IKH<>LL HK @HI
;:<D MH : IK>OBHNL LM>I $ML HGER K><HNKL> BG >KKHK A:G=EBG@ BL >BMA>K MH K>MKR MA> L:F> K>JN>LM HK MH M>k
L>LLBHG

IHK +/ 4 NIHG LN<<>LL?NE K><>IMBHG :G= O>KB?B<:MBHG H? MRBMA MA$!4 2 4 HI>K:MBHG MA>
K><>BO>K <:G =BL<:K= MA> HE= L>LLBHG DeRL 4HK NIHG LN<<>LL?NE K><>IMBHG :G= O>KB?B<:MBHG H? MA>
D D PBMA MA>/ " 4. HI>K:MBHG MA> L>G=>K <:G =BL<:K= MA> HE= L>LLBHG D>RL MA:M IKHM><M K><>BC
L>GM F>LL:@>L OIHG LN<<>LL?NE K><>IMBHG :G= O>KB?B<:MdBHG H? FBMA MA$!4 2 4 HI>K:MBHG MA>
K><>BO>K <:G =BL<:K= MA> HE= L>LLBHG D>RL MA:M IKHM><M L>G=>K L>GM F>LL:@>L

$G <>KM:BG L<>G:KBHL MA> K><>BO>K FB@AM G>>=:==BMBHG:E MB¥F> MH IKH=IN>MAEN<A :L PA>G

+N;EBLA>= 1>KLBHG
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IKH<>LLBG@ =:M: :EK>:=R BG BMIANR MA> K><>BO>K <:G K>IER PBMA :GF>LL:@> H? --*-* S0.4 I1A>
L>G=>K LAHNE= K>MKR MA> K>JN>LM :?M>K : K>:LHG:;E> I>KBH= H? MBF> :G= PBMA : K>:LHG:;E> GNF;>K H? K>MKB>L MH |
IK>F:MNK> L>LLBHG M>KFBG:MBHG

IBG:EEBM ;>:KL K>I>:MBG@ MA:M : D>R NI=:M> BG HG> =BK><MBHG <:G A:lI>G LBFNEM:G>HNLER PBMA : D>R NI=:M> BG M
HIIHLBM> =BK><MBHG $G MABL <:L> MA> :?HK>F>GMBHG>= LRG<AKHGBS:MBHG IKH<>LL H<<NKL BG=>I>G=>GMER ;NM
LBFNEM:G>HNLER ?HK >:<A =BK><MBHG

IB@NK> [& 490+ / IKHMH<HE >Q:FIE> ?EBEENLMK:M>L : MRIB<:E D>R NI=:M> BGBMB:M>= ;R MA> ->JN>LM>K MH
NI=:M> BML L><K>M $G MABL >Q:FIE> MA> ->LIHG=>K :G= ->JN>LM>K :K> ;HMA <:I;;E> H? F>LL:@> :NMA>GMB<:MBHG :G=
>G<KRIMBHG

Figure 18 N KEY_UPDA TE protocol example flow

1>KLBHG +N;EBLA>=
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Requester

KEY EXCHANGE Responder

i

I

KEY_EXCHANGE_RSP ,

L {FINISH}S ]| —p

@ @ E<_ { FINISH_RSP }:[[S, 1]
id——J { Application Data }

EOIC

|

. 4

Encrypted and Authenticated -
by S, and S, depending on
direction.

T

Key Operation == UpdateKey,
Tag == 0x01

1 [{KEv_UPDATE YIS,
L

<« {KEY_UPDATE_ACK }:[[S,]]

. Key Operation == UpdateKey,

. — - )

L— { KEY_UPDATE }:[[S, ]I

Legend:

Authenticated and
Encrypted Session

Notice new - -
secrets used!

Key Operation == VerifyNewKey

Tag == (0x02 ™ A@\AA

< {KEY_UPDATE_ACK }:[[S,]]

Tag == 0x02

Application Data l——>
G }

Encrypted and Authenticated - -- 1
by S, ., and S, depending

i
1
I
I
I
I
I
I
1
1
:
E Key Operation == VerifyNewKey
)
1
1
I
]
I
I
|
1
I

on direction.

IB@NK> [& 490+ / IKHMH<HE <A:G@> :EE D>RL >Q:FIESBEENLMK:M>L : MRIB<:E D>R NI=:M> BGBMB:M>= ;R MA>
->IJN>LM>K MH NI=:M> :EE L><K>ML $G MABL >Q:FIE> MA> ->LIHG=>K :G= ->JN>LM>K :K> ;HMA <:I:;;E> H? F>LL:@>
‘:NMA>GMB<:MBHG :G= >G<KRIMBHG

Figure 19 N KEY_UPDA TE protocol change all keys example flow
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Requester

o8

Encrypted and authenticated -
by S, and S, depending on
direction.

< -

_a_/@x
-

Notice new - -~
secrets used!

Encrypted and authenticated - -- 1

by S, ., and S,  depending
on direction.

692

I

KEY_EXCHANGE

I

KEY_EXCHANGE_RSP ,

+ (.I><B?B<:MBHG

Responder

{ FINISH }:[[S ]I

—
' €———| { FINISH_RSP J-{15,]

I
d
I
:4——J { Application Data }
I

.-

T

Key Operation == UpdateAllKeys,
Tag == 0x01

1 [{KEv_UPDATE YIS,
L

{ KEY_UPDATE_ACK }::[[S

3.new]]

<

Key Operation == UpdateAllKeys,
Tag == 0x01

{ KEY_UPDATE }:[[S

2.new]]

1 _ Y
L Key Operation == VerifyNewKey
Tag == 0x02

<! { KEY_UPDATE_ACK}:[[S

3‘new]]

Key Operation == VerifyNewKey
Tag == 0x02

Application Data l——>
4——|__ __'{ pp }

|
I
|
|
|
|
|
|
|
I
|
|
|
|
I
|
|
|
I
|
|
|
|
1
|
1

|

@&

-
~~
~
‘\
~
.\

N A@.&

Legend:

Authenticated and
Encrypted Session

10.21.2 KEY_UPIATE transport allowances

*G LHF> MK:GLIHKML ;B=BK><MBHG:E <HFFNGB<:MBHG <:G H<<NK :LFE3<MAIB KA ERKML MA> MK:GLIHKM <:G

‘EEHP HK =BL:EEHP NA> MH ;> L>GM :LRG<AKHGHNLER PBMAHNM NLBG@ MA>

F><A:GBLF /A> MK:GLIHKM LAHNE= =>?BG> MA> :<MN:E F>MAH= MH NL> .N<A : =>?BGBMBHG BL HNMLB=> MA> L<HI> H? \
LI><B?B<:MBHG

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG

IB@NK> [& 490+ / IKHMH<HE >Q:FIE> ?ZEHBEENLMK:M>L : D>R NI=:M>HO>K : IARLB<:E MK:GLIHKM MA:M AL :
EBFBM:MBHG PA>K>;R HGER : LBG@E> =>0B<> H?M>G <:EE>= MA> IKBF:KR BL :EEHP>= MH BGBMB:M> :EE MK:GL:<MBH:
/ABL IARLB<:E MK:GLIHKM LI><B?B>L MA:M : ->LIHG=>K LA:EE :E>KM MA> ->IN>LM>K MAKHN@A : LB=> ;:G= F><A:GBLF :G=1
NMBEBS> MA> D F><A:GBLF MH ?NE?BEE .+ ( K>E:M>= K>JNBK>F>GML )HM> :ELH BG MABL >Q:FIE> MA:M
MA> ->IN>LM>K :G= ->LIHG=>K :K> ;HMA <:I;;E> H? >G<KRIMBHG :G= F>LL:@> :NMA>GMB<:MBHG

Figure 20 N KEY_UPDA TE protocol example flow 2
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Requester

KEY_EXCHANGE

I
I
I
KEY_EXCHANGE_RS}m

+ (.I><B?B<:MBHG

Responder

Encrypted and Authenticated - -|-

by S, and S, depending on
direction.

: Encrypted and

: Authenticated by S,
;and S, depending
: on direction.

1>KLBHG

{ FINISH }:2[[S ]]

{ FINISH_RSP }::[[S,]]

{ GET_ENCAPSULATED REQUEST }
HIEA|

{ ENCAPSULATED REQUEST }

|

HISH]

Request == KEY_UPDATE
Key Operation == UpdateKey,
Tag == 0x01

{ DELIVER_ENCAPSULATED_RESPONSE }

—

F———mmmmmm———— - —

i

=[S,

Response == KEY_UPDATE_ACK
Key Operation == UpdateKey,
Tag == 0x01

{ ENCAPSULATED_RESPONSE_ACK }

Fo - -

7

1 S | R

Request == KEY_UPDATE
Key Operation == VerifyNewKey,
Tag == 0x02

{ DELIVERiENCAPSULATEDiRESPONS&

—»

:4—'—7 { Application Data } |—>
1
1

HIEA|

Response == KEY_UPDATE_ACK
Key Operation == VerifyNewKey,
Tag == 0x02

{ ENCAPSULATED_RESPONSE_ACHK

NS

3, new ]]

Responder seeks attention from
....: Requester via Transport-specific :
Methodology

- -.. _ Notice new
secrets used!

Legend:

Authenticated and
Encrypted Session
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10.22 GET_ENCAPSUIKATED_REQUESTequest and
ENCAPSUIATED_REQUESTasponse messages

$G <>KM:BG NL> <:L>L LN<A:L FNMN:E :NMA>GMB<:MBHG MA> ->LIHG=>K G>>=L MA> :;;BEBMR MH BLLN> BML HPG .+ ( K>!
F>LL:@>L MH MA> ->JIN>LMsHM:BG MK:GLIHKML IKHAB;BM MA> ->LIHG=>K ?KHF :LRG<AKHGHNLER L>G=BG@ HNM =:M: HG
MK:GLIHKM :L>L EBD> MA>L> :K> :==K>LL>= MAKHN@A F>LL:@> >G<:ILNE:MBHG PAB<A IK>L>KO>L MA> KHE>L H? ->JN>L|
:G=->LIHG=>K :L ?:K :.L MA> MK:GLIHKM BL <HG<>KG>=;NM >G:;E>L MA> ->LIHG=>K MH BLLN> BML HPG K>JN>LML MH MA>
->IN>LM>K>LL:@> >G<:ILNE:MBHG BL HGER :EEHP>= BG <>KM:BG L<>G:KBHL :L =>L<KB;>= BG O:KBHNL <E:NL>L BG HMA>
I:KML H? MABL LI><B?B<:MBHG 'HK ¥GMEK> [ .>LLBHG ;:.L>= FNMN:E :NMA>GMB<:MBHG >GEIBQ@NK> |

*IMBFBS>= L>LLBHG ;:L>= FNMN:E :NMA>GMB<:MBHBEENEMK:M> MA> NL> H? MABL L<A>F>

->JN>LM>K BLLN>L : D D K>IN>LM F>LL:@> MH K>MKB>0> :G >G<:ILNE:M>= .+ ( K>JN>LM
F>LL:@> ?KHF MA> ->LIHG=#K> K>LIHGL> MH MABL F>LL:@>BL :G D MA:M >G<:ILNE:M>L MA>
+ (K>IN>LM F>LL:@> ;L B? MA> ->LIHG=>K P>K> :<MBG@ :L : ->IN>LNEK [
"/9) +.0' / 9-,0 ./K>IN>LM F>LL:@> ?HKF:M =>L<KB;>L MA> K>IN>LM F>LL:@> ?HKF:M /A> ->LIHG=>K
LA:EE NL> MA> L:F> .+ ( O>KLBHG MA> ->JN>LM>K NL>=

10.22.1 Encapsulated request f low

/A> >G<:ILNE:M>= K>IN>LM ?EHP LM:KML PBMA MA> ->IN>LM>KDL>G=BG@ : F>LL:@> :G=>G=L
PBMA :G D D MA:M <:KKB>L GH FHK> >G<:ILNE:M>= K>JN>LML /A>D

LA:EE HGER ;> BLLN>= HG<> PBMA MA> >Q<>IMBHG H? K>MKB>L /ABL BB @NH-BEENLMBHE>ABE FNMN:E
:NMA>GMB<:MBHG >Q:FIE>

2A>G MA> ->JN>LM>K BLLN>LD D MA> >G<:ILNE:M>= K>JN>LM ?EHP LA:EE LM:KM OIHG MA>
LN<<>LL?NE K><>IMBHG H? MA>» :G=PA>G MA> >G<:ILNE:M>= K>LIHGL> BL H#A=R>IN>LM>K
LA:EE <HGMBGN> MA> ?EHP ;R BLLNBG@ MB> NKBG@ MABL I>KBH= MA> ->JN>LM>K LA:EE GHM
BLLN> :GR HMA>K F>LL:@> PBMA MA> >Q<>IMBHG H? DD HK
D D $? : ->LIHG=>K K><>BO>L : K>JN>LM HMA>K MA:G D
D D HK D MA> ->LIHG=>K LAHNE= K>LIHG= PBMA :G F>LL:@> H?
kS 0.0)'$"H

10.22.2 Optimized encapsulat ed request f low

/A> HIMBFBS>= >G<:ILNE:M>= K>JN>LM ?EHP BL LBFBE:K MH MA> >G<:ILNE:M>= K>JN>LM ?EHP ;NM PBMAHNM MA> G>>=H
D D /ABL BL ;><:NL> MA> >G<:ILNE:M>= K>JN>LM :<<HFI:GB>L HG> H? MA> >LLBHG .><K>ML

Q<A.G@> K>LIHGL>L MA>K>;R K>FHOBG@ MA> H;EB@:MBHG HG MA> ->JN>bM>K MH BLLN> : 2A>G

MA> ->LIHG=>K BG<EN=>L :G >G<:ILNE:M>= K>JN>LM PBMA : .>LLBHG .><K>ML Q<A:G@> K>LIHGL> MA> HIMBFBS>=

>G<:ILNE:M>= K>JN>LM ?EHP LA:EE LMB®INEK> [*IMBFBS>= L>LLBHG ;:L>= FNMN:E :NMA>GMB<:MBHG >Q:FIE>

2A>G MA> ->IN>LM>K LN<<>LL?NEER K><>BO>L : .>LLBHG .><K>ML Q<A:G@> K>LIHGL> PBMA :G BG<EN=>= >G<:ILNE:M>=
K>IN>LM MA> ->IN>LM>K LA:EE L>GB : D ?M>K IKH<>LLBG@ MA> >G<:ILNE:M>= K>JN>LM /A>
->IN>LM>K LA:EE GHM BLLN> :GR HMA>K K>JN>LML >Q@<>IM ZHK DD :G=
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D $? : ->LIHG=>K K><>BO>L : K>JN>LM HMA>K MA:G D D D HK
D MA> ->LIHG=>K LAHNE= K>LIHG= PBMA :G F>LL:@> H? -*-* S ,0./) '$"#/

IB@NK> [.>LLBHG ;:.L>= FNMN:E :NMA>GMB<:MBHG >IAHBEE :G >Q:FIE> H? L>LLBHG ;:L>= FNMN:E
‘NMA>GMB<:MBHG

Figure 21 N Session-based mutual authentication example
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Requester Responder
| |
I I
- GET_VERSION 3!
! < VERSION |

I
T GET_CAPABILITIES >
< CAPABILITIES
I
I
| NEGOTIATE_ALGORITHMS >
— <€ ALGORITHMS I
I
|
I GET_DIGESTS >
< DIGESTS I
I
| GET_CERTIFICATE —}J-‘
< CERTIFICATE I
I
I
T KEY_EXCHANGE j
< KEY_EXCHANGE_RSP()

-] - — — — — — — — — —+ — —
Session-Based | ) GET_ENCAPSULATED_REQUEST() > T ] ...... K
MUTUAL AUTI'_|/ |

- l ENCAPSULATED_REQUEST (GET_DIGEST)
I Encapsulated

Request

Flow

DELIVER_ENCAPSULATED_RESPONSE (CERTIFICATE)

’—Fi ENCAPSULATED_RESPONSE_ACK () | .................... /
FINISH '

< FINISH_RSP |

I DELIVER_ENCAPSULATED_RESPONSE (DIGEST)
|7—_|(;ENCAPSULATED_RESPONSE_ACK (GET_CERTIFICATE)

IB@NK> [*IMBFBS>= L>LLBHG ;:L>= FNMN:E :NMA>GMB<:MBHGARHLESG >Q:FIE> H? HIMBFBS>= L>LLBHG ;:L>=
FNMN:E :NMA>GMB<:MBHG

Figure 22 N Optimized session-based mutual authentication example
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Requester Responder
1 T

I
H GET_VERSION —T-‘
! VERSION
T GET_CAPABILITIES 4“
CAPABILITIES

A

<
<
I
I
' NEGOTIATE_ALGORITHMS ———,
< ALGORITHMS T
|
I
T GET_DIGESTS —m
< DIGESTS

| GET_CERTIFICATE—TL‘
< CERTIFICATE

T KEY_EXCHANGE >
<— KEY_EXCHANGE_RSP+GET_DIGEST —-J

|Session-Based = DELIVER_ENCAPSULATED_RESPONSE(DIGEST)
IL/IUTUAL AUTI-_|/

JI_ | Optimized
| «€— ENCAPSULATED_RESPONSE_ACK(GET_CERTIFI I Encapsulated
| Request
| | DELIVER_ENCAPSULATED_RESPONSE(CERTIFICATE) —)l | Flow
I
| < ENCAPSULATED_RESPONSE_AGK———— |
L U — ______________'___
I FINISH y o SN A
:{ FINISH_RSP I
Table 83 N GET_ENCAPSULA TED_REQUEST request message format
Byte offset Field Size (bytes) Description
AEE ;> MA>  -$ L =>L<KB;>=BG (

+ (1  >KLBHG O>KLBHG
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Byte offset Field Size (bytes)
->JN>LM->LIHGL> H=>
+KF

+K:F

[35E> [) +.0

Table 84 N ENCAPSULA TED_REQUEST response message format

Byte offset Field Size (bytes)

+(1  >KLBHG

->IN>LM->LIHGL> H=>

+:K:F

+K:F

G<ILNE:M>=->JN>LM 1:KB:;E>

10.22.3 Trigger ing GET_ENCAPSULATED_REQUEST

/ 9-,0 ./ K>LIHGL> F>LL:@> ?HKF:M

Description

AEE ;> H3 D D S>>
[5E> [+ (KSIN>LM <H=>L

> >KO>=

> >KO>=

=> <KB;>L MA> ?HKF:M H? MABL K>LIHGL>

Description

AEE ;> MA> -3
O>KLBHG

‘L =>L<KB;>=BG (

AEE ;> H3N D K>LIHGL>

>> [5E> [+ (KSLIHGL> <H=>L
AEE ;> MA> ->LIHG=>K :EEH<:M>= ->JN>LM $

/ABL ?B>E= LAHNE= ;> NGBJN> MH A>El MA> ->LIHG=>K
F:M<A K>LIHGL> MH K>JIN>LM

> >KO>=

AEE ;> MA> + (->IN>LM (>LL:@>

/A> O:EN> H? MABL ?B>E= LA:EE K>IK>L>GM : O:EB= .+ (
K>IN>LM F>LL:@> /A> E>G@MA H? MABL ?B>E= BL

=>|>G=>GM HG MA> .+ (->JN>LM F>LL:@> /A>
?B>E= LA:EE LM:KM PBMASYJA>  ?B>E= /A>

-$%) ?B>E= H? MARO'/ 0./ LA:EE
> MA> L:F> L MA> -3 H? MA>
D K>LIHGL> HMA
D D :G=

LA:EE ;> BGO:EB=

K>JN>LML :G= MA> ->IN>LM>K LAHNE= K>LIHG= PBMA :G
F>LL:@>H? -** S)3+ / ,0./ B?

MA>L> K>JN>LML :K> >G<:ILNE:M>=

*G<>:L>LLBHG A.L ;>>G >LM:;;EBLA>= MA> ->LIHG=>K FB@AM PBLA MH L>G=: K>JN>LM LRGAKHGHNLER

D K>JN>LM ;NM <:GGHM =N> MH MA> EBFBM:MBHGL H? MA> |IARLB<:E ;NL HK MK:GLIHKM IKHMH<HE $G LN<A:

MA> MK:GLIHKM :G= HK IARLB<:E E:R>K BL K>LIHGLB;E> ?HK =>?BGBG@ :G :E>KMBG@ F><A:@®BIG- ?HK MA> ->JN>LM>K

K><>BOBG@ MA> :E>KM MA> ->JN>LM>K LAIEE BLIIN> :

MH MA> ->LIHG=>K

$? MA> |ARLB<:E MK:GLIHKM <:GGHM =>?BG> :G :E>KMBG@ F><A:GBLF MASMAIN>IM>KMW:& LMBEE NL> MA>

+N;EBLA>=

1>KLBHG

L«



+ 4+ (.I><B?B<:MBHG

>G<:ILNE:M>= K>JN>LM ?EHP :L : IHEEBG@ F><A:GBLF ;R I>KBH=B<:EER I>>G=B®@ MA> F>LL:@>
$? MA> ->LIHG=>K K><>BO>b: D :G=A:L GH K>IN>LM I>G=BG@ MA> ->LIHG=>K LAHNE= K>LIHG=
PBMA :G FSLL:@> H? -*-* S* )$)" 0./,

718 10.23 DELIVER_ENCAPSWATED RESPONSEequest and
ENCAPSUIATED _RESPONSE_@K response messages

L ->IN>LM>K IKH<>LL>L :G >G<:ILNE:M>= K>IJN>LM BM G>>=L : F><A:GBLF MH =>EBO>K ;:<D MA> <HKK>LIHG=BG@

K>LIHGL> /A:M F><A:GBLF LA:EE ;> MA>D D :G= D D F>LL:@>L
1A> D D PAB<ABL :G .+ (K>JN>LM >G<:ILNE:M>L MA> K>LIHGL> :G==>EBO>KL BM MH MA>
->LIHG=>K /A> D D PAB<ABL :G .+ ( K>LIHGL> :<DGHPE>=@>L MA> K><>IMBHG H? MA>

>G<:ILNE:M>= K>LIHGL>

INKMA>KFHK> B? MA>K> :K> :==BMBHG:E K>JN>LML ?KHF Nif&>->IHE=KK LA:EE IKHOB=> MA> G>QM K>JN>LM BG MA>
D D K>LIHGL> F>LL:@>

$G :G >G<:ILNE:M>= K>IN>LM REFHR>IN>LM>K LA:EE GHM L>G=:GR HMA>K K>JN>LML :?M>K MA> LN<<>LL?NE K><>IMBHG |

MA> ?BKLM >G<:ILNE:M>= K>JN>LM PBMA MA> >Q<>IMBH® H? DD HK
[b) $? : ->LIHG=>K K><>BO>L : K>JN>LM HMA>K MA:G D DD HK
D ?M>K MA> LN<<>LL?NE K><>IMBHG H? MA> ?BKLM MA> ->LIHG=>K LAHNE=

K>LIHG= PBMA :G F>LL:@>H? -** S ,0./)'$"#

$? - H? D D BL L>M MidHH HKH3HJ MA>G MABL LA:EE ;> MA> ?BG:E >G<:ILNE:M>= ?EHP
F>LL:@> MA:M MA> ->LIHG=>K LA:EE BLLN> :G= MA> >G<:ILNE:M>= ?EHP LA:EE ;> <HFIE>M>=

/IA> MBFBG@ I:K:F>M>KL ?HK MA> K>LIHGL> LA:EE =>I>G= HG MA> >G<:ILNE:M>= K>JN>LM /ABL >G:;E>L MA> ->LIHG=>K MH
IKH<>LL MA> K>LIHGL> ;>?HK> =>EBO>KBG@ MA> G>QM=BMBHM: EXBG?HKF:MBHG

/5E> [ '$1-9) +.0 / 9- +*). K>IN>LM F>LL:@> ?HKF:M =>| <KB;>L MA> K>JN>LM F>LL:@>
?HKF:M

Table 85 N DELIVER_ENCAPSULA TED_RESPONSE request message format

Byte offset Field Size (bytes) Description
AEE ;>MA>  -$9 ‘L =>L<KB;>=BG (
+(1 >KLBHG
O>KLBHG
AEE ;> H3 D D

->JN>LM->LIHGL> H=>
>IN>LM >>/5E> [+ (KSIN>LM <H=>L

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

Byte offset Field Size (bytes) Description
AEE ;> MA> ->IN>LM $

[A> ->IN>LM>K LA:EE NL> MA> L:F® ./ MA:M
BL -( MA:M P:L IKHOB=>= ;R MA> ->LIHG=>K BG
MA> <HKK>LIHG=BG@ D HK

D D

+K:F

$? MA> O:EN> P:L GHM IKHOB=>= ;R MA> ->LIHG=>K ?HK
>Q:FIE> BG MA> ?BKLM F>LL:@> H? :G HIMBFBS>=
>G<:ILNE:M>= K>IN>LM ?EH®./ LA:EE ;>

+K:F >L>KO>=
AEE ;> MA> .+ (->LIHGL> (>LL:@>

/A> O:EN>H? MABL ?B>E= LA:EE K>IK>L>GM : O:EB= .+ (
K>LIHGL> F>LL:@> /A> E>G@MA H? MABL ?B>E= BL
=>|>G=>GM HG MA> .+ (->LIHGL> F>LL:@> /A>
?B>E=LA:EE LM:KM PBMASYJA> ?B>E= /A>
-$) ?B>E=H? MARO'/ .+*).
G<:ILNE:M>=->LIHGL> 1:KB:;;E> LA:EE ;> MA> L:F> L MA> -$%) H? MA>
D D K>IN>LM HMA
D :G=
D D LA:EE ;> BGO:EB=
K>LIHGL>L :G= MA> ->LIHG=>K LAHNE= K>LIHG= PBMA
:G F>LL:@> H?
SR SIS ). ¢ B? MA>L> K>LIHGL>L
K> >G<:ILNE:M>=

[5E> [) +.0 [ 9-.+%).9 & K>SLIHGL> F>LL:@> ?HKF:M =>L<KB;>L MA> K>LIHGL> F>LL:@>
?HKF:M

Table 86 N ENCAPSULA TED_RESPONSE_ACK response message format

Byte offset Field Size (bytes) Description
AEE ;> MA>  -$) ‘L =>L<KB;>=BG (
+(1  >KLBHG
O>KLBHG
A:EE ;> H3N D D >>

->IN>LM->LIHGL> H=>
/5E> [+ (KSLIHGL> <H=>L

AEE ;> MA> ->IN>LM $

$?) +0/ 0./ BL IK>L>GM :G= B?

+K:F - H3HI MABL ?B>E= LAHNE= <HGM:BG : NGBJN>
GHG S>KH GNF;>K MH A>E|l MA> ->LIHG=>K F:M<A
K>LIHGL> MH K>IN>LM *MA>KPBL> MABL ?B>E= LA:EE ;>
H3HH

+N;EBLA>= 1>KLBHG



+ 4+ (.I><B?B<:MBHG

Byte offset Field Size (bytes) Description

A:EE BG=B<:M> MA> |:RERt=/

$? L>M MBHH GH K>JN>LM F>LL:@> BL >G<:ILNE:M>=
:G=MA>) +0/ ,0./ ?B>E=BL ;;L>GM

$? L>M MBHI MA>) +.0'/ ,0./ ?B>E=
?HEEHPL

+K:F
$? L>M MBHJ : ;RM> ) +.0'/ 0./ ?B>E=
?HEEHPL <HGM:BGBG@ MAH? MA> ->IN>LM>K L
<>KMB?B<:M> <A:BG NL>= ?HK FNMN:E :NMA>GMB<:MBHG /A>
O:EN>BG MABL ?B>E= LAEE ;> ;>MP>>G :G= BG<ENLBO>

EE HMA>K O:EN>L K>L>KO>=

AEE;>MA>L:F>:L -( H? MA>

D D K>IN>LM F>LL:@>
/A> INKIHL> H? MABL ?B>E= BL MH A>El MA> ->IN>LM>K
=BLMBG@NBLA ;>MP>>G G>P K>JN>LML :G= K>MKB>L

<D->JN>LM$

> >KO>= > >KO>=

$? -Q H3HI MA> O:EN> H? MABL ?B>E= LA:EE
K>IK>L>GM : O:EB= .+ (K>IN>LM F>LL:@> /A>
E>G@MA H? MABL ?B>E= BL =>I>G=>GM HG MA> .+ (
->JN>LM F>LL:@> /A> ?B>E= LA:EE LM:KM PBMA MA>
-$) ?B>E= /A> -$% ?B>E= H? MA>
) +.0'/ ,0. LA:EE ;> MA> L:F> L MA>
-.$*) H? MA> D K>LIHGL>
HMA D D :G=
D D LA:EE ;> BGO:EB=
G<:ILNE:M>=->JN>LM 1:KB:;;E> K>IN>LML :G= MA> ->JN>LM>K LA:EE K>LIHG= PBMA :G
F>LL:@>H? --** S)3+ / ,0./ B?
MA>L> K>IN>LML :K> >G<:ILNE:M>=

$? -Q H3HJ MA> O:EN> H? MABL ?B>E= LA:EE <HGM:BG
MA> "/ <HKK>LIHG=BG@ MH MA> <>KMB?B<:M> <A:BG MA>
->JN>LM>K LA:EE NL> ?HK FNMN:E :NMA>GMB<:MBHG /A>
?B>E=LBS> LAEE ;> ;RM>

$? -Q H3HH MABL ?B>E= LA:EE ;> ;;L>GM

728 10.23.1 Additional infor mation

OLBG@ NGBJINe ./ L BL AB@AER K><HFF>G=>= MH :B= MA> ->LIHGZKSBGIBBIBG @ ;>MP>>G K>MKB>L :G= G>P

D D F>LL:@>L 'HK >Q:FIE> B? MA> ->LIHG=>KL>GM:G D D
F>LL:@> PBMA : G>P >G<:ILNE:M>= K>JN>LM :G= MA> F>LL:@> ?:BE>= BG MK:GLFBLLBHG HO>K MA> PBK> MA> ->IN>LM>K
PHNE= L>G=: K>MKR ;NM MA:M K>MKR PHNE= LMBEE <HGM:BG MA> K>LIHGL> MH MA> IK>OBHNL >G<:ILNE:M>= K>IJN>LM

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

=BZ>K>GMo ./ MA> ->LIHG=>K FB@AM FBLM:D> MA> K>MKB>=D ?HK : G>P K>JN>LM
/ABL FBLM:D> FB@AM <:NL> ?NKMA>K FBLM:D>L MH H<<NK

/A> K>LIHGL> MBFBG@ ?HKD D LA:EE A:O> MA> L:F> MBFBG@ <HGLMK:BGML :L MA> >G<:ILNE:M>=
K>IN>LM HK >Q:FIE> B? MA> >G<:ILNE:M>= K>JN>LM BL MA> ->LIHG=>KVHH PHNE= :=A>K> MH
MBFBG@ KNE>L PA>G BM A:L : LN;L>IN>GM K>IN>LM $PAG>=INSKR>K <:G K>MNKG :G F>LL:@> H?

LS .+*). * 4

1A> D D :G= D D F>LL:@>L LA:EE HGER ;> :EEHP>= MH
>G<:ILNE:M> <>KM:BG K>JN>LML BG <>KM:BG L<>G:KBHL 'HK =>M:BEL :;HNM MA>L> <HGBVIK: BV I NLHNEA>
:NMA>GMB<:MBHG:. 490+ / K>IN>LM :G= & 490+ /9 & K>LIHGL> F>LL:@>L <E:NL>L

732 10.23.2 Allowance for encapsulat ed requests

*GER <>KM:BG K>JN>LML <:G ;> >G<:ILNE:M>= BG :GR >G<:ILNE:M>= K¥ANBKMHREKPLIHG=BG@ K>LIHGL>L
BG<EN=BG@ <:G :ELH ;>>G<:ILNE:M>= ==BMBHGVEER> K>JN>LML :K> HGER :EEHP>= BG <>KM:BG ?EHPL :L
=>[.<KB;>= BG O:KBHNL Il:KML H? MABL LI><B?B<:MBHG /ABL <HGLHEB=:M>= EBLM LA:EE ;> MA> K>JN>LML MA:M :K> :EEHP

>G<ILNE:M>=
\%
V D
V D
V D
\% D D
V D
V D D D
V D D

$? : K>JN>LM BL GHM BG MABL EBLM MA> K>JN>LM :G= BML <HKK>LIHG=BG@ K>LIHGL> LA:EE ;> IKHAB;BM>= ?KHF ;>BG@

735 10.23.3 Certain err or handling in encapsulat ed flows

IA>L> <E:NL>L =>L<KB;> LI><B:E >KKHK L<>G:KBHL :G= MA>BK A:G=EBG@ K>JNBK>F>GML

737 10.23.3.1 Response not r eady

$G :G >G<:ILNE:M>= K>IN>LM ?BEHHG=>K <:G BLLN> :G >G<:ILNE:M>= K>IJN>LM MA:M <:G M:D> NM8H> MH
?NE?BEE 2A>G MA> ->IJN>LM>K =>EBO>KE>GL:@> H? --*-* S +%). ¥ 4 MA> ->LIHG=>K LA:EE GHM
>G<:ILNE:M> :GHMA>K K>JN>LM ;R L>MMBGRBEG D D MH : O:EN> H? S>KH /ABE<MBO>ER :G=
G:MNK:EER M>KFBG:M>L MA> >G<:ILNE:M>= K>JN>LM ?EHP

IA> ->LIHG=>K LAHNE= P:BM MA> :FHNGM H? MBF> BG=B<:M>= B&>MA&> ?HK MA> |:KMB<NE:K >KKHK <H=>
2A>G MA> MBF>HNM BL G>:K >QIBK:MBHG MA> ->LIHG=>K LAHNE= I>K?HKF MA> ?HEEHPBG@

/ KB@@>K BML MK:GLIHKM =>?BG>=:E>KM F><A:GBLIGMH. BEBMB: KI>IMASM ?EHP

+N;EBLA>= 1>KLBHG



+ 4+ (.I><B?B<:MBHG

2A>G MA> ->IJN>LM>K BLLN>LD D MA> ->LIHG=>K LAHNE= >G<:ILNE:M> MA>
D D K>JN>LM IHINE:M>= PBMA MA> BG?HKF:MBHG ?KHF MA> |2BMBAINL
R A F>LL:@>

$? MA> ->LIHG=>K =H>L GHM =H MABL MA> ->JN>LM>K <:G =KHI MA> HKB@BG:E K>LIHGL>

741 10.23.3.2 Timeouts

$? MA> ->LIHG=>K BL GHM K><>BOBG@ : K>LIHGL> MH BML >G<:ILNE:M>= K>JN>LM MA> ->LIHG=>K <:G MKB@ @>K BML Mt
=>?BG>=:E>KM F><A:GBLF 2A>G MABL H<<NKL B? MA> ->JN>LM>K BL BG MA> FB==E> H? :G >QBLMBG@ >G<:ILNE:M>= K>
PBMA MA> L:F> ->LIHG=MA>G MA> >QBLMBG@ ?EHP LA:EE M>KFBG:M> :G= MA> ->JN>LM>K LA:EE K>LM:KM MA> >G<:ILNE
K>IN>LM ?EHP

HMA ->LIHG=>K :G= ->JN>LM>K LAHNE= <HFIER PBMA MA> MBFBG@ K>JNBK>F>GMEBGO<KBIXBRS->GML

744 10.24 END_SESSIONequest and END_SESSION_AK response messages

/ABL K>JN>LM LA:EE M>KFBG:M> : L>LLBHG >EEEWESSM>KFBG:MBHG HELNL>

[5E> [)9..$*) KSIN>LM F>LL:@> ?HKF:M :G=/:E> [ G=L>LLBHG K>JN>LM :MMKB;N#¥:kKB;> MABL
?HKF:M

Table 87 N END_SESSION request message format

Byte offset Field Size (bytes) Description
AEE ;>MA>  -$% L =>L<KB;>=BG (
+(1  >KLBHG
O>KLBHG
.A:EE ;> H3 D S>> [GE> [+ (

->JN>LM->LIHGL> H=>
K>JN>LM <H=>L

+K:F >> [3E> [ G=L>LLBHG K>JN>LM :MMKB;NM>L
+K:F ->L>KO>=
Table 88 N End session request attributes

Bit offset Value Field Description

$? MA> ->LIHG=>K LNIIHKML )>@HMB:M>= .M:M> <:<ABG@

)>@HMB:M>= .M:M> E>:KBG@ SI MA> ->LIHG=>K LA:EE IK>L>KO> MA>
$G=B<:MHK <<A>=)>@HMB:M>= .M:M> *MA>KPBL> MABL ?B>E= LA:EE
;> B@GHK>=

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG

Bit offset Value Field
M
)>@HMB:M>= .M:M> E>:K_I§G<
$G=B<:MHK ’
6 7 ->L>KO>= > >KO>=
[5E> [)9..$%9 & KSLIHGL> F>LL:@> ?HKF:M

Table 89 N END_SESSION_ACK response message format

Description

$? MA> ->LIHG=>K LNIIHKML )>@HMB:M>= .M:M> <:<ABG@

D SI MA> ->LIHG=>K LA:EE :ELH <E>:K MA>
<<A>=)>@HMB:M>= M:M> L I:KM H? L>LLBHG
>KFBG:MBHG $? MA>K> BL GH <:<A>=)>@HMB:M>= .M:M> MH
@>:K>: =N> MH : IK>OBHNL K>JN>LM
F>LL:@> PBMA MABL ?B>E=L>M MH MABL ?B>E= LAEE ;>
B@GHK>= $? MA> ->LIHG=>K =H>L GHM LNIIHKM
)>@HMB:M>= .M:M> <:<ABGI® SH MABL ?B>E=
LAEE ;> B@GHK>=

> >KO>=

=>L<KB;>L MA> K>LIHGL> F>LL:@>

Byte offset Field Size (bytes) Description
AEE ;>MA>  -$% L =>L<KB;>=BG (
+ (1  >KLBHG
O>KLBHG
AEE ;> H3N D D S>> [GE> |
->IN>LM->LIHGL> H=>
4 (K>LIHGL> <H=>L
+K:F ->|L>KO>=
+K:F S>L>KO>=
IB@NK> [)9...%$*) IKHMH<HE ?EHP  LAHPL MA>D IKHMH<HE ?EHP
Figure 23 N END_SESSION protocol flow
+N;EBLA>= 1>KLBHG



754

756

+ 4+ (.I><B?B<:MBHG

Requester Responder
1

D & 49 3#)"
’—r‘& 49 3#)" 9-.+

19)$.4 &
Dq 1$)$.49-.+ &

L G:E>L :NMA>GMB<:M>= :Gftﬂﬁ__ﬂ
U >G<KRIM>= =:M: MK:G82%XK |
|

: )9..$%) &
:47) 9..$99 && 4D
|

4.

10.25 Certificat e provisioning

IA>L> <E:NL>L =>L<KB;> MA> K>JN>LM :G= K>LIHGL> F>LL:@>L NL>= ?HK IKHOBLBHGBG@ : =>0B<> PBMA <>KMB?B<:M> </
+KHOBLBHGBG@ H? .EHM LAHNE=HGER ;> =HG> BG : MKNLM>=>GOBKHGF>GM LN<A L : L><NK> F:GN?:<MNKBG@ >GOl

10.25.1 GET_CSR equest and CSR response messages

IA> D K>JIN>LM F>LL:@> LA:EE K>MKB>0> : >KMB?B<:M> .B@GBG@ ->IJN>LM .- ?KHF MA> ->LIHG=>K

->LIHG=>K LA:EE HGER IKH<>LLD K>JN>LM B? BM :EK>:=R IHLL>LL>L :G :IIKHIKB:M> :LRFF>MKB< D>R |:BK ?HK
MA> LB@G:MNK> LNBM> MA:M BL MA> :E@HKBMAFL :G=:LLH<B:M>= [:K:F>M>KL K>JNBK>= ;R MA> K>JN>LM $? FHK> MA:!
LB@G:MNK> LNBM> :K> LNIIHKM>= L>E><MBHG H? MA> :IIKHIKB:M> LB@G:MNK> LNBM> :G= MANL MA> D>R I:BK LA.EE ;>
=>M>KFBG>= OB: MA> FHLM K><>GM K>LIHGL> 0OIHG K><>BOBG®@® : K>JN>LM : ->LIHG=>K LA:EE
@>G>K:M>:G=LB@G : .- ?HK MA> <HKK>LIHG=BG@ IMEB<ID®RE ;> IHINE:M>= PBMA : <HF;BG:MBHG H?
:MMKB;NM>L IKHOB=>= ;R MA> ->JN>LM>K®@B:)MA>  ?B>E=:G= HMA>K :MMKB;NM>L <HGMKB;NM>= ;R MA> ->LIHG=>K
BML>E? /A0 /-)1* ?HKF:M LA:EE <HFIER PBMA MA> +& .  LI><B?B<:MBHG BG LI><B?B<:EER MA>

-I$1$ /$%) ,0 ./ ) ?HKF:M 3G=HK =>?BG>= >QM>GLBHGL LA:EE ;> >G<H=>= MSBG@ MAARI> /A>
->LIHG=>K F:R :EM>K MA> O:EN> H? K>IN>I$>1$%) 0 /)1* ?B>E=LBG./-)"* PA>G @>G>K:MBG@

/ IA> ->LIHG=>K LA:EE K>MNKG :G = F>LL:@> PBMA >KKHK <h=% ,0 ./ B? BM <:GGHM LNIIHKM : ?B>E=
BG<EN=>= BG MAp- ) HK B? MA> O:EN> H? : K>JN>LM>= ?B>E= BL GHM LNIIHKM>= :G= MA> ->LIHG=>K <:GGHM :EM>}
MA> O:EN> H? MA> ?B>E= $? MA> ->LIHG=>K K><>BO>L : GERIN>LM - &$)" " H PABE>:GHMA>K

D K>JN>LM BL HNMLM:G=BG@ &%t B? BL GHM LI><B?B>= MA:M BL BM HBLL>M MH MA>

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

->LIHG=>K <:G >BMA>K HO>KPKBM> MA> >QBLMBG@ K>JN>LM :G= IKH<>LLK#ANEANPHK K>LIHG= PBMA :G

F>LL:@>H? -** S04 $? MA> ->LIHG=>K K><>BO>D: K>JN>LM PABE> :GHMA>K  K>JN>LM BL
HNMLM:G=BG@ :GQ=B# BL LI><B?B>= MA:M BL BM@H? BLL>M MH MA> ->LIHG=>K LA:EE HO>KPKBM> MA>
>QBLMBG@ K>IN>LM :G= IKH<>LL MA> G>K>IN>LM

$? MA> =>0B<> K>JNBK>L : K>L>M MH <HFIBE>M> M&IN>LM MA> =>0B<> LA:EE K>LIHG= PBMAFEGLL:@> H?

-*-* S ./ 0% PBMA$/2J8H@ H? MA>-* | ?B>E=L>M MH : ->LIHG=>K LLB@G=a$)" " BG
MA> K:G@> H?MHO BG<ENLBO> &$)" " L :K>:EEH<:M>=:G= F:G:@>= ;R MA> ->LIHG=$K: ->IN>LM>K BL
L>G=BG@ : G>PD K>IN>LM MA>G MAZ&S$)" " ?B>E= LA:EE ;> L>M M2 MA> ->LIHG=>K K>JNBK>L : K>L>M
MH IKH<>LL : D K>IJN>LM ;NM =H>L GHM A:O> :GR :O:BE:;E$" " L BM LA:EE K>LIHG= PBMA :G
F>LL:@>H? --*-* S0.4 ?M>K MA> ->LIHG=>K A:L IKH<>LL>= MA> K>L>M MA> ->IJN>LM>Kh>G=LK>IJN>LM
PBMAs/?M8K@ BG - (J L>M MH MA> &$)" " MA:M MA> ->LIHG=>K IKHOB=>= BG MA> <HKK>LIHG=BG@

K>LIHGL> PAB<A LB@G:EL MH MA> ->LIHG=>K MH L>G&MIMESL> :LLH<B:M>= PBMA MA> IK>OBHNL K>JN>LM ?M>K :
->IN>LM>K A:L K>MKB>0>=: K>LIHGL> ?KHF : IK>OBHNh K>IN>LM MA> ->LIHG=>K <:G =BL<:K=:GR

‘LLH<B:M>= .- =M: :G=K>NL> MA> - &$)" " $? MA> ->IN>LM>K L>G=LD K>JIN>LM PBMA : GHG S>KH
- &) " MA:M MA> ->LIHG=>K =B= GHM @>G>K:M> MA> ->LIHG=>K LA:EE >BMA>K K>LIHG=EB@* &
-*-*S)3+/ 0. HK =KHI MA> K>IN>LM

/A> :MMKB;NM>L H? MA> K>LNEMBG@ .- :G= MA>BK O:EN>L LA:EE <HFIER PBMA MA> <E(N=HMR2B=<GA>= BG
K>INBK>F>GML :G= K><HFF>G=:MEHGA>D K>IN>LM <HG?HKFL MH18A» FH=>E MA> K>LNEMBG@ .-
LAEE ;> ?HK : >OB<> >KMB?B<:M> $ MA>K>IN>LM <HG?HKFL MHsMA> FH=>E MA>K>LNEMBG@ .- LA:EE
> ?HK : >OB<> >KMB?B<:M> $? MA> K>JIN>LM <HG?HKFL MH) A FH=>E MA>K>LNEMBG@ .- LA:EE
;> ?HK : ">G>KB< >:? >KMB?B<:M>$=>GMBMR IKHOBIZBHGBE® =>M:BEL

[5E> ["/9 .- KSIN>LM F>LL:@> ?HKF:M LAHPL MA> D K>IN>LM F>LL:@> ?HKF:M
[:E> [ .- KSLIHGL> F>LL:@> ?HKF:M  LAHPL MA>  K>LIHGL> F>LL:@> ?HKF:M

IB>E=L ?KHF / <HGM:BG>= BG : LN<<>LL?NE>LIHGL> :K> :LL>F;E>= BGMH : <>KMB?B<:M> :G= LAHNE= ;> LB@G>=
;R :G :IIKHIKB:M> >KMB?B<:M> NMANKBMRBEL H? MA> +N;EB< &>R $G?K:LMKN<MNK> NL>= MH O>KB?R :G=LB@G MA> .-
:G= F:.D> MA> ?BG:E <>KMB?B<:M> :0:BE:;E> ?HK IKHOBLBHGBG@ :K> HNMLB=> MA> L<HI> H? MABL LI><B?B<:MBHG

Table 90 N GET_CSR request message format

Byte offset Field Size (bytes) Description
AEE ;>MA>  -$% L =>L<KB;>=BG (
+ (1  >KLBHG
O>KLBHG
AEE ;> H3 D S>> [GE> [+ (

->JN>LM->LIHGL> H=>
K>IN>LM <H=>L

&>R+:BK$ /A> O:EN>H? MABL ?B>E= LA:EE ;> MA> D>R

:BK$ B=>GMB?RBG@ MA> =>LBK>=:LRFF>MKB< D>R |:BK MH
+K:F NL>BG @>G>K:MBG@ MA> .-06D D BL

?:EL> MA> O:EN> LA:EE ;> S>KH HMA>KPBL> MA> O:EN>

LA:EE ;> GHG S>KH

->JN>LM MMKB;NM>L .A:EE ;> MA> ?HKHM .:L
K>JN>LM :MMKB:#HABG>L

+K:F

+N;EBLA>= 1>KLBHG



+ 4+ (.I><B?B<:MBHG

Byte offset Field Size (bytes) Description
A:EE ;> MA> E>G@MA H2MA3* ?B>E=BG
->JIN>LM>K$G?H'>G@MA ;RM>L IKHOB=>= ;R MA> ->JN>IABK?B>E= <:G ;>
H
A:EE ;> MA> LBS> H? MA® / ?B>E= MA:M ?HEEHPL
*[:JIN> :M:">G@MA BG ;RM>L /A> O:EN> LAHNE= GHM ;> @K>:M>K MA:G
;JRM>L A:EE ;>H B? GH-,0 / BL IKHOB=>=

A:EE ;> MA> HIMBHG:E BG?HKF:MBHG IKHOB=>= ;R MA>

->IN>LM>K$G?H 0./ -)* )
->JN>LM>KABL ?B>E= LAEE ;> ->G<H=>=

IA> ->IN>LM>K <:G BG<EN=> O>G=HK LI><B?B<
BG?HKF:MBHG ?HK MA> ->LIHG=>K MH @>G>K:M> MA> .-
*:IN> :M: +.0 /) IABL ?B>E= BL HIMBHG:E $? IK>L>GM MABL ?B>E= LA:EE
<HG?HKF MH MA> L>E><M>= HI:JN> =:M: ?HKF:M BG
B (I8

0= ) )

Table 91 N Get CSR request attributes

Bit offset Field Description

/ABL ?B>E= BG=B<:M>L MA> =>LBK>= <>KMB?B<:M> FH=>E H? MA> .- /A>
O:EN> :G=?HKF:M H? MABL ?B>E= LA:EE ;> MA>1*F>:L BG

6 7 - >KM(H=>E
>KMB?B<:M> B@?HD D D BL MKN> :G£-2-$/ BL
GHM L>M MA> O:EN> LA:EE GHM ;> S>KH
$? MA> ->JN>LM>K BL K>IN>LMBG@ : IK>OBHNLERK>JIN>LM>=
6 7 - | Ki<DBG@ ?M>K : K>L>M A:L <HFIE>M>= MABL ?B>E= LA:EE <HGM:BG MA>
- &P " H? MA> LLH<B:M>B& K>IN>LM
> >KO>= ->L>KO>=
$? L>M MA> ->LIHG=>K LA:EE LMHI IKH<>LLBG@ :GRD>QBLMBG@
*O>KPKBM> K>JN>LM :G= HO>KPKBM> BM PBMA MABL K>JN>LM :G= MA> ->LIHG=>K LA:EE
=BL<:K=:EE IK>OBHNLER @>G>Kap= L
1A> P ?B>E="BG- K>IN>LM :MMKB;NM>RA>EIL MA> ->LIHG=>K =>M>KFBG> MA> <HGM>GM H? MA> .- HK
>Q:FIE> B? MA> -/* ' BG=B<:M>L : =>0B<> <>KMB?B<:M> FH=>E MA> ->LIHG=>K F:R :== :==BMBHG:E *$ L LN<A :L

MAHL> *$ L =>?BG>= BG MABL LI><B?B<:MBH@G* $? MA> BG=B<:M>L :G :EB:L <>KMB?B<:M> FH=>E MA> ->LIHG=>K L>ML
MA> <HGLMK:BGM MHBG MA> .-

Table 92 N CSR response message format

Byte offset Field Size (bytes) Description
AEE ;> MA>  -$) L =>L<KB;>=BG (
+(1  >KLBHG
O>KLBHG
.A:EE ;> H3N S>> [GE> [ (

->JN>LM->LIHGL> H=>
K>LIHGL> <H=>L

1>KLBHG +N;EBLA>=



769

+ (.I><B?B<:MBHG +

Byte offset Field Size (bytes) Description
+K:F >L>KO>=
+K:F ->L>KO>=
->G@MA AEE ;> MA> E>G@MA H? MA> BG ;RM>L
>L>KO>= > >KO>=

AEE ;> MA> K>IN>LM>= <HGM>GML H? MA> .- /ABL

=M )--/#
?B>E=LAEE ;> ->G<H=>=

1A> / ?HKF:M LA:EE <HFIER PBMA MA> +& . LI><B?B<:MBHG BG LI><B?B<:EER MA>

-I1$'$ 1$*) 0./ ?HKF:M 2A>G MA> ->LIHG=>K LNIIHKML FNEMBIE> :LRFF>MKB#® D>>Ri BL MKN>
BG MA> .+ (<HGG><MBHG MA¢/0'$ 4)* 'L =>7?BG>=BG LA:EE <HGM:BG O:EN>L <HGLBLM>GM PBMA MA>
K>IN>LM>=:LRFF>MKB< D>R |:Bl§- BG MA> <HKK>LIHG=BG@ K>JN>LM

10.25.2 SET_CEHRIFICATE request and SET_CERIFICATE_RSP esponse messages

IHK .EHM |IKHOBLBHGBG@ MA> ->JN>LM>K LAHNE=BLLN> HGER BG : MKNLM>= >GOBKHGF>GM LN<A L :

L><NK> F:GN?:<MNKBG@ >GOBKHGF>GM 'HKLEHML B? MA>IKHOBLBHGBG@ A:lI>GL BG : MKNLM>= >GOBKHGF>GM \
->JN>LM>K LAHNE= BLLK> BGLB=>: L><NK> L>LLBHG $? MA> IKHOBLBHGBG@ ?HK LEHML BL =HG> HNMLB-=:
: MKNLM>= >GOBKHGF>GM MA> ->JN>LM>K LAEE BLLN>  BGLB=>:L><NK>L>LLBHG (NMN:E :NMA>GMB<:MBHG

:G= HK HMA>K F>:GL ?HK <A><DBG@ MA> :NMAHKBS:MBHG H? MA> ->IN>LM3K MA:M BLLN>H>NN>LM LAHNE=

;> I>K?HKF>= ->JN>LM>K :NMAHKBS:MBHG BL HNMLB=> MA> L<HI> H? MABL LI><B?B<:MBHG /A> =>0B<> FB@AM K>JNBK>
<HFIE>M> MA>D K>IN>LM IHM>GMB:EER LH MA:M MA> =>0B<> <G @>G>KMMB?B<:M>L NLBG@

EHP>K ?BKFP:K> E:R>KL $? MA> =>0B<> K>JNBK>L : K>L>M MHXHFIE>M> MAK>JN>LM MA>G MA> =>0B<> LA:EE
K>LIHG=PBMA :G F>LL:@>H? -** S ./ ,0$- 2A>G ./ ,0%- BL I>G=BG@ :G= MA> =>0B<>

K><>BO>L : G>PD K>IN>LM ?HK MA> L:F> LEHM GMA;:>K>0B<> LA:EE HO>KPKBM> MA>/*QBLMBG@

:G= IKH<>LL MA> G>PD K>IN>LM $? MA> =>0B<> M>FIHK:KBER <:GGHM PKBM> MH : LEHM BG<EN=BG@ BG M
PA>G BM K><>BO>L HO>KE:IIBG@ K>JN>LML ?KHP=R2GM ->IN>LM>KL MA>G MA> =>0B<> LA:EE K>LIHG=

PBMA .G F>LL:@>H? -** S0.4

$?$/0 H? D - BL L>M MHMA> ->LIHG=>K LA:EE >K:L> MA> <>KMB?B<:M> <A:BG IK>L>GM BG MA> LEHM
B=>GMB?B>= ;R ;BML6 O H? -l :G= K>IHKM BM :L NGIHINE:M>= NGMBE BM BL K> IKHOBLBHG>= $? MA>
HI>K:MBHG <HFIE>M>L LN<<>LMNEERIHG=>K LA:EE K>LIHG=PBMA: D K>LIHGL> F>LL:@> PBMA

;BML6 7 H?-( B=>GMB?RBG@ MA>H? MA> LEHM MA:M P:L >K:L>= $? MA> HI>K:MBHG ?:BE>= MA> ->LIHG=>K LA:EE
K>LIHG= PBMA :G F>LL:@>H? -** S+-/$%) ¢

2A>G : K>L>M BL K>INBK>= ?HK : [>G=BG@ IK:BOBHNL K>IN>LM :G= MA> =>0B<> K><>BO>L :
D K>JN>LM ?HK : I>G=BG@ LEHM HK : K>JN>LM MA> =>0B<> LA:EE K>LIHG= PBMA :G
-*-* S [ ,0%- K>LIHGL>

/5E> .19 - /$!'$ | K>IN>LM F>LL:@> ?HKFDMHPL MA> D K>IN>LM F>LL:@> ?HKF:M

/:E> [ .N<<>LL?NE./9 - /$!$  /9-.+ K>LIHGL> F>LL:@> ?HKF:M LAHPL MA> D D
K>LIHGL> F>LL:@> ?HKF:M

+N;EBLA>= 1>KLBHG



Table 93 N SET_CERTIFICA TE request message format

Byte offset Field

+(1 >KLBHG

->JN>LM->LIHGL> H=>

+:K:F

+K:F

>KM A:BG 1:KB:;E>

Table 94 N Set certificate request attributes

Bit offset Field

6 7 .EHM$

6 7 >M >KM(H=>E
K:L>

Size (bytes)

4+ (.I><B?B<:MBHG

Description

AEE ;> MA> -3
O>KLBHG

L =>L<KB;>=BG (

AEE ;> H3 D
A+ (K>IN>LM <H=>L

>> [GE> |

->IN>LM :MMKB;NM>L .A:EE ;> MA> ?HKF:MLMK:M MA>
<>KMB?B<:M> K>JN>LM :MMKB#VBGHL ;E>

&>R+:BK$ /A> O:EN>H? MABL ?B>E= LA:EE ;> MA> NGBJN>
D>R I:BK GNF;>K B=>GMB?RBG@ MA> =>LBK>= :LRFF>MKB<
D>R I:BK MH :LLH<B:M> PBMA  $? LNIIHKM ?HK

FNEMBIE> :LRFF>MKB< D>RLD D BL

?:EL> MA> O:EN> H? MABL ?B>E= LA:EE ;> S>KH

\A:EE ;> MA> <HGM>GML H? MA> M:K@>M <>KMB?B<:M> <A:BG
L LI><B?B>= B&KMB?B<:M>L :G= <>KMB?B<:M> <A:BGL
PBMA MA> :==BMBHG:E K>JNBK>F>GM MA:M BM BG<EN=> MA> KHHN
<>KMB?B<:M> $? MA> ->LIHG=>K NI$>L-MA>
FH=>E D D sl BG BML
K>LIHGL> :G= / -/* BL L>M M$i. -/
MABL ?B>E= LA:EE <HGM:BG : :KMB:E <>KMB?B<:M> <A:BG ?KHF
MA> KHHM MH MA> >0B<> >KMB?B<:M> $? MA>
0./ 1-$0/. ;BM BL L>M MABL ?B>E= LA:EE
> L>GM

Description

IA> <>KMB?B<:M> LEHM PA>K> MA> G>P <>KMB?B<:M> BL PKBMM>G /A> O:EN>
BG MABL ?B>E= LA:EE ;> ;>MP>>G :G= BG<ENLBO>

/ABL ?B>E= BG=B<:M>L MA> <>KMB?B<:M> FH=>E H? MA> <>KMB?B<:M> <A:BG
/A> O:EN> :G= ?HKF:M H? MABL ?B>E= LA:EE ;> MA>F> :L
BG>KMB?B<:M> BERMA> <>KMB?B<:M> <A:BG P:L ?HKF>= PBMA
BG?HKF:MBHG ?KHF :K>LIHGL> MA> O:EN> BG MABL ?B>E= LA:EE
F:M<A MA> O:EN> BG MA> * ?B>E= ?KHF MA> <HKK>LIHG=BG@
D K>JN>LM $?D D D BL MKN> :G= BL GHM
L>M MA> O:EN> LA:EE GHM ;> S>KH

$? L>M MA> <>KMB?B<:M> <A:BG BG MA> <>KMB?B<:M> LEHM B=>GMB?B>= ;R ;B
6 7LAEE ;> =>E>M>= ==BMBHE2BEBL ;BM BL L>M #MA>
?B>E= LAEE ;> ;;L>GM :G= MA> O:EM>/H? LA:EE ;> S>KH

/A> ->LIHG=>K LAHNE= O>KB?R MA:M <HGM>GML H? MA> <>KMB?B<:M> <A:BG F>>M MA> K>JNBK>F>GML BG MABL LI><B?E
K>IN>LM>= <>KMB?B<:M> FH=>E :G=$2>BMBK>L GHM MA> ->LIHG=>K LA:EE K>M:BG MA> <NKK>GM <>KMB?B<:M> BG MA>

K>JIN>LM>=/ B? IK>L>GM $?-:G

HI>K:MBHG H<<NKL H :

MA:M =H>L GHM <HGM:BG : <>KMB?B<:M> HK MA>

1>KLBHG

+N;EBLA>=



779

+ (.I><B?B<:MBHG +

K>IN>LM <HGM:BGL BGO:EB= l:K:F>M>KL MA> ->LIHG=>K LA:EE K>LIHG= FBMUIA @> HK LBE>GMER =BL<:K= MA>
K>IN>LM

Table 95 N Successful SET_CERTIFICA TE_RSP response message format

Byte offset Field Size (bytes) Description
AEE ;>MA>  -$% L =>L<KB;>=BG (
+(1 >KLBHG
O>KLBHG
A:EE ;> H3N D D >> [ E>

->IN>LM->LIHGL> H=>
[ .+ (K>LIHGL> <H=>L

BM6 7 ->L>KO>=

BM6 7 .AEE ;> MAX/ PA>K> MA> G>P
<>KMB?B<:M> BL PKBMM>G /A> O:EN> BG MABL ?B>E= LA:EE ;>

+KIF MA> L:F>:L =/ BG <HKK>LIHG=BG@
D ->IN>LM $? MA> ;BMBL L>M BG
MA> 0./ /-$0/ . ?B>E= MABL ?B>E= LA:EE <HGM:BG

MA> "/ H? MA> LEHM MA:M P:L >K:L>= /A> O:EN> BG
MABL ?B>E= LAEE ;> ;>MP>>G :G= BG<ENLBO>

+K:F ->L>KO>=

10.26 Large SPDM message transfer mechanism

E:K@> .+ (F>LL:@>BL :G .+ ( F>LL:@> PAHL> LBS> BL >BMA>K @K>:M>K MA:G MA>$5 H? MA>
K><>BOBG@ .+ ( >G=IHBGM HK @K>:M>K MA:G MA> RHK GBEBMITNRA> L>G=BG@ .+ ( >G=IHBGM /A>L> <E:NL>L
IKHOB=>: MK:GLIHKM :@GHLMB< F><A:GBLF MH MK:GL?>K E:K@> .+ ( F>LL:@>L /ABL F><A:GBLF PBEE ;> NL>= HGER B? M,
LBS> H? :G .+ ( F>LL:@> >Q<>>=L >BMA>K MA>).! - $5 H? MA> K><>BOBG@ .+ ( >G=IHBGM HK MA> MK:GLFBM
;N??>K LBS> H? MA> L>G=BG@ .+ ( >G=IHBGM ==BWBHRBKEERIHKM F:R IKHOB=> :G :EM>KG:MBO> F>MAH= MH MK:GL?>K
E:K@> .+ (F>LL:@>L 'HK .+ (F>LL:@>L MA:M :K> E>LL MA:G HK >JN:E MH ;HMA MA»- $5 H? MA>
K><>BOBG@ .+ ( >G=IHBGM :G= MA> MK:GEHBMBSI? H? MA> L>G=BG@ .+ ( >G=IHBGM MA> L>G=BG@ .+ ( >G=IHBGM
LA:EE GHM NMBEBS> MABL MK:GL?>K F><A:GBLF

/ABL MK:GL?>K F><A:GBLF =BOB=>L : EEK@> .+ ( F>LL:@> BGMH LF:EE>K ?K:@F>GML <:EE>= <ANGDL /A><ANGDL LA:EE ;>
GNF;>K>=:G= LAEE ;> MK:GL?>KK>= BG L>JN>G<> /A> <ANGDL :G= MA>BK L>IJN>G<> H? MK:GL?>K :K> =>L<KB;>= MANL

V /A> ?BKLM <ANGD LA:EE ;> LLB@G>=: GNF>KB< O:EN>H? MA> L><HG=<ANGD LA:EE ;> :LLB@G>=: GNF>KB< O:EN> |
MA> MABK= <ANGD LA:EE ;> .LLB@G>=: GNF>KB< O:EN>H? :G=MABL I:MM>KG LA:EE <HGMBGN> NI MH :G= BG<EN=E
E:LM <ANGD :<A H? MA>L> GNF>KB< O:EN>L BL <:EE>=: <ANGD L>JN>G<> GNF;>K

V /A> ?BKLM <ANGD LA:EE <HGM:BG MA> ?BKLM L>M H? ;RM>L H? MA> EXK@> .+ ( F>LL:@> MA> L><HG= <ANGD LA:EE <F
MA> L><HG= L>M H? ;RM>L MA> MABK=<ANGD LA:EE <HGM:BG MA> MABK= L>M H? ;RM>L :G= MABL I:MM>KG LA:EE <}
:G=BG<EN=BG@ MA> E:LM <ANGD

V EE <ANGDL LA:EE K>IK>L>GM :EE ;RM>L H? MA> E:K@> .+ ( F>LL:@> PBMAHNM :EM>KBG@ MA> F>LL:@> BG :GR P:R

V /A> L>IN>G<> H? MK:GL?>K LA:EE LM:KM PBMA <ANGD L>JN>G<> GNF;>K :G=LA:EE <HGMBGN> PBMA L>JN>GMB:EER
BG<K>:LBG@ <ANGD L>JN>G<> GNF;>KL NI MH :G= BGKEN=BG@ MA> E:LM <ANGD

+N;EBLA>= 1>KLBHG



+ 4+ (.I><B?B<:MBHG

V /A> <ANGD>= MK:GL?>K LA:EE GHM ;> BGM>KKNIM>= ;R :GR <HFF:G=L MA:M :K> GHM |:KM H? MA> <ANGD MK:GL?>K
L>IN>G<> PBMA MA> >Q<>IMBHG H? /A> ->LIHG=>K LA:EE K>MNKG MA> >KKHK
-*-*S)3+/ 0. B? :G NG>QI><M>= <HFF:G= BL K><>BO>= =NKBG@ MA> <ANGD>=MK:GL?>K
BL BGO:EB= HK <HKKNIM>= MA> ->JN>LM>K F:R K><>BO> <HKK>LIHG=BG@ SKK#IKo<H=>L
-** S -$N)S$.(/# >M<  /A>L> >KKHK <H=>L LA:EE GHM BGM>KKNIM MA> <ANGD MK:GL?>K L>JN>G<> PBMA
>Q<>IMBHG H? MA> >KKHK<HS> -4+/ --*-

V D D :G= MA>BK <HKK>LIHG=BG@ ->LIHGL>L LA:EE ;> NL>= MH MK:GL?>K MA>L> <ANGDL
IA>  #0)& ,* ?B>E=L BG=B<:M> MA> <ANGD L>JN>G<> GNF;>K ?HK : @BO>G <ANGD

JA> K>IN>LML :G= K>LIHGL>L PAB<A MA>L> <E:NL>L =>?BG> A:G=E> MA> MK:GL?>K H? >:<A <ANGD

784 10.26.1 CHUNK_SEND equest and CHUNK_SEND_ACK response message

IA> D K>JN>LM :G=MA>D D K>LIHGL> LA:EE ;> NL>= MH L>G=: K>JN>LM MH :G .+ (>G=IHBGM
PA>G MA> LBS> H? MA> K>IN>LM BL @K>:M>K MA:G »BMA>K MA> H? MA> K><>BOBG@ .+ ( >G=IHBGM HK MA>
MK:GLFBM?MR LBS> H? MA> L>G=BG@ .+ ( >G=IHBGM

/B> [ #0)&9.) K>IN>LM ?HKF:M =>L <KB;>L MA> ?HKF:M ?HK MA> K>JN>LM
/E> [ ANGD L>G=>K :MMKB;NM=£L<KB;>L MA> <ANGD L>G=>K :MMKB;NM>L

Table 96 N CHUNK_SEND request format table

Byte offset Field Size (bytes) Description
AEE ;> MA>  -$ L =>L<KB;>= BG (
+(1  >KLBHG
O>KLBHG
AEE ;> H3PM D K>IN>LM >¥5E> [

->IN>LM->LIHGL> H=>
4 (K>IN>LM <H=>L

AEE ;> MA> ->IN>LM MMKB;NM>L:;B> |
ANGD L>G=>K :MMKB;NM>L

+K:F

.A:EE ;> MA> A:G=E> /ABL ?B>E= LAHNE= NGBJN>ER
B=>GMB?R MA> MK:GL?>K H? : EXK@> .+ ( F>LL:@> /A>
O:EN> H? MABL ?B>E= LA:EE ;> MA> L:F> ?HK :EE <ANGDL H?
MA> L:F> EEK@> .+ (F>LL:@> /A> O:EN>H? MABL

+K:F ?B>E= LAHNE= >BMA>K L>JN>GMB:EER BG<K>:L> HK
L>IN>GMB:EER =><K>:L> PBMA >:<A E:K@> .+ (
F>LL:@> :G= PBMA MA> >QI><M:MBHG MA:M BM PBEE PK:l
:KHNG= :?M>K K>:<ABG@ MA> F:QBFNF HK FBGBFNF
O:EN> K>LI><MBG¥ERABL ?B>E=

.A:EE B=>GMB?R MA> <ANGD L>JN>G<> GNF;>K

ANGD.>J)H
‘LLH<B:M>= PBMA#0)&

> >KO>= > >KO>=

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG

Byte offset Field Size (bytes)
ANGD.BS>
"K@>(>LL:@>.BS> H HK
H .+ (<ANGD 1:KB:;E>

Table 97 N Chunk sender attributes

Description

A:EE BG=B<:M> MA> LBS*H& >> ==BMBHGE
<ANGD MK:GL?>K K>JNBK>F>GML

A:EE BG=B<:M> MA> LBS> H? MA> EK@> .+ ( F>LL:@>

;>BG@ MK:GL?>KK>= /ABL ?B>E= LA:EE HGER ;> IK>L>GM

PA>G #0)& ,* BL S>KH :G= LA:EE A:O>: GHG S>KH

O:EN> /A> O:EN> H? MABL ?B>E= LA:EE ;> @K>:M>K MA:G MA>
/-).-$5 H? MA> K><>BOBG@ .+ ( >G=IHBGM

A:EE <HGM:BG MA> <ANGD H? MA> E:K@> .+ ( K>IN>LM
F>LL:@> :LLH<B:M>= PBM#)& , *

Bit offset Field Description
$? L>M MA> <ANGD BG=B<:kp& ;R LA:EE
LM ANGD K>IK>L>GM MA> E:LM <ANGD H? MA> EXK@> .+ (
F>LL:@>
6 7 ->L>KO>= ->L>KO>=
/E> [ #0)&9.)9 & KSLIHGL> F>LL:@> ?HKF:M =>L<KB;>L MA> ?HKF:M ?HK MA> K>LIHGL>
Table 98 N CHUNK_SEND_ACK response message format
Byte offset Field Size (bytes) Description
AEE ;>MA>  -$% L =>L<KB;>=BG (
+(1 >KLBHG
O>KLBHG
H3HM D D K>LIHGL> >>/E> |

->JN>LM->LIHGL> H=>

+K:F

+K:F

ANGD.>J)H

.+ (K>LIHGL> <H=>L

AEE ;> MA> ->LIHGL> :MMKB;NM>L/ - [
ANGD K><>BO>K :MMKB;NM>L

A:EE <HGM:BG MA> A:G=E> ?KHF MA> <HKK>LIHG=BG@

D K>JN>LM /ABL ?B>E= LAHNE= NGBJN>ER
B=>GMB?R MA> MK:GL?>K H? : E:K@> .+ ( F>LL:@> /A>
O:EN> H? MABL ?B>E= LA:EE ;> MA> L:F> ?HK :EE <ANGDL H?
MA> L:F> .+ (F>LL:@>

AEE ;> MA>LIF> L #0)& ,* BG MA>
<HKK>LIHG=BG@ K>IN>LM

+N;EBLA>=

1>KLBHG



+ 4+ (.I><B?B<:MBHG

Byte offset Field Size (bytes) Description

A:EE ;> IK>L>GM HG MA> E:.LM <ANGD MA:M BL PA>G
[ #0)& BLL>M HK PA>G MA>-*- | /

;BM BG (1 BL L>M /ABL ?B>E= LA:EE <HGM:BG MA>

K>LIHGL> MH MA> EXK@> .+ (K>IN>LM F>LL:@>

2A>G MA> 4 -+ | | :BMBG (I BL L>M

MABL ?B>E= LA:EE <HGM:BG :BLL:@>

->LIHGL>/ H:K@>->JN>LM 1:KB:;E>

/E> [ ANGD K><>BO>K :MMKB;N##tl<KB;>L MA> <ANGD K><>BO>K :MMKB;NM>L

Table 99 N Chunk receiver attributes

Bit offset Field Description

$? L>M MA> K><>BO>K H? : EEK@> .+ (
K>JIN>LM F>LL:@> =>M><M>=:G >KKHK BG
MA> ->JN>LM ;>?HK> MA> E:LM <ANGD P:L
K><>BO>= $? L>M MA> L>G=>K H? MA> E:K@>
+ (K>IN>LM F>LL:@> LAEE

‘KER KKHK >M><M>= M>KFBG:M> MA> MK:GL?>K H? :GR K>F:BGBG@
<ANGDL ?M>K :==K>LLBG@ MA> BLLN> MA>
L>G=>K H? MA> ?:BE>= EXK@> .+ (
K>IN>LM F>LL:@> <:G MK:GL?>K MA>
?BQ>= EXK@> .+ (K>IN>LM F>LL:@> L
: G>P MK:GL?>K

6 7 ->L>KO>= ->L>KO>=
/E> [ #0)&9.)9 & KSLIHGL> F>LL:@> ?HKF:M =>L<KB;>L MA> ?HKF:M ?HK MA> K>LIHGL>
0IHG K><>IMBHG H? MA> E:LM <ANGD MA> K><>BOBG@ .+ ( >G=IHBGM LA:EE K>LIHG= PBMA MA> K>LIHGL> <HKK>LIHG=B
E:K@> .+ (K>IN>LM F>LL:@> BG+*). * -" 0./ $? IE:<BG@ MA> K>LIHGL»RBG - 0./
<:NL>L MA>LBS>H? MA> D MH >Q<>>= MA>).! - $5 MA> K><>BOBG@ >G=IHBGM LA:EE BGLM>:=
K>LIHG=MH D PBMA :G F>LL:@>H? -** S - +%). G F>LL:@> H?

- T LA:EE GHM ;> :EEHP>=B§ * -* 0./ F>LL:@>L PBMA HMA>K >KKHK <H=>L
<G >IEx<>=BG .+%.*-" 0. MH =BLMBG@NBLA ;>MP>>G :G>LL:@> MH MA>D K>JIN>LM :G=
G F>LL:@> MA:M BL : K>LIHGL> MH MA> E:K@> .+ (K>IJN>LM F>LL:@>
$G MA> <:L> PA>K> MA> LBS> H? MAD> F>LL:@> BL @K>:M>K MA:G.! - $5 ‘NM MA> LBS> H?

A¥). xS0 BL E>LL MA:G-).! - $5 MA> ->LIHG=>K PBEE <ANGD : F>LL:@> PAHL> LBS> BL E>LL
MA:G / -).I-$5
IB@NK> ["K@>./9 - /$'$ | >Q:FIE> BEENLMK:M>L MA>L>G=BG@ H?: EEK@> .+ (K>IN>LM F>LL:@> MH :
->LIHG=>K

Figure 24 N Large SET_CERTIFICA TE example

1>KLBHG +N;EBLA>=
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Requester Responder
|

(DataTransferSize 266 Bytes)
I
CHUNK_SEND |

Handle 5

Chunk Sequence 0 —
Chunk Size 250 Bytes

Large Message Size 800 Bytes

SPDM Header

Chunk 0 Data

!
!
! !
L., !
! !
| |CHUNK_SEND_ACK !
Chunk 1 | Handle 5 L
7777777777 | Chunk Sequence 0 |
! !
! !
I~ !
!
!
!
)

CHUNK_SEND
Handle 5

Chunk Sequence 1 >
Chunk Size 254 Bytes
Chunk 1 Data

Chunk 3

CHUNK_SEND_ACK
Handle 5
Chunk Sequence 1

Large SET_CERTIFICATE Message

Total Message Size = 800

Chunk Size is DataTransferSize minus =

the sizes of all the fields (except for SPDMchunk) of
CHUNK_SEND_REQUEST. Thus, 266 - 12 = 254 bytes.

CHUNK_SEND

|
|
I
|
! \
I - |
! \
‘ \
| Handle 5 |
| Chunk Sequence 3 ,‘
|

|

|

|

Last Chunk
Chunk Size 42 Bytes

Chunk Sequence 0 contains an extra field. Thus,
the Chunk Size for the first chunk is 266 - 16 = 250 bytes.

SPDM Header

Chunk 3 Data

|

|
CHUNK_SEND_ACK |
Handle 5

“— Chunk Sequence 3 — Pis
I Last Chunk ST

! Response: SET_CERTIFICATE_RSP

SET_CERTIFICATE_RSP

800 10.26.2 CHUNK_GH request and CHUNK RESPONSE esponse message

D K>IJN>LM :G= D K>LIHGL> LA:EE ;> NL>= MH K>MKB>0> : "K@> .+ ( ->LIHGL> ?KHF :G .+ (
>G=IHBGM PA>G MA> LBS> H? MA> ->LIHGL> BL @K>:M¥K MA$G MA>  H? MA> .+ (>G=IHBGM K><>BOBG@ MA>
->LIHGL> HK MA> MK:GLFBMINBS> H? MA> .+ ( >G=IHBGM L>G=BG@ MA> ->LIHGL>

2A>G K>LIHG=BG@ MH : ->IJN>LM H? :GR LBS> B? MA> <HKK>LIHG=BG@ K>LIHGL> PBEE ;>:"K@> .+ (->LIHGL> MA>

K>LIHG=BG@ .+ ( >G=IHBGM LA:EE K>LIHG= PBMA :G->LL:@> H? --*-* S - .+%). /ABL

F>LL:@> <HGM:BGL : A:G=E> MH NGBJIN>ER B=>GMB?R MA> @BO>G "K@> .+ ( ->LIHGL> /A> A:G=E> LA:EE ;> NL>= ?HK :EE
D ->JN>LML K>MKB>0BG@ MA> L:F> E:K@> .+ ( F>LL:@> /A> O:EN> H? MA> A:G=E> BL BG=B<:M>= BG MA>

?B>E=H? MABL F>LL:@>

[;E> [ #0)&9" / K>IN>LM ?HKF:M =>[<KB;>L MA> ?HKF:M ?HK MA> K>JN>LM

Table 100 N CHUNK_GET request format

Byte offset Field Size (bytes) Description
AEE ;> MA>  -$ L =>L<KB;>= BG (
+(1 >KLBHG
O>KLBHG
\A:EE ;> H3PN D K>IN>LM >¥%:5E> |

->IN>LM->LIHGL> H=>
+ (K>IN>LM <H=>L

+N;EBLA>= 1>KLBHG



+ 4+ (.I><B?B<:MBHG

Byte offset Field Size (bytes) Description
+K:F ->L>KO>=

A:EE <HGM:BG : A:G=E> /ABL ?B>E= LA:EE ;> MA> L:F>

+K:F O:EN>:L @BO>G BG MA> ?B>E=H? MA>

F>LL:@> H? --*-* S - +%).

A:EE BG=B<:M> MA> =>| BK>= <ANGD L>JN>G<> GNF;>K H?
ANGD.>J)H

MA>"K@> .+ ( ->LIHGL> MH K>MKB>0>

[E> [ #0)&9- .+*). KSLIHGL> ?HKF:M =>L<KB;>L MA> ?HKF:M ?HK MA> K>LIHGL>
Table 101 N CHUNK_RESPONSE response format

Byte offset Field Size (bytes) Description
AEE ;>MA>  -$% L =>L<KB;>=BG (
+(1 >KLBHG
O>KLBHG
AEE ;> H3HN D K>LIHGL> .>>

->IN>LM->LIHGL> H=>
/5E> [+ (KSLIHGL> <H=>L

A:EE ;> MA> ->LIHGL> :MMKB;NM>L/ - > [

+K:F
ANGD L>G=>K :MMKB;NM>L
AEE ;> MA> A:G=E> /ABL ?B>E= LA:EE ;> MA> L:F> ?HK
KE :EE <ANGDL H? MA> L:F> "K@> .+ ( ->LIHGL> /A>
o O:EN> H? MABL ?B>E= LA:EE ;> MA> L:F> O:EN> L BG
-@  ?B>E=H?D
A:EE B=>GMB?R MA> <ANGD L>JN>G<> GNF;>K
:LLH<B:M>= PBMA#0)& /A> O:EN> H? MABL ?B>E=
ANGD.>J)H
LA:EE ;> MA> L:F> O:EN> :l#0)& , * BG MA>
D
> >KO>= ->L>KO>=
A:EE BG=B<:M> MA> LBS*®)j@ >> ==BMBHG:E
ANGD.BS>
<ANGD MK:GL?>K K>IJNBK>F>GML
A:EE BG=B<:M> MA> LBS> H? MA> E:K@> .+ ( F>LL:@>
>BG@ MK:GL?>KK>= .A:EE HGER ;> IK>L>GM PA>G
"K@>(>LL:@>.BS> H HK #0)& ,* BL S>KH :G= LA:EE A:0> : GHG S>KH O:EN>
/A> O:EN> H? MABL ?B>E= LAHNE= ;> @K>:M>K MA:G MA>
/-)1-$5 H? MA> K><>BOBG@ .+ ( >G=IHBGM
A:EE <HGM:BG MA> <ANGD H? MA> E:K@> .+ ( K>JN>LM
H + (KANGD 1:KB:;E>
F>LL:@> :LLH<B:M>= PBM#)& , *
IB@NK> ["“K@>( .0- () >Q:FIE> BEENLMK:M>L MA> L>G=BG@ :G= K>MKB>O:E H? : "K@> .+ ( ->LIHGL> MA:M
P:L MA> K>LNEM H? : ->JN>LM>K BLLNBG@ : K>IN>LM

Figure 25 N Large MEASUREMENT example

1>KLBHG +N;EBLA>=
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.+ (.I><B?B<:MBHG

Requester

(DataTransferSize 312 Bytes)

<«

Responder

GET_MEASUREMENTS

Measurement Type Raw Bits

ERROR

| Handle = 17

ErrorCode=LargeResponse

CHUNK_GET
Handle 17
Chunk Sequence 0

|

|
CHUNK_RESPONSE '
|

Handle 17
Chunk Sequence 0
Chunk Size 296 Bytes

Chunk 0 Data <« - - -

|
Large Message Size 1000 Bytes |
|
|

CHUNK_GET

Handle 17
Chunk Sequence 1

CHUNK_RESP
Handle 17

Chunk Sequence 1
Chunk Size 300 Bytes
Chunk 1 Data

ONSE |

CHUNK_GET

Chunk Sequence 3

CHUNK_RESP
Handle 17

Chunk Sequence 3
Chunk Size: 104 Bytes
Chunk 3 Data

Last Chunk

ONSE

10.26.3 Additional chunk transfer r

Responder creates the
MEASUREMENTS response with a
total size of 1000 bytes.

This is > 312 bytes

SPDM Header

Chunk 3

Large MEASUREMENTS Message
Total Message Size = 1000

Chunk Size is DataTransferSize
minus the sizes of all the fields
(except for SPDMchunk) of
CHUNK_RESPONSE.

Thus, 312 - 12 = 300 bytes.

Chunk Sequence 0 contains an extra
field. Thus, the Chunk Size for the first
chunk is 312 - 16 = 296 bytes.

equir ements

2A>G MK:GL?>KKBG@ : E:XK@> .+ (F>LL:@> :G .+ (>G=IHBGM LA:EE ;> IKHAB;BM>= ?KHF MK:GL?>KKBG@ : <ANGD
L>IN>G<> GNF;>K MA:M BL#0)& , *
>G=IHBGM <:GGHM @H ;:<DP:K=L BG MA> MK:GL?>K HK K> L>G= HK K> K>MKB>0> : <ANGD L>JN>G<> GNF;>K E>LL MA:G M
<NKK>GM HG> BG MA> M#kiBt@>K=N> MH K>MKB>L :G .+ (>G=IHBGM FB@AM K> L>G= HK K> K>MKB>0> MA> <NKK>GM <Al
GNF;>K BG MA> MK:GE2BIIBHG: BERMA> K><>BOBG@ .+ ( >G=IHBGM K><>BO>L :G HNM H? HK=>K <ANGD L>JN>G<>
GNF;>K MA> K><>BOBG@ .+ ( >G=IHBGM LA:EE >BMA>K LBE>GMER =BL<:K= MA> K>JN>LM HK KStLIH@>RBMA :G

% S)1'$ 0./

E>LL MA:GM

A> <NKK>GM <ANGD L>IN>G<$G@GNMAKK PHK=L :G .+ (

+N;EBLA>=

1>KLBHG
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+ 4+ (.I><B?B<:MBHG

IA> O:EN> H?#0)& $5  ?B>E=L LA:EE ;> HG> MA:M >GLNK>L MA> MHMpE LBS>HK D =H>L GHM
>Q<>>= MA>/ -).!-$5 H? MA> K><>BOBG@ .+ ( >G=IHBGM !HK :EE <ANGDL MA:M :K> GHM MAayB4 M <ANGD
LA:EE ;> : O:EN> PA>K> MA> MHM:E LBS>H? HK D LAEE ;> ?KHF$) / -).!1-$5 MH MA>

/-)1-$5 H? MA> K><>BOBG@ .+ (>G=IHBGM 'HK MA> E:LkORANGD LA:EE ;> : O:EN> PA>K> MA> MHM:E
LBS>H? D HK D LA:EE ;> >JN:E MH HK E>LL MA:G MA>$5 H? MA> K><>BOBG@ .+ (
>G=IHBGM

2ABE> MABL MK:GL?>K F><A:GBLF <:G <:KKR :GR ->JN>LM HK ->LIHGL> MABL MK:GL?>K F><A:GBLF LA:EE IKHAB;BM

D D :G= MA>BK <HKK>LIHG=BG@ K>LIHGL>L MH ;> MK:GL?>KK>=:L <ANGDL MA>FL>EO>L ==BMBHG:EE
>GLNK> MA> @>G>K:E BGM>KHI>K:;BEBMR :G= K>EB:;BEBMR H? MABL MK:GL?>K F><A:GBLF MA>L> F>LL:@>L LA:EE ;> IKF
;>BG@ MK:GL?>KK>= BG <ANGDL NLBG@ MABL MK:GL?>K F><A:GBLF

V D
\Y,
V D
Vv PBMA- (I BG MA>D K>JN>LM L>M MH
\Y,
G F>LL:@> PBMA :G-** HMA>SK MA:G .+%). <:G ;> |[E:<>=BG MA>
A¥). xS0 H?: D D K>LIHGL>

/ABL MK:GL?>K F><A:GBLF <:G <:KKR ->JN>LML :G=->LIHGL>L MA:M :K> BGOHEO>= BG LB@G:MNK> @>G>K:MBHG HK O>KE
:G= HMA>K <KRIMH@K:IAB< <HFINM:MBHGL MHABEMKLGL?>K F><A:GBLF BL GHM I:KM H? :GR LB@G:MNK> @>G>K:MBHG Ht
0>KB?B<:MBHG HK <KRIMH@K:IAB< <HFINM:MBHG $GHMA>K PHKBL :G= MA>BK <HKK>LIHG=BG@

K>LIHGL>L LA:EE GHM ;><HF> I:KM H? :GR =:M: HK ;BM LMK>:F LN<A L F>LL:@> MK:GL<KBIM MK:GL<KBIM :G=LH HG MA:N
NL>= MH O>KB?R HK @>G>K:M> : LB@G:MNK> HK HMA>K <KRIMH@K:IAB< BG?HKF:MBHG .B@G:MNK> @>G>K:MBHG LB@
:G= HMA>K <KRIMH@K:IAB< <HFINM:MBHGL HI>K:M> HG MA> E:K@> .+ ( F>LL:@>L MA>FL>EO>L PAB<A HMA>K |:KML H? M,
LI><B?B<:MBHG =>?BG>

1A> F>LL:@>H? -** S 4%, * 4 LA:EE GHM ;> NL>= MH =BK><MER K>LIbIG= MH :G=
D K>IN>LML #HP>OMA> .+%). * -* 0./ <:G <HGM:BG :G F>LL:@> H?
kS %), % 4

2ABE>: E:K@> .+ (F>LL:@> BL ;>BG@ MK:GL?>KK>= BG <ANGDL MABL E:K@> .+ ( F>LL:@> BL GHM <HGLB=>K>=: <HFIE>M
+ (F>LL:@> NGMBE MA> E:LM <ANGD BL K><>BO>= /A>K>?HK> :L LHHG :L MA>K>IN>LM ;>@BGL MK:GLFBLLBHG
MABL E:K@> .+ ( K>IN>LM F>LL:@> BL <HGLB=>K>= MH ;> HNMLM:G=BG@

10.27 Key configuration

&>R <HG?B@NK:MBHG BL MA> :;BEBMR MH K>MKB>0> HK <HG?B@NK> O:KBHNL I:K:F>M>KL I>KM:BGBG@ MH :LRFF>MKB:«
.+ (>G=IHBGM /A>L> <E:NL>L =>L<KB;> MA> K>JN>LML :G= K>LIHGL>L MA:M IKHOB=> D>R <HG?B@NK:MBHG <:I:;;BEBMB>L

.+ (>G=IHBGML <:G <HGM:BG D>R I:BK $ L4 $- MA:M :K> ?BQ>= :G= :EK>:=R IKHOBLBHG>= D>R I:BK $ L MA:M :K>
<HG?B@NK;;E> HK :G :LLHKMF>GM H? ;HMA MRI>L 'HK <HG?B@NK:;;E>D>R I:BK $ L HG> HK FHK> I:K:F>M>KL K>E:M>= MH
D>R I:BK :K> <HG?B@NK:;E> /A> K>IN>LML :G= K>LIHGL>L BG MA>L> <E:NL>L IKHOB=> MA> #>VI:BEL 78K >:<A

.+ (>G=IHBGM LA:EE <HGM:BGs3- L LM:KMBG@ ?KHF/ 'MHs$-. BG<ENLBO> :G= PBMAHNM @:IL K>@:K=E>LL H?

MA> O:EN>H?D D

1>KLBHG +N;EBLA>=
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+ (.I><B?B<:MBHG +

/A> ->LIHG=>K LAHNE= :NMAHKBS> MA> ->JN>LM>K ;>?HK> :EEHPBG@ BM MH <A:G@> BG?HKF:MBHG K>E:M>= MH : D>R I:E
F>MAH= H? :NMAHKBS:MBHG BL HNMLB=> MA> L<HI> H? MABL LI><B?B<:MBHG

$G @>G>K:E B?:D>R I:BK$ BL <HG?B@NK:E> MA> AB@A E>O>E ?EHP ?HK IKHOBLBHGBG@ :G= <HG?B@NKBG@ : D>R |
NL:;E> LM:M> LAHNE= ?HEEHP MA>L> LM>IL
OL>MA> D D D K>IN>LM :G= BML <HKK>LIHG=BG@ K>LIHGL> MH K>MKB>0> BG?HKF:MBHG :;HNM
HKFHK>D>R I:1BK $ L
OL>MA> D D D K>JIN>LM :G= BML <HKK>LIHG=BG@ K>LIHGL> MH <HG?B@NK> MA> D>R I:BK $
GLNK> MA>D>R I:BK $ BL :LLH<B:M>= PBMA HG> HK FHK> <>KMB?B<:M> LEHML
OoL>MA> D :G=HK D K>IN>LML :G= MA>BK <HKK>LIHG=BG@ K>LIHGL>L MH IKHOBLBHG :
<>KMB?B<:M> <A:BG MH HG> HK FHK> H? MA> <>KMB?B<:M> LEHML MA> D>R |:BK $ BL :LLH<B:M>= PBMA
/HK>MNKG : D>R I:BK $ MH BML BGBMB:E HK =>?:NEM O:EN>L ?HEEHP MA>L> LM>IL

OL>MA> D D D K>JIN>LM :G= BML <HKK>LIHG=BG@ K>LIHGL> MH K>MKB>0> BG?HKF:MBHG :;HNM
=>|BK>=D>R I:BK $

$G I:KMB<NEBEHKM> :EE MA> <>KMB?B<:M> LEHML MA> D>R I:.BK $ BL :LLH<B:M>= PBMA
OoL> MA> D K>JIN>LM :G= BML <HKK>LIHG=BG@ K>LIHGL> MH >K:L> :EE <>KMB?B<:M> <A:BGL
:LLH<B:M>= PBMA MA> D>R I:BK $
OL>MA> D D D K>IN>LM :G= BML <HKK>LIHG=BG@ K>LIHGL> MH >K:L> MA> D>R |:BK $

*NMLB=>H? : L>LLBHG MA> ->JN>LM>K :G= ->LIHG=>K LAHNE= HGERBIO_N> DD D :G=
MA>BK <HKK>LIHG=BG@ K>LIHGL>L PABE> BG : MKNLM>= >GOBKHGF>GM

"LMERPA>G D DD BL L>M D>RL :LLH<B:M>= PBMAD LA:EE GHM ;> :LLH<B:M>= PBMA :GR O:EN> H?
4 $-

10.27.1 GET_KEY_RIR_INFO request and KEY_PAIR_INFO response

IA> DD D K>JN>LM LA:EE K>MKB>0> D>R |:BK BG?HKF:MBHG ?KHF/ B> K> KG= BML

K>LIHGL> LA:EE K>IHKM BG?HKF:MBHG ?HK :EE D>R I:BKL HG MA> ->LIHG=>K BG=>I>G=>GM H? :GR G>@HMB:M>= |:K:F>M>
<NKK>GM .+ (<HGG><MBHG /ABL :EEHPL MA> ->JN>LM>K MH BGJNBK> :;HNM D>R I:BK BG?HKF:MBHG ?HK :EE D>R I:BK $ L
K>LM:KMBG@ MA> .+ (<HGG><MBHG

/B> ["/9& 49+ $-9%)1* K>IN>LM F>LL:@> ?HKF:M.AHPL MA>D D D K>JIN>LM F>LL:@>
?HKF:M

Table 102 N GET_KEY_P AIR_INFO request message format

Byte offset Field Size (bytes) Description
AEE ;> MA>  -$ L =>L<KB;>=BG (
+(1 >KLBHG
O>KLBHG
D D D SH3 S>> [ GE> [+ (

->JN>LM->LIHGL> H=>
K>IN>LM <H=>L

+K:F ->L>KO>=

+N;EBLA>= 1>KLBHG



-+

Byte offset Field Size (bytes)
+K:F
&>R+:BK$

IA> <HKK>LIHG=BG@ LN<<>LL?NE K>LIHGL> LA:ED ;>MA>
K>LIHGL> F>LL:@> ?HKFML<KB;>L

Table 103 N KEY_P AIR_INFO response message format

Byte offset Field Size (bytes)

+ (1 >KLBHG

->JN>LM->LIHGL> H=>

+K:F

+K:F

/ HM:E&>R+:BKL

&>R+:BK$

[I:;:BEBMB>L

&>ROL:@> :I:;BEBMB>L

NKK>GM&>ROL:@>

4+ (.I><B?B<:MBHG

Description
> >KO>=

/A> O:EN> H? MABL ?B>E= LA:EE BG=B<:M> PAB<A D>R I:BK
$ L BG?HKF:MBHG MH K>MKB>0>

K>LIHGL> U 5E> [ & 49+ $-9%)!1*

Description

AEE > MA>  -$%
O>KLBHG

L =>L<KB;>=BG (

D D H30
K>LIHGL> <H=>L

>> [GE> [ (

> >KO>=
> >KO>=

/A> O:EN> H? MABL ?B>E= LA:EE BG=B<:M> MA> MHM:E GNF;>K
H? D>R I:BKL HG MA> ->LIHG=>K

/A> O:EN> H? MABL ?B>E= LA:EE ;> MA> L:F> O:EN> :.L. MA>

4 % ?B>E=BG MA> <HKK>LIHG=BG@ K>JN>LM /A>
K>F:BGBG@ ?B>E=L BG MABL K>LIHGL> LA:EE I>KM:BG MH MA>
K>JN>LM>=D>R I:BK $ BG MA> <HKK>LIHG=BG@ ->IJN>LM

/ABL ?B>E= BG=B<:M>L MA> <:I;;BEBMB>L H? MA> K>JN>LM>=
D>R I:BK 4 $- IA> ?HKF:M H? MABL ?B>E= LA:EE ;>
'L /5E>  [&>R I:BK <:I:;;BEBMB>L ?HKF:M>?BG>L

/ABL ?B>E= LA:EE BG=B<:M> MA> D>R NL:@>L MA>
->LIHG=>K :EEHPL /A>?HKF:M H? MABL ?B>E= LA:EE ;> :L
&>R NL:@> ;BM F:L£?BG>L M E>:LM HG> ;BM LA:EE ;>

L>M /A> ->LIHG=>K LA:EE BG=B<:M> LNIIHKM ?HK HG> HK
FHK>D>R NL:@>L ;R L>MMBG@ MA> <HKK>LIHG=BG@ ;BML

/ABL ?B>E= LA:EE BG=B<:M> MA> <NKK>GMER <HG?B@NK>= D>R
NL:@> ?HK MA> K>JN>LM>= D>R I:BK $ /A> ?HKF:M H?

MABL ?B>E= LA:EE§>RNL:@> ;BM F:L&>?BG>L $?

GH ;BML :K>L>M MABL ?B>E= LA:EE BG=B<:M> MA:M MA> D>R
NL:@> ?HK MABL D>R I:BK $ A:L GHM R>M ;>>G

<HG?B@NK>= (HK>MA:G HG> ;BM <:G ;> L>M $?:;BM BL

L>M MA> ->LIHG=>K LA:EE LNIIHKM <KRIMH@K:IAB<

HI>K:MBHGL LN<A :L LB@G:MNK> @>G>K:MBHG ?HK MA>
<HKK>LIHG=BG@ D>R NL:@>

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG

Byte offset Field Size (bytes)

LRF E@H :1:;BEBMB>L

NKK>GM LRF E@H

+N;EB<&>R$G?H'>G

LLH< >KM.EHM(:.LD

+N;EB<&>R$G?H 1:KB:;E>

Description

/ABL ?B>E= LA:EE BG=B<:M> MA> :LRFF>MKB< :E@HKBMAFL
MA> ->LIHG=>K LNIIHKML ?HK MABL D>R I:BK $ /A>

?HKF:M H? MABL ?B>E= LA:EEE> ;L[

LRFF>MKB< :E@HKBMAF <:I:;BEBMB>>?BKSIM

/A> ->LIHG=>K LA:EE BG=B<:M> LNIIHKM ?HK HG> HK

FHK> :LRFF>MKB< :E@HKBMAFL ;R L>MMBG@ MA>
<HKK>LIHG=BG@ ;BML M E>:LM HG> ;BM LA:EE ;> L>M

/ABL ?B>E= LA:EE BG=B<:M> MA> <NKK>GMER <HG?B@NK>=
LRFF>MKB< :E@HKBMAF ?HK MABL D>R I:BK $ /A> ?HKF:M

H? MABL ?B>E= LA:EE:;B> [ LRFF>MKB<

:E@HKBMAF <:|:;;BEBMB>L2+B6GM. )H FHK> MA:G

HG> ;BM LA:EE ;> L>M $? GH ;BML :K>L>M MABL ?B>E=LA:EE
BG=B<:M> MA:M MA> :LRFF>MKB< :E@HKBMAF ?HK MABL D>R
:BK A:.L GHM R>M ;>>G L>E><M>= /A> L>M ;BM LA:EE

BG=B<:M> MA:M MA> <HKK>LIHG=BG@ :LRFF>MKB< :E@HKBMAF
BL <NKK>GMER <HG?B@NK>=

/ABL ?B>E= LA:EE BG=B<:M> MA> LBS> BG ;RM>L H? MA>

0'$ 4) ?B>E=BG MABL K>JN>LM O:EN> H? S>KH
LA:EE BG=B<:M> MA:M MA> :<MN:E D>R I:-BK BL ;;L>GM HK A:L
R>M MH ;> @>G>K:M>= *MA>KPBL> MA> O:EN> H? MABL ?B>E=
LA:EE ;> GHG S>KH

/ABL ?B>E=BL : ;BM F:LD K>IK>L>GMBG@ MA> <NKK>GMER
LLH<B:M>= <>KMB?B<:M> LEHML L>M ;BM :M IHLBMBHG 3
LA:EE BG=B<:M> :G :LLH<B:MBHG ;>MP>>G <>KMB?B<:M> LEHM
3:G= MA> K>IN>LM>% $- $2#- "+ BL

GHM L>M GH FHK> MA:G HG> ;BM LA:EE ;> L>M

/A> ?B>E= LA:EE <HGM:BG MA> IN;EB< D>R BG?HKF:MBHG ?HK
MA> K>JN>LM>=D>R I:BK $ /A> ?HKF:M H? MABL ?B>E=
LA:EE ;> MA> ->G<H=BG@ H? MA>

S )I$IS - LMKN<MNK>BG:G3 O
<>KMB?B<:M> .>> MA> .N;C><M +N;EB< &>R $G?H
<E:NL>L BG ?HK :==BMBHG:E =>M:BEL 2BMABG MA>
"SI )I$IS - LMKN<MNK> MAP-.

F>F;>K LA:EE ;> IK>L>GM :G= <HGM:BG O:EN>L
<HGLBLM>GM PBMA MA> BG?HKF:MBHG I>KM:BGBG@ MH MA>
K>JN>LM>=D>R I:BK $

/E> [ &>R I:BK <:I;;BEBMB>L ?HKF:M>?BG>L MA> ?HKF:M ?HK <:I:;;BEBMB>L :LLH<B:M>= PBMA : D>R I:-BK $

Table 104 N Key pair capabilities format

Bit offset Field

">G&>R I

Description

$? L>M MABL D>R I:BK B=>GMB?B>= ;R
MA> @BO>Gs- <G ;>
@>G>K:M>= HK K>@>G>K:M>=

+N;EBLA>=

1>KLBHG



+ 4+ (.I><B?B<:MBHG

Bit offset Field Description

$? L>M MABL D>R I:BK B=>GMB?B>= ;R
K:L;E> MA> @BO>Cs- <G ;>
>K:L>=

$? L>M MA> ->LIHG=>K :EEHPL :

->JN>LM>K MH <A:G@> MA>

:LLH<B:MBHG ;>MP>>G MA> @BO>G
4 $- G= -1

>KM LLH<:I

$? L>M MA> ->LIHG=>K :EEHPL :
&>ROL:@> :I ->IN>LM>K MH <A:G@> MA> D>R
NL:@> ?HK MA> @BO3G

$? L>M MA> ->LIHG=>K :EEHPL :
->JN>LM>K MH <A:G@> MA>

LRFE@H :I
LRFF>MKB< :E@HKBMAF ?HK MA>
@BO>G $-
$? L>M MA> ->LIHG=>K :EEHPL :
->JN>LM>K MH :LLH<B:M> MA>
@BO>G $- PBMA FHK>

AKSLES
MA:G HG>-/ ¥/ /ABL ;BM
LA:EE GHM ;> L>MB? +
BL GHM L>M

EE HMA>K ;BML ->L>KO>= SL>KO>=

/E> [ LRFF>MKB< :E@HKBMAF <:I:;;BEBMB>L ?BKPBG>L MA> ;BM F:IIBG@ ?HK :LRFF>MKB< :E@HKBMAFL LNIIHKM
>> [3E> [ .+ ( LRFF>MKB< .B@G:MNK> ->?>K>G<> $G?HKF:MBPHK K>?>K>G<>L ?HK MA> LRFF>MKB< :E@HKBMAFL

Table 105 N Asymmetric algorithm capabilities format

Bit offset Asymmetric Algorithm

)$./ +
)$./ +

)$./ +

1>KLBHG +N;EBLA>=
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+ (.I><B?B<:MBHG +

Bit offset Asymmetric Algorithm

EE HMA>K ;BML ->L>KO>=

10.27.2 SET_KEY_RIR_INFO request and SET_KEY_RIR_INFO_ACK response

/IA> D D D K>IN>LM :G= MA> <HKK>LIHG=BG@ LN<&>I0 ?NED K>LIHGL> LA:EE <HG?B@NK>
HG> HK FHK> I:K:F>M>KL ?HK HG> D>R |:BK $-
[E>  [./9& 49+ $-9%)!* KS>IN>LM F>LL:@> ?HKF:M->?BG>L MA> ?HKF:M ?HKOMA>D K>IN>LM

Table 106 N SET_KEY_P AIR_INFO request message format

Byte offset Field Size (bytes) Description
AEE ;> MA>  -$9 ‘L =>L<KB;>=BG (
+(1  >KLBHG
O>KLBHG
DD D H3  >> [5E> [+

->JN>LM->LIHGL> H=>
K>JN>LM <H=>L

*>K:MBHG /ABL ?B>E= LA:EE BG=B<:M> MA> =>LBK>=

HI>K:MBHG /A> ?HKF:M H? MABL ?B>E= LA:EE ;> MA> ?HKF:M
+K:F ‘L /5E>  [&RIEBBKHI>KIMBHGL =>?BG>L $? MA>

HI>K:MBHG BL $- - . ‘EE ?B>E=L :?M>%

?B>E=BG MABL K>JN>LM LA:EE ;> ;;L>GM

+K:F >L>KO>=

R BKS I/A> O:EN> H? MABL ?B>E= LA:EE BG=B<:M> MA>D>R I:BK $ L
: BG?HKF:MBHG MH <A:G@>

->L>KO>= > >KO>=

/ABL ?B>E= LA:EE BG=B<:M> MA> =>.BK>= D>R NL:@>
D D 0--) 4." ?HK MA> K>IN>LM>=
D>RI:-BK$ 4 $- /A> ?HKF:M H? MABL ?B>E= LA:EE

> L &R NL:@> ;BM F:LE>?BG>L $? GH ;BML :K>L>M
MA> ->LIHG=>K LA:EE GHM <A:G@> MA> <NKK>GM D>R
>LBK>=&>ROL:@> NL:@> (HK>MA:G HG> ;BM <:G ;> L>M /A> ->IN>LM>K
LA:EE HGER L>E><M ?KHF ;BML MA:M :K> L>M BG MA>
4." + $9/$. ?B>E=H? MA> D
K>LIHGL> ?HK MA> K>JIN>LM$= $?
4." + BL GHM L>M ?HK MA> K>IN>$M>=
MABL ?B>E= LA:EE ;> S>KH

+N;EBLA>= 1>KLBHG



Byte offset Field

>LBK>= LRF E@H

>LBK>= LLH< >KM.EHM(:LD

/E>  [&>R :BK HI>K:MBHGL =>?BG>L :

Table 107 N Key pair operations

Value

Size (bytes)

Operation Name

+K:F>M>K A:G@>

4+ (.I><B?B<:MBHG

Description

/ABL ?B>E= LA:EE BG=B<:M> MA> =>LBK>= :LRFF>MKB<
:E@HKBMAB D 0--)/ .4("* ?HK MA>
K>JN>LM>=D>R I:BK$ /A> ?HKF:M H? MABL ?B>E= LA:EE
>:L /:3E> [ LRFF>MKB< :E@HKBMAF <:I;;BEBMB>L
?HKF:M>?BG>L $? GH ;BML :K>L>M MA> ->LIHG=>K LA:EE
GHM <A:G@> MA> <NKK>GM <HG?B@NK:MBHG ?HK MA>
LRFF>MKB< :E@HKBMAF )H FHK> MA:G HG> ;BM LA:EE ;>
L>M /A> ->IN>LM>K LA:EE HGER L>E><M ?KHF ;BML MA:M
K> L>M BG MAg"™ + $'$/$ . ?B>E=H? MA>

D D K>LIHGL> ?HK MA> K>IN>LM>=

4 % $? 40" + BL GHM L>M ?HK MA>
K>IN>LM>=4 $- MABL ?B>E= LA:EE ;> S>KH

/ABL ?B>E=BL : ;BM F.LD K>IK>L>GMBG@ MA> =>LBK>=

<>KMB?B<:M> LEHM :LLH<B:MBHG L>M ;BM :M IHLBMBHG 3

LA:EE BG=B<:M> :G |LLH<B:MBHG ;>MP>>G <>KMB?B<:M> LEHM

3:G= MA> K>IN>LM>% $- G NGL>M ;BM :M

IHLBMBHG 3 LA:EE BG=B<:M> GH :LLH<B:MBHG ;>MP>>G

<>KMB?B<:M> LEHM 3 :G= MA> K>aNp>LM>= /A>

->LIHG=>K LA:EE >BMA>K K>FHO> :G :LLH<B:MBHG HK

<K>:M> :G :LLH<B:MBHG ;>MP>>G MA> <HKK>LIHG=BG@

<>KMB?B<:M> LEHM :G= MA> K>dN>LM>=

=>|>G=BG@ HG MA> O:EN> H? >:<A ;BM BG MABL ?B>E= $?
#- '+ BL GHM L>M GH FHK> MA:G HG> ;:BM LA:EE

> L>M

GNF>KB< F:IIBG@ MH :G HI>K:MBHG

Description

A:EE BG=B<:M> :G HI>K:MBHG MA:M
FH=B?B>L HG> HK FHK> D>R K>E:M>=
I:K:F>M>KL /A>
$- 4"
$ A :G=
$- - &
LAEE ;> IK>L>GM

?B>E=L

A:EE BG=B<:M> :G HI>K:MBHG MA:M
>K:L>L :EE BG?HKF:MBHG K>E:MBG@ MH :

43 1A>
&>R+:BK K:L> $- 4.
$- 40 :G=
$- & ?B>E=L
LAEE ;> :;;L>GM
1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

Value Operation Name Description

A:EE BG=B<:M> :G HI>K:MBHG MA:M
@>G>K:M>L : G>P D>R I:BK ?HK MABL

4 $- IA>
">G>K:M>&>R+:BK $- 4"

$- A0 :G=

$- F & ?B>E=L

LA:EE ;> IK>L>GM

/B> [./9& 49+ $-9%)!*9 & K>LIHGL> F>LL:@> ?HKF:M =>?BG>L MA> ?HKF:MBHK D D
K>LIHGL>

Table 108 N SET_KEY_P AIR_INFO_ACK response message format

Byte offset Field Size (bytes) Description
AEE ;> MA>  -$ L =>L<KB;>= BG (
+(1 >KLBHG
O>KLBHG
DD D D H30 >> [3E> |

>IN>LM->LIHGL> H=>
+ (K>LIHGL> <H=>L

+K:F ->L>KO>=

+K:F ->L>KO>=

843 10.27.3 Key pair ID modification err or handling

IA>L> <E:NL>L =>L<KB;> LHF> ;:LB< <HG?B@NK:MBHG >KKHK L<>G:KBHL :G .+ (>G=IHBGM LAHNE= A:G=E>

/A> ?BKLM >KKHK L<>G:KBH BL : K>JN>LM ?HK D>R @»G@>%:MBHG PA>G GH :LRFF>MKB< :E@HKBMAF A:L ;>>G
L>E><M>= R>M ->LIHG=>K LAHNE= K>LIHG= PBMA :G>LL:@> H? --*-* S+-/$*) $'

&>R NL:@> ?HK : D>R I:.BK $ =H>L GHM G>>= MH ;> LI><B?B>= NGMBE MA> D>R I:BK $ BL :LLH<B:M>= PBMA : <>KMB?B<:M>
MABL BG?HKF:MBHG BL GHM G>>F=#HK : HI>K:MBHG /A> ->LIHG=>K LAHNE= =><B=> PA>G BM G>>=L MH DGHP
MA> D>R NL:@> BG?HKF:MBHG ?HK : <HG?B@NK:;E> D>R NL:@>

HK: 4 $--. HK )-/ 4 3- HI>K:MBHG K>JN>LM MA> ->LIHG=>K LA:EE >GLNK> MA:M MA> K>JN>LM>=
4 $- A'L GH :LLH<B:MBHG PBMA :GR <>KMB?B<:M> LEHM *MA>KPBL> MA> ->LIHG=>K LAHNE= K>LIHG= PBMA ‘G
F>LL:@> H’) -kl G4 _/$*) $r

848 10.28 Event mechanism

G .+ (>G=IHBGM F:R P:GM MH ;> GHMB?B>= H? <A:G@>L ?KHF :GHMA>K .+ (>G=IHBGM /A>L> <A:G@> GHMB?B<:MBHGL :K
<:EE>=>0>GML /A> .+ (>0>GM F><A:GBLF IKHOB=>L : ?K:F>PHKD ?HK MA> :LRG<AKHGHNL GHMB?B<:MBHG H? >O>GML H
L><NK> L>LLBHG G O>GM )HMB?B>K BL :G .+ ( >G=IHBGM L>G=BG@ :G >0O>GM :G=:G O>GM -><BIB>GM BL :G .+ (

>G=IHBGM K><>BOBG@ :G >O>GM G .+ (>G=IHBGM <:G ;> ;HMA :G O>GM )HMB?B>K :G=:G O>GM -><BIB>GM BG MA> L:F>

+N;EBLA>= 1>KLBHG



+ 4+ (.I><B?B<:MBHG

L><NK> L>LLBHG .»>LBH&HK =>M:BEL HG L><NK> L>LLBHGL /A>K> <:G ;> FNEMBIE> L>LLBHGL ;>MP>>G MA> L:F>
->LIHG=>K :G= L:F> ->JN>LM>K/A> >0>GM F><A:GBLF :[IEB>L MH >:<A L>LLBHG BG=BOB=N:EER

G >0>GM BL B=>GMB?B>= ;R BML >0>GM @KHNI >0>GM MRI> :G=:G >0>GM BGLM:G<>$ G >0>GM @KHNI BL : @KHNI F
MRI>L : @BO>G LM:G=:K=L ;H=R HK O>G=HK =>?BG>L G >0O>GM MRI> <E:LLB?B>L MA>>0>GM ;R BG=B<:MBG@ BML MRI>
BGLM:G<>$ BL : NGBIN> GNF>KB< O:EN> MA:M K>IK>L>GML MA:M H<<NKK>G<> H? MA> >0>GM

G O>GM -><BIB>GM <:G L>E><M MA> >0>GM MRI>L MA:M BM P:GML MH K><>BO> G >0O>GM LN;L<KBIMBHG BL : EBLM H? >
:G O>GM -><BIB>GM P:GML MH K><>BO> /A> O>GM )HMB?B>K F:G:@>L MA> >0>GM LN;L<KBIMBHG G O>GM )HMB?B>K L
L>G=>0>GML H? >0>GM MRI>L MA:M F:M<A MA> >0>GM MRI>L BG MA> >0O>G¥l LOEGIKBIMBHG 2K (/!

=>7?BG>=>0>GM MRI>L

G O>GM )HMB?B>K LA:EE GHM L>G=:GR >O>GML BG : L>LLBHG NGMBE :G O>GM -><BIB>GM LN;L<KB;>L MH HG> HK FHK>

/A> O>GM 'EHP =B:@KBEENLMK:M>L : MRIB<:E >O>GM ?EHP ?HK >0O>GM LN;L<KBIMBHG :G= >0>GM =>EBO>KR HO>K : MK:
<:l:;E> H? :LRG<AKHGHNL ;:B=BK><MBHG:E <HFFNGB<:MBHG

Figure 26 N Event flow diagram

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +
I ]

Event ! : Event
- . 1 . | -
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:
|
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I :
] |
L——  SUBSCRIBE_EVENTS —p
: ’,
<@  SUBSCRIBE_EVENTS_ACK .
[}
I l
| [}
i [Th :
: ;
| |
[} |
]
— SEND_EVENT —_—

Event Group ID indicates DMTF
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Measurement Event Details

'

EVENT_ACK

Ack-ed Event Instance ID ==

M

SEND_EVENT

Event Group ID indicates DMTF
Event Instance ID ==
Measurement Event Details

EVENT_ACK

Legend:

Ack-ed Event Instance ID ==

M

Secure Session

IHK MK:GLIHKML MA:M IKHAB;BM : ->LIHG=>K ?KHF :LRG<AKHGHNLER L>G=BG@ HNM =:M: MA> O>GM )HMB?B>K :G= O>G
-><BIB>GM <:G NL> M&<: ILNE:M>= K>JN>LM NEHE>EBO>K HK K><>BO> >0>GML /A> >G<:ILNE:M>= K>JN>LM ?EHP :EEHPL
?HK : IHEEBG@ F>MAH=HEH@R @>KBG@ D => <KB;>L

+N;EBLA>= 1>KLBHG



+ 4+ (.I><B?B<:MBHG

2A>G D BLL>M :G O>GM )HMB?B>K LA:EE LNIHKM D D D
D :G= MA>BK <HKK>LIHG=BG@ K>LIHGL> F>LL:@>L $G :==BMBHG :G O>GM )HMB?B>K LA:EE LNIIHKM MA> F:G=
(/' >0>GM MRI>L

858 10.28.1 GET_SUPPORED_BE/ENT_TYPES equest and SUPPORTED_BE/ENT_TYPES
response message

IA>L> K>IN>LM :G= K>LIHGL> F>LL:@>L K>MKB>0> MA> EBLM H? :EE >O>GM MRI>L LNIIHKM>= ; RMADLEEM )HMB?B>K
MRI> ;>EHG@L BG :G >0>GM @KHNI G >0>GM @KHNI <HGM:BGL :EE >O>GM MRI>L ;>EHG@BG@ MH MA> LM:G=:K=L ;H=R
MA:M =>?BG>L MA>F.14> B=>GMB?B>L MA> >0>GM @KHNI 2BMABG :G >0>GM @KHNI :G >0>GM MRI>$ B=>GMB?B>L MA
MRI> NGBIN>ER PBMABG MA> >0>GM @KHNI HMA MA> .1# :G= MA> >0>GM MRI> $ >GLNK> NGBJIN>G>LL ?HK :EE >O>GM
MABL LI><B?B<:MBHG

OLN:EERIA> O>GM )HMB?B>K =H>L GHM G>>= MH LNIIHKM :EE >0O>GM MRI>L PBMABG :G >0>GM @KHNI HK PBMABG :EE >
#HP>0>KMA> LM:G=:K=L ;H=R HK O>G=HK =>?BG>L MA> K>JNBK>F>GML ?HK MA> >0>GM MRI>L MA>R =>?BG>

B> ["9.0++*- [ 91)/9/4+ . K>JN>LM F>LL:@> ?HKF:M =>.<KB;>L MA> F>LL:@> ?HKF:M

Table 109 N GET_SUPPORTED_EVENT_TYPES request message format

Byte Offset Field Size (bytes) Description
%) AEE ;> MA> -$ 'L =>L<KB;>=BG (
O>KLBHG
0. %), * H3J D D D
+KF > >KO>=
+K:F ->L>KO>=
[5E> [.O++*- / 91)/9/4+ . K>LIHGL> F>LL:@> ?HKF:M =>L<KB;>L MA> F>LL:@> ?HKF:M ?HK MABL
K>LIHGL>

Table 110 N SUPPORTED_EVENT_TYPES response message format

Byte Offset Field Size (bytes) Description

+(1 >KLBHG AEE ;>MA>  -$% L
+( =>L<KB;>= B&( O>KLBHG
0 H3NJ D D
T
. ) ->LIHGL>

O>GM"KHNI HNGM .A:EE ;>
MA> GNF:>K H? >0>GM @KHNIL
EBLM>= BG

0++*-/ 1)/ -*0+. $./

+K:F

+:K:F >L>KO>=

1>KLBHG +N;EBLA>=



+ (.I><B?B<:MBHG +

Byte Offset Field Size (bytes) Description

/A> O:EN> H? MABL ?B>E= LA:EE ;>
MA> LBS> BG ;RM>L H? MA>

0++*%/ 1)/ -*0+. $./
:G= LAEE ;> @K>:M>K MA:G S>KH

NIIHKM>= O>GM"KHNIL'BLM'>G

A:EE ;>: EBLM H? :EE >O>GM
MRI>L @KHNI>= ;R >0>GM @KHNI
LNIIHKM>= ;R MA> O>GM
JHMB?BAK ?HKF:M H? MABL ?B>E=
LA:EE ;> : EBLMGI?GM @KHNI
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Table 111 N Event group format

Byte Offset Field Size (bytes) Description

A:EE BG=B<:M> MA> >0>GM
@KHNI MA> >0>GM MRI>
>EHG@L MH /A> ?HKF:M H?

O>GM"KHNI$= )* ) MABL ?B>E= LA:EE ;3MA>
?HKF:M /A> LBS> H? MABL
?B>E= LAEE ;> MA> LBS> H?
MA> . 1#

AEE ;> MA> MHM:E GNF;>K
H? >0>GM MRI>L EBLM>= BG
MA>1)/ 4+ $./ ?B>E=
)* ) O>GMRI> HNGM :G=:>EHG@BG@ MH
1)/ -*0+ IA> O:EN>
H? MABL ?B>E= LA:EE ;>
@K>:M>K MA:G S>KH

+N;EBLA>= 1>KLBHG



Byte Offset

O>GM"KHNIZK

O>GMRI>'BLM

4+ (.I><B?B<:MBHG
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MH1 )/ -0+
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IHK MA>

D D
K>LIHGL> F>LL:@> L>>
O>GM @KHNI ?HKF:M
:==BMBHG:E BG?HKF:MBHG
IHK MA>

D D
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Table 112 N Event type information format

Byte Offset Field

O>GMRI>$=
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AEE >

GNF>KB< O:EN>
MA:M NGBJN>ER
B=>GMB?B>L MABL
>0>GM MRI>
PBMABG MA>
<HKK>LIHG=BG@
>0>GM @KHNI

1>KLBHG

+N;EBLA>=



870

874

+ (.I><B?B<:MBHG +

Byte Offset Field Size (bytes) Description
->L>KO>= ->L>KO>=
IA> 1)/ -*0+ - ?B>E=:EEHPL ?HK NI=:M>L MH MA> >0>GM MRI> EBLM LN<A :L : G>P >O>GM MRI> G O>GM )HMB?B>K L

== G>P >0>GM MRI>L MH MA> >G= H? MA> EBLM

10.28.1.1 Event gr oup for mat additional infor mation

/ABL <E:NL> =>L<KB;>L ?NKMA>K BG?HKF:MBHG ?HK O:KBHDGBXEKHBIGE AR M VABE> ?HKF:M BL IK>L>GM BG
FHK> MA:G HG> .+ (F>LL:@>

(:GR ?B>E=L BG MAGM @KHNI ?HKF:M M:@E>=B2>K>GM =>?BGBMBHGL =>I>G=BG@ HG PAB<A .+ ( F>LL:@> NL>L MABL
M:;E> THK D D L>> ==BMBHG:E LN;L<KBIMBHG EBLM BHRH&BNBKHE>GML HG MA> O>GM @KHNI
?HKF:M

/A>?HEEHPBG@ K>JNBK>F>GML LA:EE IIER MH MA> O>GM @KHNI ?HKF:M M:;ED <BGM:BG>= BG

V /A> O:EN> H?1)/ 4+ *0)/ ?B>E= LA:EE ;> @K>:M>K MA:G S>KH

V /A> IK>L>G<> H? :G >0>GM MRI> BA MA> $./ ?B>E= LA:EE BG=B<:M> MA:M MA> O>GM )HMB?B>K <:G L>G=>0>GML
H? MABL MRI>
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10.28.2 SUBSCRIBE_¥ENT_TYPES equest and SUBSCRIBE_KFENT_TYPES_AK response
message
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Table 113 N SUBSCRIBE_EVENT_TYPES request message format

Byte Offset Field Size (bytes) Description
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Byte Offset Field Size (bytes)

0. +%). *

+K:F

+K:F
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.N;L<KB;>'BLM 0.8 $/)
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D D K>JN>LM

Table 114 N SUBSCRIBE_EVENT_TYPES_ACK response message format

Byte Offset Field Size (bytes)

+(1  >KLBHG
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+KF
+KF
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+ (.I><B?B<:MBHG +

882 10.28.2.1 Additional subscr iption list infor mation
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Table 115 N SUBSCRIBE_EVENT_TYPES request attributes format

Byte Offset Bit Offset Field Description
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889 10.28.3 SEND_B/ENT request and EVENT_ACK response message
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