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1 Overview

The Redfish standard comprises a set of specifications maintained by the Redfish Forum, a working group within
DMTF. The standard defines a protocol that uses RESTful interfaces to provide access to data and operations
associated with the management of systems and networks. One of the strengths of the Redfish protocol is that it
works with a wide range of servers: from stand-alone servers to rack-mount and bladed environments to large-scale
data centers and cloud environments.

The Redfish standard addresses several key issues for infrastructures that require scalability. Large infrastructures
often consist of many simple servers of different makes and types. This hyper-scale usage model requires a new
approach to systems management. The Redfish protocol addresses these needs by providing a standard protocol
based on out-of-band systems management.

With these goals in mind, the Redfish protocol was designed as an open-industry standard to meet scalability
requirements in multi-vendor deployments. It easily integrates with commonly used tools, using RESTful interfaces to
perform operations and using JSON for data payloads.

1.1 Who should read this document?

This document is for Redfish service developers or application software developers that interface with a Redfish
service. This document includes the informative and normative descriptions copied from the description and long
description annotations in the Redfish Schema Bundle (DSP8010), and adds supplemental normative text to further
explain the usage of particular properties or resources.

If mistakes or discrepancies arise in this document, the Redfish Schema Bundle (DSP8010) is the primary normative
document.

1.2 How can | provide feedback?

Feedback on all Redfish specifications and documents is encouraged. Feedback can be directed to DMTF and the
Redfish Forum by the following means:

* Redfish User Forum: https://redfishforum.com - User forum monitored by DMTF Redfish Forum personnel to
answer questions about any Redfish-related topics.

* DMTF Feedback Portal: https://www.dmtf.org/standards/feedback - Formal submission portal for
enhancements or proposals to DMTF and the Redfish Forum.

1.3 Where can | find more information?

The following web sites provide more information about the Redfish standard:
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* Redfish Developer Hub

Resources for developers who use Redfish to build applications. Contains an interactive schema explorer,
hosted schema, and other links.

+ Redfish Specification Forum

DMTF Redfish-monitored user forum. Answers questions about Redfish-related topics.
+ DMTF GitHub repositories

Open source tools and libraries for working with Redfish.
* Redfish standards

Schemas, specifications, mockups, white papers, FAQ, educational material, and more.
+ DMTF Redfish Forum

Working group that maintains the Redfish standard. Site lists member companies, future work and schedules,
charter, and information about joining.

1.4 Related documents

The following documents are part of the Redfish development effort. They can be accessed or downloaded from
DMTF's Redfish Standards web site: https://www.dmtf.org/standards/redfish

+ DSP0218 - Platform Level Data Model (PLDM) for Redfish Device Enablement Specification - Binary-encoded
JSON (BEJ) and dictionary-based mapping of Redfish schemas and properties into PLDM messages.

» DSP0266 - Redfish Specification - Main Redfish Specification.

+ DSP0268 - Redfish Data Model Specification - Normative descriptions and additional text for every schema
defined in DSP8010 and example payloads for every resource.

+ DSP0270 - Redfish Host Interface Specification - "In-band" or "OS-based" Redfish host interface.

+ DSP0272 - Redfish Interoperability Profiles Specification - Structure and JSON document that is used to define
and publish an interoperability profile that checks an implementation's conformance to a defined minimum set of
functionality.

+ DSP2043 - Redfish Mockups Bundle - Set of mockups that can be used as sample output from GET responses
from a Redfish service. Informative in nature, it was used to develop the schema. A person can set up an NGINX
or similar server and configure it to output JSON format and then use this directory for demonstration purposes.

+ DSP2044 - Redfish White Paper - Non-normative document helping those new to Redfish understand how to
interact with the Redfish service and understand common functions and tasks.

+ DSP2046 - Redfish Resource and Schema Guide - Informative documentation regarding common Redfish
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resource properties and a listing of properties that can be found in each of the Redfish resources.

+ DSP2053 - Redfish Property Guide - Informative documentation providing an index to individual property
definitions across all Redfish schema.

» DSP2065 - Redfish Message Registry Guide - Informative documentation providing details regarding the
messages defined in Redfish standard message registries.

+ DSP8010 - Redfish Schema - Redfish schema definitions. These files are normative in nature and are
normatively referenced by the Redfish Specification. The three schema formats are CSDL (OData Common
Schema Definition Language format, which is in XML), JSON Schema, and OpenAPI schema. These schema
definitions should be functionally equivalent, thus specifying the schema in three different languages.

+ DSP8011 - Redfish Standard Registries - Redfish registry definitions. This bundle of Redfish registries includes
message registries used for Redfish-defined messages including events and privilege maps.

+ DSP8013 - Redfish Interoperability Profiles Bundle - Bundle of published Redfish interoperability profile
documents and supporting schema and sample documents used for creating profiles.

1.5 Terms, definitions, symbols, and abbreviated terms

Some terms and phrases in this document have specific meanings beyond their typical English meanings. This
clause defines those terms and phrases.

The terms "shall" ("required"), "shall not", "should" ("recommended"), "should not" ("not recommended"), "may",
"need not" ("not required"), "can" and "cannot" in this document are to be interpreted as described in ISO/IEC
Directives, Part 2, Clause 7. The terms in parenthesis are alternatives for the preceding term, for use in exceptional
cases when the preceding term cannot be used for linguistic reasons. Note that ISO/IEC Directives, Part 2, Clause 7
specifies additional alternatives. Occurrences of such additional alternatives shall be interpreted in their normal
English meaning.

The terms "clause", "subclause", "paragraph”, and "annex" in this document are to be interpreted as described in
ISO/IEC Directives, Part 2, Clause 6.

The terms "normative" and "informative" in this document are to be interpreted as described in ISO/IEC Directives,
Part 2, Clause 3. In this document, clauses, subclauses, or annexes labeled "(informative)" do not contain normative
content. Notes and examples are always informative elements.

The term "deprecated" in this document is to be interpreted as material that is not recommended for use in new
development efforts. Existing and new implementations may use this material, but they should move to the favored
approach. Deprecated material may be implemented in order to achieve backwards compatibility. Deprecated
material should contain references to the last published version that included the deprecated material as normative
material and to a description of the favored approach. Deprecated material may be removed from the next major
version of the specification.
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2 Using this document

Every Redfish response consists of a JSON payload containing properties that are strictly defined by a schema for
that resource. The schema that defines a resource can be determined from the value of the @odata.type property
returned in every Redfish response. This document details the definitions for every Redfish standard schema.

Each schema section contains:

» The name, current version, and description of the schema.

» The release history of the schema. Lists each minor schema version and the DSP8010 release bundle that
included it.

 List of the possible URIs where schema-defined resources can appear in a Redfish service following
specification version v1.6 or later. See URI listings.

» Table that defines each property. Shows additional details for those properties when needed.
« List of available actions defined for the schema.

» Example JSON payload for a resource using the schema.

The property-level details include:

Column Purpose

The case-sensitive name of the JSON property as it appears in the JSON payload.

Property Lists the schema version in parentheses when properties were added to or deprecated in the
schema after the initial v1.0.0 release.

The JSON data types for the property, which can include boolean, number, string, or object.

¢ The string (enum) tag identifies enumerated strings.
« String types with a (UrI) tag will contain a URI.
Type * Number types may specify the units, which are usually included as part of the property name.

* Number types specifying "%" units or including "Percent" in the property name will have values
typically in the range of e - 100

* Boolean types will have a value of true or false .
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Column Purpose

Designates whether:

« The property is read-only or read-write, if supported by the implementation.

Attributes « The property is required to be returned in the resource payload or is required when creating a
resource of that type.

* The service might return a null value if the property value is temporarily unavailable.

The descriptions of the property, as copied directly from the schema's definition of the property.
The informational description of the property is listed first. The normative "long description” is

Descriptions
P shown as a separate, bulleted list.

2.1 URl listings

The Redfish Specification v1.6.0 added mandatory support for the OpenAPI Specification v3.0. As part of this
support, the URIs for every Redfish resource are defined to appear at known, fixed locations. Resource collections
also appear at fixed locations, with the members of each collection appearing at URIs constructed by using a fixed
path structure, with appropriate path segments equal to the value of 1d properties of members along the path.

Support for v1.6.0 and OpenAPI can be determined by comparing the value of the Redfishversion property in the
service root ( /redfish/v1/ ). Services thatreporta 1.6.e or higher value, suchas 1.6.1 or 1.7.e, adhere to the
URI definitions.

The URI listings do not apply to Redfish services that support specification versions earlier than v1.6.0. For those
services, clients must use the hypermedia features of the API to discover hyperlinks from the service root to each
resource. While services typically match the URIs listed in this document for many of their resources, this match is
not guaranteed and results in errors.
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3 Common properties

3.1 Properties that all Redfish schemas define

The following properties are defined for inclusion in every Redfish schema and therefore may be encountered in any
response payload. They are documented here in this guide to avoid repetition in the Reference guide property tables.

Note: Several of these properties are payload annotations but appear here because they are required for all
Redfish resources.

3.1.1 Properties

Property Type Attributes Notes
@odata.context string read-onl The value of this property shall be the context URL that describes the resource according
’ (URI) Y to OData-Protocol and shall be of the form defined in the Redfish specification.

The value of this property shall be a string that is defined by the ETag HTTP header

odata.eta strin read-onl|
e . e Y definition in RFC7232.
@odata.id string read-only The value of this property shall be the unique identifier for the resource and it shall be of
’ (URI) required the form defined in the Redfish specification.
read-only The value of this property shall be a URI fragment that specifies the type of the resource

odata.type strin
@ Ll g required and it shall be of the form defined in the Redfish specification.

This property shall contain the description of this resource. The value shall conform with

Description string read-only o i o
the 'Description’ clause of the Redfish Specification.

d strin read-only This property shall contain the identifier for this resource. The value shall conform with the

. required 'Id' clause of the Redfish Specification.
Name strin read-only This property shall contain the name of this resource or array member. The value shall

g required conform with the 'Name' clause of the Redfish Specification.

. The manufacturer- or provider-specific extension moniker that divides the oem object into

Oem {} object

sections.

3.2 Frequently used properties

In addition, the following properties are frequently defined in Redfish schemas. Their definition and usage is the
same throughout the Redfish data model.
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3.2.1 Properties

Property Type

Actions {} object

Links {} object

Relatedltem |

( array
string
data.id
@odata.i (URI)
}

3.3 Payload annotations

Attributes

read-only

DSP0268

Notes
The Redfish actions available for this Resource.

The links associated with the Resource, as defined by that Resource's schema definition.
All associated reference properties defined for a Resource are nested under the Links
property. Find all directly referenced, or subordinate, Resource properties from the root of
the Resource.

An array of links. Each link points to a Resource or part of a Resource as defined by that
Resource's schema. This representation is not intended to be a strong linking methodology
like other references. Instead, it shows a relationship between elements or subelements in
disparate parts of the service. For example, fans might be in one area of the system and
processors in another. The relationship between the two might not be obvious. This
property can show that one is related to the other. In this example, it might indicate that a
specific fan cools a specific processor.

The value of this property shall be the unique identifier for the resource and it shall be of
the form defined in the Redfish specification.

Payload annotations are a mechanism in which a service provides additional information about a given property or
object. Redfish limits usage of these annotations to OData core terms, Redfish extensions, or Redfish messages.

3.3.1 Property-level annotations

A payload annotation for a single property takes the form of an additional property named Property@schema.Term ,
where Pproperty is the JSON property being annotated, Schema is the schema file where the definition for the

annotation is found, and Term is the name of the annotation.

3.3.2 Properties

Property

@Message.Extendedinfo {}

Type

object

Attributes Notes

The additional information for a set of message structures for a property.
These messages can be useful when a property is null due to an error
condition and the service wants to convey why the property is null .

14
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Property Type Attributes Notes

The value of this property shall be an integer representing the number of items

odata.count integer read-onl)
@ s v in a collection.

The numeric values or duration values, inclusive ranges of values, and

@Redfish.AllowableNumbers array . . . .
read-only (optional) incremental step values for a read-write property or action

[] (string) )
parameter, in @ <min>:<max>:<step> format.

A regular expression that describes the allowable values for a read-write

@Redfish.AllowablePattern string read-only . .
property or action parameter as supported by the service.

@Redfish.AllowableValues [ array

] (string) read-only The string values that a service accepts for a property or action parameter.
string

Specifies that the property or value is deprecated. The string value explains

Redfish.Deprecated strin read-onl)
@ - & y the deprecation, including new property or properties or value to use.

In the following example, the property ResetType is annotated with the Redfish schema-defined AllowableValues
term. Redfish is an alias for RedfishExtensions . This term indicates to the client that the service supports the
values on and Forceoff for ResetType .

{
"ResetType@Redfish.AllowableValues": [
"On",
"ForceOff"
1
}

3.3.3 Resource-level or object-level annotations

A payload annotation for an entire Resource or a JSON object takes the @Schema.Term form, where Schema is the
schema file where the definition is found and Term is the name of the annotation. These payload annotations are
used to provide further information about the object itself.

3.3.4 Properties

Property Type Attributes Notes

strin The URI to an Actioninfo Resource, which describes the parameters
@Redfish.ActionInfo 9 read-only . L P

(URI) that this Action instance supports.
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Property Type Attributes

@Redfish.CollectionCapabilities {} object

@Redfish.MaintenanceWindow {} object

string

@Redfish.OperationApplyTime read-write
(enum)
@Redfish.OperationApplyTimeSupport |
object
{
@Redfish.Settings {} object
@Redfish.SettingsApplyTime {} object
@Redfish.WriteableProperties [ ] array read-onl|
' . (string) v

3.3.5 Property details

3.3.5.1 @Redfish.OperationApplyTime

DSP0268

Notes

This type shall describe any capabilities of a resource collection in
terms of how a client can create resources within the resource
collection. For property details, see CollectionCapabilities.

This type shall indicate that a resource has a maintenance window
assignment for applying settings or operations. Other resources can
link to this object to convey a common control surface for the
configuration of the maintenance window. For property details, see
MaintenanceWindow.

The client's requested apply time to complete a create, delete, or
action operation. For the possible property values, see
@Redfish.OperationApply Time in Property details.

This type shall indicate that a client can request a specific apply time of
a create, delete, or action operation of a resource. For property details,
see OperationApplyTimeSupport.

This type shall describe any settings of a resource. For property
details, see Settings.

This type shall be specified by client to indicate the preferred time to
apply the configuration settings. For property details, see
PreferredApplyTime.

Specifies the properties supported as read-write. The values contained
are the names of the writable properties as defined in the Redfish
schema that are available as read-write given the implementation,
current configuration, and state of the resource.

The client's requested apply time to complete a create, delete, or action operation.

string Description

This value shall indicate the requested create, delete, or action operation is applied during the
AtMaintenanceWindowStart maintenance window that the MaintenanceWindowStartTime and MaintenanceWindowDurationInSeconds

properties specify. A service can complete resets during this maintenance window.

This value shall indicate the requested create, delete, or action operation is applied immediately. This
value may result in an immediate host reset, manager reset, or other side effects.

Immediate
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string Description

This value shall indicate the requested create, delete, or action operation is applied during the
InMaintenanceWindowOnReset maintenance window that the MaintenanceWindowStartTime and MaintenanceWindowDurationInSeconds
properties specify, and if a reset occurs within the maintenance window.

This value shall indicate the requested create, delete, or action operation is applied when the system or

OnReset Lo
service is reset.
This value shall indicate the requested create, delete, or action operation is applied when the
OnStartUpdateRequest ) L
StartUpdate action of the update service is invoked.
This value shall indicate the requested create, delete, or action operation is applied when the target is
OnTargetReset

reset.

This example annotates the object with the Redfish schema-defined action info term. Redfish is an alias for
RedfishExtensions . This term indicates that the client can find more information about the #ComputersSystem.Reset

action at the /redfish/vi1/Systems/1/ResetActionInfo URI:

{
"#ComputerSystem.Reset": {
"target": "/redfish/v1/Systems/1/Actions/ComputerSystem.Reset",
"@Redfish.ActionInfo": "/redfish/v1l/Systems/1/ResetActionInfo”
}
}
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4 Common objects

Redfish schemas frequently define the following JSON objects. Like the individual common properties listed above,
these objects share a common definition that is shown here to avoid repetition in the Reference guide property
tables.

4.1 Actions

The Actions object contains the available actions for a resource.

4.1.1 Properties

Property Type Attributes  Notes

#{action name} { object A single Redfish action.
@Redfish.ActionInfo string read-only The URI for an ActionInfo Resource that describes this action.
target string read-only The target URI for the POST operation to invoke the action.

4.2 Capacity

4.2.1 Description
This is the schema definition for the Capacity of a device. It represents the properties for capacity for any data store.

» This composition may be used to represent storage capacity. The sum of the values in Data, Metadata, and
Snapshot shall be equal to the total capacity for the data store.

4.2.2 Properties

Property Type Attributes Notes

The capacity information relating to the user data.
Data { object « The value shall be capacity information relating to provisioned user data.
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Property Type

AllocatedBytes integer
V (bytes)
int
ConsumedBytes nteger
(bytes)
integer
GuaranteedBytes
(bytes)
int
ProvisionedBytes nteger
(bytes)

IsThinProvisioned boolean

Metadata { object
int
AllocatedBytes nteger
(bytes)
integer
ConsumedBytes
(bytes)

Attributes

read-write
(null)

read-only
(null)

read-write
(null)

read-write
(null)

read-only
(null)

read-write
(null)

read-only
(null)

Redfish Data Model Specification

Notes

The number of bytes currently allocated by the storage system in this data store for
this data type.
» The value shall be the number of bytes currently allocated by the storage system
in this data store for this data type.

The number of bytes consumed in this data store for this data type.
* The value shall be the number of logical bytes currently consumed in this data
store for this data type.

The number of bytes the storage system guarantees can be allocated in this data
store for this data type.
« The value shall be the number of bytes the storage system guarantees can be
allocated in this data store for this data type.

The maximum number of bytes that can be allocated in this data store for this data
type.
* The value shall be the maximum number of bytes that can be allocated in this
data store for this data type.

Marks that the capacity is not necessarily fully allocated.
« If the value is false, the capacity shall be fully allocated. The default value shall
be false.

The capacity information relating to metadata.
* The value shall be capacity information relating to provisioned system (non-user
accessible) data.

The number of bytes currently allocated by the storage system in this data store for
this data type.
+ The value shall be the number of bytes currently allocated by the storage system
in this data store for this data type.

The number of bytes consumed in this data store for this data type.
* The value shall be the number of logical bytes currently consumed in this data
store for this data type.
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Property Type Attributes Notes

The number of bytes the storage system guarantees can be allocated in this data
store for this data type.

int d-writ
GuaranteedBytes |rt1)etger rea// write * The value shall be the number of bytes the storage system guarantees can be
(bytes) (nutl) allocated in this data store for this data type.
The maximum number of bytes that can be allocated in this data store for this data
int d-writ type.
ProvisionedBytes inieger read-wrtte * The value shall be the maximum number of bytes that can be allocated in this
(bytes) (null) .
data store for this data type.
}
The capacity information relating to snapshot or backup data.
. * The value shall be capacity information relating to provisioned snapshot or
Snapshot { object
backup data.
The number of bytes currently allocated by the storage system in this data store for
int dewrit this data type.
AllocatedBytes |rt1)etger rea//-wr/ © * The value shall be the number of bytes currently allocated by the storage system
(bytes) (nutl) in this data store for this data type.
The number of bytes consumed in this data store for this data type.
integer read-only * The value shall be the number of logical bytes currently consumed in this data
ConsumedBytes )
(bytes) (null) store for this data type.
The number of bytes the storage system guarantees can be allocated in this data
int dowrit store for this data type.
GuaranteedBytes Ir;etger rea”-wrl © » The value shall be the number of bytes the storage system guarantees can be
(bytes) (nutl) allocated in this data store for this data type.
The maximum number of bytes that can be allocated in this data store for this data
int dewrit type.
ProvisionedBytes e read-write » The value shall be the maximum number of bytes that can be allocated in this
(bytes) (null) )
data store for this data type.
}
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