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IMPORTANT: This specification is not a standard. It is an exploratory, informational document developed
in order to obtain industry feedback. It does not reflect the views of the DMTF or all of its members. It is
possible that future standards may or may not consider this work product to be an input in whole or in
part.

Copyright Notice
Copyright © 2010,2011 Distributed Management Task Force, Inc. (DMTF). All rights reserved.

DMTF is a not-for-profit association of industry members dedicated to promoting enterprise and systems
management and interoperability. Members and non-members may reproduce DMTF specifications and
documents, provided that correct attribution is given. As DMTF specifications may be revised from time to
time, the particular version and release date should always be noted.
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patent rights, including provisional patent rights (herein "patent rights"). DMTF makes no representations
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Introduction

The information in this document should be sufficient for a WBEM server, WBEM client, and WBEM
listener to unambiguously identify the protocol interactions that shall be performed to implement the CIM-
RS protocol.

NOTE: This version of this document describes the WBEM listener and WBEM server in their roles related to
indication delivery, but it does not yet describe the indication delivery as a protocol interaction.

The target audience for this specification is implementers who are writing WBEM servers, WBEM clients,
and WBEM listeners supporting the CIM-RS protocol.

Document conventions

Typographical conventions

The following typographical conventions are used in this document:
e Document titles are marked in italics.
¢ Important terms that are used for the first time are marked in italics.

e Terms include a link to the term definition in the "Terms and definitions" clause, enabling easy
navigation to the term definition.

e  ABNF rules are in nronospaced font.

ABNF usage conventions

Format definitions in this document are specified using ABNF (see RFC5234), with the following
deviations:

e Literal strings are to be interpreted as case-sensitive Unicode characters, as opposed to the
definition in REC5234 that interprets literal strings as case-insensitive US-ASCII characters.

The following ABNF rules may be used in any ABNF in this document:

Ws = *( U+0020 / W+0009 / U+O00A ) ; zero or nore white space characters

Experimental material

Experimental material has yet to receive sufficient review to satisfy the adoption requirements set forth by
the DMTF. Experimental material is included in this document as an aid to implementers who are
interested in likely future developments. Experimental material may change as implementation
experience is gained. It is likely that experimental material will be included in an upcoming revision of the
document. Until that time, experimental material is purely informational.

The following typographical convention indicates experimental material:

EXPERIMENTAL
Experimental material appears here.
EXPERIMENTAL

Version 1.0.0 This Informational Specification is not a DMTF Standard and may change. 9
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301 In places where this typographical convention cannot be used (for example, tables or figures), the
302 "EXPERIMENTAL" label is used alone.
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CIM Operations Over RESTful Services

1 Scope

This informational specification describes the CIM Operations Over RESTful Services protocol (also
referred to as the CIM-RS protocol), which defines the use of RESTful services as a communications
protocol between WBEM client, WBEM server, and WBEM listener.

The semantic of the operations defined for the CIM-RS protocol conforms to the generic operations
defined in DSP0223. Because the current version of DSP0223 does not yet cover indications, this version
of this document also does not support indications.

The CIM-RS protocol can be used with HTTP and HTTPS.

The CIM-RS protocol supports multiple payload representations. These payload representations are
expected to be described in separate documents. Their use within the CIM-RS protocol is determined
through HTTP content negotiation.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated or
versioned references, only the edition cited (including any corrigenda or DMTF update versions) applies.
For references without a date or version, the latest published edition of the referenced document
(including any corrigenda or DMTF update versions) applies.

DMTF DSP0004, CIM Infrastructure Specification 2.6,
http://www.dmtf.org/standards/published documents/DSP0004 2.6.pdf

DMTF DSP0223, Generic Operations 1.0,
http://www.dmtf.org/standards/published documents/DSP0223 1.0.pdf

DMTF DSP0228, Message Registry XML Schema 1.1,
http://schemas.dmtf.org/wbem/messagereqistry/1/dsp0228 1.1.xsd

DMTF DSP1033, Profile Registration Profile 1.0,
http://www.dmtf.org/standards/published documents/DSP1033 1.0.pdf

DMTF DSP8016, WBEM Operations Message Registry 1.0,
http://schemas.dmtf.org/wbem/messagereqistry/1/dsp8016 1.0.xml

ECMA-262, ECMAScript Language Specification, 5" Edition, December 2009,
http://www.ecma-international.org/publications/standards/Ecma-262.htm

IETF RFC2616, Hypertext Transfer Protocol — HTTP/1.1, June 1999,
http://tools.ietf.org/html/rfc2616

IETF RFC2617, HTTP Authentication: Basic and Digest Access Authentication, June 1999,
http://tools.ietf.org/html/rfc2617

Version 1.0.0 This Informational Specification is not a DMTF Standard and may change. 11
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IETF RFC2818, HTTP Over TLS, May 2000,
http://tools.ietf.org/html/rfc2818

IETF RFC3986, Uniform Resource Identifier (URI): Generic Syntax, January 2005,
http://tools.ietf.org/html/rfc3986

IETF RFC4346, The Transport Layer Security (TLS) Protocol, Version 1.1, April 2006,
http://tools.ietf.org/html/rfc4346

IETF RFC4648, The Basel6, Base32, and Base64 Data Encodings, October 2006,
http://tools.ietf.org/html/rfc4648

IETF RFC5005, Feed Paging and Archiving, September 2007,
http://tools.ietf.org/html/rfc5005

IETF RFC5234, Augmented BNF for Syntax Specifications: ABNF, January 2008,
http://tools.ietf.org/html/rfc5234

IETF RFC5246, The Transport Layer Security (TLS) Protocol, Version 1.2, August 2008,
http://tools.ietf.org/html/rfc5246

IETF RFC5789, PATCH Method for HTTP, March 2010,
http://tools.ietf.org/html/rfc5789

ISO/IEC 10646:2003, Information technology -- Universal Multiple-Octet Coded Character Set (UCS),
http://standards.iso.org/ittf/PubliclyAvailableStandards/c039921 I1SO IEC 10646 2003(E).zip

ISO/IEC Directives, Part 2, Rules for the structure and drafting of International Standards (2004, 5th
edition),
http://isotc.iso.org/livelink/livelink.exe?func=II&objld=4230456&o0bjAction=browse

The Unicode Consortium, The Unicode Standard, Version 5.2.0, Annex #15: Unicode Normalization
Forms,
http://www.unicode.org/reports/trl5/

3 Terms and definitions

In this document, some terms have a specific meaning beyond the normal English meaning. Those terms
are defined in this clause.

The terms "shall" ("required"), "shall not," "should" ("recommended"), "should not" ("not recommended"),
"may," "need not" ("not required"), "can" and "cannot" in this document are to be interpreted as described
in ISO/IEC Directives, Part 2, Annex H. The terms in parenthesis are alternatives for the preceding term,
for use in exceptional cases when the preceding term cannot be used for linguistic reasons. Note that
ISO/IEC Directives, Part 2, Annex H specifies additional alternatives. Occurrences of such additional
alternatives shall be interpreted in their normal English meaning.

The terms "clause," "subclause," "paragraph,” and "annex" in this document are to be interpreted as
described in ISO/IEC Directives, Part 2, Clause 5.

The terms "normative" and "informative" in this document are to be interpreted as described in ISO/IEC
Directives, Part 2, Clause 3. In this document, clauses, subclauses, or annexes labeled "(informative)" do
not contain normative content. Notes and examples are always informative elements.

12 This Informational Specification is not a DMTF Standard and may change. Version 1.0.0
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The terms defined in DSP0004 and DSP0223 apply to this document. The following additional terms are
used in this document.

3.1
HTTP basic authentication

a simple authentication scheme for use by HTTP and HTTPS that is based on providing credentials in
HTTP header fields. It is defined in REC2617.

3.2
HTTP content negotiation

a method for selecting a representation of content in an HTTP response when there are multiple
representations available. It is defined in section 12 of REC2616. Its use in the CIM-RS protocol is
described in 8.2.1.

3.3
HTTP digest authentication

an authentication scheme for use by HTTP and HTTPS that is based on verifying shared secrets that are
not exchanged. It is defined in REC2617.

3.4
HTTP entity body
the payload within an HTTP message, as defined in section 7.2 of REC2616

35
HTTP entity header
an HTTP header field used in both HTTP request and/or HTTP response. Also called "entity header field".

3.6
HTTP header field

a named value used in the header of HTTP messages, as defined in section 4.2 of REC2616. Also called
"HTTP header".

3.7
HTTP message

an interaction between an HTTP client and an HTTP server (in any direction), as defined in section 4 of
RFC2616

3.8
HTTP method
the type of interaction stated in an HTTP request, as defined in section 5.1.1 of REC2616

3.9
HTTP request

an HTTP message sent from an HTTP client to an HTTP server as defined in section 5 of REC2616. Also
called "HTTP request message".

3.10
HTTP request header
an HTTP header field used in an HTTP request. Also called "request header field".

3.11
HTTP response

an HTTP message sent from an HTTP server to an HTTP client, as defined in section 6 of REC2616. Also
called "HTTP response message".

Version 1.0.0 This Informational Specification is not a DMTF Standard and may change. 13
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3.12
HTTP response header
an HTTP header field used in an HTTP response. Also called "response header field".

3.13
interop namespace

a namespace containing CIM instances representing specific capabilities of a WBEM server, such as for
example, CIM_Namespace instances representing the namespaces of the WBEM server. For details, see
DSP1033.

3.14
link
a WBEM resource identifier that appears in an HTTP entity body. For details, see 8.2.2.
3.15

MIME media type
a string identification for media types in Internet protocols, as defined in REC2045 and RFC2046

3.16
Normalization Form C

a normalization form for UCS characters that avoids the use of combining marks where possible and that
allows comparing UCS character strings on a per-code-point basis. It is defined in The Unicode Standard,
Annex #15.

3.17
REST architectural style

the architectural style described in Architectural Styles and the Design of Network-based Software
Architectures, chapter 5, and in REST APIs must be hypertext driven

3.18
REST resource
any entity that is accessed through and targeted by a RESTful service

3.19
RESTful service
a service accessible using REST concepts

3.20
UCS character
a character from the Universal Character Set defined in ISO/IEC 10646:2003

3.21
UCS code position

a numeric identification for a UCS character in the range of 0x0 to Ox10FFFF, as defined in ISO/IEC
10646:2003. See also DSP0004 for an overview.

3.22
Unicode character
an alternate term for UCS character

3.23
WBEM client

a CIM client (see DSP0004) that supports a WBEM protocol. A WBEM client originates WBEM operations
for processing by a WBEM server. For details, see DSP0223.
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3.24
WBEM indication

an interaction within a WBEM protocol that is originated on a WBEM server and processed by a WBEM
listener. For details, see DSP0223. This release of this document does not cover WBEM indications.

3.25
WBEM listener

a CIM listener (see DSP0004) that supports a WBEM protocol. A WBEM listener processes WBEM
indications originated by a WBEM server. For details, see DSP0223.

3.26
WBEM operation

an interaction within a WBEM protocol that is originated by a WBEM client and processed by a WBEM
server. For details, see DSP0223.

3.27
WBEM protocol

a communications protocol between WBEM client, WBEM server, and WBEM listener. A WBEM protocol
defines how the WBEM operations and WBEM indications work on top of an underlying protocol layer (for
example, HTTP, SOAP, or TCP). For details, see DSP0223.

3.28
WBEM resource identifier

a URI that addresses a REST resource in a WBEM server. Some but not all of those REST resources
correspond to CIM objects in a WBEM server. Also called "resource identifier” in this document.

3.29
WBEM server

a CIM server (see DSP0004) that supports a WBEM protocol. A WBEM server processes WBEM
operations originated by a WBEM client and originates WBEM indications for processing by a WBEM
listener. For details, see DSP0223.

4 Symbols and abbreviated terms

The abbreviations defined in DSP0004 and DSP0223 apply to this document. The following additional
abbreviations are used in this document.

4.1
ABNF
Augmented Backus-Naur Form, as defined in REC5234

4.2
CIM
Common Information Model, as defined by DMTF

4.3
CIM-RS
CIM Operations Over RESTful Services; the name of the protocol defined in this document

4.4

CQL
CIM Query Language, as defined in DSP0202

Version 1.0.0 This Informational Specification is not a DMTF Standard and may change. 15
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4.5
ECMAScript

a scripting language that is the standard version of what was called JavaScript. It is defined in ECMA-
262.

4.6
HTTP

Hyper Text Transfer Protocol. HTTP version 1.1 is defined in REC2616. Unless otherwise noted, the term
HTTP is used in this document to mean both HTTP and HTTPS.

4.7
HTTPS
Hyper Text Transfer Protocol Secure, as defined in REC2818

4.8
IANA
Internet Assigned Numbers Authority; see http://www.iana.org

4.9
JSON
JavaScript Object Notation, as defined in ECMA-262

4.10
MIME
Multipurpose Internet Mail Extensions, as defined in IANA MIME Media Types

411
REST

Representational State Transfer, as originally and informally described in Architectural Styles and the
Design of Network-based Software Architectures

4.12
UCS
Universal Character Set, as defined in ISO/IEC 10646:2003

4.13
URI
Uniform Resource Identifier, as defined in REC3986

4.14
UTF-8
UCS Transformation Format 8, as defined in ISO/IEC 10646:2003

4.15
WBEM
Web Based Enterprise Management, as defined by DMTF

4.16
XML
eXtensible Markup Language, as defined by W3C

16 This Informational Specification is not a DMTF Standard and may change. Version 1.0.0


http://www.iana.org/

541
542

543
544
545
546

547

548
549
550
551

552

553
554
555

556
557
558

559
560
561
562
563
564
565
566

567
568
569

570

571
572
573
574
575

576
577
578
579
580

581
582
583
584
585

586
587

DSP-1S0201 CIM Operations Over RESTful Services

5 Concepts
This clause defines concepts that are the basis for the definition of the CIM-RS protocol.

This document relies on the generic operations defined in DSP0223 for a definition on the semantics of
the operations within the CIM-RS protocol. Thus, this document defines a mapping of generic operations
to HTTP messages, and of the input and output parameters of generic operations to resource identifiers,
HTTP header fields, and HTTP entity bodies.

5.1 REST architectural style supported by CIM-RS

CIM-RS follows most of the principles and constraints of the REST architectural style described by Roy
Fielding in chapter 5 of Architectural Styles and the Design of Network-based Software Architectures and
in REST APIs must be hypertext driven. CIM-RS deviates from some of these principles and constraints,
as described in this clause.

The constraints defined in the REST architectural style are satisfied by CIM-RS as follows:

e Client-Server: The participants in CIM-RS have a client-server relationship between WBEM
client and WBEM server, and between WBEM server and WBEM listener. This constraint is fully
satisfied.

e  Stateless: Interactions in CIM-RS are self-describing in that the server (that is, the WBEM
server in its server role, and the WBEM listener) does not maintain any session state. This
constraint is fully satisfied.

NOTE: Pulled enumeration operations as defined in DSP0223 maintain the enumeration state either on
the server side or on the client side. In both approaches, the client needs to hand back and forth an
opaque data item called enumeration context, which is the actual enumeration state in case of a client-
maintained enumeration state, or a handle to the enumeration state in case of a server-maintained
enumeration state. CIM-RS supports both of these approaches. It is possible for a server to remain
stateless as far as the enumeration state goes, by implementing the client-based approach. The approach
implemented by a server is not visible to a client, because the enumeration context handed back and forth
is opaqgue to the client in both approaches.

e Cache: The HTTP methods used by CIM-RS are used as defined in REC2616 and RFC5789
(for PATCH). As a result, they are cacheable as defined in REC2616. This constraint is fully
satisfied.

NOTE: RFC2616 defines only the result of HTTP GET methods to be cacheable.

e Uniform interface: The resources represented in CIM-RS are CIM namespaces, CIM classes,
CIM qualifier types, and CIM instances. CIM-RS defines a uniform interface for creating,
deleting, retrieving, replacing, and modifying these resources, based on HTTP methods. The
resource identifiers used in that interface are uniformly structured. This constraint is satisfied,
with the following deviation:

CIM methods can be invoked in CIM-RS through the use of HTTP POST. This may be seen as
a deviation from the REST architectural style, which suggests that any "method" be represented
as a modification of a resource. However, that is not practical in CIM, because significant effort
has been put into the definition of CIM method semantics in the CIM Schema and in
management profiles, and into existing implementations of these methods.

e Layered system: Layering is an inherent part of CIM, because it defines a CIM model of
managed objects in a managed environment and thus restricts knowledge of a client to only the
modeled representation of the managed environment. CIM-RS fully supports layering in that it
represents only the entities modeled in CIM. In addition, CIM-RS does not prevent the use of
HTTP intermediaries (for example, caches and proxy servers). This constraint is fully satisfied.

e Code-On-Demand: CIM-RS does not provide for sending any code to the client. This
constraint is not satisfied.

Version 1.0.0 This Informational Specification is not a DMTF Standard and may change. 17
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588  The representation of REST resources in CIM-RS is as follows:

589 e For CIM instances, its instance specification, including property values

590 e For CIM classes, its class specification, including any specified CIM qualifiers

591 e  For CIM qualifier types, its qualifier type specification

592 e  For CIM namespaces, the CIM instances of the CIM_Namespace class representing the
593 namespaces

594  This approach makes the nature and state of these REST resources available to a client. Because these
595 resource representations are defined at the level of the CIM model, the raw structure of any managed
596 objects represented in the CIM model is not directly visible at the interface. This pattern allows describing
597  REST resources independent of their specific managed environment platform or implementation.

598 The REST architectural style allows for the representation of static entities such as disk drives, or entities
599  with varying property values over time, such as a metric measuring the amount of available disk space at
600 a specific point in time, or entities that dynamically come into existence or cease to exist, such as a file
601  system mount. CIM-RS represents CIM modeled entities as REST resources, and thus can represent all
602  these types of entities.

603 In CIM-RS, resources are addressed through resource identifiers that are URIs. More precisely, resource
604 identifiers are used to address the CIM entities represented as REST resources. The REST architectural
605  style recommends that all addressing information for a resource is in the resource identifier (and not, for
606 example, in the HTTP header). In addition, it recommends that resource identifiers are opaque to clients
607 and clients should not be required to understand the structure of resource identifiers or be required to
608  assemble any resource identifiers. CIM-RS follows the recommendations that all addressing information
609  for aresource is in the resource identifier and on opagueness and non-assembly of the resource

610 identifier.

611  The REST architectural style promotes late binding between the abstracted resource that is addressed
612  through a resource identifier and the resource representation that is chosen in the interaction between
613 client and server. CIM-RS follows this by supporting multiple types of resource representations that are
614  chosen through HTTP content negotiation. (For details, see 8.2.1.)

615 CIM-RS supports retrieval of parts of CIM classes or instances. These parts are selected through query
616 parameters in the resource identifier URI. That renders these parts to be separate REST resources (that
617 is, separate from the REST resource representing the entire CIM class or instance), following the

618 principles in the REST architectural style.

619  The only top-level resources a client needs to know in CIM-RS are the resource identifier URIs of any
620 CIM namespaces the client wants to interact with. From that point on, CIM-RS operations allow retrieval
621 of the resource identifiers of any further REST resources representing CIM classes, instances, and

622 qualifier types, by means of links returned along with previously returned resources.

623 6 Conformance

624  This clause defines the criteria for WBEM clients, WBEM servers, and WBEM listeners to implement the
625  CIM-RS protocol conformant to this document.

626  WBEM clients, WBEM servers, and WBEM listeners implement the CIM-RS protocol conformant to this
627 document only if they satisfy all provisions set out in this document.

628 The terms WBEM client, WBEM server, and WBEM listener in this document refer to WBEM clients,
629  WBEM servers, and WBEM listeners that are conformant to this document, without explicitly mentioning
630 that.

18 This Informational Specification is not a DMTF Standard and may change. Version 1.0.0
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7 REST resources and their resource identifiers
This clause defines the REST resources used in the CIM-RS protocol and their resource identifiers.

These resource identifiers are called WBEM resource identifiers (or short: "resource identifier") in this
document and are URIs that address REST resources accessible through a WBEM server. Some of
these REST resources represent CIM objects accessible through the WBEM server, and some others are
used to give additional context to HTTP methods such as GET.

The following example shows a resource identifier that addresses the CIM_ManagedElement class in the
"root/cimv2" namespace accessible through the WBEM server at port 5988 of host "acme.com", using the
"http" scheme:

http://acme. com 5988/ ci nr s/ nanespaces/ r oot ¥%2Fci nv2/ cl asses/ Cl M_ManagedEl enent

7.1 Structure of WBEM resource identifiers

This clause defines the structure of WBEM resource identifiers.

7.1.1 General structure

RFC3986 defines the URI - r ef er ence ABNF rule as follows:

URI -reference = URI / relative-ref
URI = schene ":" hier-part [ "?" query ] [ "#" fragment ]

relative-part [ "?" query ] [ "#" fragnent ]

rel ative-ref
hi er - part “//" authority path-abenpty
pat h- absol ut e
pat h-root | ess

pat h- enpt y

~ -~ —

relative-part = "//" authority path-abenpty
/ pat h-absol ute

/ pat h- noschene
/

pat h- enpt y

WBEM resource identifiers shall conform to the following ABNF rule (which conforms to but restricts the
URI - r ef er ence ABNF rule defined in REC3986):

WBEM r esource-identifier = [ schene ":" ] [ "//" authority ]
pat h- absol ut e
[ "?" query ]

Where:

e schene is defined in REC3986 and shall in addition conform to the definitions in 7.1.3.
e authority isdefined in REC3986 and shall in addition conform to the definitions in 7.1.4.
e pat h-absol ut e is defined in REC3986 and shall in addition conform to the definitions in 7.1.5.

e query is defined in REC3986 and shall in addition conform to the definitions in 7.3.
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7.1.2 Percent-encoding

This clause defines how the percent-encoding rules defined in REFC3986 are applied to WBEM resource
identifiers.

RFC3986 defines percent-encoding in its section 2.1 and defines the set of characters to be percent-
encoded in URIs as follows:

e Any characters outside the character set allowed for URIs (that is, reserved + unreserved) shall
be percent-encoded.

e Any characters in the reserved character set for URIs shall be percent-encoded if data for a URI
component would conflict with a reserved character's purpose as a delimiter.

e Any other characters allowed for URIs should not be percent-encoded.
Further, RFC3986 defines the reserved and unreserved character sets for URIs as follows:

reserved = gen-delinms / sub-delins

gen-delins = ":" [ "/" ; colon (U+003A), slash (U+002F)
[t ; quest.mark (W003F), hash (U+0023)
A Y A ; |.bracket (U+005B), r.bracket (U+005D)
[ "@ ; at (U+0040)

sub-delims = "!1" [/ "$" ; excl.mark (U+0021), dollar (U+0024)
[ & ; anpersand (U+0026), s.quote (U+0027)
[ ") ; |.paren. (U+0028), r.paren. (U+0029)
[omEr ; asterisk (U+002A), plus (U+002B)
Y B ; comma (U+002C), sem col on (U+003B)
[ =" ; equal (U+003D)

unr eserved

[ ; hyphen (U+002D), period (U+002E)
[t ; underscore (U+005F), tilde (U+O07E)
ALPHA = 9%41-5A / 9%61-7A ;) AAZ, a-z
DAT = %30-39 ; 0-9

7.1.2.1 What to percent-encode

This clause defines which characters in a WBEM resource identifier can be percent-encoded, consistent
with the percent-encoding rules defined in REC3986.

For CIM element names and CIM namespace names used in a WBEM resource identifier, the following
percent-encoding rules apply for producers of WBEM resource identifiers:

npe-chars-for-nanes = ALPHA / DG T / "_"
e Characters that match the ABNF rule npe- char s- f or - nanes should not be percent-encoded.

e Characters that do not match the ABNF rule npe- char s-f or - names shall be percent-encoded.
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For CIM key values used in a WBEM resource identifier, the relevance of the reserved characters with
respect to being interpreted as delimiters needs to be defined before the percent-encoding rules defined
in REC3986 can be applied. In order to prepare for potential future extensions, this document defines that
all characters in the reserved character set for URIs are considered to be (actual or potential future)
delimiters.

NOTE The subset of the reserved characters that is currently used as a delimiter of some sort in WBEM resource
identifiersis: ": ", "/", "2, &,y =,

Thus, for CIM key values used in a WBEM resource identifier, the following percent-encoding rules apply
for producers of WBEM resource identifiers:

npe-chars-for-keyvalues = ALPHA / DEGT / *_ " [ "-" [ "." [ "~"

e Characters that match the ABNF rule npe- char s- f or - keyval ues should not be percent-
encoded.

e Characters that do not match the ABNF rule npe- char s-f or - keyval ues shall be percent-
encoded.

Consumers of WBEM resource identifiers shall support any percent-encoding within the WBEM resource
identifier that is permissible according to the rules in this clause.

7.1.2.2 How to percent-encode

RFC3986 defines percent-encoding on the basis of data octets, but it does not define how characters are
encoded as data octets. Because CIM element names, CIM namespace names, and CIM key values may
contain UCS characters outside of the US-ASCII character set, this document defines the percent-
encoding to be used in WBEM resource identifiers as follows.

Any UCS character that is being percent-encoded in WBEM resource identifiers shall be processed by
first normalizing the UCS character using Normalization Form C (defined in The Unicode Standard, Annex
#15), then encoding it to data octets using UTF-8, and finally percent-encoding the resulting data octets
as defined in section 2.1 of REC3986. The requirement to use a specific Unicode normalization form and
a specific Unicode encoding (that is, UTF-8) ensures that the resulting string can be compared octet-wise
without having to apply UCS character semantics.

For the purpose of representing key values in WBEM resource identifiers, values of CIM data types other
than string shall be represented as string values as defined in DSP0004.

7.1.2.3 Examples

The following examples use the minimally needed percent-encodings:

e  The CIM namespace name "r oot / ci mv2" becomes "r oot ¥2Fci nv2" in a resource
identifier.

e The CIM class name " Cl M _Logi cal Devi ce" remains unchanged in a resource identifier.

e The (German) CIM method name " Ander ungsRat e" becomes " UC3%B4%9Ander ungsRat e"
in a resource identifier. (C3 84 0A are the data octets of the UTF-8 encoding of the UCS
character U+00C4, which represents " A" in normalized form.)

e The string typed key value "a \"brown\" bag\ n" (represented using backslash escape
sequences as defined for string literals in CIM MOF) becomes
"a%R09%22br own%22%20bag%d 0" in a resource identifier.

e The sint8 typed key value -42 becomes " - 42" in a resource identifier.

Version 1.0.0 This Informational Specification is not a DMTF Standard and may change. 21



751

752
753
754

755

756

757

758
759

760

761
762
763

764
765

766
767

768

769
770

771
772

773

774
775

776
777

778
779
780

781

782
783
784

785
786

CIM Operations Over RESTful Services DSP-1S0201

7.1.3 Scheme

WBEM clients, WBEM servers, and WBEM listeners shall adhere to the following additional rules
regarding the value of the schenme component in the WBEM r esour ce-i denti fi er ABNF rule defined
in7.1.1:

e Avalue of "htt p" shall indicate the use of HTTP as defined in clause 8.21.
e Avalue of "ht t ps" shall indicate the use of HTTPS as defined in clause 8.21.

¢ No other values shall be used.

e The[ scheme ":" ] partof WBEM r esour ce-i denti fi er may be omitted only if the
scheme is known by other means.

7.1.4 Authority

WBEM clients, WBEM servers, and WBEM listeners shall adhere to the following additional rules
regarding the value of the aut hor i t y component in the WBEM r esour ce-i denti fi er ABNF rule
defined in 7.1.1:

e The useri nf o component within aut hori ty shall not be specified because of security issues
with specifying an unencrypted password.

e The host component within aut hori ty shall be the IP (V4 or V6) address of the WBEM server,
or a DNS-resolvable host name for that IP address.

o |Ifthe port component within aut hori ty is not specified, the port shall be assumed as follows:

—  port number 80 for the scheme " ht t p"

—  port number 443 for the scheme " ht t ps"

e The[ "//" authority ] partof WBEM r esour ce-i dentifier may be omitted only if the
authority is known by other means.

7.1.5 Client knowledge about URI structure

This document describes the structure of WBEM resource identifiers as a requirement for the
implementation of the server (WBEM server in its server role, or WBEM listener).

A WBEM client should not parse or construct WBEM resource identifiers except for constructing the
WBEM resource identifiers of the top-level REST resources (that is, CIM namespaces).

A WBEM server in its client role (that is, when interacting with a WBEM listener) gets the WBEM resource
identifiers for interacting with the WBEM listener from listener destinations it knows about. As a result, it
does not need to construct any WBEM resource identifiers.

7.2 REST resources and their URIs

This clause defines the REST resources used in the CIM-RS protocol and the URIs addressing these
resources by means of path components of WBEM resource identifiers. For details on how these path
components are used to construct the URIs, see 7.1.

This clause defines the pat h- absol ut e rule by using ABNF incremental alternatives (that is, the =/
construct), based on the initially empty rule:
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pat h- absol ute = "*" ; initially enpty

To avoid ambiguities within a WBEM server that provides multiple access facilities through HTTP, all path
components defined in this clause begin with "/ ci nr s/ ".

The path components defined in this clause not only provide for distinguishing the four types of CIM
objects defined in DSP0004 (that is, namespace, class, instance, and qualifier type), but in addition
encode some portion of the semantics of the operations defined in DSP0223. As a result, a resource
identifier using these path components has sufficient operational semantics to be used with the HTTP
methods, as detailed in clause 8.

7.2.1 Namespace collection resource
A namespace collection resource represents a set of CIM namespace objects in a WBEM server.

The WBEM resource identifier of a namespace collection resource has a defined structure. This allows
WBEM clients to use this resource as a starting point (or top-level resource) for interacting with a WBEM
server, and to discover further resources from there.

A WBEM resource identifier addressing a namespace collection resource shall conform to the WBEM-
resource-identifier ABNF rule (see 7.1.1) with the following additional rules:

pat h- absol ut e = NanmespaceCol | ecti onPat h

NamespaceCol | ecti onPath = "/ci nrs/ nanespaces"

Examples:

e http://acne.com 5988/ ci nr s/ nanespaces
This resource identifier addresses the collection of all CIM namespaces accessible through the
WBEM server at port 5988 of host "acme.com", using the "http" scheme.
7.2.2 Namespace resource
A namespace resource represents a CIM namespace object in a WBEM server.

Beyond the requirements defined in 7.1, the structure of the WBEM resource identifier of a namespace
resource is implementation-defined (see ANNEX B for examples). The WBEM resource identifiers of
namespace resources can be discovered by WBEM clients through links (see 8.2.2).

7.2.3 Class collection resource

A class collection resource represents a set of CIM class objects in a particular CIM namespace in a
WBEM server.

Beyond the requirements defined in 7.1, the structure of the WBEM resource identifier of a class
collection resource is implementation-defined (see ANNEX B for examples). The WBEM resource
identifiers of class collection resources can be discovered by WBEM clients through links (see 8.2.2).

7.2.4 Class resource

A class resource represents a CIM class object in a CIM namespace in a WBEM server.
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Beyond the requirements defined in 7.1, the structure of the WBEM resource identifier of a class resource
is implementation-defined (see ANNEX B for examples). The WBEM resource identifiers of class
resources can be discovered by WBEM clients through links (see 8.2.2).

7.2.5 Class associator collection resource

A class associator collection resource represents a set of CIM class objects that are associated with a
particular CIM class object in a CIM namespace in a WBEM server. The associated class objects may not
all be in the same CIM namespace or WBEM server.

Beyond the requirements defined in 7.1, the structure of the WBEM resource identifier of a class
associator collection resource is implementation-defined (see ANNEX B for examples). The WBEM
resource identifiers of class associator collection resources can be discovered by WBEM clients through
links (see 8.2.2).

7.2.6 Class reference collection resource

A class reference collection resource represents the set of CIM association class objects that reference a
particular CIM class object in a CIM namespace in a WBEM server. The referencing class objects may
not all be in the same CIM namespace or WBEM server.

Beyond the requirements defined in 7.1, the structure of the WBEM resource identifier of a class
reference collection resource is implementation-defined (see ANNEX B for examples). The WBEM
resource identifiers of class reference collection resources can be discovered by WBEM clients through
links (see 8.2.2).

7.2.°7 Class method invocation resource

A class method invocation resource represents an invocation point for static CIM methods that can be
invoked on a CIM class, including the CIM class object in a CIM namespace in a WBEM server, on which
the methods can be invoked.

Beyond the requirements defined in 7.1, the structure of the WBEM resource identifier of a class method
resource is implementation-defined (see ANNEX B for examples). The WBEM resource identifiers of
class method resources can be discovered by WBEM clients through links (see 8.2.2).

7.2.8 Instance collection resource

An instance collection resource represents a set of CIM instance objects of a particular CIM class in a
CIM namespace in a WBEM server.

Beyond the requirements defined in 7.1, the structure of the WBEM resource identifier of an instance
collection resource is implementation-defined (see ANNEX B for examples). The WBEM resource
identifiers of instance collection resources can be discovered by WBEM clients through links (see 8.2.2).

7.2.9 Instance resource

An instance resource represents a CIM instance object in a CIM namespace in a WBEM server.

Beyond the requirements defined in 7.1, the structure of the WBEM resource identifier of an instance
resource is implementation-defined (see ANNEX B for examples). The WBEM resource identifiers of
instance resources can be discovered by WBEM clients through links (see 8.2.2).
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7.2.10 Instance associator collection resource

An instance associator collection resource represents a set of CIM instance objects that are associated
with a particular CIM instance object in a CIM namespace in a WBEM server.

Beyond the requirements defined in 7.1, the structure of the WBEM resource identifier of an instance
associator collection resource is implementation-defined (see ANNEX B for examples). The WBEM
resource identifiers of instance associator collection resources can be discovered by WBEM clients
through links (see 8.2.2).

7.2.11 Instance reference collection resource

An instance reference collection resource represents the set of CIM association instance objects that
reference a particular CIM instance object in a CIM namespace in a WBEM server.

Beyond the requirements defined in 7.1, the structure of the WBEM resource identifier of an instance
reference collection resource is implementation-defined (see ANNEX B for examples). The WBEM
resource identifiers of instance reference collection resources can be discovered by WBEM clients
through links (see 8.2.2).

7.2.12 Instance method invocation resource

An instance method invocation resource represents an invocation point for (static or non-static) CIM
methods that can be invoked on a CIM instance, including the CIM instance object in a CIM namespace
in a WBEM server on which the methods can be invoked.

Beyond the requirements defined in 7.1, the structure of the WBEM resource identifier of an instance
method resource is implementation-defined (see ANNEX B for examples). The WBEM resource identifiers
of instance method resources can be discovered by WBEM clients through links (see 8.2.2).

7.2.13 Qualifier type collection resource

A qualifier type collection resource represents the set of all CIM qualifier type objects in a particular CIM
namespace in a WBEM server.

Beyond the requirements defined in 7.1, the structure of the WBEM resource identifier of a qualifier type
collection resource is implementation-defined (see ANNEX B for examples). The WBEM resource
identifiers of qualifier type collection resources can be discovered by WBEM clients through links (see
8.2.2).

7.2.14 Qualifier type resource

A qualifier type resource represents a CIM qualifier type object in a CIM namespace in a WBEM server.

Beyond the requirements defined in 7.1, the structure of the WBEM resource identifier of a qualifier type
resource is implementation-defined (see ANNEX B for examples). The WBEM resource identifiers of
qualifier type resources can be discovered by WBEM clients through links (see 8.2.2).

7.2.15 Instance query resource

An instance query resource represents a target for executing queries on CIM instances in a CIM
namespace in a WBEM server.
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Beyond the requirements defined in 7.1, the structure of the WBEM resource identifier of an instance
guery resource is implementation-defined (see ANNEX B for examples). The WBEM resource identifiers
of instance query resources can be discovered by WBEM clients through links (see 8.2.2).

7.3 Query parameters in URIs

This clause defines the query component of WBEM resource identifiers, and applies in addition to the
definition in REC3986, section 3.4.

The representation of the query component is defined by the following ABNF rules:
query = query-paranmeter *( "&' query-paraneter )
Where:

e guery-paraneter is a query parameter defined in the subclauses of 7.37.3.

Example:

e /cinmrs/nanespaces/ myns/cl asses?spc=Cl M System

This resource identifier addresses the list of classes in namespace “myns” whose superclass is
CIM_System. (For details on the spc query parameter, see 7.3.17.)

Query parameters of URIs are case sensitive, as defined in REC3986, section 6.2.2.1. As a result, two
URIs that differ only in the lexical case of query parameters do not match. The query parameters defined
in the subclauses of 7.3 define in some cases that the values of query parameters are to be treated case
insensitively. In such cases, two URIs that differ only in the lexical case of query parameters address the
same resource, even though the URIs do not match according to the rules defined in in REC3986. It is
recommended that producers of URIs use the lexical case for such element names as specified in the
underlying CIM schema, in order to optimize caching based on URIs. For example, if a class is named
"CIM_LogicalDevice", its use in the scn query parameter would be "scn=CIM_LogicalDevice".

Query parameters (identified by their name) shall not be repeated in WBEM resource identifiers. If query
parameters are repeated in a WBEM resource identifier that is used as the target of an operation, the
CIM-RS consumer shall reject that operation.

NOTE: REC3986 does not detail how the quer y ABNF rule is broken into query parameters, and thus does not
address the topic of query parameter repetition.

This clause defines the quer y- par anet er rule by using ABNF incremental alternatives (that is, the =/
construct), based on the initially empty rule:

query-paranmeter = "" ; initially enpty

7.3.1 acn (associated class name)

The acn query parameter acts as a restricting filter on the set of instances or classes returned by
association traversal operations, as defined in the description of the AssociatedClassName generic
operation parameter in DSP0223.

The representation of this query parameter is defined by the following ABNF:

query-paraneter =/ Associ at edd assNane- quer ypar m

Associ at edd assNanme- queryparm = [ "acn=" Associ at edCl assNane ]

Where:
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e Associ at edd assNane is the name of the associated class on the far end of the association as
seen from the source class or instance (including its schema prefix).

An acn query parameter that is not specified in the resource identifier shall correspond to an
AssociatedClassName generic operation parameter value of Null.

An acn query parameter that is specified in the resource identifier with a value shall correspond to the
equivalent AssociatedClassName generic operation parameter value.

NOTE: While query parameters of URIs are case sensitive, as defined in REC3986 (section 6.2.2.1), class hames are
to be interpreted case insensitively, as defined in DSP0004.

Examples:

(not specified) — Null

"acn=Cl M_Endpoi nt 1" — associated class name of "CIM_Endpoint1"

7.3.2 arn (associated role name)

The arn query parameter acts as a restricting filter on the set of instances or classes returned by
association traversal operations, as defined in the description of the AssociatedRoleName generic
operation parameter in DSP0223.

The representation of this query parameter is defined by the following ABNF:

query-paranmeter =/ Associ at edRol eNane- quer ypar m

Associ at edRol eName- queryparm = [ "arn=" Associ at edRol eNane ]

Where:

e Associ at edRol eNane is the name of the role (that is, reference) of the associated class or
instance.

An arn query parameter that is not specified in the resource identifier shall correspond to an
AssociatedRoleName generic operation parameter value of Null.

An arn query parameter that is specified in the resource identifier with a value shall correspond to the
equivalent AssociatedRoleName generic operation parameter value.

NOTE: While query parameters of URIs are case sensitive, as defined in REC3986 (section 6.2.2.1), role (that is,
reference) names are to be interpreted case insensitively, as defined in DSP0004.

Examples:

(not specified) — Null

"ar n=Chi | d" — associated role (that is, reference) name "Child"

7.3.3 c (class)

The ¢ query parameter acts as a restricting filter on the set of classes returned by operations to the one
that has the class name specified in the ¢ query parameter. It has no directly corresponding generic
operation parameter in DSP0223.

The representation of this query parameter is defined by the following ABNF:

query-paranmeter =/ C ass-queryparm
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Cl ass-queryparm = [ "c=" Cl assNanme ]
Where:
e ( assNane is the name of the class (including its schema prefix).
A c query parameter that is not specified in the resource identifier shall not restrict the returned classes.

A c query parameter that is specified in the resource identifier shall restrict the returned classes to the
one that has the class name specified in the ¢ query parameter.

NOTE: While query parameters of URIs are case sensitive, as defined in REC3986 (section 6.2.2.1), class hames are
to be interpreted case insensitively, as defined in DSP0004.

Examples:

(not specified) — no restriction

"c=Cl M Logi cal El enent " — restrict returned classes to "CIM_LogicalElement"

7.3.4 dd (delete dependents)

The dd query parameter controls whether dependent classes shall be deleted, as defined in the
description of the DeleteDependents generic operation parameter in DSP0223.

The representation of this query parameter is defined by the following ABNF:

query-paraneter =/ Del et eDependent s- quer yparm

Del et eDependent s-queryparm = [ "dd" [ "=" ( "true" / "false" ) ] ]

A dd query parameter that is not specified in the resource identifier shall correspond to a
DeleteDependents generic operation parameter value of False.

A dd query parameter that is specified in the resource identifier without a value shall correspond to a
DeleteDependents generic operation parameter value of True.

A dd query parameter that is specified in the resource identifier with a value shall correspond to the
equivalent DeleteDependents generic operation parameter value.

The value of the dd query parameter, if specified, shall be either "true" or "false".
Examples:

"" (not specified) — False
"dd" —True

"dd=f al se" — False

"dd=t rue" — True

7.3.5 eshp (exclude subclass properties)

The esbp query parameter acts as a restricting filter on the set of properties that is included in any
returned instances or classes, as defined in the description of the ExcludeSubclassProperties generic
operation parameter in DSP0223.
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The representation of this query parameter is defined by the following ABNF:

query-paraneter =/ Excl udeSubcl assProperties-queryparm

Excl udeSubcl assProperti es-queryparm= [ "esbp" [ "=" ("true"/"false") ] ]

An esbp query parameter that is not specified in the resource identifier shall correspond to an
ExcludeSubclassProperties generic operation parameter value of False (causing subclass properties not
to be excluded).

An esbp query parameter that is specified in the resource identifier without a value shall correspond to an
ExcludeSubclassProperties generic operation parameter value of True (causing subclass properties to be
excluded).

An eshp query parameter that is specified in the resource identifier with a value shall correspond to the
equivalent ExcludeSubclassProperties generic operation parameter value.

The value of the esbp query parameter, if specified, shall be either "true" or "false".
Examples:

"" (not specified) — False
"esbp" —True

"esbp=f al se" — False

"esbp=true" —True

7.3.6 fql (filter query language)

The fql query parameter specifies the query language used for the value of the fgs (filter query string)
guery parameter, as defined in the description of the FilterQueryLanguage generic operation parameter in
DSP0223.

The representation of this query parameter is defined by the following ABNF:

query-paranmeter =/ FilterQuerylLanguage-queryparm

Fi | t er QueryLanguage- queryparm = [ "fqgl =" FilterQerylLanguage ];

An fgl query parameter that is not specified in the resource identifier shall correspond to a
FilterQueryLanguage generic operation parameter value of NULL.

An fql query parameter that is specified in the resource identifier with a value shall correspond to the
equivalent FilterQueryLanguage generic operation parameter value.

Examples:
"" (not specified) — NULL

"f gl =DMIF¥%BACQL" — query language "DMTF:CQL"

7.3.7 fgs (filter query string)

The fgs query parameter specifies the query string of a filter query for operations that return instance
collections, in the query language indicated by the fgl query parameter.
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The filter query acts as an additional restricting filter on the set of instances returned, as defined in the
description of the FilterQueryString generic operation parameter in DSP0223.

The representation of this query parameter is defined by the following ABNF:

query-paraneter =/ FilterQueryString-queryparm

FilterQueryString-queryparm= [ "fqgs=" QueryString ]

An fgs query parameter that is not specified in the resource identifier shall correspond to a
FilterQueryString generic operation parameter value of NULL.

An fgs query parameter that is specified in the resource identifier with a value shall correspond to the
equivalent FilterQueryString generic operation parameter value. DSP0223 defines restrictions on the filter

query.
Examples:
"" (not specified) — NULL

"f gs=SELECT%®20%2 A%20FROWR0CI M_St or ageExt ent ¥%20WHEREY20Name%38D abc' "
— CQL query "SELECT * FROM CIM_StorageExtent WHERE Name="abc"

7.3.8 ico (include class origin)

The ico query parameter controls whether class origin information is returned for any elements in returned
instances or classes, as defined in the description of the IncludeClassOrigin generic operation parameter
in DSP0223.

The representation of this query parameter is defined by the following ABNF:

query-paraneter =/ |Included assOri gi n-queryparm

I ncl uded assOrigi n-queryparm= [ "ico" [ "=" ( "true" / "false" ) ] ]

An ico query parameter that is not specified in the resource identifier shall correspond to an
IncludeClassOrigin generic operation parameter value of False.

An ico query parameter that is specified in the resource identifier without a value shall correspond to an
IncludeClassOrigin generic operation parameter value of True.

An ico query parameter that is specified in the resource identifier with a value shall correspond to the
equivalent IncludeClassOrigin generic operation parameter value.

The value of the ico query parameter, if specified, shall be either "true" or "false".
Examples:

(not specified) — False
"ico" —True
"i co=fal se" — False

"i co=true" —True
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7.3.9 iie (include inherited elements)

The iie query parameter controls whether elements inherited from superclasses are included in any
returned classes, as defined in the description of the IncludelnheritedElements generic operation
parameter in DSP0223.

The representation of this query parameter is defined by the following ABNF:

query-paranmeter =/ |ncludel nheritedEl ements-queryparm

I ncl udel nheritedEl ements-queryparm= [ "iie" [ "=" ("true"/"false") ] ]

An iie query parameter that is not specified in the resource identifier shall correspond to an
IncludelnheritedElements generic operation parameter value of False (causing inherited elements not to
be included).

An iie query parameter that is specified in the resource identifier without a value shall correspond to an
IncludelnheritedElements generic operation parameter value of True (causing inherited elements to be
included).

An iie query parameter that is specified in the resource identifier with a value shall correspond to the
equivalent IncludelnheritedElements generic operation parameter value.

The value of the iie query parameter, if specified, shall be either "true” or "false".
Examples:

(not specified) — False
"iie" —True
"iie=fal se" — False

"iie=true" —True

7.3.10 ip (included properties)

The ip query parameter acts as a restricting filter on the set of properties that is included in any returned
instances or classes, as defined in the description of the IncludedProperties generic operation parameter
in DSP0223.

Its representation in the query component is defined by the following ABNF:

query-paraneter =/ |ncludedProperties-queryparm

I ncl udedPr operti es-queryparm = [ "ip=" PropertyNaneList ]
Where:
e PropertyNaneLi st is a comma-separated list of property names. The list may be empty.

An ip query parameter that is not specified in the resource identifier shall correspond to an
IncludedProperties generic operation parameter value of Null (causing no restriction on properties).

An ip query parameter that is specified in the resource identifier without a value shall correspond to an
IncludedProperties generic operation parameter value of the empty array (causing all properties to be
excluded).
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An ip query parameter that is specified in the resource identifier with a value shall correspond to the
equivalent IncludedProperties generic operation parameter value, where each property name in the list in
the query parameter value shall correspond to an array entry in the generic operation parameter value
(causing properties not specified to be excluded).

NOTE: While query parameters of URIs are case sensitive, as defined in REC3986 (section 6.2.2.1), property names
are to be interpreted case insensitively, as defined in DSP0004.

Examples:
"" (not specified) — Null
"i p=" —empty list

"i p=Propl, Prop2" - list of Prop1, Prop2

7.3.11 iq (include qualifiers)

The ig query parameter controls whether qualifier information is returned for any elements in returned
instances or classes, as defined in the description of the IncludeQualifiers generic operation parameter in
DSP0223.

The representation of this query parameter is defined by the following ABNF:

query-paraneter =/ IncludeQualifiers-queryparm

IncludeQualifiers-queryparm=1[ "iqg" [ "=" ( "true" / "false" ) ] ]

An ig query parameter that is not specified in the resource identifier shall correspond to an
IncludeQualifiers generic operation parameter value of False.

An ig query parameter that is specified in the resource identifier without a value shall correspond to an
IncludeQualifiers generic operation parameter value of True.

An iq query parameter that is specified in the resource identifier with a value shall correspond to the
equivalent IncludeQualifiers generic operation parameter value.

The value of the ig query parameter, if specified, shall be either "true" or "false".
Examples:

"" (not specified) — False
"ig" —True

"iq=fal se" — False

"iq=true" —True

7.3.12 isbc (include subclasses)

The isbc query parameter controls whether the entire tree of subclasses is included in any returned
classes, as defined in the description of the IncludeSubclasses generic operation parameter in DSP0223.

The representation of this query parameter is defined by the following ABNF:

query-paranmeter =/ |ncludeSubcl asses-queryparm
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I ncl udeSubcl asses-queryparm = [ "isbc" [ "=" ( "true" / "false" ) ] ]

An isbc query parameter that is not specified in the resource identifier shall correspond to an
IncludeSubclasses generic operation parameter value of False.

An isbc query parameter that is specified in the resource identifier without a value shall correspond to an
IncludeSubclasses generic operation parameter value of True.

An isbc query parameter that is specified in the resource identifier with a value shall correspond to the
equivalent IncludeSubclasses generic operation parameter value.

The value of the isbc query parameter, if specified, shall be either "true" or "false".
Examples:

"" (not specified) — False
"isbc" —True

"i sbc=f al se" — False

"i sbc=true" —True

7.3.13 n (hamespace)

The n query parameter acts as a restricting filter on the set of namespaces returned by operations to the
one that has the namespace name specified in the n query parameter. It has no directly corresponding
generic operation parameter in DSP0223.

The representation of this query parameter is defined by the following ABNF:

query-paranmeter =/ Nanespace- queryparm

Namespace- queryparm = [ "n=" NanmespaceNane ]
Where:
e NanespaceNane is the name of the namespace (e.g. "root%2Fcimv2").

An n query parameter that is not specified in the resource identifier shall not restrict the returned
namespaces.

An n query parameter that is specified in the resource identifier shall restrict the returned namespaces to
the one that has the namespace name specified in the n query parameter.

NOTE: While query parameters of URIs are case sensitive, as defined in REC3986 (section 6.2.2.1), namespace
names are to be interpreted case insensitively, as defined in DSP0004.

Examples:

(not specified) — no restriction

"n=r oot ¥2F/ ci mv2" — restrict returned namespaces to "root/cimv2"

7.3.14 pr (paged retrieval)
The pr query parameter controls whether paged retrieval of resources is requested (see 8.3.2).

The representation of this query parameter is defined by the following ABNF:
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query-paranmeter =/ PagedRetrieval - queryparm

PagedRetri eval -queryparm= [ "pr" [ "=" enunerationcontext ] ]

A pr query parameter that is not specified in the resource identifier means that no paged retrieval is
requested. In other words, the entire resource is requested to be retrieved.

A pr query parameter that is specified in the resource identifier without a value means that paged retrieval
of the first subset of the resource is requested. In other words, this opens an enumeration.

A pr query parameter that is specified in the resource identifier with a value means that paged retrieval is
requested of the subset of the resource that is identified by the value. The query parameter value shall be
the base64url-encoded enumeration context value without any "=" padding characters at the end. The
base64url encoding is defined in RFC4648.

Examples:

(not specified) — No paged retrieval is requested

pr" — Paged retrieval of the first subset of the resource is requested

"pr=YWj ZG/ni" — Paged retrieval of the resource subset identified by enumeration context value
"abcdef" is requested

7.3.15 ¢ (qualifier)

The g query parameter acts as a restricting filter on the set of qualifier types returned by operations to the
one that has the qualifier name specified in the q query parameter. It has no directly corresponding
generic operation parameter in DSP0223.

The representation of this query parameter is defined by the following ABNF:

query-paraneter =/ Qualifier-queryparm

Qualifier-queryparm= [ "g=" QualifierNane ]
Where:
e (Qualifier Nane is the name of the qualifier type (e.g. "Alias").

A g query parameter that is not specified in the resource identifier shall not restrict the returned qualifier
types.

A q query parameter that is specified in the resource identifier shall restrict the returned qualifier types to
the one that has the qualifier name specified in the n query parameter.

NOTE: While query parameters of URIs are case sensitive, as defined in REC3986 (section 6.2.2.1), qualifier names
are to be interpreted case insensitively, as defined in DSP0004.

Examples:

(not specified) — no restriction

"q=Al i as" —restrict returned qualifier types to "Alias"
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7.3.16 rcn (referencing class name)

The rcn query parameter acts as a restricting filter on the set of instances or classes returned by
association traversal operations, as defined in the description of the AssociationClassName generic
operation parameter in DSP0223.

The representation of this query parameter is defined by the following ABNF:

query-paranmeter =/ Referenci ngd assNane- queryparm

Ref er enci ngCl assNane- queryparm = [ "rcn=" Referenci ngC assNane ]
Where:

o Referenci ngd assNane is the name of the association class referencing the source instance
or class (including its schema prefix).

An rcn query parameter that is not specified in the resource identifier shall correspond to an
AssociationClassName generic operation parameter value of Null.

An rcn query parameter that is specified in the resource identifier with a value shall correspond to the
equivalent AssociationClassName generic operation parameter value.

NOTE: While query parameters of URIs are case sensitive, as defined in REC3986 (section 6.2.2.1), class hames are
to be interpreted case insensitively, as defined in DSP0004.

Examples:

(not specified) — Null

"rcn=Cl M Assocl" —referencing class name of "CIM_Assocl"

7.3.17 spc (superclass)

The spc query parameter acts as a restricting filter on the set of classes returned by operations to those
that have the superclass specified in the spc query parameter. It has no directly corresponding generic
operation parameter in DSP0223.

The representation of this query parameter is defined by the following ABNF:

query-paraneter =/ Supercl ass-queryparm

Super cl ass-queryparm = [ "spc=" Super C assNane ]
Where:
e Super d assNane is the name of the superclass (including its schema prefix).

An spc query parameter that is not specified in the resource identifier shall not restrict the returned
classes.

An spc query parameter that is specified in the resource identifier shall restrict the returned classes to
those that have the specified superclass. In other words, the returned classes are restricted to subclasses
of the specified class.

NOTE: While query parameters of URIs are case sensitive, as defined in REC3986 (section 6.2.2.1), class hames are
to be interpreted case insensitively, as defined in DSP0004.

Examples:
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(not specified) — no restriction

"spc=Cl M _Logi cal El ement " — restrict returned classes to subclasses of "CIM_LogicalElement"

7.3.18 srn (source role name)

The srn query parameter acts as a restricting filter on the set of instances or classes returned by
association traversal operations, as defined in the description of the SourceRoleName or RoleName
generic operation parameter in DSP0223, depending on the actual operation.

The representation of this query parameter is defined by the following ABNF:

query- paraneter =/ SourceRol eNane- queryparm

Sour ceRol eNane- queryparm = [ "srn=" Sour ceRol eNane ]
Where:
e Sour ceRol eNane is the name of the role (that is, reference) of the source class or instance.

An srn query parameter that is not specified in the resource identifier shall correspond to a
SourceRoleName or RoleName generic operation parameter value of Null.

An srn query parameter that is specified in the resource identifier with a value shall correspond to the
equivalent SourceRoleName or RoleName generic operation parameter value.

NOTE: While query parameters of URIs are case sensitive, as defined in REC3986 (section 6.2.2.1), role (that is,
reference) names are to be interpreted case insensitively, as defined in DSP0004.

Examples:

(not specified) — Null

"srn=Par ent" — source role (that is, reference) name "Parent"

8 Operations

This clause defines the operations of the CIM-RS protocol.

8.1 Overview on REST resources and HTTP methods

The operations of the CIM-RS protocol are defined as HTTP methods on certain REST resources, as
listed in Table 1.

Table 1 — REST resources and HTTP methods

Target REST Resource HTTP Methods
WBEM server OPTIONS, see 8.5.1
Namespace collection resource, see 7.2.1 GET, see 8.6.1
Namespace resource, see 7.2.2 GET, see 8.7.1
Class collection resource, see 7.2.3 GET, see 8.8.1
POST, see 8.8.2
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Target REST Resource

HTTP Methods

Class resource, see 7.2.4

GET, see 8.9.1

DELETE, see 8.9.2

PUT, see 8.9.3

Class associator collection resource, see 7.2.5

GET, see 8.10.1

Class reference collection resource, see 7.2.6

GET, see 8.11.1

Class method invocation resource, see 7.2.7

POST, see 8.12.1

Instance collection resource, see 7.2.8

GET, see 8.13.1

POST, see 8.13.2

Instance resource, see 7.2.9

GET, see 8.14.1

DELETE, see 8.14.2

PUT, see 8.14.3

PATCH, see 8.14.4

Instance associator collection resource, see 7.2.10

GET, see 8.15.1

Instance reference collection resource, see 7.2.11

GET, see 8.16.1

Instance method invocation resource, see 7.2.12

POST, see 8.17.1

Qualifier type collection resource, see 7.2.13

GET, see 8.18.1

POST, see 8.18.2

Qualifier type resource, see 7.2.14

GET, see 8.19.1

DELETE, see 8.19.2

PUT, see 8.19.3

Instance query resource, see 7.2.15

POST, see 8.20.1

8.2 Common behaviors for all operations

8.2.1 Content negotiation

WBEM clients, WBEM servers, and WBEM listeners shall support server-driven content negotiation as
defined in REC2616, based on the Accept request header field (defined in REC2616 and in 9.4.1), and
the Content-Type response header field (defined in REC2616 and in 9.4.2).

Requirements for the media types used in these header fields are defined in 10.1.

The HTTP OPTIONS method can be used to retrieve the set of CIM-RS payload representations
supported by a WBEM server or WBEM listener, as described in 8.5.1.
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8.2.2 Links

Some payload elements in an HTTP entity body include WBEM resource identifiers to the resource
represented by the payload element, or to related resources or resource collections. Such WBEM
resource identifiers in payload elements are called links.

Links have a name. The name of a link is case sensitive. Link names, their semantic, and the
requirements for including certain named links in the payload element are defined in this document.

Links have a target. The target of a link is a resource or resource collection that can be operated on using
CIM-RS operations.

The descriptions of payload elements in 8.4 define requirements for the inclusion of links.

If the paged retrieval feature is implemented, additional links are included in some payload elements, as
shown in Table 4. shows an overview of links included in payload elements, and the resources targeted
by these links.

If the paged retrieval feature is implemented, additional links are included in some payload elements, as
shown in Table 4.

Table 2 — Links included in payload elements

Payload element Links included Resource targeted by link
NamespaceCollection, see 8.4.1 "self" the represented namespace collection itself
Namespace, see 8.4.2 "self" the represented namespace itself
"classes" class collection of all classes in the represented
namespace
"qualifiers" qualifier type collection of all qualifier types in the
represented namespace
"instancequery" instance query resource of the represented namespace
ClassCollection, see 8.4.3 "self" the represented class collection itself
"namespace" namespace of the represented class collection
Class, see 8.4.4 "self" the represented class itself
"namespace” namespace of the represented class
"instances" instance collection of all instances of the represented
class

"methodinvocation” | class method invocation resource for all methods that
can be invoked on the represented class

"associators" class collection of all classes associated to the
represented class

"references" class collection of all classes referencing the
represented class
InstanceCollection, see 8.4.5 "self" the represented instance collection itself
"class" common superclass of the creation classes of the
instances in the represented instance collection
Instance, see 8.4.6 "self" the represented instance itself
"class" creation class of the represented instance
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Payload element Links included Resource targeted by link

"methodinvocation” | instance method invocation resource for all methods
that can be invoked on the represented instance

"associators" instance collection of all instances associated to the
represented instance
"references” instance collection of all instances referencing the
represented instance
QualifierTypeCollection, see 8.4.7 "self" the represented qualifier type collection itself
"namespace" namespace of the represented qualifier type collection
QualifierType, see 8.4.8 "self" the represented qualifier type itself
"namespace" namespace of the represented qualifier type
MethodInvocationRequest, see none N/A
8.4.9
MethodInvocationResponse, see none N/A
8.4.10
InstanceModificationRequest, see none N/A
8.4.11
InstanceQueryRequest, see 8.4.12 | none N/A

EXPERIMENTAL
8.2.3 Verifying the basis of resource modifications

The PUT instance operation (see 8.14.3) supplies a modified instance as input. The CIM-RS protocol
provides for a means to verify for a WBEM server whether the current state of the resource is still the
same as when the WBEM client retrieved the resource as a basis for providing the modified resource.

This is achieved by using the value of the CIM Generation property (defined in CIM_ManagedElement) as
an entity tag with the Etag and If-Match HTTP header fields, as described in 9.4.3 and 9.4.4.

This ability is experimental, because the Generation property is defined as experimental in the current
CIM Schema.

This ability is part of the optional entity tagging feature (see 8.3.1).
EXPERIMENTAL

8.24 Caching of responses

Caching of responses from WBEM servers and WBEM listeners is described in REC2616. This document
does not define any additional constraints or restrictions on caching.

Implementing the entity tagging feature (see 8.3.1) improves cache control.
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8.2.5 Success and failure

Operations performed within the CIM-RS protocol either succeed or fail. There is no concept of "partial
success".

If an operation succeeds, it returns its output data to the operation requester and does not include any
error messages.

If it fails, it returns one or more error messages and no output data.

For example, if an instance enumeration operation were able to return some, but not all, instances
successfully, then the operation fails without returning any instances.

8.2.6 Error messages

HTTP status codes are used to convey errors. The definition of HTTP status codes defined in REC2616 is
the basis for each operation, and the operation description may specify additional constraints on the use
of HTTP status codes.

NOTE: The specification of extended error information (for example, using an ordered list of embedded CIM_Error
instances) is not described in this version of the document.

8.2.7 Consistency model

The operations of the CIM-RS protocol shall conform to the consistency model defined in DSP0223.

8.2.8 Common operation parameters for all operations

This clause defines commonly used operation parameters for the operations. The description of the
individual operations references these parameters as appropriate. Not every operation uses every one of
these common parameters.

8.3 Optional behaviors for CIM-RS protocol

This clause defines optional behaviors for the implementation of the CIM-RS protocol.

8.3.1 Entity tagging feature

Implementation of the entity tagging feature in WBEM servers and WBEM clients provides for verifying
the basis of resource modifications and thus for improved consistency control in instance modifications,
as described in 8.2.3, and for improved cache control, as described in 8.2.4.

Implementation of the entity tagging feature is optional for WBEM clients and WBEM servers,
independently.

Implementation of the entity tagging feature in a WBEM server is indicated through the CIMRS-Entity-
Tagging-Feature header field (see 9.4.6).
8.3.2 Paged retrieval feature

Implementation of the paged retrieval feature in WBEM servers and WBEM clients supports pulled
enumerations as defined in DSP0223, that is, the retrieval of a result set through multiple HTTP GET
methods, each of which retrieves a subset of the result set.
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The concept for paged retrieval is consistent with the concept for paged feeds defined in REC5005. The
consistency of the result set is defined in DSP0223 (again, consistent with REC5005).

Implementation of the paged retrieval feature is optional for WBEM clients and WBEM servers,
independently.

Implementation of the paged retrieval feature in a WBEM server is indicated through the CIMRS-Paged-
Retrieval-Feature header field (see 9.4.7).

CIM-RS supports both modes of maintaining the enumeration state that are defined by DSP0223. The
WBEM server decides about the mode that is used, and that decision is transparent to the WBEM client:

e |f the WBEM server maintains the enumeration state, it returns to the WBEM client a reference to
that state as the value of an enumeration context.

e |f the WBEM server does not maintain the enumeration state (that is, it is stateless with respect to
the enumeration state), it returns to the WBEM client the entire enumeration state by value, as
the value of an enumeration context. The enumeration context value may change as the
enumeration proceeds.

WBEM servers implementing paged retrieval should implement the mode where they do not maintain the
enumeration state.

In both modes, the enumeration context for paged retrieval of a resource is represented in the WBEM
resource identifier of the resource, through the pr query parameter (see 7.3.13).

The enumeration context value is passed to the WBEM server by means of the pr query parameter in the
WBEM resource identifier referencing the resource to be retrieved. A "next" link in the result set of a
paged retrieval is used to pass the new enumeration context value back to the WBEM client. In order to
retrieve the next paged retrieval subset, the WBEM client uses the WBEM resource identifier specified in
the "next" link as the target of the HTTP GET method.

In both modes, a WBEM server shall choose the value of the enumeration context such that it is different
for each distinct paged retrieval subset within an enumeration. This allows a WBEM server to distinguish
between a request to retrieve the next subset, and a request to repeat the retrieval of the last subset. A
WBEM server shall not reject requests to retrieve a paged retrieval subset that had already been
retrieved previously, as identified by the enumeration context value. This rule is motivated by the need to
be able to repeat requests and by the need for the HTTP GET method to be idempotent.

This version of this document limits paged retrieval to CIM instances, consistent with the current version
of DSP0223. The following CIM-RS operations support paged retrieval of their result;

Table 3 — Operations supporting paged retrieval

Operation Retrieved resource Description
GET instance collection instance collection see 8.13.1
GET instance associator collection instance collection see 8.15.1
GET instance reference collection instance collection see 8.16.1

If paged retrieval is implemented, it shall be supported for all operations listed in Table 3.

The actual use of paged retrieval is negotiated between WBEM client and WBEM server. A WBEM client
initiates paged retrieval of a resource by specifying the pr query parameter without a value on a HTTP
GET method. A WBEM server that does not support paged retrieval shall ignore the presence of the pr
qguery parameter and shall proceed as if no paged retrieval had been requested. A WBEM server that
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1399  supports paged retrieval shall return the paged retrieval subset identified by the pr query parameter and
1400  shallinclude the links described in Table 4. The pr query parameter value is the enumeration context
1401  value in an encoded form, for details see 7.3.13.

1402 Table 4 — Additional links for paged retrieval
Absolute /
Link name Relative Requirement | Targeted resource
first Absolute or Conditional First paged retrieval subset of result set.
relative to self Condition: The WBEM server supports paged retrieval.
next Absolute or Conditional Next paged retrieval subset of result set.
relative to self Condition: The WBEM server supports paged retrieval and
the enumeration is not yet exhausted.

1403

1404 NOTE: In a strict sense, the different WBEM resource identifiers used during paged retrieval of the resource each
1405 represents a different resource, so that each subset returned by a paged retrieval operation would by a distinct
1406 resource. However, that view makes it difficult to distinguish the entire resource from the subset resources retrieved.
1407 Therefore, this document does not take that view and instead distinguishes between the subsets retrieved and the
1408 (one) resource of which the subsets are retrieved.

1409 NOTE: The use of HTTP range requests as defined in REC2616 has been considered and dismissed, because the
1410 semantics of an ordered sequence of items that can be accessed by item number cannot be provided by
1411 implementations that support the opaque server-defined enumeration context values mandated by DSP0223.

1412 8.4 Protocol payload elements

1413  This clause defines the elements that are used in the payload of the messages of the operations defined
1414 in clause 8. This clause defines these payload elements in a normative but abstract way. Documents
1415 defining payload representation formats are expected to define how each of these payload elements is
1416 represented.

1417 84.1 NamespaceCollection payload element

1418 A NamespaceCollection payload element represents a set of Namespace payload elements (see 8.4.2).
1419  The members of the set depend on the context.

1420 A NamespaceCollection payload element includes the following properties:

1421 Table 5 — Properties of NamespaceCollection payload element
Property name Generic type Requirement | Description
namespaces Namespace [ ] Mandatory set of Namespace payload elements (see 8.4.2)
1422

1423 A NamespaceCollection payload element includes the following links when used in response messages:

1424 Table 6 — Links of NamespaceCollection payload element
Absolute /
Link name Relative Requirement | Targeted resource
self Absolute Mandatory the represented namespace collection itself
1425
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Namespace payload element
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A Namespace payload element represents a CIM namespace.

There is no directly matching generic type representing a namespace payload element.

A Namespace payload element includes the following properties:

Table 7 — Properties of Namespace payload element

Property name

Generic type

Requirement

Description

name

string
(see DSP0223)

Mandatory

namespace name (for example, "root/cimv2")

A Namespace payload element includes the following links when used in response messages:

Table 8 — Links of Namespace payload element

Absolute /

Link name Relative Requirement | Targeted resource

self Absolute Mandatory the represented namespace itself

classes Absolute or Mandatory class collection of all classes in the represented namespace
relative to self

qualifiers Absolute or Mandatory qualifier type collection of all qualifier types in the
relative to self represented namespace

instancequery Absolute or Mandatory instance query resource of the represented namespace
relative to self

8.4.3 ClassCollection payload element

A ClassCollection payload element represents a set of Class payload elements (see 8.4.4). The members
of the set depend on the context.

A ClassCollection payload element includes the following properties:

Table 9 — Properties of ClassCollection payload element

Property name

Generic type

Requirement

Description

classes

Class []

Mandatory

set of Class payload elements (see 8.4.4)

A ClassCollection payload element includes the following links when used in response messages:

Table 10 — Links of ClassCollection payload element

Absolute /
Link name Relative Requirement | Targeted resource
self Absolute Mandatory the represented class collection itself
namespace Absolute or Mandatory namespace of the represented class collection
relative to self
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1443

1444  The "namespace" link of the ClassCollection payload element limits the class collection to classes from
1445  the same namespace. In scenarios where association classes cross namespaces, this does not represent
1446 a limitation; because all associated classes need to exist in both namespaces anyway.

1447

1448 8.4.4 Class payload element

1449 A Class payload element represents a CIM class specification (that is, the definition of a class and its
1450 elements).

1451 A Class payload element includes the following properties:

1452 Table 11 — Properties of Class payload payload element
Property name Generic type Requirement | Description
class Class- Mandatory class specification
Specification
(see DSP0223)

1453

1454 A Class payload element includes the following links when used in response messages:

1455 Table 12 — Links of Class payload element
Absolute /
Link name Relative Requirement | Targeted resource
self Absolute Mandatory the represented class itself
namespace Absolute or Mandatory namespace of the represented class
relative to self
instances Absolute or Mandatory instance collection of all instances of the represented class
relative to self
method- Absolute or Mandatory class method invocation resource for all methods that can
invocation relative to self be invoked on the represented class
associators Absolute or Mandatory class collection of all classes associated to the represented
relative to self class
references Absolute or Mandatory class collection of all classes referencing the represented
relative to self class
1456
1457
1458 8.45 InstanceCollection payload element

1459  An InstanceCollection payload element represents a set of Instance payload elements (see 8.4.6). The
1460 members of the set depend on the context.
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An InstanceCollection payload element includes the following properties:

Table 13 — Properties of InstanceCollection payload element

Property name

Generic type

Requirement

Description

instances

Instance [ ]

Mandatory

set of Instance payload elements (see 8.4.6)

An InstanceCollection payload element includes the following links when used in response messages:

Table 14 — Links of InstanceCollection payload element

Absolute /

Link name Relative Requirement | Targeted resource

self Absolute Mandatory the represented instance collection itself

class Absolute or Conditional common superclass of the creation classes of the instances
relative to self Exclusive in the represented instance collection

Condition for the "class" link: The instance collection contains instances that have a common superclass.
If the condition is met, the "class" link shall be included; otherwise, it shall not be included.

An example for an instance collection containing instances that may not have a common superclass is
the result set of traversing a ternary association to both far ends.

8.4.6

Instance payload element

An Instance payload element represents a CIM instance specification (that is, an instance including its

property values).

An Instance payload element includes the following properties:

Table 15 — Properties of Instance payload element

Property name

Generic type

Requirement

Description

class creation class Mandatory name of creation class of the represented instance
of Instance-
Specification
(see DSP0223)
properties properties of Mandatory properties of the represented instance, including their values

Instance-
Specification
(see DSP0223)
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1477  An Instance payload element includes the following links when used in response messages:

1478 Table 16 — Links of Instance payload element
Absolute /
Link name Relative Requirement | Targeted resource
self Absolute Mandatory the represented instance itself
class Absolute or Mandatory creation class of the represented instance
relative to self
method- Absolute or Mandatory instance method invocation resource for all methods that
invocation relative to self can be invoked on the represented instance
associators Absolute or Mandatory instance collection of all instances associated to the
relative to self represented instance
references Absolute or Mandatory instance collection of all instances referencing the
relative to self represented instance
1479
1480

1481 8.4.7 QualifierTypeCollection payload element

1482 A QualifierTypeCollection payload element represents a set of QualifierType payload elements (see
1483  8.4.8).

1484 A QualifierTypeCollection payload element includes the following properties:

1485 Table 17 — Properties of QualifierTypeCollection payload element
Property name Generic type Requirement | Description
qualifiertypes QualifierType [] | Mandatory Set of QualifierType payload elements (see 8.4.8)

1486 A QualifierTypeCollection payload element includes the following links when used in response messages:

1487 Table 18 — Links of QualifierTypeCollection payload element
Absolute /
Link name Relative Requirement | Targeted resource
self Absolute Mandatory the represented qualifier type collection itself
namespace Absolute or Mandatory namespace of the represented qualifier type collection
relative to self

1488

1489 8.4.8 QualifierType payload element
1490 A QualifierType payload element represents a CIM qualifier type specification.

1491 A QualifierType payload element includes the following properties:
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Table 19 — Properties of QualifierType payload element

Property name

Generic type

Requirement

Description

type string Mandatory Name of CIM datatype of the represented qualifier type
(see DSP0223) specification

default string Mandatory Default value of the represented qualifier type specification
(see DSP0223)

scope string [ ] Mandatory Set of scopes of the represented qualifier type specification
(see DSP0223)

flavor string [ ] Mandatory Set of flavors of the represented qualifier type specification

(see DSP0223)

A QualifierType payload element includes the following links when used in response messages:

Table 20 — Links of QualifierType payload element

Absolute /
Link name Relative Requirement | Targeted resource
self Absolute Mandatory the represented qualifier type itself
namespace Absolute or Mandatory namespace of the represented qualifier type
relative to self
8.4.9 MethodInvocationRequest payload element

A MethodInvocationRequest payload element represents the data used in a POST class method request
(see 8.12.1) or POST instance method request (see 8.17.1).

A MethodInvocationRequest payload element includes the following properties:

Table 21 — Properties of MethodInvocationRequest payload element

Property name

Generic type

Requirement

Description

name MethodName Mandatory method name
(see DSP0223)

parameters Parameter- Mandatory set of input parameters
Value []
(see DSP0223)

8.4.10 MethodInvocationResponse payload element

A MethodInvocationResponse payload element represents the data used in a POST class method
response (see 8.12.1) or POST instance method response (see 8.17.1).

A MethodInvocationResponse payload element includes the following properties:
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Table 22 — Properties of MethodInvocationResponse payload element

Property name

Generic type

Requirement

Description

name MethodName Mandatory method name
(see DSP0223)
returnvalue ReturnValue Mandatory return value
(see DSP0223)
parameters Parameter- Mandatory set of output parameters
Value []
(see DSP0223)
8.4.11 InstanceModificationRequest payload element

An InstanceModificationRequest payload element represents the data used in a PATCH instance request
(see 8.14.4). The InstanceModificationRequest payload element specifies modifications of property
values in a CIM instance.

This version of this document defines property value replacement as the only type of property value

modification.

Documents defining payload representations for the CIM-RS protocol need to ensure future extensibility
to other types of property value modifications, such as replacing, inserting or deleting elements in array
properties, or setting properties to their class-defined default value without specifying that value.

An InstanceModificationRequest payload element includes the following properties:

Table 23 — Properties of InstanceModificationRequest payload element

Property name

Generic type

Requirement

Description

replace

PropertyValue

[]
(see DSP0223)

Mandatory

set of properties whose values get replaced with new values

The generic type PropertyReplacement is defined as follows:

Table 24 — Properties of PropertyValue generic type

Property name

Generic type

Requirement

Description

name PropertyName Mandatory name of the property to be replaced
(see DSP0223)

value string Mandatory new value for the property to be replaced, in its string
(see DSP0223) representation as defined in DSP0004

8.4.12 InstanceQueryRequest payload element

An InstanceQueryRequest payload element represents the data used in a POST instance query request

(see 8.20.1).

An InstanceQueryRequest payload element includes the following properties:
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Table 25 — Properties of InstanceQueryRequest payload element

Property name

Generic type

Requirement

Description

querystring QueryString Mandatory query string in the query language identified by
(see DSP0223) QueryLanguage

querylanguage Query- Mandatory query language used in QueryString
Language

(see DSP0223)

8.4.13

ErrorResponse payload element

An ErrorResponse payload element represents an error response to any request.

An ErrorResponse payload element includes the following properties:

Table 26 — Properties of ErrorResponse payload element

Property name

Generic type

Requirement

Description

statuscode integer Optional CIM status code
(see DSP0223)
statusdescription | string Optional CIM status description
(see DSP0223)
errors Instance- Optional set of embedded instances of class CIM_Error, each

Specification [ ]
(see DSP0223)

specifying an error message

8.5 WBEM server and listener operations

This clause defines operations that target a WBEM server or WBEM listener as a whole (that is, without
targeting resources within a WBEM server).

85.1
Purpose:

HTTP method:

Resource URI:

OPTIONS

URI query parameters:

Request headers:

Request payload:

Response headers:

Response payload:

Generic operation:

Retrieves WBEM server or WBEM listener options

OPTIONS
*

None
Host

None

Date, CIM-RS specific header fields as defined in Table 27 and Table 28

None

N/A
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An implementation of the HTTP OPTIONS method for the resource "*" shall return information about
the WBEM server that is targeted, using the response header fields described in Table 27:

Table 27 — Response header fields for OPTIONS to WBEM server

Name of response header field Requirement level Defined in
CIMRS-Content-Types Mandatory 9.4.5
CIMRS-Entity-Tagging-Feature Mandatory 9.4.6
(EXPERIMENTAL)

CIMRS-Paged-Retrieval-Feature Mandatory 9.4.7
CIMRS-Filter-Query-Languages Mandatory 9.4.8
CIMRS-Instance-Query-Languages Mandatory 9.4.9

An implementation of the HTTP OPTIONS method for the resource "*" shall return information about
the WBEM listener that is targeted, using the response header fields described in Table 28:

Table 28 — Response header fields for OPTIONS to WBEM listener

Name of response header field Requirement level Defined in

CIMRS-Content-Types Mandatory 9.4.5

On success, a status code 200 "OK" shall be returned.

Example HTTP conversation with a WBEM server:

OPTI ONS *
Host: acne. con 5988

HTTP/ 1.1 200 K

Date: Wed, 29 Apr 2009 08:47:22 GV

Cl MRS- Cont ent - Types: application/vnd. dntf.cinrs+j son;versi on=1.0.0
Cl MRS- Et ag- Feature: true

Cl MRS- Paged- Retri eval - Feature: true

8.6 Namespace collection operations

This clause defines operations that target a namespace collection resource (see 7.2.1).

8.6.1 GET namespace collection

Purpose: Retrieves the set of all namespaces in a WBEM server
HTTP method: GET

Resource URI: Namespace collection resource (defined in 7.2.1)

URI query parameters: See Table 29

Request headers: Host, Accept
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1570 Request payload: None
1571 Response headers: Date, Content-Length, Content-Type
1572 Response payload: NamespaceCollection payload element (see 8.4.1) with links
1573 Generic operation: GetClasslnstancesWithPath on class CIM_Namespace in the interop
1574 namespace of the WBEM server
1575 Table 29 — Query parameters for GET namespace collection

Name Defined in

n (namespace) 7.3.13

ico (include class origin) 7.3.6

ip (included properties) 7.3.10

esbp (exclude subclass properties) 7.3.5

1576 Description:

1577 An implementation of the GET namespace collection operation shall conform to the behavior of the
1578 generic operation GetClasslnstancesWithPath defined in DSP0223, when invoked with an

1579 EnumClassPath parameter value that references the CIM_Namespace class in the interop

1580 namespace of the WBEM server.

1581 On success, a status code 200 "OK" with the resource representation contained in the entity-body
1582 shall be returned, unless one of the following conditions applies:

1583 e  For conditional requests where validators match, a status code 304 "Not Modified" and an
1584 empty entity-body should be returned.

1585 e  For range requests, a status code 206 "Partial Content" with the appropriate subset of
1586 entities contained in the entity-body shall be returned.

1587 Example HTTP conversation (using JSON):

1588 GET /ci nr s/ nanespaces

1589 Host: acme. com 5988

1590 Accept: application/vnd.dntf.cinrs+json

1591

1592 HTTP/ 1.1 200 K

1593 Date: Wed, 29 Apr 2009 08:47:22 GVI

1594 Cont ent - Lengt h: XXX

1595 Cont ent - Type: application/vnd. dntf.cinrs+json;version=1.0.0
1596 {

1597 "links": {

1598 "sel f": {

1599 "href": "http://acnme.com 5988/ ci nr s/ nanespaces"}

1600 },

1601 "nanespaces": {

1602 "root/cim2": {

1603 "links": {

1604 "sel f": {

1605 "href": "http://acne.com 5988/ ci nr s/ nanespaces/ r oot ¥2Fci mv2"},
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"cl asses": {
"href": "classes"},
"qualifiers": {
“href": "qualifiers"},
"instancequery": {
“href": "instancequery"}
}
H
"interop": {
"links": {
"self": {
"href": "http://acne.com 5988/ ci nr s/ nanespaces/i nterop"},
"cl asses": {
"href": "classes"},
"qualifiers": {
"href": "qualifiers"},
"instancequery": {
"href": "instancequery"}
}
}
}
}
NOTE: This example has an empty property list specified, so no property values are returned.
8.7 Namespace operations
This clause defines operations that target a namespace resource (see 7.2.2).
8.7.1 GET namespace
Purpose: Retrieves a CIM namespace
HTTP method: GET
Resource URI; Namespace resource (defined in 7.2.2)
URI query parameters: See Table 30
Request headers: Host, Accept
Request payload: None
Response headers: Date, Content-Length, Content-Type, Etag
Response payload: Namespace payload element (see 8.4.2) with links
Generic operation: Getlnstance on CIM_Namespace instance for that namespace, in the
interop namespace of the WBEM server
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Table 30 — Query parameters for GET namespace

Name Defined in

ico (include class origin) 7.3.6

ip (included properties) 7.3.10
Description:

An implementation of the GET namespace operation shall conform to the behavior of the generic
operation Getlnstance defined in DSP0223, when invoked with an InstancePath parameter value that
references the CIM_Namespace class in the interop nhamespace of the WBEM server.

On success, a status code 200 "OK" with the representation of the CIM_Namespace instance
contained in the entity-body shall be returned, unless the following condition applies:

e  For conditional requests where validators match, a status code 304 "Not Modified" and an
empty entity-body should be returned.

Example HTTP conversation (using JSON):

GET /ci nr s/ nanespaces/ r oot %2Fci nv2
Host: acme. com 5988
Accept: application/vnd. dntf.cinrs+json

HTTP/ 1.1 200 K

Date: Wed, 29 Apr 2009 08:47:22 GMI

Cont ent - Lengt h: XXX

Cont ent - Type: application/vnd. dntf.ci nrs+j son; version=1.0.0
"root/cim2": {

"links": {
"sel f": {
“href": "http://acme.com 5988/ ci nr s/ nanespaces/ r oot ¥%2Fci nv2"},
"cl asses": {
"href": "classes"},
"qualifiers": {
“href": "qualifiers"},
"instancequery": {
“href": "instancequery"}

8.8 Class collection operations

This clause defines operations that target a class collection resource (see 7.2.3).

8.8.1 GET class collection

Purpose: Retrieves the set of classes in a class collection
HTTP method: GET
Resource URI: Class collection resource (defined in 7.2.3)
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URI query parameters: See Table 31

Request headers: Host, Accept

Request payload: None

Response headers: Date, Content-Length, Content-Type

Response payload: ClassCollection payload element (see 8.4.3) with links

Generic operation: GetTopClassesWithPath, GetSubClassesWithPath

Table 31 — Query parameters for GET class collection

Name Defined in
c (class) 7.3.3

spc (superclass) 7.3.17
isbc (include subclasses) 7.3.12

iie (include inherited elements) 7.3.9

ig (include qualifiers) 7.3.11

ico (include class origin) 7.3.6

Description:

Depending on which query parameters are specified, the GET class collection operation shall
conform to generic operations defined in DSP0223, as follows:

e  GetTopClassesWithPath, if the spc query parameter is not specified

o  GetSuperClassesWithPath, if the spc query parameter is specified

If the spc query parameter is not specified, the GET class collection operation shall conform to the
generic operation GetTopClassesWithPath defined in DSP0223, and the returned class collection
shall contain all classes in the namespace that have no superclasses.

If the spc query parameter is specified, the GET class collection operation shall conform to the
generic operation GetSubClassesWithPath defined in DSP0223, and the returned class collection
shall contain all classes in the namespace that have the specified class as a superclass.

If the ip query parameter is specified with an empty property list, the returned class collection shall
consist of self URI values only.

On success, a status code 200 "OK" with the resource representation contained in the entity-body
shall be returned, unless one of the following conditions applies:

e  For conditional requests where validators match, a status code 304 "Not Modified" and an
empty entity-body should be returned.

e  Forrange requests, a status code 206 "Partial Content" with the appropriate subset of
entities contained in the entity-body shall be returned.

Example HTTP conversation (using JSON):

NOTE: This example specifies the spc query parameter.

GET /ci nr s/ nanespaces/ r oot ¥%2Fci mnv2/ cl asses?spc=Cl M_Exanpl e
Host: acne.com 5988
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1708 Accept: application/vnd.dntf.cinrs+json
1709

1710 HTTP/ 1.1 200 K

1711 Date: Wed, 29 Apr 2009 08:47:22 GMVI
1712 Cont ent - Lengt h: XXX

1713 Cont ent - Type: application/vnd. dntf.cinrs+json;version=1.0.0
1714 {

1715 “links": {

1716 "self": {

1717 “href": "http://acne.com 5988/ ci nr s/ nanespaces/ r oot ¥2Fci nv2/ cl asses"},
1718 "nanespace": {

1719 "href": ".."}

1720 },

1721 "cl asses": {

1722 "Cl M_Subd ass1Cf Exanpl e*: {

1723 “links": {

1724 "sel f": {

1725 “href": "http://acnme.com 5988/ ci nr s/ nanespaces/ r oot ¥2Fci mv2/ cl asses/ CI M S
1726 ubd ass1Of Exanpl e"},

1727 "namespace": {

1728 “href": "../.."},

1729 "instances": {

1730 “href": "instances"},

1731 "met hodi nvocation": {

1732 “href": "nethodi nvocation"},
1733 "associ ators": {

1734 "href": "associators"},

1735 "references": {

1736 "href": "references"}

1737 },

1738 "supercl ass": "Cl M Exanpl e",

1739 "qualifiers": { . . . },

1740 "properties": { . . .}

1741 },

1742 " Cl M_Subd ass2Cf Exanpl e": {

1743 “links": {

1744 "sel f": {

1745 “href": "http://acnme.com 5988/ ci nr s/ nanespaces/ r oot ¥2Fci mv2/ cl asses/ CI M S
1746 ubd ass2Of Exanpl e"},

1747 "namespace": {

1748 “href": "../.."},

1749 "instances": {

1750 "href": "instances"},

1751 "met hodi nvocation": {

1752 "href": "nmethodi nvocation"},
1753 "associ ators": {

1754 "href": "associators"},

1755 "references": {

1756 "href": "references"}
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}
"supercl ass": "Cl M Exanpl e",
"qualifiers": { . . . ],
"properties": { . . . ],
"met hods": { . . . ]

}
}
}
8.8.2 POST class collection
Purpose: Creates a CIM class

HTTP method:

Resource URI:

URI query parameters:

Request headers:
Request payload:
Response headers:
Response payload:
Generic operation:

Description:

POST

Class collection resource (defined in 7.2.3)
None

Host, Content-Length, Content-Type

Class payload element (see 8.4.4) without links
Date, Location

None

CreateClass

The POST class collection operation shall conform to the CreateClass generic operation defined in
DSP0223.

On success, a status code 201 "Created" with the HTTP response header "Location" set to the
newly-created instance as indicated by its ClassPath shall be returned.

Example HTTP conversation (using JSON):

PCOST / ci nr s/ nanespaces/ r oot %2Fci nv2/ cl asses
Host: acme. com 5988
Cont ent - Lengt h: XXX

Cont ent - Type

appl i cati on/vnd. dntf. ci nrs+j son; versi on=1.0.0

"Cl M_Newd ass": {
"supercl ass": "Cl M ManagedEl ement ",
"qualifiers": { . . . },
"properties': { . . . ],

"met hods": { . . . ]

HTTP/ 1.1 201 Created
Date: Wed, 29 Apr 2009 08:47:22 GVI
Location: http://acme.com 5988/ ci nr s/ nanespaces/ r oot %2Fci mv2/ cl asses/ Cl M_NewCl ass
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8.9 Class operations
This clause defines operations that target a class resource (see 7.2.4).
The ModifyClass generic operation defined in DSP0223 does not provide for modifying a class only

partially. For this reason, a PATCH class operation has not been defined in this document.

8.9.1 GET class

Purpose: Retrieves a CIM class

HTTP method: GET

Resource URI: Class resource (defined in 7.2.4)

URI query parameters: See Table 32

Request headers: Host, Accept

Request payload: None

Response headers: Date, Content-Length, Content-Type
Response payload: Class payload element (see 8.4.4) with links
Generic operation: GetClass

Table 32 — Query parameters for GET class

Name Defined in

iq (include qualifiers) 7.3.11

ico (include class origin) 7.3.6

ip (included properties) 7.3.10
Description:

The GET class operation shall conform to the GetClass generic operation defined in DSP0223.

On success, a status code 200 "OK" with the resource representation contained in the entity-body
shall be returned, unless the following condition applies:

e  For conditional requests where validators match, a status code 304 "Not Modified" and an
empty entity-body should be returned.

Example HTTP conversation (using JSON):

GET /ci nr s/ nanespaces/ r oot %2Fci mv2/ cl asses/ Cl M_Regi steredProfile
Host: acme. com 5988
Accept: application/vnd. dntf.cinrs+json

HTTP/ 1.1 200 K
Date: Mon, 27 Apr 2009 17:02:09 GMI
Cont ent - Lengt h: XXX
Cont ent - Type: application/vnd. dntf.ci nrs+j son; version=1.0.0
"Cl M Regi steredProfile": {
"links": {
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"self": {

“href": "http://acme.com 5988/ ci nr s/ nanespaces/ r oot ¥%2Fci mv2/ cl asses/ Cl M _Regi s
teredProfile"},

"namespace": {

“href": "../.."},
"instances": ({
“"href": "instances"},
"met hodi nvocation": {
“"href": "nethodi nvocation"},
"associators": {
"href": "associators"},
"references": {
"href": "references"}
-
"supercl ass": "Cl M ManagedEl ement ",
"qualifiers": { . . . },
“properties": { . . . ]

8.9.2 DELETE class

Purpose: Deletes a CIM class

HTTP method: DELETE

Resource URI: Class resource (defined in 7.2.4)
URI query parameters: See Table 33

Request headers: Host, Accept

Request payload: None

Response headers: Date

Response payload: None

Generic operation: DeleteClass

Table 33 — Query parameters for DELETE class

Name Defined in
dd (delete dependents) 7.3.3
Description:

The DELETE class operation shall conform to the DeleteClass generic operation defined in
DSP0223.

On success, a status code 204 "No Content" with an empty entity-body shall be returned.

Example HTTP conversation (using JSON):

DELETE / ci nr s/ namespaces/ r oot ¥2Fci mv2/ cl asses/ Cl M_Regi st eredProfil e
Host: acme. com 5988
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HTTP/ 1.1 204 No Content
Date: Mon, 27 Apr 2009 17:02: 09 GVI

8.9.3 PUT class

Purpose: Replaces a CIM class

HTTP method: PUT

Resource URI: Class resource (defined in 7.2.4)

URI query parameters: None

Request headers: Host, Content-Length, Content-Type

Request payload: Class payload element (see 8.4.4) without links
Response headers: Date

Response payload: None

Generic operation: ModifyClass

Description:

The PUT class operation shall conform to the ModifyClass generic operation defined in DSP0223.

On success, a status code 200 "OK" with the resource representation contained in the entity-body
shall be returned.

Example HTTP conversation (using JSON):

PUT /ci nrs/ namespaces/ root ¥2Fci mv2/ cl asses/ Cl M_Regi st eredProfil e
Host: acme. com 5988

Cont ent - Lengt h: XXX

Cont ent - Type: application/vnd. dntf.ci nrs+j son; version=1.0.0

"Cl M Regi steredProfile": {

"supercl ass": "Cl M ManagedEl enent "
"qualifiers": { . . . 1,
“properties": { . . . ]

HTTP/ 1.1 200 K
Date: Mon, 27 Apr 2009 17:02: 09 GVI

8.10 Class associator collection operations

This clause defines operations that target a class associator collection resource (see 7.2.5).

8.10.1 GET class associator collection

Purpose: Retrieves the list of CIM classes that are associated with a given source
class
HTTP method: GET

Version 1.0.0 This Informational Specification is not a DMTF Standard and may change. 59



1899
1900
1901
1902
1903
1904
1905

1906

1907

1908
1909

1910
1911
1912

1913
1914

1915
1916

1917
1918

1919
1920

1921

1922
1923
1924
1925
1926

CIM Operations Over RESTful Services DSP-1S0201

Resource URI:

URI query parameters:
Request headers:
Request payload:
Response headers:
Response payload:

Generic operation:

Class associator collection resource (defined in 7.2.5)
See Table 34

Host, Accept

None

Date, Content-Length, Content-Type

Class collection payload element (see 8.4.3) with links

GetAssociatedClassesWithPath

Table 34 — Query parameters for GET class associator collection

Name Defined in
c (class) 7.3.3

rcn (referencing class name) 7.3.15

acn (associated class name) 7.3.1

srn (source role name) 7.3.18

arn (associated role name) 7.3.2

iq (include qualifiers) 7.3.11

ico (include class origin) 7.3.6

ip (included properties) 7.3.10

Description:

The GET class associator collection operation shall conform to the GetAssociatedClassesWithPath
generic operation defined in DSP0223, with the following modified behavior:

e  The result of successive range requests may contain duplicate instances; duplicate
instances can be removed by the client by comparing the instances' self URI value as
defined by Collection format.

e An empty IncludedProperties value corresponds to the GetAssociatedClassPaths generic
operation. The collection format returned in this case shall consist of self URI values only.

On success, a status code 200 "OK" with the resource representation contained in the entity-body
shall be returned, unless one of the following conditions applies:

e  For conditional requests where validators match, a status code 304 "Not Modified" and an
empty entity-body should be returned.

e  Forrange requests, a status code 206 "Partial Content" with the appropriate subset of
entities contained in the entity-body shall be returned.

Example HTTP conversation (using JSON):

GET / ci nr s/ nanespaces/ r oot %2Fci nv2/ cl asses/ Cl M_Sour ceExanpl e/ associ ators

Host: acne. com 5988

Accept: application/vnd. dntf.cinrs+json

HTTP/ 1.1 200 K
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1927 Date: Wed, 29 Apr 2009 08:47:22 GVI
1928 Cont ent - Lengt h: XXX

1929 Cont ent - Type: application/vnd. dntf.cinrs+json;version=1.0.0
1930 {

1931 "links": {

1932 "sel f": {

1933 "href": "http://acne.com 5988/ ci nr s/ nanespaces/ r oot ¥2Fci mv2/ cl asses/ Cl M_Sour ¢
1934 eExanpl e/ associ ators"},

1935 "nanespace": {

1936 "href": "../../.."}

1937 },

1938 "cl asses": {

1939 "Cl M Associ at edExanpl e": {

1940 "links": {

1941 "sel f": {

1942 "href": "http://acne.com 5988/ ci nr s/ nanespaces/ r oot ¥2Fci mv2/ cl asses/ Cl M_A
1943 ssoci at edExanpl e"},

1944 "nanespace": {

1945 “href": "../.."},

1946 "instances": ({

1947 “href": "instances"},

1948 "net hodi nvocation": {

1949 “href": "nethodi nvocation"},
1950 "associ ators": {

1951 "href": "associators"},

1952 "references": {

1953 "href": "references"}

1954 },

1955 "qualifiers": { . . . 1,

1956 “"properties": { . . . ]

1957 },

1958 . . . # nore classes

1959 }

1960 }

1961 8.11 Class reference collection operations

1962  This clause defines operations that target a class reference collection resource (see 7.2.6).

1963 8.11.1 GET class reference collection

1964 Purpose: Retrieves the list of CIM association classes that reference a given
1965 source class

1966 HTTP method: GET

1967 Resource URI: Class reference collection resource (defined in 7.2.6)

1968 URI query parameters: See Table 35

1969 Request headers: Host, Accept
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Request payload: None

Response headers: Date, Content-Length, Content-Type

Response payload: Class collection payload element (see 8.4.3) with links
Generic operation: GetReferencingClassesWithPath

Table 35 — Query parameters for GET class reference collection

Name Defined in
c (class) 7.3.3

rcn (referencing class name) 7.3.15

acn (associated class name) 7.3.1

srn (source role name) 7.3.18

arn (associated role name) 7.3.2

ig (include qualifiers) 7.3.11

ico (include class origin) 7.3.6

ip (included properties) 7.3.10

Description:

The GET class reference collection operation shall conform to the GetReferencingClassesWithPath
generic operation defined in DSP0223, with the following modified behavior:

e The result of successive range requests may contain duplicate classes; duplicate classes
can be removed by the client by comparing the class self URI value as defined by
Collection format.

e An empty IncludedProperties value corresponds to the GetReferencingClassPaths generic
operation. The Collection format returned in this case shall consist of self URI values only.

On success, a status code 200 "OK" with the resource representation contained in the entity-body
shall be returned, unless one of the following conditions applies:

e  For conditional requests where validators match, a status code 304 "Not Modified" and an
empty entity-body should be returned.

e Forrange requests, a status code 206 "Partial Content" with the appropriate subset of
entities contained in the entity-body shall be returned.

Example HTTP conversation (using JSON):

GET / ci nrs/ nanespaces/ r oot %2Fci mv2/ cl asses/ Cl M_Sour ceExanpl e/ r ef er ences
Host: acme. com 5988
Accept: application/vnd. dntf.cinrs+json

HTTP/ 1.1 200 K

Date: Wed, 29 Apr 2009 08:47:22 GMI

Cont ent - Lengt h: XXX

Cont ent - Type: application/vnd. dntf.ci nrs+j son; version=1.0.0

{
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1999 "links": {

2000 "sel f": {

2001 "href": "http://acnme.com 5988/ ci nr s/ nanespaces/ r oot ¥2Fci mv2/ cl asses/ Cl M_Sour ¢
2002 eExanpl e/ r ef erences"},

2003 "nanespace": {

2004 “href": "../../1.."}

2005 3

2006 "cl asses": {

2007 "Cl M_Associ at i onExanpl e": {

2008 "links": {

2009 "sel f": {

2010 "href": "http://acne.com 5988/ ci nr s/ nanespaces/ r oot ¥2Fci mv2/ cl asses/ Cl M_A
2011 ssoci ati onExanpl e"},

2012 "nanespace": {

2013 “href": "../.."},

2014 "instances": ({

2015 “href": "instances"},

2016 " met hodi nvocati on": {

2017 “href": "nmethodinvocation"},
2018 "associ ators": {

2019 "href": "associators"},
2020 "references": {

2021 "href": "references"}

2022 },

2023 "qualifiers": { . . . 1,

2024 “"properties": { . . . ]

2025 },

2026 . . . # nore classes

2027 }

2028 }

2029 8.12 Class method operations

2030  This clause defines operations that target a class method resource (see 7.2.7).

2031 8.12.1 POST class method

2032 Purpose: Invokes a (static) CIM method on a class

2033 HTTP method: POST

2034 Resource URI; Class method invocation resource (defined in 7.2.7)

2035 URI query parameters: None

2036 Request headers: Host, Accept, Content-Length, Content-Type

2037 Request payload: MethodInvocationRequest payload element (see 8.4.9)
2038 Response headers: Date, Content-Length, Content-Type

2039 Response payload: MethodInvocationResponse payload element (see 8.4.10)
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Generic operation: InvokeStaticMethod

Description:

DSP-1S0201

The POSTclass method operation shall conform to the InvokeStaticMethod generic operation defined

in DSP0223.
On success, a status code of either 200 "OK" or 202 "Accepted" shall be returned.

Example HTTP conversation (using JSON):

POST / ci nr s/ nanespaces/ r oot %2Fci nv2/ cl asses/ Cl M _Regi st er edPr of i | e/ met hodi nvocat i on

Host: acme. com 5988
Accept: application/vnd. dntf.cinrs+json
Cont ent - Lengt h: XXX
Cont ent - Type: application/vnd. dntf.cinrs+j son; version=1.0.0
"StaticMet hod": {
"paraneters”: {
"Parml": "Some input val ue”

HTTP/ 1.1 200 K
Date: Wed, 29 Apr 2009 08:47:22 GMI
Cont ent - Lengt h: XXX
Cont ent - Type: application/vnd. dntf.ci nrs+j son; version=1.0.0
"Stati cMet hod": {

"returnval ue": 0,

"paraneters": {

"ParnR": "Sonme output val ue"

8.13 Instance collection operations

This clause defines operations that target an instance collection resource (see 7.2.8).

8.13.1 GET instance collection

Purpose: Retrieves the list of CIM instances of a given CIM class
HTTP method: GET

Resource URI; Instance collection resource (defined in 7.2.8)

URI query parameters: See Table 36

Request headers: Host, Accept

Request payload: None

Response headers: Date, Content-Length, Content-Type

Response payload: InstanceCollection payload element (see 8.4.5) with links
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Generic operation: GetClasslnstancesWithPath

Table 36 — Query parameters for GET instance collection

Name Defined in

fql (filter query language) 7.3.6

fgs (filter query string) 7.3.7

ico (include class origin) 7.3.6

ip (included properties) 7.3.10

esbp (exclude subclass properties) 7.3.5
Description:

The GET instance collection operation shall conform to the GetClassIinstancesWithPath generic
operation defined in DSP0223, with the following modified behavior:

e  The result of successive range requests may contain duplicate instances; duplicate
instances can be removed by the client by comparing the instances' self URI value as
defined by Collection format.

e  An empty IncludedProperties value corresponds to the GetClassinstancePaths generic
operation. The Collection format returned in this case shall consist of self URI values only.

On success, a status code 200 "OK" with the resource representation contained in the entity-body
shall be returned, unless one of the following conditions applies:

e  For conditional requests where validators match, a status code 304 "Not Modified" and an
empty entity-body should be returned.

e  Forrange requests, a status code 206 "Partial Content" with the appropriate subset of
entities contained in the entity-body shall be returned.

Example HTTP conversation (using JSON):

GET /ci nrs/ nanespaces/ r oot %2Fci nv2/ cl asses/ Cl M_Regi st eredProfil e/instances
Host: acme. com 5988
Accept: application/vnd. dntf.cinrs+json

HTTP/ 1.1 200 K

Date: Wed, 29 Apr 2009 08:47:22 GMI

Cont ent - Lengt h: XXX

Cont ent - Type: application/vnd. dntf. ci nrs+j son; version=1.0.0

{
"links": {
"sel f": {
"href": "http://acnme.com 5988/ ci nr s/ nanespaces/ r oot ¥%2Fci mv2/ cl asses/ Cl M_Sour ¢
eExanpl e/ i nst ances"},
"class": {
“href": ".."}
}
"instances": |
{
"links": {
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"self": {

“href": "http://acme. com 5988/ ci nr s/ namespaces/ r oot ¥%2Fci mv2/ cl asses/ CIl M R
egi steredProfil e/instances/ DMIF¥8AFan%3Al1. 1. 0"},

"class": {
“href": "../.."},
"met hodi nvocation": {
“href": "nethodi nvocation"},
"associators": {
"href": "associators"},
"references": {
"href": "references"}
-
"class": "Cl M RegisteredProfile",
"properties": {
"I nstancel D': "DMIF: Fan: 1.1.0",
"Regi st eredNane": "Fan",
"Regi st eredOrgani zation": 2,
"Regi steredVersion": "1.1.0",
# nore properties

# nore instances

8.13.2 POST instance collection

Purpose: Creates a CIM instance

HTTP method: POST

Resource URI: Instance collection resource (defined in 7.2.8)

URI query parameters: None

Request headers: Host, Content-Length, Content-Type

Request payload: Instance payload element (see 8.4.6) without links
Response headers: Date, Location

Response payload: None

Generic operation: Createlnstance

Description:

The POST instance collection operation shall conform to the Createlnstance generic operation
defined in DSP0223.

On success, a status code 201 "Created"” with the HTTP response header "Location" set to the newly
created instance as indicated by its InstancePath shall be returned.
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2153 Example HTTP conversation (using JSON):

2154 PGST / ci nr s/ nanespaces/ r oot %2Fci mv2/ cl asses/ Cl M _Regi st eredProfil e/i nstances

2155 Host: acme. com 5988

2156 Cont ent - Lengt h: XXX

2157 Cont ent - Type: application/vnd. dntf.cinrs+json;version=1.0.0

2158 {

2159 "class": "Cl M RegisteredProfile",

2160 "properties": {

2161 "Regi st eredNane": "Fan",

2162 "Regi st eredOrgani zation": 2,

2163 "Regi st eredVersion": "1.1.0",

2164 . . . # nore properties

2165 }

2166 }

2167

2168 HTTP/ 1.1 201 Created

2169 Date: Wed, 29 Apr 2009 08:47:22 GVI

2170 Location: http://acnme.com 5988/ ci nr s/ nanespaces/ r oot ¥%2Fci nv2/ cl asses/ Cl M_Regi st er ed
2171 Profil e/instances/ DMTFY8AFan%8Al. 1. 0

2172 NOTE: The key property InstancelD is not provided in the request, since key property values are determined
2173 by the server. In this example, the InstancelD value has been determined by the server from the provided values
2174 of the RegisteredOrganization, RegisteredName, and RegisteredVersion properties.

2175 8.14 Instance operations

2176  This clause defines operations that target an instance resource (see 7.2.9).

2177 8.14.1 GET instance

2178  Purpose: Retrieves a CIM instance
2179  HTTP method: GET
2180 Resource URI: Instance resource (defined in 7.2.9)
2181 URI query parameters: See Table 37
2182 Request headers: Host, Accept
2183 Request payload: None
2184 Response headers: Date, Content-Length, Content-Type, Etag
2185 Response payload: Instance payload element (see 8.4.6)
2186 Generic operation: Getlnstance
2187 Table 37 — Query parameters for GET instance
Name Defined in
ico (include class origin) 7.3.6
ip (included properties) 7.3.10
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Description:

The GET instance operation shall conform to the Getlnstance generic operation defined in DSP0223.

On success, a status code 200 "OK" with the resource representation contained in the entity-body
shall be returned, unless the following condition applies:

e  For conditional requests where validators match, a status code 304 "Not Modified" and an
empty entity-body should be returned.

Example HTTP conversation (using JSON):

GET / ci nr s/ nanespaces/ r oot %2Fci nv2/ cl asses/ Cl M _Regi st eredProfi |l e/i nst ances/ DMTF¥3AF
an%3Al1.1.0

Host: acme. com 5988
Accept: application/vnd. dntf.cinrs+json

HTTP/ 1.1 200 K
Date: Wed, 29 Apr 2009 08:47:22 GMVI
Cont ent - Lengt h: XXX
Cont ent - Type: application/vnd. dntf.ci nrs+j son; versi on=1.0.0
{

"links": {

"sel f": {
“href": "http://acnme.com 5988/ ci nr s/ nanespaces/ r oot ¥2Fci mv2/ cl asses/ Cl M_Regi s

teredProfil e/instances/ DMTF¥8AFan%3Al. 1. 0"},

"class": {
"href": "../.."},
"met hodi nvocati on": {
“href": "nethodi nvocation"},
"associators": {
"href": "associators"},
"references": {
"href": "references"}
[F
"class": "Cl M RegisteredProfile",
"properties": {
"I nstancel D': "DMIF: Fan: 1. 1. 0",
"Regi st eredNane": "Fan",
"Regi st eredOr gani zation": 2
"Regi steredVersion": "1.1.0",
# nore properties

8.14.2 DELETE instance

Purpose: Deletes a CIM instance

HTTP method: DELETE

Resource URI: Instance resource (defined in 7.2.9)
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URI query parameters:
Request headers:
Request payload:
Response headers:
Response payload:
Generic operation:

Description:

None
Host
None
Date
None

Deletelnstance

CIM Operations Over RESTful Services

The DELETE instance operation shall conform to the Deletelnstance generic operation defined in

DSP0223.

On success, a status code 204 "No Content" with an empty entity-body shall be returned.

Example HTTP conversation (using JSON):

DELETE / ci nr s/ namespaces/ r oot ¥2Fci mv2/ cl asses/ Cl M_Regi st eredProfi |l e/i nst ances/ DMIF%

3AFan%3A1. 1.0
Host: acne.com 5988

HTTP/ 1.1 204 No Cont ent

Date: Wed, 29 Apr 2009 08:47:22 GVI

8.14.3 PUT instance
Purpose:

HTTP method:
Resource URI:

URI query parameters:
Request headers:
Request payload:
Response headers:
Response payload:
Generic operation:

Description:

Replaces a CIM instance

PUT

InstancePath (defined in 7.2.9)

None

Host, Content-Length, Content-Type, If-Match (EXPERIMENTAL)

Instance payload element (see 8.4.6) without links

Date

None

Modifylnstance with IncludedProperties being Null

The PUT instance operation shall conform to the Modifylnstance generic operation defined in
DSP0223, when its IncludedProperties parameter is Null. The Modifylnstance generic operation will
modify all properties of the CIM instance that are modifiable, in this case.

The instance payload element does not need to specify all properties exposed by the creation class
of the instance. The values of modifiable properties that are not specified in the instance payload
element shall be set to the class-defined default value of the property, or to Null if no such default

value is defined.
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2266 NOTE: This behavior for properties that are requested to be changed but not specified in the instance payload
2267 element is consistent with DSP0200. In contrast, DSP0223 requires that the property is set to Null in this case,
2268 even when a non-Null default value for the property is defined in the class.

2269

2270 The values of non-modifiable properties shall not be changed by the WBEM server. PUT instance
2271 operations that specify non-modifiable properties in the instance payload element with a value that is
2272 different from their current value shall be rejected.

2273 EXPERIMENTAL

2274 In addition, the PUT instance operation shall reject the modification if an If-Match header field is
2275 provided, and the entity tag provided as its value does not match the current entity tag (that is, the
2276 value of the Generation property) of the resource.

2277 EXPERIMENTAL

2278 On success, either of the following status codes shall be returned:
2279 e 200 "OK". with an empty entity-body
2280 e 202 "Accepted" with an empty entity-body

2281 Example HTTP conversation (using JSON):

2282 PUT /ci nr s/ namespaces/ r oot ¥2Fci mv2/ cl asses/ Cl M_Regi st eredProfi | e/i nst ances/ DMTFY3AF
2283 an%8Al1. 1.0

2284 Host: acne. com 5988

2285 Cont ent - Lengt h: XXX

2286 Cont ent - Type: application/vnd. dntf.cinrs+json;version=1.0.0

2287 {

2288 "class": " ClMRegisteredProfile",

2289 "properties": {

2290 "Regi st eredNane": "Fan",

2291 " Regi st er edOr gani zation": 2,

2292 "Regi steredVersion": "1.1.1",

2293 "Caption": "A changed caption”

2294 }

2295 }

2296

2297 HTTP/ 1.1 200 K

2298 Date: Wed, 29 Apr 2009 08:47:22 GVI

2299 NOTE: In this example, it is assumed that all provided properties are modifiable. The modifiable properties not
2300 provided are set to their class-defined default values or to Null. The value of the InstancelD key property remains
2301 unchanged, since key properties are never modifiable.

2302 8.14.4 PATCH instance

2303 Purpose: Modifies properties of a CIM instance
2304 HTTP method: PATCH

2305 Resource URI: Instance resource (defined in 7.2.9)
2306 URI query parameters: None
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Request headers:

Request payload:

Response headers:

Response payload:

Generic operation:

Description:
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Host, Content-Length, Content-Type, If-Match (EXPERIMENTAL)
InstanceModificationRequest payload element (see 8.4.11)

Date

None

Modifylnstance with IncludedProperties being non-Null

The PATCH instance operation shall conform to the Modifylnstance generic operation defined in
DSP0223, when its IncludedProperties parameter is non-Null. In this case, the Modifylnstance
generic operation will modify only the properties that are specified in its IncludedProperties
parameter and that are modifiable.

The InstanceModificationRequest payload element (see 8.4.11) specifies the requested changes for

the instance.

The InstanceModificationRequest payload element does not need to specify requested changes for
all properties exposed by the creation class of the instance. Properties for which no changes are
specified in the InstanceModificationRequest payload element shall be left unchanged.

EXPERIMENTAL

In addition, the PATCH instance operation shall reject the modification if an If-Match header field is
provided, and the entity tag provided as its value does not match the current entity tag (that is, the
value of the Generation property) of the resource.

EXPERIMENTAL

On success, either of the following status codes shall be returned:

e 200 "OK". with an empty entity-body

e 202 "Accepted” with an empty entity-body

Example HTTP conversation (using JSON):

PATCH / ci nr s/ namespaces/ r oot ¥2Fci mv2/ cl asses/ Cl M_Regi st eredProfi | e/ i nst ances/ DMIF%3

AFan%3Al1. 1.0

Host: acme. com 5988
Cont ent - Lengt h: XXX
appl i cati on/vnd. dntf. ci nrs+j son; versi on=1.0.0

Cont ent - Type:
{

"repl ace":

HTTP/ 1.1 200 K

{
"Caption":

"A changed caption"

Date: Wed, 29 Apr 2009 08:47:22 GVI

NOTE: In this example, only the value of the Caption property is requested to be changed. It is assumed to be
modifiable. All other property values remain unchanged, since they are not requested to be changed.
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8.15 Instance associator collection operations

This clause defines operations that target an instance associator collection resource (see 7.2.10).

8.15.1 GET instance associator collection

Purpose: Retrievgs the list of CIM instances that are associated with a given
source instance

HTTP method: GET

Resource URI: Instance associator collection resource (defined in 7.2.10)

URI query parameters: See Table 38

Request headers: Host, Accept

Request payload: None

Response headers: Date, Content-Length, Content-Type

Response payload: InstanceCollection payload element (see 8.4.5)

Generic operation: GetAssociatedInstancesWithPath

Table 38 — Query parameters for GET instance associator collection

Name Defined in
fql (filter query language) 7.3.6
fgs (filter query string) 7.3.7
rcn (referencing class name) 7.3.15
acn (associated class name) 7.3.1
srn (source role name) 7.3.18
arn (associated role name) 7.3.2
ico (include class origin) 7.3.6
ip (included properties) 7.3.10
esbp (exclude subclass properties) 7.3.5
Description:

The GET instance associator collection operation shall conform to the
GetAssociatedInstancesWithPath generic operation defined in DSP0223, with the following modified
behavior:

e  The result of successive range requests may contain duplicate instances; duplicate
instances can be removed by the client by comparing the instances' self URI value as
defined by Collection format.

e An empty IncludedProperties value corresponds to the GetAssociatedInstancePaths
generic operation. The Collection format returned in this case shall consist of self URI
values only.
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On success, a status code 200 "OK" with the resource representation contained in the entity-body
shall be returned, unless one of the following conditions applies:

- For conditional requests where validators match, a status code 304 "Not Modified" and an empty
entity-body should be returned.

- For range requests, a status code 206 "Partial Content" with the appropriate subset of entities
contained in the entity-body shall be returned.

Example HTTP conversation (using JSON):

GET / ci nrs/ nanespaces/ r oot %2Fci mv2/ cl asses/ Cl M_Sour ceExanpl e/ i nst ances/ acnel/ assoc
ators

Host: acme. com 5988
Accept: application/vnd. dntf.cinrs+json

HTTP/ 1.1 200 K
Date: Wed, 29 Apr 2009 08:47:22 GVI
Cont ent - Lengt h: XXX
Cont ent - Type: application/vnd. dntf.cinrs+j son; version=1.0.0
{
"links": {
"self": {

“href": "http://acme.com 5988/ ci nr s/ nanespaces/ r oot ¥%2Fci mv2/ cl asses/ Cl M _Sour ¢
eExanpl e/ i nst ances/ acnel/ associ ators"},

"class": {
"href": "../../].."}
B
"instances": [
{
"links": {
"sel f": {
“href": "http://acnme.com 5988/ ci nr s/ nanespaces/ r oot %2Fci nv2/ cl asses/ Cl M A
ssoci at edExanpl e/ i nst ances/ acne2"},

"class": {
“href": "../.."},
"met hodi nvocati on": {
"href": "nethodi nvocation"},
"associators": {
"href": "associators"},
"references": {
"href": "references"}
[E
"class": "Cl M Associ at edExanpl e"
"properties": {
"I nstancel D': "acne2",
"Caption": "An exanple associated i nstance"
# nore properties

# nore instances
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8.16 Instance reference collection operations

This clause defines operations that target an instance reference collection resource (see 7.2.11).

8.16.1 GET instance reference collection

Purpose: Retriev_es the list of CIM association instances that reference a given
source instance

HTTP method: GET

Resource URI: Instance reference collection resource (defined in 7.2.11)

URI query parameters: See Table 39

Request headers: Host, Accept

Request payload: None

Response headers: Date, Content-Length, Content-Type

Response payload: InstanceCollection payload element (see 8.4.5)

Generic operation: GetReferencinglnstancesWithPath

Table 39 — Query parameters for GET instance reference collection

Name Defined in
fql (filter query language) 7.3.6
fgs (filter query string) 7.3.7
rcn (referencing class name) 7.3.15
can (associated class name) 7.3.1
srn (source role name) 7.3.18
arn (associated role name) 7.3.2
ico (include class origin) 7.3.6
ip (included properties) 7.3.10
esbp (exclude subclass properties) 7.3.5
Description:

The GET instance reference collection operation shall conform to the
GetReferencinglnstancesWithPath generic operation defined in DSP0223, with the following modified
behavior:

e  The result of successive range requests may contain duplicate instances; duplicate
instances can be removed by the client by comparing the instances' self URI value as
defined by Collection format.

e  An empty IncludedProperties value corresponds to the GetClasslnstancePaths generic
operation. The Collection format returned in this case shall consist of self URI values only.
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On success, a status code 200 "OK" with the resource representation contained in the entity-body
shall be returned, unless one of the following conditions applies:

e  For conditional requests where validators match, a status code 304 "Not Modified" and an
empty entity-body should be returned.

e  Forrange requests, a status code 206 "Partial Content" with the appropriate subset of
entities contained in the entity-body shall be returned.

Example HTTP conversation (using JSON):

GET / ci nr s/ nanespaces/ r oot ¥%2Fci nv2/ cl asses/ Cl M_Sour ceExanpl e/ i nst ances/ acnel/ refere
nces

Host: acme. com 5988
Accept: application/vnd. dntf.cinrs+json

HTTP/ 1.1 200 K

Date: Wed, 29 Apr 2009 08:47:22 GV

Cont ent - Lengt h: XXX

Cont ent - Type: application/vnd. dntf.ci nrs+j son; version=1.0.0

{
"links": {
"sel f": {
"href": "http://acnme.com 5988/ ci nr s/ nanespaces/ r oot %2Fci mv2/ cl asses/ Cl M_Sour ¢
eExanpl e/ i nst ances/ acnel/r ef er ences"},
"class": {
"href": "../../].."}
¥
"instances": [
{
"links": {
"sel f": {
"href": "http://acme.com 5988/ ci nr s/ nanespaces/ r oot ¥2Fci mv2/ cl asses/ Cl M_A

ssoci ati onExanpl e/ i nst ances/ ht t p¥8A¥RFY¥2Facme. con¥8A5988%2Fci nr s¥2Fnanmespaces¥2Fr oo
t 9252Fci mv2%2Fcl asses%FCl M _Sour ceExanpl e%2Fi nst ances%Facnel, ht t p¥8AY2FY2Facnme. com
Y%B8A5988%2Fci nt s¥@Fnamespaces%2Fr oot %252Fci mv2%2Fcl asses%?FCl M _Associ at edExanpl e%2F
nst ances%Facne2"},

"class": {

“href": "../.."},
"met hodi nvocati on": {

"href": "nethodi nvocation"},
"associators": {

"href": "associators"},
"references": {

"href": "references"}

}s
"class": "Cl M Associ ati onExanpl e"
"properties": {

"I nstancel D': "acnel, acne2",

"Caption": "An exanple association instance referencing the given
i nst ance",

# nore properties
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H

# nore instances

}

NOTE: In this example, the key properties of the CIM_AssociationExample association class are its two
reference properties, as usually in the CIM Schema. The key property values are again WBEM resource
identifiers, which need to be percent-escaped when used as instance key values in the WBEM resource identifier
of the association instance.

8.17 Instance method operations

This clause defines operations that target an instance method resource (see 7.2.12).

8.17.1 POST instance method

Purpose: Invokes a (static or non-static) CIM method on a CIM instance
HTTP method: POST

Resource URI: Instance method invocation resource (defined in 7.2.12)

URI query parameters: None

Request headers: Host, Accept, Content-Length, Content-Type

Request payload: MethodInvocationRequest payload element (see 8.4.9)
Response headers: Date, Content-Length, Content-Type

Response payload: MethodInvocationResponse payload element (see 8.4.10)
Generic operation: InvokeMethod

Description:

The POST instance method operation shall conform to the InvokeMethod generic operation defined
in DSP0223.

On success, a status code of either 200 "OK" or 202 "Accepted" shall be returned.

Example HTTP conversation (using JSON):

POST / ci nr s/ nanespaces/ r oot %2Fci nv2/ cl asses/ Cl M Exanpl e/ i nst ances/ acnel/ net hodi nvoc
ation

Host: acme. com 5988
Accept: application/vnd. dntf.cinrs+json
Cont ent - Lengt h: XXX
Cont ent - Type: application/vnd. dntf.ci nrs+j son; version=1.0.0
"SomeMet hod": {
"paraneters": {
“"Parml": "Sone input data"

HTTP/ 1.1 200 K
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Date: Wed, 29 Apr 2009 08:47:22 GVI
Cont ent - Lengt h: XXX
Cont ent - Type: application/vnd. dntf.cinrs+j son; version=1.0.0
" SomeMet hod": {
"returnval ue": 42,
"paraneters": {
“ParnmR": "Some output data"

8.18 Qualifier type collection operations

This clause defines operations that target a qualifier type collection resource (see 7.2.13).

8.18.1 GET qualifier type collection

Purpose: Retrieves the list of CIM qualifier types in a CIM namespace
HTTP method: GET

Resource URI: Qualifier type collection resource (defined in 7.2.13)

URI query parameters: See Table 40

Request headers: Host, Accept

Request payload: None

Response headers: Date, Content-Length, Content-Type

Response payload: QualifierTypeCollection payload element (see 8.4.7) with links
Generic operation: EnumerateQualifierTypesWithPath

Table 40 — Query parameters for GET qualifier type collection

Name Defined in
g (qualifier) 7.3.15
Description:

The GET qualifier type collection operation shall conform to the EnumerateQualifierTypesWithPath
generic operation defined in DSP0223, with the following modified behavior:

e  The result of successive range requests may contain duplicate qualifier types; duplicate
qualifier types can be removed by the client by comparing the qualifier types’ self URI
value as defined by Collection format.

On success, a status code 200 "OK" with the resource representation contained in the entity-body
shall be returned, unless one of the following conditions applies:

e  For conditional requests where validators match, a status code 304 "Not Modified" and an
empty entity-body should be returned.

e  Forrange requests, a status code 206 "Partial Content" with the appropriate subset of
entities contained in the entity-body shall be returned.
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Example HTTP conversation (using JSON):

GET /ci nrs/ nanespaces/ r oot %2Fci nv2/ qual i fiers
Host: acme. com 5988
Accept: application/vnd. dntf.cinrs+json

HTTP/ 1.1 200 K

Date: Mon, 27 Apr 2009 17:02:09 GV

Cont ent - Lengt h: XXX

Cont ent - Type: application/vnd. dntf.cinrs+j son; version=1.0.0

{
"links": {
"sel f": {
"href": "http://acnme.com 5988/ ci nr s/ nanespaces/ r oot %2Fci mv2/ qual i fiers"},
"namespace": {
“"href": ".."}
-
"qualifiertypes": {
"Counter": {
"links": {
"sel f": {
“href": "http://acme.com 5988/ ci nr s/ namespaces/ r oot ¥2Fci mv2/ qual i fi ers/ Co
unter"},
"namespace": {
“"href": "../.."}
-
“"type": "bool ean",
"default": false
"scope": [ "property", "nethod", "paraneter" ]
“flavor": [ "ToSubcl ass" ]
-
. # nore qualifier types
}
}

8.18.2 POST qualifier type collection

Purpose: Creates a CIM qualifier type

HTTP method: POST

Resource URI: Qualifier type collection resource (defined in 7.2.13)
URI query parameters: None

Request headers: Host, Content-Length, Content-Type

Request payload: QualifierType payload element (see 8.4.8) without links
Response headers: Date, Location

Response payload: None
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Generic operation: CreateQualifierType
Description:

The POST qualifier type collection operation shall conform to the CreateQualifierType generic
operation defined in DSP0223.

On success, a status code 201 "Created"” with the HTTP response header "Location" set to the
newly-created instance as indicated by its QualifierTypePath shall be returned.

Example HTTP conversation (using JSON):

POST / ci nr s/ nanespaces/ r oot ¥%2Fci nv2/ qual i fiers
Host: acme. com 5988
Cont ent - Lengt h: XXX
Cont ent - Type: application/vnd. dntf.cinrs+j son
"NewQual i fier": {

"type": "string",

"default": null,

"scope": [ "property" ],

"flavor": [ "Restricted" ]

HTTP/ 1.1 201 Created
Date: Mon, 27 Apr 2009 17:02:09 GV
Location: http://acme.com 5988/ ci nrs/ nanespaces/ r oot ¥%2Fci nv2/ qual i fi ers/ NewQualifie

r
8.19 Qualifier type operations
This clause defines operations that target a qualifier type resource (see 7.2.14).

The ModifyQualifierType generic operation defined in DSP0223 does not provide for modifying a qualifier
type only partially. For this reason, a PATCH qualifier type operation has not been defined in this
document.

8.19.1 GET qualifier type

Purpose: Retrieves a CIM qualifier type

HTTP method: GET

Resource URI: Qualifier type resource (defined in 7.2.14)

URI query parameters: None

Request headers: Host, Accept

Request payload: None

Response headers: Date, Content-Length, Content-Type

Response payload: QualifierType payload element (see 8.4.8) with links
Generic operation: GetQualifierType
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Description:

The GET qualifier type operation shall conform to the GetQualifierType generic operation defined in
DSP0223.

On success, a status code 200 "OK" with the resource representation contained in the entity-body
shall be returned, unless the following condition applies:

e  For conditional requests where validators match, a status code 304 "Not Modified" and an
empty entity-body should be returned.

Example HTTP conversation (using JSON):

GET /ci nrs/ nanespaces/ r oot %2Fci nv2/ qual i fiers/Alias
Host: acme. com 5988
Accept: application/vnd. dntf.cinrs+json

HTTP/ 1.1 200 K

Date: Mon, 27 Apr 2009 17:02:09 GVI

Cont ent - Lengt h: XXX

Cont ent - Type: application/vnd. dntf.cinrs+j son; version=1.0.0

"Alias": {
"links": {
"self": {
“href": "http://acme.com 5988/ ci nr s/ nanespaces/ r oot ¥%2Fci nv2/ qual i fi ers/Alias"
}
"namespace": {
“href": "../.."}
}
“"type": "string",
"default": null,
"“scope": [ "property" ],
"flavor": [ "Restricted" ]
}

8.19.2 DELETE qualifier type

Purpose: Deletes a CIM qualifier type

HTTP method: DELETE

Resource URI: Qualifier type resource (defined in 7.2.14)

URI query parameters: None

Request headers: Host

Request payload: None

Response headers: Date

Response payload: None

Generic operation: DeleteQualifierType
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Description:

The DELETE qualifier type operation shall conform to the DeleteQualifierType generic operation
defined in DSP0223.

On success, a status code 204 "No Content" with an empty entity-body shall be returned.

Example HTTP conversation (using JSON):

DELETE / ci nr s/ nanespaces/ root ¥2Fci mv2/ qual i fi ers/ Ali as
Host: acme. com 5988

HTTP/ 1.1 204 No Cont ent
Date: Mon, 27 Apr 2009 17:02:09 GV

8.19.3 PUT qualifier type

Purpose: Replaces a CIM qualifier type

HTTP method: PUT

Resource URI; Qualifier type resource (defined in 7.2.14)

URI query parameters: None

Request headers: Host, Content-Length, Content-Type

Request payload: QualifierType payload element (see 8.4.8) without links
Response headers: Date

Response payload: None

Generic operation: ModifyQualifierType

Description:

The PUT qualifier type operation shall conform to the ModifyQualifierType generic operation defined
in DSP0223.

On success, a status code 200 "OK" with the resource representation contained in the entity-body
shall be returned.

Example HTTP conversation (using JSON):

PUT /ci nrs/ namespaces/ root ¥%2Fci mv2/ qual i fiers/ Ali as
Host: acne. com 5988
Cont ent - Lengt h: XXX
Cont ent - Type: application/vnd. dntf.cinrs+j son; version=1.0.0
"Alias": {
"type": "uint8",
“default": null,
"scope": [ "property" ],
"flavor": [ "Restricted" ]

HTTP/ 1.1 200 K
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Date: Mn, 27 Apr 2009 17:02:09 GMIr

8.20 Instance query operations

This clause defines operations that target an instance query resource (see 7.2.15).

EXPERIMENTAL
8.20.1 POST instance query

Purpose: Execute a query for instances on a CIM namespace and return the query
result

HTTP method: POST

Resource URI: Instance query resource (defined in 7.2.15)

URI query parameters: None

Request headers: Host, Content-Length, Content-Type, Accept

Request payload: InstanceQueryRequest payload element (see 8.4.12)

Response headers: Date, Content-Length, Content-Type

Response payload: InstanceCollection payload element (see 8.4.5) for the instances

representing the query result, without links

Generic operation: An assumed future ExecuteQuery operation with the abilities of the
ExecQuery operation defined in DSP0200

Description:

The POST instance query operation shall conform to the (future) ExecuteQuery generic operation
defined in DSP0223, with the following added behavior:

e  The query shall return an instance collection

e  The query shall not modify any CIM entities

On success, a status code 200 "OK" with the resource representation contained in the entity-body
shall be returned, unless the following condition applies:

e  For conditional requests where validators match, a status code 304 "Not Modified" and an
empty entity-body should be returned.

Example HTTP conversation (using JSON):

POST / ci nr s/ nanespaces/ r oot %2Fci mv2/ i nst ancequery
Host: acme. com 5988
Accept: application/vnd. dntf.cinrs+json
Cont ent - Lengt h: XXX
Cont ent - Type: application/vnd. dntf.ci nrs+j son; versi on=1.0.0
{
"querystring": "SELECT OBJECTPATH(CI M St or ageExtent) AS Path, El enment Nane
FROM Cl M _St or ageExt ent ",
"queryl anguage": "DMIF: CQL"
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2755 }

2756

2757 HTTP/ 1.1 200 K

2758 Cont ent - Lengt h: XXX

2759 Cont ent - Type: application/vnd. dntf.cinrs+json;version=1.0.0
2760 {

2761 "instances": [

2762 {

2763 "class": "TBD',

2764 “properties": {

2765 "Pat h": "/nanmespaces/root %2Fci mv2/ cl asses/ Cl M _St or ageExt ent /i nst ances/ acne5
2766 0",

2767 "El enent Nanme": " Exanpl e i nst ance"
2768 }

2769 2

2770 . . . # nore instances

2771 ]

2772 }

2773 EXPERIMENTAL

2774  8.21 Functionality without specific operations

2775  This clause describes functionality that does not have specific operations defined.

2776  8.21.1 Subscription and other indication related functions

2777 Subscription for indications and other indication-related functions (such as retrieving and managing
2778 indication filters, filter collections, listener destinations or indication services) can be performed using
2779 other operations defined in this document, if the Indications Profile (DSP1054) is implemented.

2780 8.22 Potential future operations

2781  This clause describes potential future operations, in order to get feedback on them.

2782  8.22.1 Indication delivery

2783 Purpose: Delivers an indication to a WBEM listener. Details of this operation are to
2784 be defined.
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9 Usage of HTTP and HTTPS

9.1 HTTP and HTTPS version requirements

WBEM clients, WBEM servers, and WBEM listeners shall support the use of HTTP for the CIM-RS
protocol. The following applies for this case:

e Version 1.1 of HTTP shall be supported as defined in REC2616.
e Version 1.0 of HTTP shall not be supported.

WBEM clients, WBEM servers, and WBEM listeners should support the use of HTTPS for the CIM-RS
protocol. If they do, the following applies:

e HTTPS shall be supported as defined in REC2818.

e The secure sockets layer used with HTTPS shall be TLS 1.1 as defined in REC4346; in addition,
the secure sockets layer should be TLS 1.2 as defined in REC5246.

e SSL 2.0, SSL 3.0, or TLS 1.0 (also known as SSL 3.1) shall not be supported as the secure
sockets layer used with HTTPS because of security issues in these versions.

e Within HTTPS, version 1.1 of HTTP shall be supported as defined in REC2616.
NOTE 1 HTTPS should not be confused with Secure HTTP defined in RFC2660.
NOTE 2 RFEC2818 describes the use of TLS 1.0 and higher but not the use of SSL 2.0 or 3.0.
NOTE 3 RFEC2818 describes the use of HTTP/1.0 and HTTP/1.1 within HTTPS.

9.2 Authentication requirements

This clause describes requirements and considerations for authentication between WBEM clients, WBEM
servers, and WBEM listeners. Specifically, authentication happens from WBEM clients to WBEM servers
for operation messages, and from WBEM servers to WBEM listeners for indication delivery messages.

9.21 Operating without authentication

WBEM clients, WBEM servers, and WBEM listeners may support operating without the use of
authentication.

This may be acceptable in environments such as physically secured networks or between components on
the same operating system.
9.2.2 HTTP basic authentication

HTTP basic authentication provides a rudimentary level of authentication, with the major weakness that
the client password is part of the HTTP headers in unencrypted form.

WBEM clients, WBEM servers, and WBEM listeners may support HTTP basic authentication as defined in
RFC2617.
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HTTP basic authentication may be acceptable in environments such as physically secured networks,
between components on the same operating system, or when the messages are encrypted by using
HTTPS.

9.2.3 HTTP digest authentication

HTTP digest authentication verifies that both parties share a common secret without having to send that
secret in the clear. Thus, it is more secure than HTTP basic authentication.

WBEM clients, WBEM servers, and WBEM listeners should support HTTP digest authentication as
defined in REC2617.
9.24 Other authentication mechanisms

WBEM clients, WBEM servers, and WBEM listeners may support authentication mechanisms not covered
by REC2617. One example of such a mechanism is public key certificates as defined in X.509.

9.3 Message encryption
Encryption of HTTP messages can be supported by the use of HTTPS and its secure sockets layer.
Requirements for the use of HTTPS and its underlying secure sockets are defined in 9.1.

It is important to understand that authentication and encryption of messages are separate issues:
Encryption of messages requires the use of HTTPS, while the authentication mechanisms defined in 9.2
can be used with both HTTP and HTTPS.

9.4 HTTP header fields

This clause describes the use of HTTP header fields within the CIM-RS protocol, and it defines additional
CIM-RS specific header fields.

9.4.1 Accept

The rules for the Accept request header field defined in REC2616 apply. This clause defines additional
constraints on its use.

The Accept request header field may be provided on the request message of any operation that may
return a response payload.

If provided, it shall specify all MIME media types identifying valid CIM-RS payload representations that
are supported by the WBEM client or WBEM server, using the following format (defined in ABNF):

Accept = "Accept"” W5 ":" 1*( W5 nedia-type [ W5 accept-parans ] )

where nedi a- t ype is a MIME media type identifying a valid CIM-RS payload representation, and
accept - par ans is defined in REC2616.

If an Accept request header field is provided, WBEM servers shall use one of the valid CIM-RS payload
representations identified in the Accept request header field for the response payload.

If none of the CIM-RS payload representations identified in the Accept request header field is supported
by the WBEM server or WBEM listener, it shall return 406 "not acceptable”.

NOTE: RFC2616 recommends returning 406 "not acceptable” in this case, but it does not require it.
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WBEM servers and WBEM listeners shall ignore any invalid medi a- t ype values, as well as the use of
media ranges such as "*/*".

Support for accept - par ans is optional.

If no Accept request header field is provided, WBEM servers and WBEM listeners may use any valid CIM-
RS payload representation for the response payload.

WBEM clients and WBEM servers are not required to identify the same set of CIM-RS payload
representations in an Accept request header field as in previous requests.

When multiple CIM-RS payload representations are indicated in an Accept request header field, WBEM
servers and WBEM listeners are not required to use the same CIM-RS payload representation as in
previous responses.

9.4.2 Content-Type

The rules for the Content-Type entity header field defined in REC2616 apply. This clause defines
additional constraints on its use.

As defined in REC2616, the Content-Type entity header field shall be provided on the request message of
any operation that passes a request payload and on the response message of any operation that returns
a response payload.

The Content-Type entity header field shall specify the MIME media type identifying the CIM-RS payload
representation that is used for the payload.

EXPERIMENTAL
9.4.3 Etag

The rules for the Etag response header field defined in REC2616 apply. This clause defines additional
constraints on its use.

The Etag response header field shall be provided in any response by a WBEM server for which all of the
following criteria are satisfied:

e  The entity tagging feature (see 8.3.1) is implemented by the WBEM server.
e Theresponse is for GET instance (see 8.14.1) or GET namespace (see 8.7.1).

e The CIM instance has a non-Null value of its (string typed) Generation property.

In this case, the Etag response header field shall be specified using the following format (defined in
ABNF):

Etag = "Etag" W5 ":" generation

where gener at i on is the value of the Generation property of the CIM instance represented in the
response.

Otherwise, the Etag response header field shall not be provided by a WBEM server.

The Etag response header field shall not be provided in any responses from a WBEM listener.
EXPERIMENTAL
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EXPERIMENTAL
9.4.4 If-Match

The rules for the If-Match request header field defined in REC2616 apply. This clause defines additional
constraints on its use.

The If-Match request header field shall be provided in any request by a WBEM client for which all of the
following criteria are satisfied:

e  The entity tagging feature (see 8.3.1) is implemented by the WBEM client.
e Therequestis for a PUT instance (see 8.14.3).

e The new instance supplied in the PUT request is based on an instance that was retrieved earlier
and that had the Etag header field (see 9.4.3) set.

In this case, the If-Match request header field shall be specified using the following format (defined in
ABNF):

If-Match = "If-Match" WS ":" generation

where gener at i on is the value of the Etag header field of the CIM instance that is the basis for the
modification.

Otherwise, the If-Match request header field shall not be provided in any request by a WBEM client.

The If-Match request header field shall not be provided in any request by WBEM server to a WBEM
listener.

EXPERIMENTAL

9.4.5 CIMRS-Content-Types

The CIMRS-Content-Types response header field identifies the CIM-RS payload representations
supported by the WBEM server and WBEM listener by specifying their MIME media types, using the
following format (defined in ABNF):

Cl MRS- Cont ent - Types = "Cl MRS- Cont ent - Types" W5 ":" 1*( W5 nedi a-type )
where nedi a- t ype is a MIME media type identifying a valid CIM-RS payload representation.

See 8.5.1 for its use in the HTTP OPTIONS method.

EXPERIMENTAL
9.4.6 CIMRS-Entity-Tagging-Feature

The CIMRS-Entity-Tagging-Feature response header field indicates with a boolean value whether the
entity tagging feature (see 8.3.1) is implemented by the WBEM server, using the following format (defined
in ABNF):

Cl MRS- Et ag- Feature = "CI VRS- Entity-Taggi ng- Feature" Ws ":" ( "true" / "fal se" )

See 8.5.1 for its use in the HTTP OPTIONS method targeting a WBEM server.
EXPERIMENTAL
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9.4.7 CIMRS-Paged-Retrieval-Feature

The CIMRS-Paged-Retrieval-Feature response header field indicates with a boolean value whether
paged retrieval (see 8.3.2) is implemented by the WBEM server, using the following format (defined in
ABNF):

Cl MRS- Paged- Retri eval - Feature = "Cl MRS- Paged- Retri eval - Feature" Ws ":" ( "true" /
"fal se" )

See 8.5.1 for its use in the HTTP OPTIONS method targeting a WBEM server.
9.4.8 CIMRS-Filter-Query-Languages

The CIMRS-Filter-Query-Languages response header field indicates which query languages are
supported for the fql (filter query language, see 7.3.6) query parameter, using the following format
(defined in ABNF):

Cl MRS-Fi |l ter-Query-Languages = "Cl MRS-Fi |l ter- Query-Languages" W5 ":" W5 [ query-
| anguage *( W5 "," WS query-language ) ]

Where query-language is a string that uniquely identifies a query language.
See 8.5.1 for its use in the HTTP OPTIONS method targeting a WBEM server.
9.4.9 CIMRS-Instance-Query-Languages

The CIMRS-Instance-Query-Languages response header field indicates which query languages are
supported for the query provided with a POST instance query operation (see 8.20.1), using the following
format (defined in ABNF):

Cl MRS- | nst ance- Quer y- Languages = "Cl MRS- | nst ance- Query- Languages” W5 ":" W5 [
query-1language *( W5 "," WS query-I|anguage ) ]

Where query-language is a string that uniquely identifies a query language.

See 8.5.1 for its use in the HTTP OPTIONS method targeting a WBEM server.
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10 Payload representation

Payload representations for the content of HTTP messages used by the CIM-RS protocol are expected to
be described in separate documents.

This clause defines requirements for such CIM-RS payload representation descriptions.

10.1 Mediatype

A CIM-RS payload representation description shall define a MIME media type by which that payload
representation can be uniquely identified within the set of all payload representations defined for the CIM-
RS protocol.

This media type shall not use media ranges (that is, the asterisk character "*") for its type or subtype
fields.

The combination of type and subtype fields of this media type shall change when the payload
representation changes incompatibly.

It is recommended to encode the full version of the payload representation in this media type, preferrably
as a media type parameter named "version".

A CIM-RS payload representation description shall define the rules used to determine whether a payload
representation identified by a particular media type (including a version) is compatible to a consumer that
understands a particular media type (including a version).

10.2 Payload element representations

A CIM-RS payload representation description shall define a representation for each payload element
defined in this document (see 8.4).

Generic properties of payload elements may be represented in any way in the payload representation.
The generic property name stated in the subclauses of in 8.4 does not need to be retained in the payload
representation.

For example, in a JSON representation of a Namespace payload element (see 8.4.2), all of the following
options would be valid for representing the "name" generic property for a namespace named "root/cimv2":

e asthe JSON object name:

"root/cim2": {
# remai ni ng generic properties and |inks

}
e as a JSON attribute with the same name as the generic property:
{
"name": "root/cim2",
# remai ni ng generic properties and |inks
}
e as a JSON attribute with a different name as the generic property:
{

Version 1.0.0 This Informational Specification is not a DMTF Standard and may change. 89



2980
2981
2982

2983
2984

2985
2986

2987
2988

2989
2990
2991
2992
2993
2994
2995
2996
2997

2998
2999

3000
3001
3002
3003
3004
3005
3006
3007
3008
3009

3010
3011

CIM Operations Over RESTful Services DSP-1S0201

"namespace- nane": "root/cim2",
# remai ni ng generic properties and |inks

}

Links of payload elements may be represented in any way in the payload representation that retains the
link name and target.

For example, in a JSON representation of a Namespace payload element (see 8.4.2), all of the following
options would be valid for representing the links:

e as aJSON attribute named "links" which is a JSON array of JSON objects named with the link
name that has the link target as an attribute:

{

"links": {

"sel f": {
“href": "http://. . ." # URI of the "self" |ink

2
# remai ni ng |inks

2

# generic properties

}

e as a JSON attribute named "links" which is a JSON array of unnamed JSON objects that have
both link name and link target as attributes:

{
"links": [
{
"rel": "self",
“href": "http://. . ." # URI of the "self" link
b,

# remai ni ng |inks

1

# generic properties

}
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3012 ANNEX A

3013 (informative)

3014

3015

3016 Known payload representations

3017  This annex lists the CIM-RS payload representations known at the time of release of this document.

3018 Table 41 — Known CIM-RS payload representations
Name Underlying format Defined in
CIM-RS Binding to JSON Javascript Object Notation (JSON) DSP-1S0202

3019 It is expected that an XML-based payload representation for CIM-RS will be defined in the future.
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ANNEX B
(informative)

Examples for structure of resource URIs

This annex describes examples on how the resource URIs for a CIM-RS implementation could be
structured.

B.1 Example using CIM object types as URI segments

In this example, the guiding principle is that the terms for CIM object types (namespace, class, instance,
qualifier type) and the terms for certain related resources (associator, reference, etc.) are used as the
segments of the resource URIs. The term identifying the type of object is used in its plural form as one
URI segment, followed by a segment that identifies the instance of that type of object within the context of
the higher segments. Such tupels of segments are repeated along certain hierarchies of these CIM object
types. In the last of such tupels in a URI, the second segment may be omitted to address the collection of
the respective resources, instead of a single resource.

B.1.1 Namespace collection resource

A WBEM resource identifier addressing a namespace collection resource needs to conform to the
structure defined in 7.2.1.

B.1.2 Namespace resource

A WBEM resource identifier addressing a namespace resource could conform to the WBEM-resource-
identifier ABNF rule (see 7.1.1) with the following additional rules:

pat h- absol ut e = NanmespacePat h

NamespacePat h = NanespaceCol | ecti onPath "/" NanespaceNane

Where:

e NanespaceNane is the percent-encoded name of the CIM namespace (see 7.1.2 for percent-
encoding rules).

NOTE  Besides other possible transformations, applying these percent-encoding rules causes any slash
("") characters in the namespace name to be represented as the string "%2F".

e NanespaceCol | ecti onPat h is defined in 7.2.1.

Examples:

e http://acne.com 5988/ ci nts/ nanespaces/i nterop

This resource identifier addresses the "interop" namespace of the WBEM server at port 5988 of
host "acme.com", using HTTP.

e /cinrs/nanespaces/ nyns

This resource identifier addresses the "myns" namespace of a WBEM server whose host, port,
and scheme are known by other means.
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e https://acne.conicinrs/nanespaces/r oot ¥%2Fci mv2

This resource identifier addresses the "root/cimv2" namespace of the WBEM server at the
default port 443 of host "acme.com", using HTTPS.

B.1.3 Class collection resource

A WBEM resource identifier addressing a class collection resource could conform to the WBEM-resource-
identifier ABNF rule (see 7.1.1) with the following additional rules:

pat h- absol ute = d assCol | ecti onPat h

Cl assCol | ecti onPat h = NanespacePath "/cl asses”
Example:

e /cinrs/nanespaces/ nyns/cl asses

This resource identifier addresses the collection of all classes in the "myns" namespace of a
WBEM server whose host, port, and scheme are known by other means.

B.1.4 Class resource

A WBEM resource identifier addressing a class resource could conform to the WBEM-resource-identifier
ABNF rule (see 7.1.1) with the following additional rules:

pat h- absol ute = Cl assPat h

Cl assPath = C assCol |l ectionPath "/" C assNanme

Where:

e (U assNane is the percent-encoded name of the CIM class (including its schema prefix). (See
7.1.2 for percent-encoding rules.)

Example:

e /cinrs/nanespaces/ nmyns/cl asses/ Cl M_ManagedEl enent

This resource identifier addresses the "CIM_ManagedElement" class in the "myns" namespace
of a WBEM server whose host, port, and scheme are known by other means.

B.1.5 Class associator collection resource

A WBEM resource identifier addressing a class associator collection resource could conform to the
WBEM-resource-identifier ABNF rule (see 7.1.1) with the following additional rules:

pat h- absol ute = C assAssoci at or Col | ecti onPat h

Cl assAssoci ator Col | ecti onPath = C assPath "/associ at ors"

Example:

e /cinrs/nanespaces/ myns/cl asses/ Cl M_ManagedEl enent / associ ators

This resource identifier addresses the collection of all classes associated with the
"CIM_ManagedElement" class in the "myns" namespace of a WBEM server whose host, port,
and scheme are known by other means.
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B.1.6 Class reference collection resource

A WBEM resource identifier addressing a class reference collection resource could conform to the
WBEM-resource-identifier ABNF rule (see 7.1.1) with the following additional rules:

pat h- absol ute = d assRef erenceCol | ecti onPat h

Cl assRef erenceCol | ecti onPath = C assPath "/references"
Example:

e /cinrs/nanespaces/root %2Fci m/2/ cl asses/ Cl M_ManagedEl errent / r ef er ences

This resource identifier addresses the collection of all classes referencing the
"CIM_ManagedElement" class in the "root/cimv2" namespace of a WBEM server whose host,
port, and scheme are known by other means.

B.1.7 Class method invocation resource

A WBEM resource identifier addressing a class method invocation resource could conform to the WBEM-
resource-identifier ABNF rule (see 7.1.1) with the following additional rules:

pat h- absol ute = Cd assMet hodl nvocat i onPat h

Cl assMet hodl nvocati onPath = Cl assPat h "/ nmet hodi nvocati on"
Example:
e /cinrs/nanespaces/root %2Fci m/2/ cl asses/ Cl M _Exanpl e/ net hodi nvocati on

This resource identifier addresses the method invocation point exposed by the "CIM_Example™
class in the "root/cimv2" namespace of a WBEM server whose host, port, and scheme are
known by other means.

B.1.8 Instance collection resource

A WBEM resource identifier addressing an instance collection resource could conform to the WBEM-
resource-identifier ABNF rule (see 7.1.1) with the following additional rules:

pat h- absol ute = I nstanceCol | ecti onPat h

I nst anceCol | ecti onPath = Cl assPath "/instances"

Example:

e /cinms/nanespaces/ nmyns/cl asses/ Cl M ManagedEl erent /i nst ances

This resource identifier addresses the collection of all instances in the "myns" namespace that
have a creation class of "CIM_ManagedElement".

B.1.9 Instance resource

A WBEM resource identifier addressing an instance resource could conform to the WBEM-resource-
identifier ABNF rule (see 7.1.1) with the following additional rules:

pat h- absol ute = I nstancePat h

I nstancePath = | nstanceCol |l ecti onPath "/" KeyLi st
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KeylLi st =
O di nar yKeylLi st / ; for instances of ordinary cl asses
Associ at i onKeyLi st : for instances of association cl asses

O di nar yKeylLi st =
O di naryKeyPropertyVal ue *( "," O di naryKeyPropertyVal ue )
; list is ordered by property nanes

Associ ati onKeyLi st =
Associ ati onKeyValue *( "," Associ ati onKeyVal ue )

; list is ordered by property nanes

Associ ati onKeyVal ue =

O di nar yKeyPr opertyVal ue / ; for ordinary key properties
"(" Referencevalue ")" ; for key references
Ref er enceVal ue = [ InstanceCol |l ectionPath "/" ] KeylLi st

;. of the referenced instance

Where:

e KeylLi st is Ordi naryKeyLi st for instances of ordinary classes and Associ at i onKeyLi st
for instances of association classes.

e The key value lists in O di nar yKeyLi st and Associ at i onKeyLi st are ordered by their
property names, using binary ordering based on the data octets of the UTF-8 representation of
the normalized Unicode characters of the property name.

e O dinaryKeyPropertyVal ue is the percent-encoded string representation of the value of an
ordinary key property. (See 7.1.2 for percent-encoding rules, and see DSP0004 for the string
representations of CIM data types.)

o ReferenceVal ue uses the KeyLi st value of the referenced instance.

NOTE: This is the same KeyLi st value that would be used in a resource identifier addressing that
instance directly.

NOTE: The use of parentheses around Ref er enceVal ue in the Associ ati onKeyVal ue rule enables
references to reference other association instances.

NOTE: This version of the document does not yet define rules for the use of | nst anceCol | ecti onPat h
in Ref er enceVal ue.

Examples:

e /cinrs/nanespaces/ myns/cl asses/ ACVE_Syst enif 42, Dent %2CAr t hur

Assuming ACME_System exposes key properties Name (string) and Answer (uint32), this
resource identifier addresses the ACME_System instance in the "myns" namespace that has a
Name value of " Dent , Art hur " and an Answer value of 42.

This example shows that the order of key values in the resource identifier is in the order of
property names.
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The comma in the Name value has been percent-encoded, as defined in 7.1.2.

e /cinrs/nanespaces/ myns/ cl asses/ ACVE _Logi cal Devi ce/ (babel %2Df i sh), (42, D
ent 92CAr t hur)

Assuming the ACME_LogicalDevice association class exposes key references System (REF
ACME_System) and Device (REF ACME_Device), where ACME_System is defined as in the
previous example and ACME_Device exposes a key property Name (string), this resource
identifier addresses the ACME_LogicalDevice instance in the "myns" namespace that
associates the ACME_System instance with key values 42 and " Dent , Art hur" (see previous
example) and the ACME_Device instance with a Name value of " babel -fi sh".

This example shows that the order of key values in the resource identifier is in the order of
property names, at each level of the referencing hierarchy.

The hash character in the Name value the ACME_Device instance has been percent-encoded,
as defined in 7.1.2.

B.1.10 Instance associator collection resource

A WBEM resource identifier addressing an instance associator collection resource could conform to the
WBEM-resource-identifier ABNF rule (see 7.1.1) with the following additional rules:

pat h- absol ute = I nst anceAssoci at or Col | ecti onPat h
| nst anceAssoci at or Col | ecti onPath = | nstancePath "/associ at ors"
Example:

e /cinrs/nanespaces/ nyns/ cl asses/ Cl M_ManagedEl enent /i nst ances/ acne, 1/ ass
oci ators

This resource identifier addresses the collection of all instances associated with the
"CIM_ManagedElement" instance in the "myns" namespace that is identified by the key list
"acme,1"

B.1.11 Instance reference collection resource

A WBEM resource identifier addressing an instance reference collection resource could conform to the
WBEM-resource-identifier ABNF rule (see 7.1.1) with the following additional rules:

pat h- absol ute = | nst anceRef er enceCol | ecti onPat h
I nst anceRef er enceCol | ecti onPath = | nstancePath "/references"
Example:

e /cinrs/nanespaces/ nmyns/cl asses/ Cl M_ManagedEl enent /i nst ances/ acne, 1/ r ef
erences

This resource identifier addresses the collection of all instances referencing the
"CIM_ManagedElement" instance in the "myns" namespace that is identified by the key list
"acme,1".

B.1.12 Instance method invocation resource

A WBEM resource identifier addressing an instance method invocation resource could conform to the
WBEM-resource-identifier ABNF rule (see 7.1.1) with the following additional rules:
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pat h- absol ute = I nst anceMet hodl nvocati onPat h
| nst anceMet hodl nvocati onPath = | nst ancePat h "/ net hodi nvocati on"
Example:

e /cinms/nanespaces/ nmyns/cl asses/ Cl M_Exanpl e/ i nst ances/ acne, 1/ nmet hodi nvo
cation

This resource identifier addresses the method invocation point of the "CIM_Example" instance
in the "myns" namespace that is identified by the key list "acme,1".

B.1.13 Qualifier type collection resource

A WBEM resource identifier addressing a qualifier type collection resource could conform to the WBEM-
resource-identifier ABNF rule (see 7.1.1) with the following additional rules:

pat h- absol ute = QualifierTypeColl ecti onPat h

Qual i fierTypeCol | ecti onPath = NamespacePath "/qualifiers"

Example:

e /cinrs/nanespaces/ myns/qualifiers

This resource identifier addresses the collection of all CIM qualifier types in the "myns"
namespace.

B.1.14 Qualifier type resource

A WBEM resource identifier addressing a qualifier type resource could conform to the WBEM-resource-
identifier ABNF rule (see 7.1.1) with the following additional rules:

pat h- absol ute = QualifierTypePath

Qual ifierTypePath = QualifierTypeCollectionPath "/" QualifierNane

Where:

e (QualifierNane is the percent-encoded name of the qualifier. (See 7.1.2 for percent-encoding
rules.)

Example:

e /cinrs/nanespaces/ nyns/qualifiers/Description

This resource identifier addresses the "Description" qualifier type in the "myns" namespace.

B.1.15 Instance query resource

A WBEM resource identifier addressing an instance query resource could conform to the WBEM-
resource-identifier ABNF rule (see 7.1.1) with the following additional rules:

pat h- absol ute = I nstanceQueryPat h

I nst anceQueryPat h = NamespacePath "/i nstancequery”

Example:
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e /cinrs/nanespaces/ nmyns/i nstancequery

This resource identifier addresses the instance query resource of the "myns" namespace.

B.2 Example using WBEM URIs

Because the structure of WBEM resource identifiers for non-top-level resources is not mandated in this
document, WBEM URIs (defined in DSP0207) could be used as a basis. However, the addressing
abilities of WBEM URIs would need to be extended to cover all resource types defined in this document.

The structure of the top-level resource (that is, the namespace collection resource) still needs to conform
to the structure defined in 7.2.1.
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3261 ANNEX C

3262 (informative)

3263

3264

3265 Change log
Version Date Description
1.0.0a 2010-10-11 Released as Work in Progress (of an Informational Specification)
1.0.0 2011-04-15 Released as DMTF Informational Specification
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