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Disclaimer
• The information in this presentation represents a snapshot of work in progress 

within the DMTF. 
• This information is subject to change without notice. The standard 

specifications remain the normative reference for all information. 
• For additional information, see the DMTF website. 
• This information is a summary of the information that will appear in the 

specifications. See the specifications for further details
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Acknowledgement
• Some of the content in this presentation references and relies on the 

UEFI 2.9 specification at: 
https://uefi.org/sites/default/files/resources/UEFI_Spec_2_9_2021_03_
18.pdf
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Feedback
• Industry feedback on this proposal is encouraged 

• https://www.dmtf.org/standards/feedback
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Motivation and Goals
• Platform error data is described using standard format 

• UEFI Spec defines Common Platform Error Record (CPER)
• There are standard methods for reporting the CPER records to the OS, as well 

as to the BMC 
• See Redfish Schema 2021.3WIP: 

https://www.dmtf.org/sites/default/files/standards/documents/DSP8010_2021.3WI
P.99.zip

• However, there is no standard method for transporting such error events from 
the host to the BMC over MCTP/PLDM

• Goal:
• Define an event class to transfer platform error events over MCTP with PLDM 

Type 2
• The event data should be able to carry CPER industry standard format.
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Documents that need to be updated
• DSP0248 – Platform Level Data Model (PLDM) for Platform Monitoring 

and Control Specification
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DSP0248 - PLDM for Platform monitoring and Control  
specification
• Proposal: Add PLDM Event type

• 07h : CPEREvent

PLDM Event Class Event Class Name Description

00h sensorEvent Events related to PLDM numeric and state 
sensors. See Table 19.

01h effecterEvent Events related to PLDM effecters. See Table 20.

02h redfishTaskExecutedEvent Events triggered by completion of long running 
tasks spawned by execution of RDE Operations 
as defined in DSP0218. See Table 21.

03h redfishMessageEvent Events triggered to transmit Redfish Events. See 
Table 22.

04h pldmPDRRepositoryChgEvent Events triggered by changes to the repository of 
PDRs. See Table 23.

05h pldmMessagePollEvent * This event indicates that the terminus FIFO 
contains a large message that will require a 
multipart transfer via the PollForPlatformEvent 
command. See Table 25.

06h heartbeatTimerElapsedEvent * This event indicates that a keepalive heartbeat 
timer has elapsed in the terminus. See Table 26.

07h CPEREvent Events related to reporting CPER platform errors. 
See Table xx

08..EFh reserved reserved for future use
F0 .. FEh oemEvent An OEM-specific event in a format not described 

in this specification.
FFh reserved reserved for future use

Table 11 – PLDM Event Types
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DSP0248 - PLDM for Platform monitoring and Control  
specification
• Proposal: Add event Data format for CPEREvent

Type Request data

uint8 formatVersion
Version of the event format(the format and definition of the following bytes):

0x01 for this specification

uint8 formatType
Type of Error event in EventData

0x00 = Common Platform Error Record (CPER) – Full Record with Header and one 
or more Sections
0x01= Single CPER Section
0x02…0xFF = Reserved

uint16 eventDataLength
Length in bytes of the eventData field below

var eventData

formatType = 0x00
A chunk of CPER formatted data including record header, section descriptions and 
one or more sections, as described in UEFI specification [xx] appendix N –
Common Platform Error Record

formatType = 0x01
A chunk of CPER formatted data that contains a single section without the header, 
as described in UEFI specification [xx] appendix N – Common Platform Error 
Record
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CPER background
• UEFI defined standard “Common Platform 

Error Record” – CPER
• Format defined in the UEFI 2.9 Specification, 

Appendix N
• Implemented by UEFI Linux and Windows 

(WHEA) for hardware error reporting (by UEFI 
and the OS )

• Standard OS code and tools to parse the well-
defined error record format
• Examples: Linux kernel, Windows, WinDbg,  

DumpRec
• Reported to the OS via 

• UEFI Variables (HwErrRec####), one for each 
error record (UEFI 2.9 Specification, section 
8.2.4.2 , and Appendix P)

• ACPI ERST table, BERT table
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• UEFI 2.9 Specification Appendix N - https://uefi.org/sites/default/files/resources/UEFI_Spec_2_9_2021_03_18.pdf

• Server RAS and UEFI CPER, UEFI Plugfest Presentation, March 2017: 
https://uefi.org/sites/default/files/resources/Spike%20Yuan-%20Server%20RAS%20and%20UEFI%20CPER_final.pdf

• Linux kernel CPER implementation: https://github.com/torvalds/linux/blob/master/drivers/firmware/efi/cper.c

• Windows WHEA error record implementation (based on UEFI CPER): https://docs.microsoft.com/en-us/windows-
hardware/drivers/whea/error-records

• Redfish Release 2021.3 Overview: https://www.dmtf.org/sites/default/files/Redfish_Release_2021.3_Overview.pdf

©2022DMTF



Backup



CPER format in a glance
Each CPER 
Record has a 
header and 
multiple sections

Each Section describes 
a specific error from a 
specific source/device

A system may 
contain multiple 
CPER Records
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UEFI CPER Format Definition - Header
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UEFI CPER Format Definition - Header
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UEFI CPER Format Definition – Header

See definitions next slide
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UEFI CPER Format Definition – Header Flags
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UEFI CPER Format Definition – Section Descriptor
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UEFI CPER Format Definition – Section Descriptor
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UEFI CPER Format Definition – Section Descriptor
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UEFI CPER Format Definition – Section Descriptor
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