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Title : User Schema v2.13
ManagedElement Author : Security Protection and Management WG
(See Core Model) Date : August 23, 2006
A
ManagedSystemElement ‘ Collection
Vi : ) — (See Core Model) ‘ (See Core Model)
Privilege Identity SecuritySensitivity
(See User Model (See User Model (See User Model *
(Authorization)) (Identity)) (Authorization) LogicalElement AccountGroup (E)
4 4 (See Core Model) InstancelD: string {key]

AuthorizedPrivilege

StorageHardwarelD

Credential A
(See User Model (See User Model
(See User Model (Authorization)) (Identity)) ‘ ‘
(Credential)) + EnabledLogicalElement Account
A GatewayPathiD (See Core Model) Eigsoﬂz?)r Model
KerberosTicket (See User Model +
(See User Model (Identity))

(Kerberos)) [ ‘
Service ServiceAccessPoint

UnsignedPublicKey
(See User Model (See Core Model) (See Core Model)

(PublicKey)) + *

PublicKeycCertificate SecurityService CredentialManagementSAP
(See User Model (See User Model
(PublicKey)) ? (Authentication Services))

SharedSecret ‘ ‘ ‘
(See User Model AuthorizationService AccountManagementService AuthenticationService
(SharedSecret)) (See User Model (See User Model (See User Model
(Authorization Services)) (Account)) (Authentication Services))
NamedSharedIKESecret ? 4
\ I ]

(See User Model

(SharedSecret)) StorageHardwarelDMananagementService

PrivilegeManagementService VerificationService CredentialManagementService

(See User Model
(Authentication Services))

(See User Model
(Authentication Services))

(See User Model

- ) (See User Model (Identity))
(Authorization Services))

BioMetricCredential

A

(See User Model I ] ] |
(BioMetric)) CertificateAuthority Notary LocalCredentialManagementService KerberosKeyDistributionCenter

(See User Model (See User Model (See User Model
(PublicKey)) (Authentication Services) (Kerberos))

(See User Model
(Authentication Services))

A

[ |
PublicKkeyManagementService SharedSecretService

(See User Model (See User Model
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Page 3-26: Organization CIM_User.vsd: September 7, 2006

Title : User Schemav2.13
Author : Security Protection and Management WG
Date : August 23, 2006

ManagedElement

(See Core Model)

OtherOrganizationinformation OrganizationalEntity Collection OtherOrgUnitinformation
CreationClassName: string {key} * (See Core Model) CreationClassName: string {key}
Name: string {key} OrgStructure ’ Name: string {key}

ObjectClass: String [ ] (0. 0.1 * ObjectClass: String [ ]
BusinessCategory: string[ ] L BusinessCategory: string[ ]
Descriptions: string][ ] Collectionin Descriptions: string[ ]
Destinationindicator: string[ ] Organization Destinationindicator: string[ ]
FacsimileTelephoneNumber: string|[ ] FacsimileTelephoneNumber: string[ ]
InternationaliSDNNumber: string[ ] InternationaliSDNNumber: string|[ ]
LabeledURI: string [ ] LocalityName: string][ ]
LocalityName: string|[ ] OU: string[ ]

Mail: string[ ] PhysicalDeliveryOfficeName: string[ ]
Manager: string[ ] Organization OrgUnit PostalAddress: string[ ]
OrganizationName: string[ ] PostalCode: string[ ]

OtherMailbox: string|[ ] CreationClassName: string {Key} CreationClassName: string {key} PostOfficeBox: string] ]
PhysicalDeliveryOfficeName: string][ ] Name: string {Key} Name: string {key} PreferredDeliveryMethod: string
PostalAddress: string][ ] BusinessCategory: string BusinessCategory: string SearchGuide: string] ]

PostalCode: string[ ] FacsimileTelephoneNumber: string FacsimileTelephoneNumber: string SeeAlso: string][ |

PostOfficeBox: string][ ] LocalityName: string LocalityName: string StateOrProvince: string] ]
PreferredDeliveryMethod: string Mail: string OuU: string {Req'd} Street: string[ ]
RegisteredAddress:string[ ] OrganizationName: string {Req'd} PostalAddress: string] ] TelephoneNumber: string[ ]
SearchGuide: string[ ] PostalAddress: string][ | PostalCode: string TeletexTerminalldentifier: string[ ]
SeeAlso: string[ ] PostalCode: string StateOrProvince: string TelexNumber: string[ ]
StateOrProvince: string[ ] StateOrProvince: string TelephoneNumber: string UserPassword: string[ ] {octetstring}
Street: string][ | TelephoneNumber: string X121Address: string[ ]
TelephoneNumber: string[ ] 1

TeletexTerminalldentifier: string[ ] 1 0.1

TelexNumber: string[ ]
ThumbnailLogo: string[ ] {octetstring}
Uniqueldentifier: string[ ]
UserPassword: string[ ] {octetstring}
X121Address: string[ ]

0.1 .
MoreOrgUnitinfo——————

MoreOrganizationinfo———
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ManagedElement
(See Core Model)

T
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Title
Author
Date

: User Schemav2.13
: Security Protection and Management WG
: August 23, 2006

Collectionin
System

OtherPersoninformation

| Yo
Collection 0.1
Organizational Entity ‘ OrgStructure
(See Core Model) %
x
*
0.1
Collectionanrganization—]
UserEntity
UserContact
ManagedSystemElement * Creatlf)nc_lassName: string {key}
Name: string {key}
(See Core Model) GivenName: string
Surname: string {Req'd}
4 Mail:string
- UserlD: string
LogicalElement LocalityName: string
PostalAddress: string[ ]
(See Core Model) StateOrProvince: string
4 PostalCode: string
TelephoneNumber: string
EnabledLogicalElement
(See Core Model)
System
0.1
(See Core Model) Person
* BusinessCategory: string
SystemAdministrator CommonName: string {Req'd}

EmployeeNumber: string
EmployeeType: string
FacsimileTelephoneNumber: string
HomePhone: string
HomePostalAddress: string[ ]
JpegPhoto: uint8[ ] {octetstring}
Manager: string

Mobile: string

OU: string

Pager: string
PreferredLanguage: string
Secretary: string

Title: string

CreationClassName: string {key}
Name: string {key}

ObjectClass: String [ ]

Audio: string[ ] {octetstring}
BusinessCategory: string[ ]
CarLicense: string[ ]
CommonName: string[ ]
CountryName: string[ ]
DepartmentNumber: string[ ]
Descriptions: string[ ]
Destinationindicator: string[ ]
DisplayName: string[ ]
EmployeeNumber: string
EmployeeType: string[ ]
FacsimileTelephoneNumber: string][ ]
GenerationQualifier:string[ ]
GivenName: string[ ]

HomeFax: string[ ]
HomePhone: string[ ]
HomePostalAddress: string[ ]
Initials: string[ ]
InternationaliSDNNumber: string[ ]
JpegPhoto: string[ ] {octetstring}
LabeledURI: string[ ]
LocalityName: string][ ]
Mail:string[ ]

Manager: string[ ]

MiddleName: string[ ]

Mobile: string[ ]
OrganizationName: string[ ]
OrganizationalStatus: string[ ]
OtherMailbox: string[ ]

OU: string[ ]

Pager: string[ ]

PersonalTitle: string[ ]

Photo: string[ ] {octetstring}
PhysicalDeliveryOfficeName: string[ ]
PostalAddress: string[ ]

PostalCode: string[ ]

PostOfficeBox: string|[ ]
PreferredDeliveryMethod: string
PreferredLanguage: string
RegisteredAddress : string[ ]
RoomNumber: string[ ]

Secretary: string[ ]

SeeAlso: string[ ]

StateOrProvince: string[ ]

Street: string[ ]

Surname: string[ ]
TelephoneNumber: string[ ]
TeletexTerminalldentifier: string[ ]
TelexNumber: string[ ]
ThumbnailLogo: string[ ] {octetstring}
ThumbnailPhoto: string[ ] {octetstring}
Title: string[ ]

UserlD: string[ ]

Uniqueldentifier: string[ ]
UserCertificate: string[ ] {octetstring}
UserPassword: string[ ] {octetstring}
UserPKCS12: string[ ] {octetstring}
UserSMIMECertificate: string[ ] {octetstring}
X121Address: string[ ]
X500Uniqueldentifier: string[ ] {octetstring}

1

MorePersoninfo

0.1
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Title : User Schemav2.13

Author : Security Protection and Management WG

Date : August 23, 2006

ManagedElement
RoleLimitedToTarget *
(See Core Model)
OtherRolelnformation Collection OtherGrouplnformation ManagedSystemElement
CreationClassName: string {key} (See Core Model) CreationClassName: string {key} (See Core Model)
Name: string {key} Name: string {key}
ObjectClass: String [ ] + ObjectClass: String [ ] *
BusinessCategory: string[ ] * BusinessCategory: string[ ] LogicalElement
CommonName: string[ ] CommonName: string[ ]
Descriptions: string] ] Role Group Descriptions: string] ] (See Core Model)
Egcsgirrﬁ:gjpgggljﬁztr?g@:?t?gr]' string[ ] CreationClassName: string {key} CreationClassName: string {key} 8[?61;5?3[0 ]nName: stringl] *
InternationaliSDNNumber: st.ring[] Na"?e: string {key} ) '\‘a”_‘e: string {key} . Owﬁer: string[ ] :
OU: string[ ] BusinessCategory: string BusinessCategory: string SeeAlso: string[ ] EnabledLogicalElement
PhysicalDeliveryOfficeName: string[ ] CommonName: string {Req'd} CommonName: string {Req'd} (See Core Model)
PostalAddress: string[ ] 0.1
PostalCode: string[ ] 1 * * 1 *
PostOfficeBox: string[ ] S
PreferredDeliveryMethod: string ystem
ReglsterfedA'ddress:stnng[] MoreGrouplnfo—— (See Core Model)
SeeAlso: string[ ]
StateOrProvince: string[ ] * ‘ *
Street: string] ] . SystemAdministratorGroup
TelephoneNumber: string[ ]
TeletexTerminalldentifier: string[ ] O"lM
TelexNumber: string[ ] oreRolelnfo
X121Address: string[ ]
SystemAdministratorRole
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Title
Author

ManagedElement

Date

(See Core Model)

A

ManagedSystemElement

(See Core Model)

A

LogicalElement

(See Core Model)

A

EnabledLogicalElement

(See Core Model)

A

: User Schemav2.13

: Security Protection and Management WG
: August 23, 2006

SecurityService

*—ServiceUsesSecurityService—
*

(See User Model (Overview Security))

*

SecurityServiceForSystem————————————

Service System ServiceAccessPoint ‘
(See Core Model) (See Core Model) (See Core Model) ‘
* * A

CredentialManagementSAP

URL: string

AuthorizationService

*

PrivilegeManagementService

AssignAccess(
[IN] Subject: ref ManagedElement {required},
[IN] PrivilegeGranted : boolean,
[IN] Activities: uint16[ ] {enum},
[IN] ActivityQualifiers: string[ ],
[IN] QualifierFormats: uint16[ ] {enum},
[IN] Target: ref ManagedElement {required},
[IN, OUT] Privilege: ref AuthorizedPrivilege):
uint32 {enum}
RemoveAccess(
[IN] Subject: ref ManagedElement,
[IN] Privilege: ref AuthorizedPrivilege,
[IN] Target: ref ManagedElment): uint32 {enum}

AuthenticationService

*

AccountManagementService
(See User Model (Account))

StorageHardwarelDMananagementService

VerificationService

CredentialManagement:

01 Trust
Service |* Hierarchy

(See User Model (Identity))

$

Notary

Comparitors: uint16[ ] {fenum}
SealProtocol: string
Charterlssued: datetime
CharterExpires: datetime

CertificateAutl

hority

LocalCredentialManagementService

(See User Model
(PublicKey))

(See User Model (Kerberos))

A

KerberosKeyDistributionCenter

PublicKkeyManagementService

SharedSecretService

(See User Model (PublicKey))

(See User Model
(SharedSecret))
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Title : User Schemav2.13
ManagedElement Author : Security Protection and Management WG
Date : August 23, 2006

(See Core Model)

A

ManagedSystemElement

(See Core Model)

A

LogicalElement

(See Core Model)

?

EnabledLogicalElement

(See Core Model)

A

Service System ‘
(See Core Model) (See Core Model) ‘
* *
PrivilegeManagementService
- - * ChangeAccess(
SecurityService —ServiceUsesSecurityServic [IN] Subject: ref ManagedElement {required},
. : * [IN] Target: ref ManagedElement {required},
(See User Model (Overview Security)) | SecurityServiceForSystem————| [IN] PrivilegePolicies: ref PrivilegePropagationRules [ ],
[IN, OUT] Privileges: string[ ] {fembeddedobject]);
uint32 {enum}
ShowAccess(

[IN] Subject: ref ManagedElement,
[IN] Target: ref ManagedElement,
[OUT] OutSubjects: ref ManagedElement][],
[OUT] OutTargets: ref ManagedElement[],
[OUT] Privileges: string[ ] {embeddedobject]);
uint32 {enum}

AssignAccess(
[IN] Subject: ref ManagedElement {required},
[IN] PrivilegeGranted : boolean,
[IN] Activities: uint16[ ] {enum},
[IN] ActivityQualifiers: string[ ],
[IN] QualifierFormats: uint16[ ] {fenum},
[IN] Target: ref ManagedElement {required},
[IN, OUT] Privilege: ref AuthorizedPrivilege):
uint32 {enum}

RemoveAccess(
[IN] Subject: ref ManagedElement,
[IN] Privilege: ref AuthorizedPrivilege,
[IN] Target: ref ManagedElment): uint32 {enum}

AuthorizationService
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Title : User Schema v2.13

ManagedElement Author : Security Protection and Management WG
(See Core Model) Date : August 23, 2006
ManagedSystemElement

(See Core Model)

A

LogicalElement

(See Core Model)

A

EnabledLogicalElement

(See Core Model)

|
Service System
(See Core Model) (See Core Model)
* *

SecurityService *—ServiceUsesSecurityService—
*—SecurityServiceForSySte

AccountManagementService
(See User Model (Account))
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Title : User Schemav2.13
Author : Security Protection and Management WG
Date : August 23, 2006
%| ManagedElement | %
(See Core Model)
*
ElementSecuritySensitivity
*
SecuritySensitivity Privilege . ) ]
- AuthorizedTarget AuthorizedSubject
InstancelD: string {key} InstancelD: string {key}
SecurityLevel: string PrivilegeGranted: boolean (True)
Activities: uint16 [ ]
ActivityQualifiers: string [ ]
QualifierFormats: uint16 [ ]
RepresentsAuthorizationRights: boolean (False)
AuthorizedPrivilege
*
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Title : User Schemav2.13
Author : Security Protection and Management WG
Date : August 23, 2006
Concreteldentity
* *
* | ManagedElement | %
—ElementinRoleCollection % (See Core Model) 0"liAssignedldemi'(y—

f *‘—IdentityContext

‘ * *
Identity

Collection Policy ManagedSystemElement

(See Policy Model) InstancelD: string {key}
(See Core Model) (See Core Model) CurrentlyAuthenticated: boolean (False)

T 1 *
LogicalElement IPNetworkldentity
. _ SystemSpecificCollection IdentityType: uint16 {required}
PolicySetApplies (See Core Model) IdentityValue: string {required}
ToElement (See Core Model) A
? Account
) . (See User Model
PolicyRoleCollection (Account)
(See Policy Model) EnabledLogicalElement
* (See Core Model)
* - Service *
PolicySetinRoleCollection—>—| PolicySet (See Core Model)
% | (See Policy Model)

A

SecurityService

PolicyRule (See User Model
(Overview Security))

A

AuthenticationService

(See Policy Model)

AuthenticationRule
(See Policy Model)
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Title : User Schemav2.13
Author : Security Protection and Management WG
Date : August 23, 2006

Concreteldentity

* %
IdentityContexti* ManagedElement

(See Core Model) | %

0.1 *

Assignedldentity

ElementSettingData—

| | |*
ManagedSystemElement SettingData
(See Core Model) (See Core Model)
LogicalElement StorageClientSettingData

ClientTypes: uint16[] {enum}

(See Core Model) OtherClientTypeDescriptions: string[]

1

Account EnabledLogicalElement -
del StorageHardwarelDMananagementService
Eiiceoﬂigr Mode (See Core Model)
+ CreateStorageHardwarelD(
Servi [IN] ElementName : string,
* * ervice * [IN] StoragelD : string,
- (See Core Model) [IN] IDType : uintl6 {enum},
Identity [IN] OtherIDType : string,
InstancelD: string {key} 4 [IN] Setting : ref StorageClientSettingData,
CurrentlyAuthenticated: boolean (False) SecurityService [OUT] HardwarelD : ref StorageHardwarelD) : uint32 {enum}
See User Model DeleteStorageHardwarelD(
(See Ser Vodel [IN] HardwarelD : ref StorageHardwarelD) : uint32 {enum}
O S t
(Overview Security)) CreateGatewayPathID(
StorageHardwarelD 4 [IN] EIementName.: string,
StoragelD: strin —- - [IN] StoragelD : string
DT gelb: 6 9 AuthenticationService [IN] IDType : uint16 {enum},
e: uin .
OchFr)IDType' string [IN] OtherIDType : string,
) [IN] GatewayID : string,

[IN] GatewayIDType : uint16 {enum},
[IN] OtherGatewaylIDType : string
[OUT] NewGatewayPathID : ref GatewayPathID) : uint32 {enum}
CreateHardwarelDCollection(

GatewayPathID

Gatewayl|D: string _ [IN] ElementName : string,
GatewayIDType: uintl6 ' [ IN] HardwarelDs : string[],
GatewayOtherIDType: string [OUT] Collection : ref SystemSpecificCollection): uint32 {enum}

AddHardwarelDsToCollection(
[IN] HardwarelDs : string[],
[IN] Collection : ref SystemSpecificCollection): uint32 {enum}
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Title : User Schemav2.13
c eldentit Author : Security Protection and Management WG
oncrefeldently Date  : August 23, 2006
* %
ManagedElement
(See Core Model)
ManagedSystemElement Identity
(See Core Model) (See User Model (Identity))
LogicalElement
(See Core Model)
\ |
EnabledLogicalElement Account
(See Core Model) CreationClassName: string {key}

Name: string{key}
UserlD: string
ObjectClass: String [ ]
% | Descriptions: string][ ] *
Host: string[ ]
LocalityName: string|[ ]

e . AccountMapsToAccount
OrganizationName: string[ ]
System Service ) ) OU: string[ ] *
(See Core Model) (See Core Model) SecurityServiceUsesAccount | SeeAlso: string |
UserCertificate: string[ ] {octetstring}
1 + UserPassword: string[ ] {octetstring}
SecurityService * * W%

(See User Model
(Overview Security))

!

AccountManagementService

ManagesAccount

AccountOnSystem
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Author : Security Protection and Management WG
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% | ManagedElement
(See Core Model)

ManagedSystemElement

(See Core Model)

?

LogicalElement ‘

CredentialContext

(See Core Model) ‘

?

% Credential EnabledLogicalElement
Issued: datetime (See Core Model)
Expires: datetime ?

* .
Service

(See Core Model)

A

SecurityService

(See User Model
(Overview Security))

?

AuthenticationService

(See User Model
(Authentication Services))

T 0.1
% | Trust

CredentialManagementService Hierarchy

ManagedCredential¢ (See User Model

(Authentication Services))
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Title : User Schemav2.13
Author : Security Protection and Management WG
Date : August 23, 2006

ManagedElement
(See Core Model)

*

Credential ManagedSystemElement
(See User Model (See Core Model)
(Credential)) 4
? LogicalElement ‘
KerberosTicket (See Core Model) ‘
AccessesService: string {key}
RemotelD: string {key}
TicketType: uint16 {enum} EnabledLogicalElement
Wk (See Core Model)
Service

(See Core Model)

f

SecurityService

(See User Model
(Overview Security))

f

AuthenticationService

(See User Model
(Authentication Services))

T 0.1
- —% | Trust
CredentialManagementService Hierarchy

(See User Model
(Authentication Services))

*

KerberosKeyDistributionCenter

KDClssuesKerberosTicket

Protocol: uint16 {enum}
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ManagedElement Title : User Schema v2.13
(See Core Model) Author : Security Protection and Management WG
Date : August 23, 2006

!

Credential ManagedSystemElement
(See User Model (See Core Model)
(Credential)) +

LogicalElement

(See Core Model)

| s

UnsignedPublicKey PublicKeyCertificate EnabledLogicalElement
Peerldentity: string {key} Subject: string {key} (See Core Model)
PeerldentityType: uint16 {enum} AltSubject: string +
PublicKey: uint8[ ] {octetstring} PublicKey: uint8[ ] {octetstring}

Service
Wk wk * (See Core Model)
SecurityService

(See User Model
(Overview Security))

A

AuthenticationService

(See User Model
(Authentication Services))

B T Ol Trust
CredentialManagementService | % Hierarchy

(See User Model
(Authentication Services))

*

CertificateAuthority LocalCredentialManagementService

(See User Model
(Authentication Services))

*
———CAHasPublicCertificate——

CAPolicyStatement: string
CRL: string[ ] {octetstring}
CRLDistributionPoint: string[ ]
1 | CADistinguishedName: string
CASignsPublicKeyCertificate———— CRLRefreshFrequency:uint16
MaxChainLength: uint8 PublickeyManagementService

LocallyManagedPublicKey:
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Title : User Schema v2.13
Author : Security Protection and Management WG
ManagedElement Date  : August 23, 2006
(See Core Model)
Credential ManagedSystemElement
(See User Model (See Core Model)
(Credential)) +

LogicalElement

(See Core Model)

A

EnabledLogicalElement

(See Core Model)

A

NamedSharedIKESecret SharedSecret Service
(See Core Model)

Localldentity: string {key} RemotelD: string {key}

LocalldentityType: uint16 {key, enum} Secret: string 4

Peerldentity: string {key} Algorithm: string

PeerldentityType: uint16 {key} Protocol: string SecurityService

SharedSecretName: string Wk (See User Model
W% (Overview Security))

A

AuthenticationService

(See User Model
(Authentication Services))

T Trust

0..1
CredentialManagementService | * Hierarchy

(See User Model
(Authentication Services))

A

LocalCredentialManagementService

(See User Model
(Authentication Services))

A

SharedSecretIsSharedil SharedSecretService
Algorithm: string
IKESecretlsNamed 1 | Protocol : string
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Title : User Schema v2.13
Author : Security Protection and Management WG
Date : August 23, 2006
Dependency(from Core)
Antecedent: ref ManagedElement {*}
Dependent: ref ManagedElement {*}
A
MoreGrouplinfo
Antecedent: ref Group {1}
Dependent: ref OtherGrouplnformation {0..1}
MoreOrganizationInfo
Antecedent: ref Organization {1}
Dependent: ref OtherOrganizationIinformation {0..1}
MoreQOrgUnitinfo SystemAdministrator
Antecedent: ref OrgUnit {1} Antecedent: ref System {*}
Dependent: ref OtherOrgUnitinformation {0..1} Dependent: ref UserEntity {*}
MorePersoninfo SystemAdministratorGroup
Antecedent: ref Person {1} Antecedent: ref System {*}
Dependent: ref OtherPersoninformation {0..1} Dependent: ref Group {*}
MoreRolelnfo SystemAdministratorRole
Antecedent: ref Role {1} Antecedent: ref System {*}
Dependent: ref OtherRolelnformation {0..1} Dependent: ref Role {*}
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Title : User Schema v2.13
Author : Security Protection and Management WG
Date : August 23, 2006
Dependency(from Core)
Antecedent: ref ManagedElement {*}
Dependent: ref ManagedElement {*}
A IdentityContext

ElementinContext: ref Identity {*}
ElementProvidingContext: ref ManagedElement {*}

AccountMapsToAccount ProvidesServiceToElement
Antecedent: ref Account {*} Antecedent: ref Service {*} . .
Dependent: ref Account {*} Dependent: ref ManagedSystemElement {*} Assignedidentity
IdentifyingInfo: ref Identity {*}
T ManagedElement: ref ManagedElement {0..1}
SecurityServiceForSystem
ManagesAccount

Antecedent: ref SecurityService {*}
Antecedent: ref AccountManagementService {*} Dependent: ref System {*}
Dependent: ref Account {*}

ManagesAccountOnSystem (D)

Antecedent: ref AccountManagementService {*}
Dependent: ref System {*}

ServiceServiceDependency (From Core)

Antecedent: ref Service {*}
Dependent: ref Service {*}
TypeOfDependency: uintl6 {enum}
RestartService: boolean

A

SecurityServiceUsesAccount

ServiceUsesSecurityService

Antecedent: ref Account {*}
Dependent: ref SecurityService {*} Antecedent: ref SecurityService {*}
Dependent: ref Service {*}

Logicalldentity

SystemElement: ref ManagedElement {key, *}

SameElement: ref ManagedElement {key, *}

AuthorizedSubject

Privilege: ref AuthorizedPrivilege {*}

L A I ity (D
PrivilegeElement: ref ManagedElement {*} ccountidentity (D)

RoleLimitedToTarget SystemElement: ref Account {key, *}
DefiningRole: ref Role {key, *} SameElement: ref Identity {key, *}
AuthorizedTarget TargetElement: ref ManagedElement {key, *}
Privilege: ref AuthorizedPrivilege {*}
TargetElement: ref ManagedElement {*} Concreteldentity

SystemElement: ref Account {key, *}
SameElement: ref Identity {key, *}
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Title : User Schema v2.13
Author : Security Protection and Management WG
Date : August 23, 2006
Dependency(from Core)
Antecedent: ref ManagedElement {*}
Dependent: ref ManagedElement {*}
4
ManagedCredential CAHasPublicCertificate
Antecedent: ref CredentialManagementService {0..1} Antecedent: ref PublicKeyCertificate {*}
Dependent: ref Credential {*} Dependent: ref CertificateAuthority {*}
4
- - - TrustHierarchy
CASignsPublicKeyCertificate . .
Antecedent: ref CredentialManagementService {0..1}
Antecedent: ref CertificateAuthority {1} Dependent: ref CredentialManagementService {*}
Dependent: ref PublicKeyCertificate {W, *}

SerialNumber: string
Signature: uint8[ ] {octetstring}
Expires: datetime {D}
CRLDistributionPoint: string

IKESecretlsNamed

Antecedent: ref SharedSecretService {1}
Dependent: ref NamedSharedIKESecret {W, *}

CredentialContext

ElementinContext: ref Credential {key, *}
ElementProvidingContext: ref ManagedElement {key, *}

KDClssuesKerberosTicket

Antecedent: ref KerberosKeyDistributionCenter{1}
Dependent: ref KerberosTicket {W, *}

LocallyManagedPublicKey

Antecedent: ref PublicKeyManagementService {1}
Dependent: ref UnsignedPublicKey {W, *}

SharedSecretlsShared

Antecedent: ref SharedSecretService {1}
Dependent: ref SharedSecret {W, *}




Page 20-26: Aggregations

CollectionInOrganization

Parent: ref OrganizationalEntity {0..1}
Child: ref Collection {*}

CollectionInSystem

Parent: ref System {0..1}
Child: ref Collection {*}

MemberOfCollection (from Core)

Collection: ref Collection {*}
Member: ref ManagedElement {*}

OrgStructure

Parent: ref OrganizationalEntity {0..1}
Child: ref OrganizationalEntity {*}

SystemComponent (from Core)

GroupComponent: ref System {*}
PartComponent: ref ManagedSystemElement {*}

AccountOnSystem

GroupComponent: ref System {1}
PartComponent: ref Account {weak, *}

CIM_User.vsd: September 7, 2006

Title
Author
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: User Schemav2.13
: Security Protection and Management WG
: August 23, 2006
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ManagedElement S AuthorizationSubject (Dy—————
(See Core Model) i—AuthorizationTarget (D)
ManagedSystemElement
(See Core Model)
LogicalElement
(See Core Model)
\ \ * *
EnabledLogicalElement AccessControlinformation (D)
(See Core Model) CreationClassName: string {key}
Name: string {key}
* SecurityClassification: string

AccessType: string[ ]
AccessQualifier: string[ ]

System Service Permission: string] |
(See Core Model) (See Core Model)
| f
- - * w %
SecurityService

(See User Model
(Overview Security))

?

AuthorizationService

(See User Model
(Authorization Services)) % AuthorizedUse (Dy—

HostedACI (D)
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ManagedElement
AuthenticationTarget(D) (See Core Model)

A

ManagedSystemElement

(See Core Model)

A

LogicalElement

(See Core Model)

A

|
EnabledLogicalElement

*
AuthenticationRequirement (D)

CreationClassName: string {key} (See Core Model)

Name: string {key}

SecurityClassification: string ‘ %
* % |wx System Service
(See Core Model) (See Core Model)

x 4

1
HostedAuthenticationRequirement (D)J SecurityService

(See User Model
(Overview Security))

A

ManagesAccountOnSystem (D)

*
AccountManagementService

(See User Model (Account))

AuthenticationService

AuthenticateForUse (D)—* (See User Model

(Authentication Services))

*

CredentialManagementService

RequiresCredentialsFrom (D)4t (See User Model
(Authentication Services))
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1 ManagedElement
(See Core Model)

* A
Credential OrganizationalEntity ManagedSystemElement
*
(See User Model (See User Model (See Core Model)
(Credential)) (Organization)) .
Accountldentity (D)

ElementAsUser (D) ? LogicalElement

UserEntity EnabledLogicalElement
(See Core Model)
(See Core Model)

UsersCredential (D) | (See User Model
(Organization))
PublicKeyCertificate ?

(See User Model * Account Service
(PublicKey)) (See User Model (See Core Model)
* * UsersAccess (D) (Account)) ?
L * CreationCIassName:’gtring {key} * - -
PublicPrivateKeyPair(D)—— Name: string {key} SecurityService
* - stri *
E!eme”?'?' string {key} ——UsersAccount (D) (See User Model
Biometric: uint16 {enum} (Overwew Secunty))
MemberOfCollection (from Core) $
Collection: ref Collection {*} AuthenticationService
Member: ref ManagedElement {*}
(See User Model

T (Authentication Services))

MemberPrincipal (D) NotaryVerifiesBiometric (D) - ? -
Collection: ref Collection {*} CredentialManagementService

Member: ref ManagedElement {*} (See User Model
UserAccessBYy: uint16 {enum} (Authentication Services))
Notary

(See User Model
* (Authentication Services))
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Title
Author
Date

Dependency(from Core)

Antecedent: ref ManagedElement {*}
Dependent: ref ManagedElement {*}

A

AuthorizedUse (D)

: User Schema v2.13
: Security Protection and Management WG
: August 23, 2006

Antecedent: refAccessControlinformation {*}
Dependent: ref AuthorizationService {*}

NotaryVerifiesBiometric (D)

Antecedent: ref Notary {*}

Dependent: ref UsersAccess {*}

AuthorizationSubject (D)

Dependent: ref ManagedElement {*}

Antecedent: ref AccessControllnformation {*} ElementAsUser (D)

Antecedent: ref ManagedElement {1}

Dependent: ref UsersAccess {*}

AuthorizationTarget (D)

Antecedent: ref AccessControlinformation {*}
Dependent: ref ManagedElement {*}

UsersCredential (D)

Antecedent: ref Credential {*}

Dependent: ref UsersAccess {*}

UsersAccount (D)

Antecedent: ref Account {*}

Dependent: ref UsersAccess {*}

PublicPrivateKeyPair (D)

Antecedent: ref PublicKeyCertificate {*}

Dependent: ref UsersAccess {*}
Use: uint16 (Enum)

HostedDependency(from Core)

NonRepudiation: Boolean
BackedUp: Boolean

Dependent: ref ManagedElement {*}

Antecedent: ref ManagedSystemElement {0..1} Repository: String

HostedACI (D)

Antecedent: ref System {1}
Dependent: ref AccessControlinformation {W,*}

A AuthenticateForUse (D)

Antecedent: refAuthenticationRequirements {*}
Dependent: ref AuthenticationService {*}

HostedAuthenticationRequirement (D)

Antecedent: ref System {1}
Dependent: ref AuthenticationRequirement {W,*}

AuthenticationTarget (D)

Antecedent: ref AuthenticationRequirements {*}
Dependent: ref ManagedElement {*}

RequireCredentialsFrom (D)

Antecedent: ref CredentialManagementService {*}
Dependent: ref AuthenticationRequirements {*}
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Version 2.9 Preliminary

* DMTFCRO01222: Add CredentialContext

* DMTFCRO01302: Add RoleLimitedToTarget

* DMTFCRO01342: Add Privilege.QualifierFormats.SCSI Command
Add Privilege.RepresentsAuthorizationRights
Add PrivilegeManagementService.ChangeAccess()
Add PrivilegeManagementService.ShowAccess()

* DMTFCRO01380 Clarification of CredentialContext
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Version 2.10:
CIM_AccountGroup
<change cr="DMTFCR01083" type = "new"> Add PrivilegeManagementCapabilities </change>
<change cr="DMTFCR01501" type = "new"> Create AccountGroup and Define relationship to ChangeAccess, ShowAccess, Roles, and authorizationPolicy. </change>
CIM_Accountldentity
<change cr="DMTFCR01503" type = "deprecate"> Deprecate
Accountldentity, SecurityServiceForSystem, ManagesAccountOnSystem, and ServiceUsesSecurityService </change>
CIM_CollectionInSystem
<change cr="DMTFCRO01502" type = "deprecate"> Deprecated CollectionIinSystem in favor of OwningCollectionElement </change>
<change cr="DMTFCR01145" type = "deprecate"> Deprecated CollectioninSystem in favor of HostedCollection </change>
CIM_Credential
<change cr="DMTFCR01514" type = "change"> Fix description of timestamp in Credential </change>
CIM_CredentialContex
<change cr="CIMCoreCR00750" type = "change"> Clarification of CredentialContext </change>
<change cr="DMTFCR01379" type = "new"> Add Credential Context </change>
<change cr="DMTFCR01222" type = "new"> Define a CredentialContext association </change>
CIM_GatewayPathID
<change cr="DMTFCR01299" type = "change"> Add iSCSI support to the enum of ID Types used for SCSI LUN Masking </change>
CIM_Group
<change cr="DMTFCR01515" type = "change"> Clarify inteeded use for LDAP, not general </change>
CIM_IdentityContext
<change cr="DMTFCR01380" type = "change"> Clarify IdentityContext cardinalities </change>
CIM_ManagesAccountOnSystem
<change cr="DMTFCR01503" type = "deprecate"> Deprecate Accountldentity, SecurityServiceForSystem, ManagesAccountOnSystem, and ServiceUsesSecurityService
</change>
CIM_Privilege
<change cr="DMTFCR01547" type = "change"> Fix enumeration conflict generated by DMTFCR01442 </change>
<change cr="DMTFCR01342" type = "change"> Change and Show Access Rights </change>
PrivilegeManagementCapabilities
<change cr="DMTFCR01083" type = "new"> Add PrivilegeManagementCapabilities </change>
CIM_PrivilegeManagementService
<change cr="DMTFCR01547" type = "change"> Fix enumeration conflict generated by DMTFCR01442 </change>
<change cr="DMTFCR01342" type = "change"> Change and Show Access Rights </change>
<change cr="DMTFCR01083" type = "change"> Add PrivilegeManagementCapabilities </change>
CIM_PrivilegePropagationRule
<change cr="DMTFCR01342" type = "new"> Change and Show Access Rights </change>
CIM_SecurityServiceForSystem
<change cr="DMTFCR01503" type = "deprecate"> Deprecate Accountldentity, SecurityServiceForSystem, ManagesAccountOnSystem, and ServiceUsesSecurityService
</change>
CIM_ServiceUsesSecurityService
<change cr="DMTFCR01503" type = "deprecate"> Deprecate Accountldentity, SecurityServiceForSystem, ManagesAccountOnSystem,and ServiceUsesSecurityService
</change>
CIM_StorageHardwarelD
<change cr="DMTFCR01299" type = "change"> Add iSCSI support to the enum of ID Types used for SCSI LUN Masking </change>
CIM_StorageHardwarelDManagementService
<change cr="DMTFCR01299" type = "change"> Add iSCSI support to the enum of ID Types used for SCSI LUN Masking </change



