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Abstract

The Systens Managenent Architecturefor ServerHardware(SMASH) is aninitiative thatrepresenta
suite of specifications which standardize the manageability interfacedor serverhardware.The suiteof
specifi@tionslay outanarchitecturaframework, interfaces in the form of protocols, addressing and
profiles for server hardware.

This document is an architectural white paper describeghe concepps usedin SMASH CLP.
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1 Introduction

This documenis anintroductioninto the architecturalframework requiredfor managingserver
hardwardn thedatacentertoday. This docunert lays forth the basic principlesrequiredfor
understanding and implementing the Systems Managerment CommandLine Protocol (SM CLP)
asspecifiedby the DMTF. Specifically,this groupof docunentsincludesthe SMASH CLP
ArchitectureWhite Paper(this docurent), Se'ver Management Command Line Protocol
Specification [4], Server Management Managed Element Addressing Specification [2], SMASH
Implementation Requirements [3], and the Server Managemt CLP to CIM Mapping
Specification [5].

The focus of the SMASH architecture is to enable the managenent of the serverresourcesn a
standard manner across any Manageability Access Point implementation, regardless of operating
system date.

1.1  Target Audience

The intended target audience for this doentrisreaders interested in understanding the Server
Managenent CommandLine Protocol (SM CLP) Specification, the Server Management
Managed Elemnt Addessing Specification or 8&er Managerent Architecture in general.

1.2 Related Documents

[1] Common Information Model (CIM) Schema, V2.14, Decerber, 2006 - Downloadable from
http://www.dmtf.org/spec/cim.html

[2] OSM Maaged Element Addressing SggzitionO, V1.0.0, DSP0215, 2005, DMTF SMASH
b Downloadable frorittp://www.dntf.org/standardsfeash

[3] "SMASH Implementation Requireents”, DSP0217 V1.0.0, 2006, DMTF SMASH b
Downloadable fronmttp://www.dntf.org/standards/sash

[4] OServer Managesmt CanmandLine ProtocolSpecificationOy1.0.0,DSP0214 2005,
DMTF SMASH bDownloadabldrom http://www.dmtf.org/standards/smash

[5] OSM CLP to CIM Mapping SpedifitionO, V1.0.0, DSP0216, 2006, DMTF/S8H D
Downloadable fronmttp://www.dntf.org/standards/seash

[6] OPosix Utility ConventionsO, The O@noup Base Specifications Issue 6, IEE Std 1003.1,
2004 Edition. Downloadable from
http://www.opengroup.org/onlinepubs/009695399/basedef s/xbd chapl2.html
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137

138

1.3 Terminol ogy

Term Definition

Administrator A person managing a system through interaction with
management clients, transport clients and other policies
and procedures.

Client Any system that acts in the role of a client to a MAP.

Command Line Protocol (CLP) The command line protocol defined by the Server
Management Architecture for Server Hardware, used
for managing systems.

Command Processor Engine The logical entity within a MAP responsible for parsing
incoming commands and returning responses.

In-Band Management that operates with the support of
hardware components that are critical to and used by
the operating system

In-Service Management that operates with the support of software
components that run concurrently and are dependent
on the operating system.

Manageability Access Point (MAP) A collection of services of a system that provides
management in accordance to specifications published
under the DMTF Server Management Architecture for
Server Hardware initiative.

Managed Element The finest granularity of addressing which can be the
target of commands or messages, or a collection
thereof.

Managed Element Access Method The method by which a Managed Element performs a
unit of work.

Managed System A collection of Managed Elements that comprise a

Computer System for which a MAP has management
responsibilities.

Out-of-Band Management that operates with hardware resources
and components that are independent of the operating
systems control

Out-of-Service Management that operates with the support of software
components that require the operating environment to
be put out-of-service and the system be placed into an
alternate management environment. In this state, the
operating system is not available

Target Address Scheme Resolution Service The entity responsible for discovering, enumerating and
determining the addresses of Managed Elements within
the MAP.

Transport The layers of the communication stack responsible for

reliable transportation of commands and message from
the Client to the MAP

User The set of Administrators and Management Clients
which interact with the Transport Client in order to
manage a Managed System through a Manageability
Access Point.

1.4  Acronyms and Abbreviations

Term Definition
CIM Common Information Model
CIM Server Common Information Model Server
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CLP Command Line Protocol

DMTF Distributed Management Task Force

MAP Manageability Access Point

ME Managed Element

NIC Network Interface Card

SSHv2 Secure Shell Version 2

SMASH Systems Management Architecture for Server Hardware
SM CLP Server Management Command Line Protocol

UFiP User Friendly Instance Path

UFcT User Friendly Class Tag

UFIT User Friendly Instance Tag
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2 Architecture Overview

Enterprise &ver Managerent in todayOs datarter is conprised of a rich set of tools and
applicationswvhich administratorscanuseto managethe datacenter. In many cases, these tools
are specialized and adaptedetoh individual environment, installation and product in the data
center.

Currently, the richness of the CIM Scheprovides afeature rich systems management
environment. Inits current form, it also places an additional burden on those vendors attempting

to implement the CIM Schema & WBEM Protocols to support server hardwareanagenent in

the Out-of-BandandOut-of-Servicescenarios.This has resulted in lack of interoperability in the
server hardware amnagenent arena, particularlin the out-of-band and out-of service cases. In
addition, the resulting @-of-Band and Out-of-Seice managenent solutions are different from
the operating systemtepresentation andamagenent of theserver.

The Systems Managemt Architecture for Servadardware initiativesupports a suite of
specifications which include architectural senics, industry standard pitols,andprofilesto
unify the management of the data center. By creating industry standard protocols,
interoperability is guaranteed over the network and the syntaxdasemantics of those protocols
are guaranteed to be interoperable by mieant productswhich adhereo thosestandards By
basing it on the CIM Scheamthe SM CLP leveragethe richness of CIM. By creating industry
standardrofiles,therichnessof the CIM Schemacanbeappliedin a consistentmannersothat
systems offered by different vendors will be represented in similar ways.

Extraemphasis has been placed in the developmentof the SM CLP architecturdo enable

lightweight implenentations which are architecturallpnsistent. This has been done to enable a
full spectrum of server impleentations withousacrificingtherichnessf the CIM heritage.

This includes software only solutions andadiniootprint firmware solutions. Ephasis has been
placed on ensuring that these implementations will be interoperable, regardless of

implementation, CPU architecture, chipset solutions,vendoror operatingenvironnent.

2.1  Principal Goals

Onegoalof the ServerManagenent CommandLine Protocol(SM CLP) Architectureisto
enable the same interfaces regardless of server state. Taslend, a Service Model has been
included in Section 2.2.3to illustratethat, regardles®f ServiceAcces Pointor Operating
SystemServicestate the sane protocolsshouldbeableto used for Systems Managemnt.

Anothergoal of the SM CLP Architectureis to enable the saetools, syntax, seamtics and
interfacedo work acrossa full rangeof serverproductsbstard alonesystens, rack mounted
servers, blades, Telco servers, partitionable dsaseirtual and redundant servershefefore,
we have encompassed considerations for these productsin our initial architecture and will
include support for them in the on-going profile developmnt effort.

2.2 Service Model

Fundamental to the SM CLP Architecture is the underlying goal to unify the experience achieved
throughout-of-bandmechanisrs with thoseavailabk via the operatingsystem To achievethis
goal, the SM CLP Architecture contains amodel to describeheseternms (In-Band,Out-of-Band,
In-Service, Out-of-Service) and to relatethemto management today.
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180 2.2.1 In-Band vs. Out-of-Band

181 A key concept in understanding then8ce Modelis an understanding of the tegrin-Band and
182 Out-of-Bandandhow theyareusedwithin the context of Server Managemnt.

183 In-Band Management operates with the supportof hardwarecomponentsthatarecritical to and
184  used by the operating system. An example would be a general purpose NIC available through
185 the operating system

186 Out-of-Band Management operates with hardware resources and components that are

187 independentf theoperatingsystem Theseresairces are dedicated to sysgemanagenent and
188 allow management of system hardware components independentf their state. Typically, they
189 are also available when the operating system is available & can interact with the operating

190 system. An example would be a service processor or baseboarcanagement controller.

191 2.2.2 In-Service vs. Out-of-Service

192  Dependency on the operating system service state is described by the terms On-ServiceOand
193 OOut-of-ServiceO.

194 In-Servicemanagement operatesvith the supportof softwarecomponentghatrun concurrently
195 and are dependent on the operating systéhis isoften provided through a service or process
196  within the operating system.

197 Out-of-Servicemanagenentoperatesvith the sugoort of softwarecomponentgshatrequirethe
198 operating emironment to be put out-of-serviand the system be placedo analternate
199 managenent environnent. In this statehe operating system not available.

200 2.2.3 Combined Service Model

201 By combining the operating system service dependency with the management access method
202  (On-Band@GDut-of-BandQ), we can achieve the following Service Model matrix. This service
203 model is useful in understanding what isart by unifying the In-Service/Out-of-Service and
204 In-Band/Out-of-Bandnanagenent experience.This should help vendors of manageability

205 commponents, software and solutions to understae goalanddeliverablesnconpassedy the
206 SM CLP Architecture.Includedin the ServiceMatrix areexanplesof solutionsfor thatpartof
207  the matrix.

208 Below, inFigure 1isthe SM CLP ArchitectureServiceModd. The horizontal axis is the OS-
209 Dependencyndrefersto the stateof the normal operating system environment on the

210 management environnent. The vertical axigepresents the physical location of the

211 Manageability Access Point. Note that Service Processor isterminologically equivalent to a

212 firmware or softwarebasedmnanagement controller or service.

213
214
215
216
217
218

219
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Out-of-Service In-Service
Main Systen Management Management
System HW 2Wa | pre-poot BIOS/EFI | OS-Resident Agent
MAP DiagnosticEnvironment
Location/
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Service Service Processor
Hardware Chassis Management Module
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Figurel Service Model
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3 Server Management CLP Architecture

In order to provide server management standardization, it is necessary to develop an abstract

model that describes server management regardlessof the actualimplementation. Thisis
necessaryo providea comnon vocabularyandto provideacomnon base of understanding. It is
also used to illustrate the access points where interoperability is guaranteed as well as to show
semantically visible componentsandinterfaces.

The goal of the architecture is alsodescribeservermanagenent in abstract terms regardless of
server type, topology & framework. This meansit must be implementation agnostic as well as

span the spectrum from small stand-alone servers, to largepartitionableserversandenconpass
topologies such as blades and racks as well agesegnentssuchasindustry standard servers,
telecommunications and mission critical high-end servers.

3.1 Architectural Model

This sectionintroducegheoverallSM CLP ArchitectureModel (seeFigure 2). The terms used
in this model are defined in the following sections. The dotted linesin this model indicate the
protocols and transports that are externally visible. These are the comumcation irterfaces
between the Manageability Access Point (MAP) and the Client and represent data that flows
across the network, for example. The solid linesindicate semantically visible interfaces. The
packets, transports, and interfaces are not externally visible but the fact that they are separate
conmponents with their own saantics is visibé. Thefunctionalimplicationswhich are
noticeableby the Client needto be accountedor in orderto havea conplete model.

Client

User

[
Transport Client

'
Session (CLP-Telnet / CLP-S5H)

MAP

Transport Service

CLP Service

Management Services Infrastructure

Managed System

Cim cim Cim ciMm cim od] ]
Managed Managed Managed Managed Managed Managed
Element Element Element Element Element Element

Figure 2 SM CLP Architecture Model
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Figure 3 contains an example implementation that provides an ephasis on coponents within
the MAP which are noticeable when implemented within aWBEM context. While the entities
described are not required tagas independent entities, their existence can be determined by
the syntax and seamtics of the interface between the MAP ane&tGliert. This figure expands
on the architecture odd, exposinghe detailed,identifiable portionsof the Clientandthe MAP.
This includes the Transports and a detailedridsdelto indicatesupportby the SM CLP of
both a direct human Administrator and a Managenent Client. Italso indicates that
Authentication, Authorization andusllit conponens exist within the rap and, therefore, are
expected to be accessible through the protocols. In addition, Operation Invocation Engine and
the TargetAddressSchene ResolutionServicesndicate that both theperations within the
MAP and the addressing & discovery withie i AP are distinct with their own operational
semantics. Note that while only one Managed System is shown, managing multiple Managed
Systens from one MAP is supported by the SM CLP architecture.

Client Y _.:
| Administrator :
: Management :
: Client |
. i
Transport Client
(Telnet/SSH Utility)
]
:
Session (CLP-Telnet / CLP-SSH)E
1
MAP  Giemt |
| C"‘?"t Transport Service i
' Object Manager (TelnetiSSH) .
1 Adapter | i
| glgr:rice Command Processor i
Engine !
|
Target Address i
Scheme !
Resolution Service I
oL = = = I
e
iManagement '
| Service Operation Authentication, i AutE::let:-zaatli -
\Infrastructure| 'Mvocation CiMou B Authorization, ' Authorization
| Engine Audit : . A
; ! Audit Service
e |
| |
Managed CIM CiMm CiM
System Managed Managed Managed
Element Element Element
Figure 3 Example MAP Implementation Architecture
3.2 Client

A Clientis alogical componenthat manages a system via a Manageability Access &int (MAP).
A Client may run on a manageant station or other system
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A Clientis responsibldor:

o Providing an interface to the funatiality provided by the MAP in aform consistent with
the SM Architecture.

o Accessing a MAP using one of the SM CLRcitecture defined management protocol
specifications. This entails interactingth the MAP throughthefollowing process:

o Initiating a sessionwith a MAP.
o Transmitting protocol-specific messages to the MAP.
o Receiving protocol-specific output messages from the MAP.

3.2.1 User

The Comnand Line Protocol (CLPYser in this model represents aninstanceof a Clientwhich
transmits and receives CLP compliant messages. The CLP is part of the SM CLP éhitecture.
It is intendedto eitherbea humanor script interacting with aterminal service such astelnet or
sshv2.For moreinformationonthe CLP, seg[6].

3.2.1.1 Management Client

A Management Client represents a progdraomne type,suchasascriptor application that
initiated managenent requestgo the TransportClient and handles responses frtm Transport
Client. Interaction between the Managenent Client and the fangort Clientis in theform of

SM CLP messages Interactionbetweenthe Administrator and the Managemt Client is outside
the scopeof this docunent.

3.2.1.2 Administrator

This represents the human interacting with ether the Managenent Clientor directly with the
Transport Client. Interaction between the Administrator and the Transport Client isin the form
of SM CLP messages.

3.2.2 Transport Client

The Transport Client represetite endpointof thetransporiand lower layer protocols with
which the User interacts. It initiates and maintains the transport session with the Transport
Service in the MAP. This includes the transport session establishment and authorization.
Authentication is expected to &klace eitheduring or after Transport session establishment
but before CLP Session establiggmt agndicated later irthis specification.

The CLP specification containsappings forSSHv2andTelnet,but othertransportsare
possible.

3.3 MAP

The Manageability Access Point (MAPQ is a network-accessible service for managinga
Managed SystemA MAP can be instantiated by a ManageatrProcess, a Managent
Processor, a Service Processor or a Service Process.

The MAP is responsibldor:

o Managingthe Sessiorbetweerthe MAP andthe Client. The MAP is considered the
endpoint for the transport protocol.
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300 o Interpretingtheincomng protocol-specift messages and seeing that a response is
301 transmitted.

302 o Returning protocol-specific opiit messageto the Client containing status and result
303 data.

304 The MAP fulfils these responsiliies by utilizing conponents contained within the MAP. Note
305 that the interface between the Managed Elements (ME) and the MAP is outside of the scope of
306 the SM CLP Architecture. The interfaces witkive MAP are outside of the scope of the SM
307 CLP Architecture.

308 TheMAP containgthefollowing major conponents,which arediscussedn thefollowing
309 sections:

310 o A ClientObjectManagerAdapter, provides adapts the CLP Messages into CIM
311 operationghatthe Managenent Savice Infrastructurecanactupon.

312 o The Management Service Infrastructure, which provides management access to the
313 instrunmentation of the Managed System

314 3.3.1 Management Service Infrastructure

315 The Management Service Infrastructureisalogical entity that contains the core services set of
316 the MAP that implement aCIM Server. It isprimarily conprised of the functions described
317 below.

318 3.3.1.1 CIMOM

319 Thisis the cormponents of the Managemt Servce Infrastructureghathandlegheinteraction

320 betweerthe Client ObjectManagerAdapterandthe Providers. It supports services such as the
321 OperationinvocationEngine& the Authentication, Authorization & Audit components.

322 3.3.1.2 Operation Invocation Engine

323 TheOperationinvocationEngineis responsibldor understanding the management requests and
324 trackingtheinitiation, interim status and completion of operations resulting from those requests
325 onManagedElements. A major componenbf the Operation Invocation Engeis the Operation
326 Queue. Thisisthe queue of dl of the operations submitted to the MAP. Operations are

327 discussedn moredetailin Section4.

328 3.3.1.3 Authentication, Authorization, Audit

329 Thisentityis responsibldor coordinatingthe authentication, authorizah and auditing within
330 theMAP. Thisincludescoordinationof transport session establisant, local account

331 information and the access peassion required foMAP operations. It also is responsible for
332  coordination of audit information of the operations and tasks taking place within the MAP. Note
333 thatthisis aserviceinternalto the MAP anddoesnotincludeany external service components
334  or coordination.

335 3.3.2 Client Object Manager Adapter

336 Thisrepresentshecollectionof entitiesrequired to process the SM CLP commands and

337 responseand,asrequiredby the messagesinteractwith the Managenent Service Infastructure
338 toacconplishthereqestsandproduceresponseslit consists of the Transport Service, CLP

339 Service, Command processor Engine and ta#gldress ScheaResoltion Service.
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340 3.3.2.1 Transport Service

341 Thisrepresentsthe transports and lower layer protocols onhich the CIP resides. fis includes
342 the transport session establigmhand authorizeon. Authentication is expected to take place
343 either during or after Transpgaession establishent but before CLP Session establigimt) as
344 indicatedlaterin this specification.

345 It also represents the entity which encrypts/decriigdata streamThis happens as part of the
346 transport mechanism in this architecture. For instance, SSHv2 has encryption mechanisms.

347 The CLP specification containsappings forSSHv2andTelnet,but othertransportsare
348 possible.

349 3.3.2.2 CLP Service

350 This represents the endpoint of the CLP within the MAP. Commands will be received here and
351 turnedinto internaloperationswithin the MAP. This entity is responsibldor receivingmessages
352 and transntting responses which areropliant with the SM-CLP Specificatip4].

353 Theinterface between the CLP Service and the Management Service Infrastructure is
354 implementation dependent and thus the interfaceitself is out-of-scopeof the Systens
355 Management Architecture for Server Hardware.

356 3.3.2.3 Command Processo r Engine

357 Thisrepresentshe entity which parsesncomng commands and handles responses of the CLP.
358 Itisresponsibldor ensuringthatthe SM CLP messages are compliant with the grammar in the
359 SM-CLP Specificatiofd].

360 3.3.2.4 Target Address Scheme Resolution Service

361 This entity is responsible for discoveringdeenumerating the Managed Elements within the
362 local domain, for maintaining the addressing and nhamng structure of the local dam, and
363  coordinating this information with the operation invocationengine. This Service is requiredto
364 implement and adhere to the rules and grammar specified in the Server Management Managed
365 Element Addressing Specification[2].

366 3.3.3 External Authentication, Authorization, Audit Service

367 The External Authentication, Authorizationudit Servicerepresentshe entity which

368 establishes and coordinates #hwthentication, authaation and auditing infonation outside of
369 the MAP. Exarples of grvices that it may coordinate are keys, certifites, user accounts,
370 passwords and privileges. Timstantiation of any global Auémtication Authorization, Audit
371 Serviceisoutside of the current scope of the SM CLP Architecture. In addition,the interface
372  between the MAP and the Security Service is outside of the currentscopeof the SM CLP

373 Architecture. Notethatthisis distinctfrom the Authentication, Auth@zation, Audit component
374 of the MAP itself since(seeSection3.3.1.3 it is an external service and not contained within the
375 MAP.

376 3.4 Managed System

377 A Managed Systens a collection oManaged Edments that comprise a Computer System for
378 which the MAP has management responsibilities. The Managed System may sometimes be
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referred to as a host, node, server, or platform. A Managed System could represent multiple
types of systes) such as stand-algrrack, bladeor virtual systens.

There may be one or more Managed Element and/or Resourcespr collectionsthereof,managed
by asingle MAP. Consequently, there may be multiple serversin a Managed System. There
may be more than one Managed $pswithin the domain of any MAP.

EachManagedElementwithin the ManagedSysem could contain subcomponents, sub-targets
or resources within that individual Managed Eleent.

3.4.1 Managed Element

Managed Elements are the targets, components, resources, collections or logical entities within a
Managed System which the operations will manipulate.

Specific interfaces for Managed Element access are outside of the scope of the SM CLP
Architecture.
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391 4 Operation Model

392 Thissection contains information relevant to operation handling within taMAP. It will cover
393 MAP responsibilities, operation handoff, quelapth issues, issues on multi-session support,
394 operationvisibility, communicatiorbeéween MAPs and resource handling.

395 It isimportantto understandhatin the MAP operdion model, the ternoperation is often used.
396 The readertsould understand CIMIob (Core ghems), CIM_JobQueue and be fdrar with
397 them The terms operation and job are synonymaovith respecto this specification.

398 4.1 MAP Responsibilities

399 The Manageability Access Point W) hasseverakesponsibilitiego the Client. Somof these
400 may appeaitintuitive to somre readersbutfor purposes of clarity they will included here.

401 MAPs are responsible for managing the e ements for which theyclaimresponsibility. This does
402 not imply that they will actually execute the sthod or nodify the property included in the

403 operationput MAPs areresponsibldor ensuringthattheyarethefocal point of the interaction
404 and responsible for tracking the operation.

405 TheMAP isresponsibldor ensuringthe commard is syntacticallycorrect. It may passthe
406 parsing to further levels within the MAP or Systembutit is the MAP thathastheresponsibility
407  for ensuring that the implementation complies with the protocol.

408 TheMAP isresponsibldor command,messageandoperatiorhandling. It may delegate the
409 actualoperationbutit is responible for handlingcommandsandmessagesturningtheminto
410 jobsor operationstrackingopeationsandmanipulatingthe opeations (including completing,
411 canceling, removing, or logging).

412 TheMARP isresponsibldor deternining if the specified ME is in the scope of the MAP.
413 Operationsvhich targetMEs which arenot within the MAPs scopeshouldresultin the
414  appropriateerrorsyndrone.

415 TheMAP isresponsite for determning if accesso the ME is allowed. Thisincludes butis not
416 limited to, authorization determination (to ensure that the user account and access right

417  combination will allow access to the ME) and determination that the ME isin a state where the
418 operation can be initiated.

419 The MAP is also responsible for detening if the operation or propgrinodificationis valid
420 for thisManagedElementandif theoperationor propertymodificationis avalid request. Itis
421 the MAP@ responsibility to ensure that any such requestakesplaceasindicated. The MAP
422  ensuresthat the request is properly formed and conveyedputrelieson thefeedbackrom the
423 ME for the assessemt of operation validity.

424 The MAP is responsible for@mntaining any sessn contextrequired. Sincethe MAP contains

425 theconnectionwith thetransportany session related information, such ascurrentdefaulttarget,

426 oroptionsettingssuchaslanguaye, locale or output format are requiredto be maintainedby the
427 MAP. For protocols that do notamtain session ste or do not alow connections to persist, this
428 is not required.

429 The MAP isresponsible for maintaining the local UFIT address space. iBhincludes any aliases
430 oranyOEM extensions.It is responsibldor ensuring the creation tiie address space of

431 Managed Elemant instances andetiating commads and ressages into operations on those
432 elements.
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433 4.2  Operation Handoff

434  Operations within the MAP are not directly visible to the Client. The fact that they exist, are
435 initiated, can be cancelled, can cdatpandcanbedeleteds visible. In additiontheir status
436 can be retrieved.

437 Operationganonly becreatedusing commands oreasages. The MAP exposes one and only
438 one identifiable, traceddoperation for any sgle, valid command. If an implementation

439 spawns multiple activitiesin order to process a singlecomnandor messagethenall of the

440 activitiesarerelated to the single job identifier created when the operation was initiated and it is
441 theresponsibility of the MAP to track the multiple activities and relate them to the single

442  operation.

443  All operations have identdrs. The CIM_ConcreteJolelassis usedto represenbperationsso

444  theidentifier isthat of a CIM_ConcreteJob instance. The term Operation ID (OPID) or Job ID is
445  used interchangeably to represent the identifier of that CIM_ConcreteJob instance. Note that

446 OPIDs are returned when the operation is spawneg@rdless of the duration of the operation.
447 The status of the operation can be retrievéd wcomnand or nessage using theRID. The

448 MAP mustkeeptrackof all active operations.

449  When an operation is complete, the settings for the operation will determine if that instance

450 represented by the OPID will persist or will immediately be recycled. TimeBeforeRemoval from
451 CIM_Concretedob is used to determine the amount of time that an operation will persist in the
452  operation queue.

453  All operations must be able to handlea cancellatiorrequest. Sometimes the response to the
454  cancellation will be an error, such as in the casof an operatio that cannbbe undonesuch as
455 an operatiorthat has already takelace or that cannot be stopped part of the way through, such
456 as turning the power offr resetting a system.

457  Any operatiorwhich s longerthanthetypical command-response time will be run

458 asynchronously and an operation identifier willFkbirned. The Client can then determe the
459 statusof the operationandwhethe or notthe operationis complde. This canbedonethrougha
460 query operation on the operation queue usiegaRID. The operation queue can also be
461 queriedto find outthe maximum opeaationqueuedepth,or if thequeueis full.

462 4.3  Operation Queue

463 The architecture contains an operation Service within the MAP which logically containsan

464 operation queue. This is a FIFO queue whmhtains all of the opetiansto be processed
465 withinthe MAP. All current sessions submit operationsto this singlequeue The Operation
466 Queueds modeledusingCIM_JobQueue.The CLP [4] provides access to the capabilities of this
467 queue and the SM Profil§¢3] for the MAP indicate the properties available. The Propertieof
468 theOperationQueueareexpectedo vary from implementation.

469 Ordering iswith respect to command initiation and is irplied by the queue. Ordering of
470 operation initiation is guaragé¢dwithin a sessiorbut no suchguaranteés made between
471  sessions.

472  The MAPOs operationeue depth variesdm MAP to MAP. The minimum acceptable

473 operationqueuedepthis equalto one operaton. Some implementations may support multiple
474  outstandingperationn a singlesessionpthersmay not. Shoutl the queue becaaull, the
475 MAP is responsible for commmicating this resoge constrained conditiagistinct from other
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errorconditions. Thisis communcatedthrougherrorcodes. Forinstance, an errdhat indicates
resourcebusyis distinctfrom onethatindicatesthe job queues full. For a complete description
on the error semantics, see the SM CLP Specification [4].

The MAP mustbeableto indicateto the Client the maximum operationqueuedepthsupported
by the MAP as well as the number of current outstanding operations. This is done through the
modeling of the Operation Queue within the RIA

Detailed information of individual operations on the operation queue, such as is available
throughCIM_ConcreteJolganbe queriedthroughthe MAP by directing queéesatindividual
operations.

4.4  Multi-session capabilities

An important aspect of MAP operationamagenent is to be able to support simultaneous
sessionshroughthe MAP. Implenmentationsarenot required to supportane than one session
simultaneously. However, implementations are expectedto existthatsupportmany simultaneous
sessions. Aerefore, the SM CLP A&hitecure supports mitiple concurrent sessions.

The nunier of ports offeed to transports frortihe Managenent ServicesCorefor eachprotocol
supported must be at least one per protocol supported. The MAP utilizesthe error syndromes of
the transport and subsequent Igwhenhandlingout of resouce conditions(suchasno more
portsavailable) attenpting to connecto the wrong port, or not supporting the requested
transport.

Another aspect of multi-session capabilitiesis the ability for operations to be visible regardless

of the transport that initiated them. Thisimpliesthat there is one globaloperationgjob) queue
per MAP. The MAP is responsible for routitige results of operations to the appropriate
session. But if the command oessage spawns aperationthenanysessiorshouldbe ableto
discoverthe detailsaboutthe operationin quesion, by querying the operation using the OP ID.
This is helpful for a number of reasons. Foarmaple,if anoperations spawnedthe Client may
disconnecaindthenquerythe statusof thatopeation at alater time, provided the Client has
retainedor candiscovertheidentifier for thatoperation.

4.5 Resourc e Handling
The SM CLP Architecturecontainsmecharsms thatenableresourcehandling.

In this version of the SM CLP Architecture, thenipulationof resourcen the serveris limited
to treating the server as a collection of Managkethents. This dlows the MAP to be able to
create and modify configurations of the systamd the establishemt ofboot order as well (see
Section Error! Reference source rot found.)

The adnmistration and configuration of cqutex systems, such as those with shared resources,
oftenrequiresthelocking of a ME in order to manage the ME or to ensure that the ME is
assignedo oneandonly onesystem Direct support of theseanhanisrs is not included in this
version of the architecture. Because direct support is not required, the mechanism for handling
resource locking is outside tife scope of this specification.
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5 Profiles

DMTF Management Profiles provide the information model definitions for manageability
content and architecture models mapping computer hardwaren away thatis consistenbetween
different implenentations. These profiles cbme to ensureghatimplementationssupporting
the management of similar components provide a consistentepresentatin of the components.
Individual implementations support the profiles that are appropriate for the hardware and
softwareconfigurationghey manage.

CLPimplementationsaredependentn underlyingmodelingof systemcomponents.In orderto
achieveaninteroperable€CLP, theinformationmodels utilized are required to be consistent
across implementations.

The SMASH Architecture iddifies a subset dDMTF Managerant Profiles that are appropriate
for its targeted ranagement donain. The followings a list of DMTF Managenent Profiles that
are included in the SMASH CLP Architecture with a brief description of the functionality
providedby each. As notedabove implementationswill selectthe DMTF Management Profiles
that are appropriate for their enviroant and tereforenotall profileswill be supported by all
implementations.

e DSP1004, th®ase Server Profiles atop-levelprofile providing the ability to ranage
serversystens.

e DSP1012, thd&oot Control Profileprovidesthe ability to managebootconfigurationsof
a system.

e DSP1018, th€hassis Manager Profilprovides the ability to represent the chassis
manager of amodular system.

e DSP1005, th€LP Service Profilgorovides the ability to anage an irplementation of
the SMASH CLP architecture.

e DSP1022, th€PU Profile provides inventory, status, and state infation for
processorsf amanagedsystem

e DSP1019, th®evice Tay Profile provides the ability to mmage shared mediatraysin a
modular system

e DSP1037, th®HCP Client Profile providesthe ability to managethe DHCP client
configurationof amanagedsystem

e DSP1038, th®NS Client Profilgorovides the ability to manage the DNS client
configurationof a managedsystem

e DSP1014, th&thernet Port Profilgprovidesinventory,statusand state infanation for
the Ethernet interfaces of amanagedsystem

e DSP1013, thé&an Profileprovidesinventory,statusandstate infornation for fans of a
managed system.

e DSP1036, théP Interface Profileprovides the ability to manage the configuration of 1P
interfacesf a managedsystem

e DSP1008, thdvodular System Profilprovidesthe ability to manage modular enclosures
and contained coponents.

e DSP1020, théass-ThrougModuleProfile provides inventory, status, and state
informationfor pass-througimodules of a managed system.
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DSP1011, th&hysica Asset Profilgprovidesthe ability to reportphysicalasset
informationincluding capacityandFRU informationfor componentsnstalledin a
managed system.

DSP1027, th€®ower State Management Profpleovidesthe ability to queryandmanage
the power state on a managed system.

DSP1015, th@ower Supply Profilprovidesinventory,statusand state infanation for
power supplies of a managed system.

DSP1010, th&ecord Log Profilgrovides the ability to retrieve error and event log
information for managed systems.

DSP1039, th&ole Based Authorization Profifgovidesthe ability to managerights
grantedo securityprincipds through role rambership.

DSP1009, th&ensors Profilgrovidesthe ability to querysensor status and state
information for conponent and system sensors.

DSP1021, th&haredDeviceManagemenProfile provides the ability to control access
to shareddevicesn amodularsystem.

DSP1034, th&imple Identity Management Profpeovidessupportfor basicaccount
management, including account creation and deletion.

DSP1007, th&M CLP Admin Domain Profilies used to model the administrative
domain of an SM CLP implemntation.

DSP1006, th6&MASH Collettons Rofile provides supportofr collecting settings,
capabilitiesandotherManagedElementsto smplify management access through an SM
CLP implementation.

DSP1023, thé&oftware Inventory Profile provides the ability to view the firmware,
device drivers, BIOS, and other software afisd on a system and its components. It
also provides the ability to view the software availablefor installationon a systemandits
components.

DSP1025, thé&oftware Update Profile providesthe ability to perform software
installation, upgrades, and downgrades on a system and its components.

DSP1017, th&SH Service Profilprovides the ability to mmage the corifuration of an
SSH service and client sessions.

DSP1026, th&ystem Memory Profilerovidesinventory,status and state infor@ation
for themain systemmemory of amanagedystem.

DSP1016, thdelnet Service Profile providesthe ability to managethe configurationof a
Telnet service and client sessions.

DSP1024, thdext Console Redirection Profiovidesthe ability to startandstoptext
console redirection over the interfacesof a managedsystem
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6 Target Addressing

The primary goal of the target addressing scheme is to provide an easy-to-use way to accurately
addres<CIM objects.

The target address terof the CLP gntax in ths architecture is extesible. Addressing for
versionl.0.0is fully describedn the Sener Managerent Managed Eleent Addressing
Specification [2].

The addressing schemprovides a unique targiir CLP comnands. Theschene is finite for
parsing target names and unique for unambiguous access to associated instance information
neededo supportassociatioriraversarooted at the MAP AdminDomain instance.

6.1 Addressing Architecture

The Addressingulesareappliedto the CIM aggregtionandassociationmelationshipgo ensure
that each fully qualified instance name is umiquihis is accomplished by requiring that an
instance name is unique within its immediate aom@r. Theexactcontainersvhich Managed
Elementsareallowedto bein is definedfully in the Server Management Managed Element
AddressingSpecification2].

The addressing rules, specified in the Server Managerent Managed Element Addressing
Specification [2] contain the detail necessary to fully understand the formulation of Addresses
and valid Target naes for the CLP. This séon contains a brief oveiew of the Addressing
architecture.

6.2 UFcTs and UFiTs

A UserFriendlyclassTag (UFcT) conventionis defined to sirplify long conplex CIM class
names without compromising object references, class properties, agabons or behavior. This
provides a more user friendly experience for tle Client (human end user). UFcTs arepaen
synonyns of specific CIM classes usedS$erverManagenent Profiles.

A User Friendly instance Tag (UFIT) is foethby taking a User Friendly class Tag and
combining it with a non-negative integer suffix.

UFcTs are used to reggent CIM classes. UFsare used to represent a specific Managed
Element.

UFiTs are then combined in amanner similar to afile directory structure to fon a User Friendly
instance Path (UFiP) - see Section 6.3 below. This structure is based on the collection of,
associationbetweerandaggregationsf Managecelements.

6.3  Target Addressing in the CLP

The Server Management Command Line Protocol will accept UFiTs which are formed into a
UFiP. The SM CLP dso accepts other target address constructs, such as those used to select all
instances of aclass. MAP@ will support a number of standrd, defaultUFiTs thatareconsisteh
with the SMCLP Architecture Addressinglascontainedn the SM ManagedElement
Addressing Specification[2] and the Server Management Profileq[3].
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631 7 Security

632 Security is an important consideration wheroviding servermanagenent. TheIn-Service/In-
633 Bandaspect®f servermanagement havebeenwell exploredthroughvariousstandardsind

634 implementations, but the cross-section of OuBaind and Out-of-Service dinsions requires
635 unique considerations.

636  While there are many aspects to security, it isimportant to focus on a finite but achievable list
637 for the SMASH specifications.Specifically,these are transport considerations, logon, account
638  properties, account management, credential management andthe managenent of the MAP itself.

639 7.1  Transport Considerations

640 Implementations of the SM CLP Architecture may supportTelnetor SSHv2asthetransportor
641 the CLP. The detailed requirements for each transportprotocol aredetailedin the CLP

642 specification [4]. Information on the exact specifications supporteds containedn the SM CLP
643 specificationaswell asanyotherinformationrequired to implement the CLP over these specific
644 transports. Note that the Architectural Model described in Section 3.1 shows how these

645 transpaots are includd in the architecture.

646  Some transports contain their own authenticationomechanisns, suchaskey-exchangén SSHv2.
647 Othersrely onanintermediateauthentication mchanism If the transport supplies an

648 authenticatiormechanis, it shouldequate to a user configured in the MAP which will then be
649  used for the sessionOsuthorizationinformation. If anotherauthentication mechanism is used,

650 such asin the case of Telnet, the logon mechanism is expected to be user based, so the usee nam
651 andpasswordisedto authenticatéhe Telnetsessbn can be used to determine authorization of
652 the comnands of the CLP. For instance, key exchanges equate to ussr araarpasvords.

653 The user namand passord used to authentitsthe connection, or the user nare and password
654 associated ith the key infomation, is the user naarand password used to detémm

655 authorization of the comamds of the CLP. Ryardless, the CLP Service expects authentication
656 to beperformed before a sessioris establifedbetweernthe CLP andthe Client. The CLP

657 Sessiorestablisheds expectedo passanuseraccouniame as described in Sectign2 to the

658 MAP for use in authorizing comamds.

659 Fortransportghatdo not containanadequatencryptionprotocol,it is recommendethatthey
660 be layered upon a protocol that supports stromgygtion. It shouldbe apparento thereader
661 thatthevulnerabilityof the MAP is equivalento the vulnerability of the ansport protocols, thus
662 in orderto preventintrusionthe MAP shouldsuppot securgransports.In the caseof Telnet,

663 anymappingof TelnetoveraprotocolsuchasTLS or SSL is outside the scope of this

664  specification and the SM CLP Architecture. SSHv2 includes automatically negotiated

665 encryption,soanylayeringis notrequiredsinceencryptionis inherent to the protocol.

666 7.2  User Account Management

667 Useraccounimanagement is animportantaspecto the security of the SV CLP Architecture.
668 Since the user account useddothentications expectedo be the samaccount used for
669 authorization, it isimportant to understand the user account model.

670 Useraccountsanbecreatecandassigned to aldP user group.

671 There are three CLP user groups defined in tbleiteccture. Implemntdionsarerequiredto
672 support at the Read Only and Admstrator goups. Inplementations ray support more groups
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673 or definable groups. If auser belongs to nore than one group, the groujgmthe nost privileges
674 isthegroupusedfor authorizatiorof comnands

675 o Read Only - Members of this group are only ableto performreadoperations. This

676 includes retrieval of data artlde ability to perform non-invasive conamds such as help,
677 change default target and change session options.

678 o Operator DPMembers of this groupareableto perform read, write andexecuteoperations.
679 Consequentlymembersof this groupcanquerydata. In addition,they canchangethe
680 state of Managed Eleants. They can changettingdataor settngsor collections.

681 They cannot create, delete ostiances or properties directly.

682 o Administration B Mefers of this group haveead, write, create, delete and execute
683 privileges. Menbers of this group have atcess rights. Méeers of this group can
684 create deleteor modify usersandassgn themto groups, unless prohibited by the

685 Authentication, Authorization, @dit Service. Membersof this groupcanalsocreateand
686 delete instances, such as log records.

687 At thistime, there are no per target access control lists defined in the architecture.

688 TheMAP mustsupporithe methodsandpropertes to add accounts, rene accounts, show
689  account information and modify accounts as follows:

690 o Add Account D Create accounts aatkiseir initial state and conditions.

691 o Remove Account b remmve the account copretely.

692 o Show Account P retrieve infoation associtedwith theaccount. Accesso other

693 accountsis limited to Administration accounts. Passwordscanneverberetrieved.

694 o Modify AccountBbAn accounttanchangehe passwordor thataccoum. Accountswith
695 Administrationlevel canchangehe password or attributes for any account.

696 Notethatall of thesemethods/propertiearesubjectto theaccessights grantedto theuser
697 account under which the taan is takingplace.

698 7.3  Audit

699 Thereareseverakindsof audting supported in the SM CLP Architecture. The MAP itself has a
700 log which canbesetto recordcertaintypesof information. They exacttype of information
701 recordeds implementationdependent.

702 The MAP aso supports access to any logs available within the system. Thisincludesretrievalof
703  the number and identifiers for logs in the server; insertion, retrievadnd removal of records
704 (called events) in thelog; and in some cases modification of the type of infanation recorded in
705 thelog.

706 7.4  CLP Service & MAP Management

707 TheCLP Serviceitself is represented manageable service in the SM CLP Architecture.
708 Consequently, it is amageable as any other Managed Eatrwould be.

709 TheCLP Savice canbedisabledcompletely. The nmethod for re-enabling the MAP is outside
710 thescopeof thespecificationsandis therefore irplementation dependent.
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711 Sone systens may have dependencies betweeMIAP andthe ManagedSystem If the MAP
712 is dependent on the Managed Systdran reseihg the Managed System may result in resetting
713 theMAP. If thesystemdoesnot haveadependency between the Managed Sysasah the
714  MAP, then resetting the Managed System will not result in resetting the MAP. Any such

715  dependency isimplementation dependent.

716 Each transport and service can be enabled and disabledndividually. Each service can be
717 managed independently, allowing for custaate featureandpropertychangedor each
718 service.

719 The hardware that realizes the interface into the MAP isindividually manageable. For example,
720 in the casefoan Ethernet interface, the MAC address, |1Brasis(es) ahparaneters and TCP
721 ports and parameters may al be configuredaswell asenabledanddisabled.

722 Becausethe MAP isacontainer for all of the serices and potocok, there are some architectural
723  consideration$o keepin mind. The first of these is thattlie MAP is reset,all otherservices
724  arereset aswell. Thisimpliesthat all sessions will be dropped when the MAP is reset.

725  Security information is persistent across MAP resets. This includes, but is not lited to, user
726 accountsaccounigroupspropertiestransporinformationandsetings and service settings and
727 log information and records.

728 Theinitial state of the MAP and initial user account is outside the scoge of the SM CLP
729  Architecture.
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730 8 Discovery

731 Discovery in the SM CLP Architeate canbedividedinto threecategories. Thefirst isthe
732 discovery ofthe Managed Eleents which are anaged by the MAP. The second is the
733 discovery ofthe capabilities afhe MAP. Thethird is discoveryof the MAPS services. This
734 section will discuss all three aspects of discovery.

735 The first aspect of discovery limw a Client discoversvhich Managed Elements are managed by
736 thisMAP. Fortunately, thisis a capability that exists in the protocols in use todayhelCLP has
737 theprofiles,addressin@ndverbsto deternine the Managedelementswithin the management
738 domain of the MAP. These are well documented in their individual specifications.

739 Thesecondaspecbf discoveryis the capabilitiesof the MAP itself. This has been handled in
740 the SM CLP Architecture by adeling the MAP wthin the profiles. The base MAP profile

741 containsthe classes for the standard services available within the MAP, such as the CLP and

742  operation services. To discover the capabilities of the MAP is ®mply discover the properties
743 and nethods available for the services withir AP, aswell asthesavice access points and
744 transports for the MAP. The CLP and other dgpstionsindicatehowto query and alter the
745  values of the properties for the services within the MAP.

746 The final aspect of discovery is discovery o 8ervice Access Points of the MAP. Thisis

747 servicedependentlt is expectedhateachservice will define its own discovery thodology.

748 The DMTF has defined an SLP template for WBERNN SLP terplate for the CLP has not been
749  defined.
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9 Conclusion

The SM CLP Architectue containghe models,mechanisms and semantics necessary to manage
servers in the data center, redesslof service state. Thisincludes the architectural, service and
operationgnodels,andcoversbootandfirmware updateaswell as service discovery. The
profilescontaintherequiredclassesjnstancespropertiesandmethods necessary to manage
systems. The combination of the profiles with the addressing @hodology deternmes the
format of the target addressing convention fanpbant systers. This delivers the syntax and
semantics necessary to manage servers.

The SM CLP Architecture is oreamponentn a suiteof specificationswhich deliversthe
Architecture, Addressing, Profiles, Corantd Line ProtocolandDiscoverynecessary to amage
thefull rangeof currentandemergingseaversin enterpriseenvironnents.
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