2 Document Number: DSP1003
3 Date: 2007-02-12
4 Version: 1.0.0a

s Policy Profile

6 Document Type: Specification
7 Document Status: Preliminary Standard

8 Document Language: E



10

11
12
13
14
15

16
17
18
19
20
21
22
23
24
25
26
27
28

29

Policy Profile

Copyright Notice

Copyright © 2007, 2005 Distributed Management Task Force, Inc. (DMTF). All rights reserved.

DMTF is a not-for-profit association of industry members dedicated to promoting enterprise and systems
management and interoperability. Members and non-members may reproduce DMTF specifications and
documents for uses consistent with this purpose, provided that correct attribution is given. As DMTF
specifications may be revised from time to time, the particular version and release date should always be
noted.

Implementation of certain elements of this standard or proposed standard may be subject to third party
patent rights, including provisional patent rights (herein "patent rights"). DMTF makes no representations
to users of the standard as to the existence of such rights, and is not responsible to recognize, disclose,
or identify any or all such third party patent right, owners or claimants, nor for any incomplete or
inaccurate identification or disclosure of such rights, owners or claimants. DMTF shall have no liability to
any party, in any manner or circumstance, under any legal theory whatsoever, for failure to recognize,
disclose, or identify any such third party patent rights, or for such party® reliance on the standard or
incorporation thereof in its product, protocols or testing procedures. DMTF shall have no liability to any
party implementing such standard, whether such implementation is foreseeable or not, nor to any patent
owner or claimant, and shall have no liability or responsibility for costs or losses incurred if a standard is
withdrawn or modified after publication, and shall be indemnified and held harmless by any party
implementing the standard from any and all claims of infringement by a patent owner for such
implementations.

2 Version 1.0.0a




30

31
32
33
34
35
36
37

38
39
40

41
42
43

44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66

67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82

Policy Profile

CONTENTS
0T =311V o] (o F TP U PSP TR PPN 6
)i goTo (U1t i o] o WU TSRO P ST PPN 7
S ToTo] o1 TSRO U PP UPRTPURUR 9
2 NOIMALIVE RETEIEICES ...ttt b ettt b e bt e bt e bt e bt e be e beenbeenbeenbeereens 9
2.1 APProved REFEIENCES ..o ittt ettt e st e e be e e ebe e e snteesnteeenneeeeneean 9
2.2  References under DEVEIOPMENT .........ooiiiiiiiiie ettt et e e e s eeeeeennee s 9
2.3 Other REFEIEINCES ...ttt an e 9
3 Terms and DefiNItIONS ......cuii ittt ettt b bt bbb r e b nreereen 9
4 Symbols and ADDreviated TEIMS ... ittt et e et e e sae e e saeeesmeeeenbeeeaneeeaneeanns 11
I 1Y (o] YL TP T U P TP 11
LS B 1YY ol o) o T o F RS SUR 11
6.1  WHhILEDOX POICIES ...ttt ettt b e b e bbb b b e nneeneens 13
6.2 BIACKDOX POHCIES ......eiiiiiiieii ettt ettt b e bt bbb e e b e e nbeeneens 14
A 1101 01270 1] g1 7= LA T o RSSO 14
7.1 CIM_QueryCondition (OPtIONEAI).......c.eii ittt e eee e e e e snees 15
7.2  CIM_MethodAcCtion (OPLIONAIL) .......ciiiiieeie ettt et e e e enees 15
7.3  CIM_CompoundPolicy Action (OPtIONAL) ........cocueiiiiiiiiieie e 15
7.4  CIM_CompoundPolicyCondition (OPtioNal) ........cceiiiuiiiiiieiiee e 15
7.5 CIM_ElementinPolicyRoleCollection (OptioNal) ..........ooiueeiiiiiiii e 16
4 T O 1V B =013 Y7AXed 1 o] (© o] 1T g - ) OSSR 16
7.7  CIM_PolicyActionINPolicy ACtioN (OPtIONEI).......ciiueiiieieiieeiiee e 16
7.8 CIM_PolicyActionIinPolicyRule (OPtioNAl) .........coiiiiiiieieeee et 17
7.9 CIM_PolicyCondition (OPLIONAI) ......ccueiiieiieiieeeiee ettt et e e e e e e e enees 17
7.10 CIM_PolicyConditionInPolicyCondition (OPtioNal)........cccueeiieiiiiiiiie e 17
7.11 CIM_PolicyConditionInPolicyRule (Optional) .........ccoiuieiiieiiieeie e 17
7.12 CIM_PolicyRoleCollection (OPtIONAL) .......cc.oiiiiiiiii i 18
7.13 CIM_PolicyRoleCollectioninSystem (Conditional) ..........c.eeiueriiiiiiiieiieeee e 18
714  CIM_PONCYRUIE ...ttt ettt e e bt e e e st e e s ate e s mbe e e te e e eneeesneeesnneeenees 18
7.15 CIM_POICYRUIEINSYSIEM ...ttt ettt ettt e e aee et e e st e e e be e e sneeesneeeenneeenees 19
7.16 CIM_PolicySetAppliesToElement (OPtioNaAl) .......c.cooiiieiiieiiiieie et 19
7.17 CIM_PolicySetComponent (OPtioNAl)..........ooiiiiiiiiiiieie e 19
7.18 CIM_PolicySetInRoleCollection (OPtIONEAI)........ceuueiiuiiaiieeiiee i 19
7.19 CIM_PolicySetValidityPeriod (OptioNal) ........cocueiiiiiiiieee et 19
7.20 CIM_PolicyTimePeriodCondition (OPtioNaAl).........c.ciiiiiaiiieiiiieie et 20
7.21 CIM_ReusablePolicy (OPtioNAl) .......c.cooiioiieeiee ettt e eee e e enees 22
7.22 CIM_ReusablePolicyContainer (OPtioNal) ........coooeioiiieiiieiiee et 22
S |V =1 1 o To o RO TP T TP 22
8.1 CIM_PolicyRoleCollection. ACtivatePoliCySet() .....ccuvueieiieeiiieiie e 22
8.2 CIM_PolicyRoleCollection. DeactivatePOlICYSet() .......ueiueeiieriieeiie et 22
8.3  Profile Conventions fOr OPEIatiONS ..........coiiiiiiiiiiie et et saee e e e eeeeenees 23
S O 1V I @ TU =T o @ s o 11 o] o HUU OSSR 24
T I O 11V I Y/ (=Y 1 o o VYo 1o o SR 24
8.6 CIM_PONCYRUIE ...ttt ettt ettt e et e et e e s ate e st e e e be e e sneeesneeeeneeeenees 24
S A O 1V I =0 113 Y/ @ o o o 11 o TSSO 24
SRS I O 1V I =0 15 V72X od 1 o] o OSSR 24
8.9 CIM_PolicySetApplIeSTOEIEMENT ......ooieiieieee e 24
8.10 CIM_PolicyConditioNINPOICYRUIE........couiiiieeei e 24
8.11 CIM_PolicyActionINPOHCYRUIE .......cccueiieiiie et 25
8.12 CIM_CoMPOUNAPOICYACTION. ....c..eiiiiiieeieeeeeeiee ettt ettt e eee e saee e teessbe e e teeesaeeesnseeenneeenees 25
8.13 CIM_CompoundPoliCYCONAItION .....c.eiiiiieiiieeiee ettt e et seee e e e e enees 25
8.14 CIM_ElementinPolicyROIECOHECHION .......coceiiiiiieiii ettt 25
8.15 CIM_PoliCyACtONINPOHCYACHON ...ttt e e e saee e e e e enees 25

Version 1.0.0a



83
84
85
86
87
88
89
90
91
92

93
94
95
96

97

98

99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119

120
121

122

123

124
125
126
127

128

129
130
131

Policy Profile

8.16 CIM_PolicyConditionINPoliCYCONAItION ........ooiiiiiiiiiiii e 26
8.17 CIM_POIICYROIECOHECTHION ...ttt ettt e et e e sae e e snee e eneeeenees 26
8.18 CIM_PolicyRoleColleCtioNINSYSIEM ........oiiiiiiii et 26
8.19 CIM_POICYRUIEINSYSIEM ...ttt et e e e et e e st e e e be e e saeeesneeeeneeeenees 27
8.20 CIM_POlICYSEtCOMPONENT ...ttt e ettt e e te e ebe e e eaeeesateesmteeeteeeaaeeesnseesnneeanees 27
8.21 CIM_PolicySetINROIECOIECHON ......cueiieiieiiee ettt et eeeeenees 27
8.22 CIM_PolicySetValidityPerioq. ........cooiiiiee ettt enees 28
8.23 CIM_Policy TImePeriodCONAItION .........oc.uiiiiiiiiii ettt e e e enees 28
8.24  CIM_REUSADIEPOIICY ... .cetieiieieeteete ettt r bbb b e nneene e 28
8.25 CIM_ReUusablePoliCYCONTAINET ......cc.eiitietieiietiet ettt r e sr e sreenre e 28
LS I U LT O 1= = OO O TR O TR TR PPN 28
0.1 ODJECE DIBGIAMS. .. e etietieteete ettt ettt ettt ettt ettt e e bt e bt e bt e bt e bt e be e bt e beebeenbeenbeenneereens 28
9.2  Blackbox Policy ODJECt DIGGIAM ....cc.eeitieiiiiieitieitiete ettt sr e sr e sreenne e 29
9.3  Propagate HealthState to OperationalStatus...........ccceeiieiieiieiieiereeeeeeee e 30
1O CIM EIBIMENTS ...ttt ettt ettt b e bt b e s bt e b e e bt e bt e bt e ebe e ebe e ebe e sbeenb e e s beenbeenbeenbe e beenaeenneas 30
O R O 1\ I @ 01T oY @ o g o {1170 o USSR 32
O IZ 2 @3 1\ I Y/ C=Y i Lo To FaXox i o] o FS PRSP 32
10.3  CIM_POHCYRUIE ...ttt ettt et ettt a e e st e e e nbe e e be e e eneeeameeesmbeeeneeeneens 33
O S o 1\, I o] 1o Y4 @2 g To 1o o F USSR 33
O ST O 1\ o] [1e3 Y7V 1T I USRS 34
10.6 CIM_PolicySetApPPlIESTOEIEMENT ... ittt ettt e b e e e e enee s 34
10.7 CIM_PolicyConditionINPONCYRUIE. .........cooouiiiii it 34
10.8 CIM_PolicyActioNINPOICYRUIE .........eeiieiieee ettt et ae e e eeee s 35
10.9 CIM_COmMPOUNAPOICYACHON.......eiiiieiie ettt st e e e s e e e snte e s nbeeeneeanneeas 35
10.10 CIM_CompoundPoOliCYCONAITION .......eeieiiiiiieiii ettt ettt e sae e et eeseeeeeeeesneeas 36
10.11 CIM_ElementINPolicyROIECOIECHON .......cueiiiieie ettt 36
10.12 CIM_Policy ACtioNINPOIICYACHON ......eeiieiiiie ettt ettt e e e e eeeenaee s 37
10.13 CIM_PolicyConditionINPolicyCONItION .......cocueiiiiieiiieeie et 37
10.14 CIM_POlCYROIECOIECHON ......eiieieeieeeiee ettt ettt e et e et e e sae e e st e e s nneeeneeenneas 37
10.15 CIM_PolicyRoleCOolIeCHONINSYSIEIM ......oiiiiiiiiieie ettt eeeeeeee s 38
10.16 CIM_POICYRUIEINSYSIEIM ...ttt ettt e et e et e e s aeeesmteesnseeeneeannens 38
10.17 CIM_POlICYSEtCOMPONENT ..ottt ettt et e et e e sae e e saee e st e e abeeaabeeesseeesnseesnneeaseeaannens 38
10.18 CIM_PolicySetiNROIECOIECHON ........oiiiiiiiiieii ettt s ee e eeeenee s 39
10.19 CIM_PolicySetValidityPeriOq .........cc.eeiieiiieieieii ettt see e e e e sneeesbeeeneeesneeas 39
10.20 CIM_Policy TIMePeriodCONAItION .........c.oiiiiieiiieiie ettt et et e e eeeeeeeeee s 40
10.21 CIM_REUSADIEPOIICY .....coeiieie ettt e et e et e s et e e snteesmteeereeanneas 40
10.22 CIM_ReusablePoliCYCONTAINET .........oo ittt e e e et e e s teeeeeeaaneens 41
ANNEX A (INformative) Change LOQ ......cooueiiiiieiiieiiee ettt ettt e st e e e ste e saee e sseeesmeeesmeeeesseeesneeesneeanns 42
ANNEX B (informative) ACKNOWIEAGMENTS ......ooiiuiiiiieiiie ettt e st e e seeeesaeeesneee e 43
Figures
Figure 1 D Policy Profile: Class DIBGIaM ........coiuiiiiiiaiee ettt ee ettt see e st e e sbe e e saeeeaneeesnneeeeeeaaneeas 13
Figure 2 B Blackbox Health Propagation PoliCy Diagram ............ccooeiiiiiiiioiieeiee e 29
Figure 3 BDHealth Propagation Policy ObjeCt DIiagram.........cuee it 30
Tables
Table 1 DReferenCed ProfileS........ e 11
Table 2 B Operations: CIM_Policy SetApplIeSTOEIEMENT.......cc..iiiiiiii ettt 24
Table 3 B Operations: CIM_PolicyConditionINPOICYRUIE ..........ooiiiiiie e 24

4 Version 1.0.0a



132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164

165

Table 4 b Operations:
Table 5 b Operations:
Table 6 b Operations:
Table 7 b Operations:
Table 8 b Operations:

Policy Profile

CIM_Policy ActioNINPOLICYRUIE.........oiiiiee e 25
CIM_ElementInPolicyROIECOIECHON ..........oeiieeie et 25
CIM_Policy ACtioNINPOLICYACHON ......eiiiiieiie et 25
CIM_PolicyConditionInPolicyCoNdition ...........cooouiriieiiiieeie e 26
CIM_PolicyRoleColleCtioNINSYSIEM .......cc.eiiiiiiiiie et 26

Table 9 D Operations: CIM_PoOlICYRUIEINSYSIEM ........oi it e e 27
Table 10 B Operations: CIM_Policy SEtCOMPONENT.........oiiiiiiiiieiie ettt ee e see e st e ee e e saeeesaeee e 27
Table 11 B Operations: CIM_Policy SetiNROIECOIECHON ........cc.ueiiiiieiiee et 27
Table 12 B Operations: CIM_Policy SetValidityPerioq ............oooo it 28
Table 13 D Operations: CIM_ReUSADIEPONCY ........ooiiiiiiiee et 28
Table 14 D CIM Elements: POIICY Profile ...t 30

Table 15 B Class:
Table 16 B Class:
Table 17 B Class:
Table 18 B Class:
Table 19 b Class:
Table 20 B Class:
Table 21 B Class:
Table 22 B Class:
Table 23 B Class:
Table 24 b Class:
Table 25 B Class:
Table 26 B Class:
Table 27 B Class:
Table 28 B Class:
Table 29 b Class:
Table 30 BClass:
Table 31 BClass:
Table 32 B Class:
Table 33 BClass:
Table 34 bClass:
Table 35 B Class:
Table 36 B Class:

CIM_QUETNYCONILION ...ttt ettt et e e te e et e e snteesmeeeenbeeeneeesnneesnneans 32
L0811V IV = 1 (oo FaXox £ o o ISP 32
CIM_POIICYRUIE ...ttt ettt e bt e e et e e s eee e e beeeneeesneeeanneens 33
104 11V I o] [[e3 V4 @0 s o 11 o] o RO 33
104 11V I o] {037 2Y o 1o [OOSR 34
CIM_PolicySetApPlESTOEIEMENT.........oiiiiie ettt 34
CIM_PolicyConditioNINPOHCYRUIE .......ccceeiiiieii et 35
CIM_PolicyActionINPOICYRUIE........ooeee et 35
CIM_CompoundPOIICYACLION ...ttt e e e sneee e 36
CIM_CompoundPoliCyCONITION......cc..eiiieieiieeitie ettt e e sneeesneee e 36
CIM_ElementInPolicyROIECOIECON ........cooiiee e 37
CIM_PolicyActionINPOICYACLION ..ottt 37
CIM_PolicyConditionINPolicyCONItION .........ceiiiieiieiiee et 37
CIM_POlICYROIECOIECLION ...ttt e e e e snee e eneee e 38
CIM_PolicyRoleColleCtioNINSYSEM .........oiiiieiie et 38
CIM_POlICYRUIEINSYSIEIM ...ttt e et e re e e snee e eneeeas 38
104 11V o] {3 A T = (@F0] 1 410 o] dT=] o | A USSR 39
CIM_PolicySetINROIECOIECHION ......coeeeee et 39
CIM_PolicySetValidityPerioq ..........ccouieiieiiie ettt 40
CIM_Policy TIMePeriodCoNditioN ..........ooueiiiieie et 40
CIM_REUSADIEPOIICY ...ttt ettt e et e e e e eneeesneeens 41
CIM_ReusablePOliCYCONTAINET ........couiiiie ettt e e snee e sneeeas 41

Version 1.0.0a



166

167

168
169

Policy Profile

Foreword

The Policy Profile (DSP1003) was prepared by the Policy Working Group of the DMTF-.

DMTF is a not-for-profit association of industry members dedicated to promoting enterprise and systems

management and interoperability.
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Introduction

The information in this specification should be sufficient for a provider or consumer of this data to
unambiguously identify the classes, properties, methods, and values that shall be instantiated and
manipulated to represent and manage policy collections and rules modeled using the DMTF Common
Information Model (CIM) core and extended model definitions.

The target audience for this specification is implementers who are writing CIM-based providers or
consumers of management interfaces that represent the components described in this document.
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Policy Profile

1 Scope

The Policy Profile is an abstract profile that extends the management capability of referencing profiles by
adding the capability to represent policies that apply to Managed Elements and optionally define specific
CQL or CIM-SPL statements that represent the policies. The Policy Profile is to be specialized by profiles
that define specific policy algorithms and optionally define CQL or CIM-SPL statements for particular
policies.

2 Normative References

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

2.1 Approved References

DMTF DSP0004, CIM Infrastructure Specification 2.3.0
DMTF DSP0200, CIM Operations over HTTP 1.2.0

DMTF DSP1000, Management Profile Specification Template

DMTF DSP1001, Management Profile Specification Usage Guide

2.2 References under Development
DMTF DSP1033, Profile Registration Profile

DMTF DSP0202, CIM Query Language Specification
DMTF DSP0231, CIM Simplified Policy Language

2.3 Other References

ISO/IEC Directives, Part 2, Rules for the structure and drafting of International Standards,
http://isotc.iso.org/livelink/livelink.exe?func=I1&objld=4230456 &objAction=browse&sort=subtype

Unified Modeling Language (UML) from the Open Management Group (OMG), http://www.uml.org

3 Terms and Definitions

For the purposes of this document, the following terms and definitions apply. For the purposes of this
document, the terms and definitions given in DSP1033 and DSP1001 also apply.

3.1
can
used for statements of possibility and capability, whether material, physical, or causal

9 Version 1.0.0a
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3.2
cannot
used for statements of possibility and capability, whether material, physical, or causal

3.3
conditional

indicates requirements to be followed strictly to conform to the document when the specified conditions
are met

3.4
mandatory

indicates requirements to be followed strictly to conform to the document and from which no deviation is
permitted

3.5
may
indicates a course of action permissible within the limits of the document

3.6
need not
indicates a course of action permissible within the limits of the document

3.7
optional
indicates a course of action permissible within the limits of the document

3.8
referencing profile

indicates a profile that owns the definition of this class and can include a reference to this profile in its
MReferenced ProfilesOtable

3.9
shall

indicates requirements to be followed strictly to conform to the document and from which no deviation is
permitted

3.10
shall not

indicates requirements to be followed strictly to conform to the document and from which no deviation is
permitted

3.11
should

indicates that among several possibilities, one is recommended as particularly suitable, without
mentioning or excluding others, or that a certain course of action is preferred but not necessarily required

3.12
should not
indicates that a certain possibility or course of action is deprecated but not prohibited

3.13
unspecified
indicates that this profile does not define any constraints for the referenced CIM element or operation

10 Version 1.0.0a
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3.14
policy language
refers to CQL and CIM-SPL as the two defined languages

4 Symbols and Abbreviated Terms

4.1
CQL
CIM Query Language

4.2
CIM-SPL
CIM Simplified Policy Language

5 Synopsis

Profile Name: Policy

Version: 1.0.0e

Organization: DMTF

CIM schema version: 2.12
Central Class: CIM_PolicyRule
Scoping Class: CIM_System

This abstract profile specification shall not be directly implemented; implementations shall be based on a
profile specification that specializes the requirements of this profile.

The Policy Profile is an abstract profile that extends the management capability of referencing profiles by
adding the capability to represent policies that apply to Managed Elements and optionally define specific
CQL or CIM-SPL statements that represent the policies. The profile is to be specialized by profiles that

define specific policy algorithms and optionally define CQL or CIM-SPL statements for particular policies.

Table 1 lists profiles upon which this profile has a dependency.

Table 1 b Referenced Profiles

Profile Name Organization Version Relationship Behavior

6 Description

The Policy Profile is an abstract profile that defines the CIM elements and constraints for specifying
policies that affect Managed Elements. Architecture/implementation details are out of the scope of this
abstract profile.

A policy defines actions that are taken under a set of conditions. Generally, a policy rule is automated. A
policy defines what is to be done in the users stead and under what circumstances. The policy rule itself
is generally not the entity that carries out the action. Instead, a policy rule is assumed to be the entity that
directs the change. Just as when an end user requests that a host reboot, that user is not the entity that

11 Version 1.0.0a
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informs the host hardware to reboot directly; policy rules request that the action be taken on its behalf. As
such, a policy rule reacts to its own environment.

A condition is expressed as the state of one or more Managed Elements. The description of the state
could be simple or complex. It can be described in words or could be defined in terms of values of the
properties of the CIM instances.. Regardless of the complexity of the state in the condition, the condition
itself defines state criteria that are considered as a whole. If the states of the Managed Elements are as
defined in the condition, then the condition itself is evaluated as TRUE. Conditions could be notified of a
state change that is triggered.

An action defines how the state ought to change as a result of the action itself being invoked. A policy
action defines that a single action is taken. Actions can succeed or fail. The action could be described in
words or defined in terms of the properties or methods of CIM instances.

A policy rule is evaluated. A policy rule can be assumed to be executed periodically. A PolicyRule may be
associated with one or more policy time periods, indicating the schedule according to which the policy
rule is active. At all times that fall outside these time periods, the PolicyRule is inactive. A PolicyRule is
treated as active at ALL times, if it does not specify a PolicyTimePeriodCondition. The policy rule is
executed by a special type of policy that depends on time or could be executed on a schedule defined
elsewhere. Otherwise, a policy rule could be evaluated as a result of its trigger conditions being notified of
a state change.

During the policy evaluation, the states defined in the associated conditions are compared to the actual
states of the related Managed Elements. Each condition is considered in order. The order could be
defined explicitly or implicitly. Implicitly ordered conditions are those that depend on the output of the
evaluation of other conditions in order to be evaluated. If enough conditions are evaluated to be TRUE,
the actions are then taken. Likewise, actions could be ordered explicitly or implicitly. Implicitly ordered
actions are those that require the evaluation of conditions or execution of actions for themselves to be
executed.

Policy rules must be defined in terms of a response. The policy rule must be defined without depending
on other policy rules.

Figure 1 represents the class schema for the Policy Profile. For simplicity, the prefix CIM_ has been
removed from the names of the classes.

Functionality within the scope of this profile includes:

¥  aspecification of the CIM_PolicyRule class and optional related CIM_PolicyCondition and
CIM_PolicyAction classes

Functionality explicitly excluded from the scope of this profile includes how the specific CQL or CIM-SPL
definitions for policy conditions and actions might be modified by the client. This is defined further in
specialized profile.

12 Version 1.0.0a
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1 System

PolicyRoleCollectionInSystem - -
(See Referencing Profile)

1

ManagedElement

(See Referencing Profile)

* *
ElementinPolicyRoleCollection

* *

PolicyRuleInSystem———

PolicyRoleCollection

ReusablePolicyContainer

0..1
o1 0.1
ReusablePolicy

‘ "

PolicySetAppliesToElement
PolicySetIinRoleCollection

* * *

ReusablePolicy

PolicyAction

PolicyRule

« PolicyActioninPolicyRule A * ReusablePolicy
PolicyActioninPolicyAction
I | *

MethodAction CompoundPolicyAction

PolicySetComponent

* * PolicyCondition

*
PolicyConditionInPolicyRule

ElementConformsToProfile ?

PolicySetValidityPeriod PolicyConditionIinPolicyCondition

*

PolicyTimePeriodCondition QueryCondition CompoundPolicyCondition

0.1

RegisteredProfile

(See Profile Registration Profile) ElementConformsToProfile

ok \
ReferencedProfile
(See Profile Registration Profile)

Figure 1 BPolicy Profile: Class Diagram

6.1 Whitebox Policies

The term @VhiteboxOis applied to policies that have policy rules that can be inspected. Whitebox policy
rules are defined in terms of policy language statements that directly interact with the model. As such,
special subclasses of CIM_PolicyCondition and CIM_PolicyAction, CIM_QueryCondition and
CIM_MethodAction respectively, are used to contain the expression of how the CIM representation or
state of the model causes the policy to act, and what CIM action is imposed on the model as a result.

The benefit of Whitebox policies is that they can be inspected, they are programmatically deterministic,
and they have precisely the same meaning and result to observers without any prior knowledge. Given
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the CIM and the CQL standard and this definition of the behavior and rules of policies, the policy rule
algorithms as expressed in CQL can be interpreted by both the CIM clients that read them and the
systems that host and evaluate them.

A CIM_QueryCondition instance contains a CQL statement that itself expresses the state whose
attainment results in the condition being evaluated as TRUE. When such a CQL statement is evaluated,
the CQL is executed and a result is produced. This result is available to other conditions and actions that
are members of the policy rule. If the Query Condition produces an empty result, it is considered to be
evaluated as FALSE. The result itself can be referenced as a CIM class in CQL construct by using its
QueryResultName property.

A CIM_QueryCondition may be dependent on the results of other queries. Specifically, a condition may
be dependent on other conditions. This result may be joined with other classes or other results to produce
additional results. A dependence of several conditions might be produced such that the set resembles a
decision tree. The least dependent conditions must be evaluated first. The most dependent conditions
must be evaluated last.

A CIM_MethodAction instance defines the query that itself builds an intrinsic or extrinsic method call. The
components of this query must contain first the object name of the method to be called and, thereafter, a
list of named parameters. The parameter names and types must match those of the method declaration.
Type conversion is supplied by the associated CQL implementation. The result of the selected list applies
to the referenced method as input parameters. If the result of the query produces an empty result, the
method will not be executed. Such an execution must be considered successful. The method is executed
once for every row of the results, which in turn provides the parameters for each method call.

When the CIM_MethodAction query executes, it must apply its action to the model. The result of the
method execution shall be the list of output parameters for the method; each, in turn, shall be identifiable
by its parameter name.

The query result of the conditions and the method result of the action may be used by other actions to
construct method calls.

Such policies can take several execution paths based on the conditions that are evaluated as TRUE and
the actions taken as a result. The effect of some of the conditions evaluated as TRUE may result in only
some of the actions being taken. For a given policy rule, a different set of conditions may produce a
different set of actions depending on the evaluation.

6.2 Blackbox Policies

The @lackboxOterm is applied to policies that have condition and action algorithms defined but cannot be
inspected through the CIM model. Blackbox policy rules are represented in CIM by policy rule names or
labels, but they are not accompanied by classes that contain specific condition or action query strings.
The model manipulation algorithms that represent a Blackbox policy is defined in a profile that describes
the algorithms in sufficient detail for consistent implementation by instrumentation.

Determining whether a policy rule represents a blackbox policy can be accomplished by inspecting
whether an instance of CIM_RegisteredProfile, which specifies a blackbox policy is associated with an
instance of CIM_PolicyRule, which represents the policy rule in question, via the
CIM_ElementConformsToProfile association.

7 Implementation
This section details requirements and guidelines for propagating and formulating certain properties of the

classes of this profile. Required methods are described in section 8 (Methods(, and properties are
described in section 10 ((CIM ElementsQ.
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7.1  CIM_QueryCondition (Optional)

Instances of CIM_ QueryCondition are optional and may be used to define the criteria for generating a set
of query results that are accessible to other QueryConditions or MethodActions of the same PolicyRule.

7.2 CIM_MethodAction (Optional)

Instances of CIM_ MethodAction are optional and may be used to invoke methods as defined by a query.

7.3 CIM_CompoundPolicyAction (Optional)

Instances of CIM_CompoundPolicyAction are optional and may be used to represent an expression that
consists of an ordered sequence of actions represented by instances of the CIM_PolicyAction class.

The ordering of action terms shall be represented by instances of the CIM_PolicyActioninPolicyAction
aggregation.

7.3.1  Action Sequences

Each action in an explicit action sequence is represented by a CIM_PolicyAction instance aggregated by
a CIM_PolicyActioninPolicyAction instance.

The order of the actions in the sequence shall be specified by the ActionOrder property of each
CIM_PolicyActionInPolicyAction aggregation instance. An ActionOrder property value of 0 shall mean that
the aggregated CIM_PolicyAction instance may be executed at any time in the execution sequence. Non-
zero values of ActionOrder indicate a relative priority, in which lower numbers shall be executed before
higher numbers. Two or more instances of CIM_PolicyAction aggregated with the same non-zero value
may be executed in any order, but after all instances associated with lower non-zero values and before all
instances with higher non-zero values.

The optional SequencedActions property of CIM_CompoundPolicyAction specifies the order of execution
of the actions in the sequence.

The optional ExecutionStrategy property of CIM_CompoundPolicyAction defines the strategy to be used
in executing the action sequence.

7.4 CIM_CompoundPolicyCondition (Optional)

Instances of CIM_CompoundPolicyCondition are optional and shall be used to represent a condition
expression. Instances of CIM_PolicyCondition are composed into a condition expression by instances of
the CIM_PolicyConditionInPolicyCondition aggregation.

The CIM_PolicyCondition instances shall be aggregated into an instance of
CIM_CompoundPolicyCondition forming a set of conditions.

ConditionListType is an optional property of a CIM_CompoundPolicyCondition instance. It is used with
the GroupNumber and ConditionNegated properties of each CIM_PolicyConditionInPolicyCondition
aggregation instance to collectively specify an explicit condition expression. The set of individual terms of
an explicit condition expression is represented by the aggregated CIM_PolicyCondition instances.

The set of terms is divided into one or more subsets. Two instances of CIM_PolicyCondition that belong
to the same explicit condition expression shall have the same value for the
CIM_PolicyConditioninPolicyCondition.GroupNumber property for the instances of
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CIM_PolicyConditioninPolicyCondition that associate them to an instance of
CIM_CompoundPolicyCondition.

The ConditionNegated property specifies whether the associated condition must be negated when
evaluated in the condition expression.

The ConditionListType property shall have one of the following two values:

¥  Disjunctive Normal Form (DNF): Each term is evaluated for TRUE or FALSE. If the
ConditionNegated property is TRUE for the term, the term's evaluation result is negated. Then,
the evaluation result for each term that belongs to a particular subset (the same GroupNumber)
is joined together with AND. Finally the result of evaluating each subgroup is joined together
with OR.

¥  Conjunctive Normal Form (CNF): Each term is evaluated for TRUE or FALSE. If the
ConditionNegated property is TRUE for the term, the term's evaluation result is negated. Then,
the evaluation result for each term that belongs to a particular subset (the same GroupNumber)
is joined together with OR. Finally the result of evaluating each subgroup is joined together with
AND.

The Disjunctive Normal Form (DNF) is the default value for ConditionListType.

7.5 CIM_ElementinPolicyRoleCollection (Optional)

An instance of CIM_ElementinPolicyRoleCollection is an optional aggregation that may be used to
associate a CIM_ManagedElement instance with an instance of CIM_PolicyRoleCollection.

Use of this association shall indicate that instances of CIM_PolicySet, which are aggregated through
CIM_PolicySetinRoleCollection into the referenced instance of CIM_PolicyRoleCollection, may be applied
to the referenced instance of CIM_ManagedElement.

Constraints on the behavior of the policy as applied to instances of CIM_ManagedElement may be further
specified in a specialized policy profile.

7.6 CIM_PolicyAction (Optional)

Instances of the abstract class CIM_PolicyAction are optional. Each instance represents an explicit
specification of an action.

CIM_PolicyAction instances may be aggregated by CIM_PolicyActionIinPolicyRule into one or more
instances of CIM_PolicyRule or by CIM_PolicyActionIinPolicyAction into one or more instances of
CIM_CompoundPolicyAction. These associations, together with the aggregating instances, define the
execution order of an aggregated set of CIM_PolicyAction instances.

If a CIM_PolicyAction instance may be reused, it shall be aggregated into one
CIM_ReusablePolicyContainer instance.

7.7 CIM_PolicyActionInPolicyAction (Optional)

Depending on rules within the aggregating CIM_CompoundPolicyAction instance, the execution
sequence of the set of aggregated CIM_PolicyAction instances may be enforced. In that case, the value
of the optional ActionOrder property of each instance affects the execution sequence of the aggregated
CIM_PolicyAction instance. If the ActionOrder property is not specified, or if it is specified with a value of
NULL, the property shall have the value 0.

If the order of action is enforced, the execution sequence covers the set of CIM_PolicyAction instances
that are associated through CIM_PolicyActionIinPolicyAction to the same instance of
CIM_CompoundPolicyAction. In this case, a value of 0 shall mean that the aggregated CIM_PolicyAction
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instances may be executed at any time in the execution sequence. Non-zero values of ActionOrder
indicate a relative priority, in which lower numbers shall be executed before higher numbers. Two or more
instances of CIM_PolicyAction aggregated with the same non-zero value may be executed in any order,
but after all instances associated with lower non-zero values and before all instances with higher non-
zero values.

7.8 CIM_PolicyActioninPolicyRule (Optional)

An instance of CIM_PolicyActionInPolicyRule is an optional aggregation that may be used to explicitly
specify that an action, represented by an instance of CIM_PolicyAction, shall be executed if the
conditions specified for the referenced instance of CIM_PolicyRule are met.

Depending on rules within the aggregating CIM_PolicyRule instance, the execution sequence of the set of
aggregated CIM_PolicyAction instances may be enforced. In that case, the value of the optional
ActionOrder property of each instance affects the execution sequence of the aggregated
CIM_PolicyAction instances. If the ActionOrder property is not specified, or if it is specified with a value of
NULL, the property shall have the value 0.

If the order of action is enforced, the execution sequence covers the set of CIM_PolicyAction instances
that are associated by CIM_PolicyActioninPolicyRule to the same instance of CIM_PolicyRule. In this
case, a value of 0 shall mean that the aggregated CIM_PolicyAction instances may be executed at any
time in the execution sequence. Non-zero values of ActionOrder indicate a relative priority, in which lower
numbers shall be executed before higher numbers. Two or more instances of CIM_PolicyAction
aggregated with the same non-zero value may be executed in any order, but after all instances
associated with lower non-zero values and before all instances with higher non-zero values.

7.9 CIM_PolicyCondition (Optional)

Instances of the abstract class CIM_PolicyCondition are optional. Each instance represents an explicit
specification of a condition.

CIM_PolicyCondition instances may be aggregated by CIM_PolicyConditionIinPolicyRule into one or more
instances of CIM_PolicyRule or by CIM_PolicyConditionInPolicyCondition into one or more instances of
CIM_CompoundPolicyCondition. These associations, together with the aggregating instances, define an
expression made up of a set of condition terms represented by CIM_PolicyCondition instances.

If a CIM_PolicyCondition instance may be reused, it shall be aggregated into one
CIM_ReusablePolicyContainer instance.

7.10 CIM_PolicyConditionInPolicyCondition (Optional)

The GroupNumber is an optional property used to produce subsets of the set of condition terms. If the
GroupNumber property is not specified, or if it is specified with a value of NULL, the property shall have
the value 0.

ConditionNegated is an optional property used to indicate whether the aggregated CIM_PolicyCondition
instance should be negated (TRUE) or not (FALSE). If the ConditionNegated property is not specified, or
if it is specified with a value of NULL, the property shall have the value FALSE.

7.11 CIM_PolicyConditionInPolicyRule (Optional)

The CIM_PolicyCondition instances aggregated into an instance of CIM_PolicyRule form a set of
condition terms.

GroupNumber is an optional property that may be used to produce subsets of the set of condition terms.
If the GroupNumber property is not specified, or if it is specified with a value of NULL, the property shall
have the value 0.
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ConditionNegated is an optional property used to indicate whether the aggregated CIM_PolicyCondition
instance shall be negated (TRUE) or not (FALSE). If the ConditionNegated property is not specified, or if
it is specified with a value of NULL, the property shall have the value FALSE.

7.12 CIM_PolicyRoleCollection (Optional)

Instances of CIM_PolicyRoleCollection are optional collections of CIM_PolicyRule instances that
collectively meet a particular set of policy roles within a system.

These policy roles shall be represented using the Role Property. The value shall have the form:
<RoleName>["&&"<RoleName>]*, where the individual role names appear in alphabetical order
(according to the collating sequence for UCS-2). Implementations may treat Role property values that are
specified as Gole combinationsQGas simple strings.

Each instance of CIM_PolicyRoleCollection shall be associated with exactly one CIM_System instance
through an instance of CIM_PolicyRoleCollectionlnSystem.

Each CIM_PolicyRule instance required to meet a particular policy role shall be aggregated into an
instance of CIM_PolicyRoleCollection by an instance of CIM_PolicySetinRoleCollection.

7.13 CIM_PolicyRoleCollectionInSystem (Conditional)

An instance of CIM_PolicyRoleCollectionInSystem is a conditional association that shall be used to
establish a relationship between an instance of CIM_PolicyRoleCollection and a Scoping Instance, such
as an AdminDomain or ComputerSystem. When the optional behavior specified in section 7.13 is
supported, the instance of this class is used to associate the in an instance of CIM_PolicyRoleCollection
to a Scoping instance.

7.14 CIM_PolicyRule
CIM_PolicyRule is the central class of this profile and at least one instance is mandatory.
CIM_PolicyRule instances represent 'If <condition expression> then {<action sequence>} semantics.

The condition expression and action sequence of a CIM_PolicyRule may be specified implicitly, explicitly,
or both.

Each instance of CIM_PolicySetValidityPeriod creates an implicit condition on the referenced
CIM_PolicyRule. Evaluation of that rule is conditional on the referenced CIM_PolicyTimePeriodCondition.

7.14.1 Condition Expressions

The set of individual terms of an explicit condition expression are represented by CIM_PolicyCondition
instances that are aggregated by CIM_PolicyConditionInPolicyRule instances.

The ConditionListType property of a CIM_PolicyRule instance together with the GroupNumber and
ConditionNegated properties of each CIM_PolicyConditionIinPolicyRule aggregation instance collectively
specify an explicit condition expression.

The set of terms is divided into one or more subsets. Each subset is defined by a different value for the
GroupNumber property.

7.14.2 Evaluation Schedule

A CIM_PolicyRule may also be associated with a set of CIM_PolicyTimePeriodCondition instances that
are each aggregated by an instance of CIM_PolicySetValidityPeriod. Collectively, this set specifies the
schedule according to which the CIM_PolicyRule is active and inactive.

18 Version 1.0.0a



540

541
542

543

544
545
546

547
548

549
550
551
552
553

554
555
556

557

558
559

560

561
562
563
564
565
566

567

568
569
570

571
572

573

574
575
576

577

578
579

Policy Profile

7.14.3 Rule Composition

An instance of CIM_PolicyRule may use a rule set defined by instances of the CIM_PolicySetComponent
association to associate CIM_PolicyRule instances. Such a rule is known as a composite rule.

The implicit and explicit conditions of the aggregating rule apply to each of the subordinate rules.

Any side effects of condition evaluation or the execution of actions shall not affect the result of the
evaluation of other conditions evaluated. That is, the conditions in the composite rule may be evaluated in
any order before applying the priority and determining which actions are to be executed.

If the conditions of the composite rule are met, its action sequence shall be executed after all applicable
actions of subordinate rules are executed.

The Priority property of CIM_PolicySetComponent defines the order of execution of CIM_PolicyRule
instances in a rule set. The value of Priority shall be a unique, non-negative integer value, relative to all
Priority values in the rule set. The actions of an aggregated CIM_PolicyRule instance with a numerically
higher value of Priority shall be executed before the actions of an aggregated instance with a lower
Priority value.

PolicyDecisionStrategy is a conditional property that shall be used in a composite rule to define the
evaluation method used for policies contained in its rule set. The PolicyDecisionStrategy property is
conditional on instance of CIM_PolicyRule being referenced by an instance of CIM_PolicySetComponent.

7.15 CIM_PolicyRulelnSystem

CIM_PolicyRulelnSystem instances are a mandatory scoping association that links a CIM_PolicyRule
instance to the CIM_System instance in whose scope the rule is defined.

7.16 CIM_PolicySetAppliesToElement (Optional)

An instance of CIM_PolicySetAppliedToElement may be used to define what managed elements can be
affected by the successful execution of the policy. A specialization of this profile may use other
mechanism, like CQL or CPL, to define the managed elements that can be affected by the policy. If a
specialization of this profile relies on this association, then that profile shall define how the association is
used to define the set of managed element affected by policy, accounting for the interaction of that
definition with other set definition mechanisms like CPL if used.

7.17 CIM_PolicySetComponent (Optional)

A CIM_PolicySetComponent instance is an optional aggregation used to create a composite rule. The set
of aggregated CIM_PolicyRule instances forms a rule set that is evaluated in the order specified by the
mandatory Priority property.

The Priority property of CIM_PolicySetComponent is a mandatory property defines the order of execution
of CIM_PolicyRule instances in a rule set.

7.18 CIM_PolicySetinRoleCollection (Optional)

An instance of CIM_PolicySetinRoleCollection is an optional aggregation used to define a set of
CIM_PolicyRule instances that are necessary to satisfy a policy role defined by the referenced
CIM_PolicyRoleCollection instance.

7.19 CIM_PolicySetValidityPeriod (Optional)

An instance of the optional CIM_PolicySetValidityPeriod aggregation associates an instance of
CIM_PolicyTimePeriodCondition with an instance of CIM_PolicySet.
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A Time Period may be aggregated by multiple CIM_PolicySets. A set that does not point to a
CIM_PolicyTimePeriodCondition through this association, from the scheduling perspective, is always in a
valid time period.

7.20 CIM_PolicyTimePeriodCondition (Optional)
Each instance of this optional class provides a means of representing the time periods.

One use is to govern when an instance of CIM_PolicyRule is active when aggregated through
CIM_PolicySetValidityPeriod. At all times that fall outside these time periods, the aggregating
CIM_PolicyRule has no effect. An instance of CIM_PolicyRule is active at all times if it does not
aggregate any instances of CIM_PolicyTimePeriodCondition.

A second use of CIM_PolicyTimePeriodCondition is as an explicit term in a condition expression of an
instance of CIM_PolicyRule or CIM_CompoundPolicyCondition. Using CIM_PolicyTimePeriodCondition in
this way enables the inclusion of time-based criteria in the condition expressions.

The TimePeriod property shall match the pattern
"N[0123456789]{8}T[0123456789]{6}/[0123456789{8}T[01234567891{6}$".

The value of the optional TimePeriod property is formatted as a string that represents a start date and
time, in which the character 'T' indicates the beginning of the time portion, followed by the slash character
(/), followed by a similar string that represents an end date and time. The first date indicates the beginning
of the range; the second date indicates the end. The second date and time shall be later than the first.
Date/times are expressed as substrings of the form yyyymmddThhmmss. For example,
20000101T080000/20000131T120000 defines January 1, 2000, 0800 through January 31, 2000, noon.

In the following special cases, one of the date/time strings may be replaced with a special string defined
in RFC 2445:

¥  If the first date/time is replaced with the string 'THISANDPRIOR', the property indicates that a
PolicySet is valid [from now] until the date/time that appears after the slash character (/).

¥  If the second date/time is replaced with the string THISANDFUTURE', the property indicates
that a PolicySet becomes valid on the date/time that appears before the slash character (/) and
remains valid from that point on.

When the TimePeriod property is NULL, the CIM_PolicyTimePeriodConditon shall evaluate to TRUE.

The value of the optional MonthOfYearMask property refines the valid time period that is defined by the
TimePeriod property by explicitly specifying the months during which the condition may evaluate to
TRUE. This property is formatted as an octet string, structured as follows:

¥ A 4-octet length field, indicating the length of the entire octet string. This field is always set to
0x00000006 for this property.

¥ A 2-octet field consisting of 12 bits identifying the 12 months of the year, beginning with January
and ending with December, followed by 4 bits that are always set to 0. For each month, the
value 1 indicates that the policy is valid for that month, and the value 0 indicates that it is not
valid.

The MonthOfYearMask value 0x000000060830, for example, indicates that the condition evaluates to
TRUE only in the months May, November, and December.

If MonthOfYearMask is not specified, or the value is set to NULL, all months of the year are specified for
the purpose of evaluating the condition (effectively a value of 0x00000006F FFO).
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The value of the optional DayOfMonthMask refines the valid time period that is defined by the TimePeriod
property by explicitly specifying the days of the month during which the condition may evaluate to TRUE.
This property is formatted as an octet string, structured as follows:

¥ A 4-octet length field, indicating the length of the entire octet string. This field is always set to
0x0000000C for this property.

¥  An 8-octet field consisting of 31 bits identifying the days of the month counting from the
beginning, followed by 31 more bits identifying the days of the month counting from the end,
followed by 2 bits that are always set to 0. For each day, the value 1 indicates that the PolicySet
is valid for that day, and the value 0 indicates that it is not valid.

The DayOfMonthMask value 0x0000000C8000000100000000, for example, indicates that a PolicySet is
valid on the first and last days of the month.

For months with fewer than 31 days, the digits corresponding to days that the months do not have
(counting in both directions) are ignored.

If a DayOfMonthMask value for this property is not provided, or the value is set to NULL, all days of the
month are treated as valid for the purpose of evaluating this condition (effectively a value of
0x0000000CFFFFFFFFFFFFFFFC).

The value of the optional DayOfWeekMask refines the valid time period that is defined by the TimePeriod
property by explicitly specifying the days of the week during which the condition may evaluate to TRUE.
This property is formatted as an octet string, structured as follows:

¥ A 4-octet length field, indicating the length of the entire octet string.This field is always set to
0x00000005 for this property.

¥ A l-octet field consisting of 7 bits identifying the 7 days of the week, beginning with Sunday and
ending with Saturday, followed by 1 bit that is always set to 0. For each day of the week, the
value 1 indicates that the PolicySet is valid for that day, and the value 0 indicates that it is not
valid.

The DayOfWeekMask value 0x000000057C, for example, indicates that a PolicySet is valid Monday
through Friday.

If a DayOfWeekMask value for this property is not provided, or the value is set to NULL, all days of the
week are treated as valid for the purpose of evaluating this condition (effectively a value of
0x00000005FE).

The TimeOfDayMask property shall match the pattern @T[0123456789]{6}/T[0123456789]{6} $O

The value of the optional TimeOfDayMask property refines the valid time period that is defined by the
TimePeriod property by explicitly specifying a range of times in a day during which the condition may
evaluate to TRUE. This property is formatted in the style of RFC 2445: a time string beginning with the
character 'T', followed by the slash character (/), followed by a second time string. The first time indicates
the beginning of the range; the second time indicates the end. Times are expressed as substrings of the
form 'Thhmmss'.

The second substring always identifies a later time than the first substring. To allow for ranges that span
midnight, however, the value of the second substring may be smaller than the value of the first substring.
Thus, 'T080000/T210000' identifies the range from 0800 to 2100, while 'T210000/T080000" identifies the
range from 2100 to 0800 the following day.

When a range spans midnight, it includes parts of two successive days. When one of these days is also
selected by the MonthOfYearMask, DayOfMonthMask, or DayOfWeekMask property, but the other day is
not, then the condition evaluates to TRUE only during the portion of the range that falls on the selected
day. For example, if the range extends from 2100 to 0800, and the DayOfWeekMask property selects
Monday and Tuesday, the PolicySet is active during the following three intervals:
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¥  From midnight Sunday until 0800 Monday
¥  From 2100 Monday until 0800 Tuesday
¥  From 2100 Tuesday until 23:59:59 Tuesday

If a TimeOfDayMask value is not provided or the value is set to NULL, the condition may evaluate to
TRUE for all hours of the day (effectively a value of "'TO00000/T240000").

The value of the optional LocalOrUtcTime property indicates whether the times represented in the
TimePeriod property and in the various Mask properties represent local times or UTC times. There is no
provision for mixing local times and UTC times; the value of this property applies to all of the other time-
related properties. Time periods are synchronized worldwide by using the enumeration value 'UTCTime'.
If the goal is to synchronize worldwide on a particular local time (such as 0300 - 0500 in New York), and if
the TimePeriod property spans a Daylight Saving Time transition in New York, it will be necessary to
create multiple instances of CIM_PolicyTimePeriodCondition, one based on the offset UTC-0500 for the
part of each year when standard time is used in New York, and one based on the offset UTC-0400 for the
part of each year when Daylight Saving Time is used there.

7.21 CIM_ReusablePolicy (Optional)

Instances of the optional CIM_ReusablePolicy association indicate that the referenced instance of
CIM_PolicyRule, CIM_PolicyAction, or CIM_PolicyCondition is a member of an instance of
CIM_ReusablePolicyContainer.

7.22 CIM_ReusablePolicyContainer (Optional)

This optional class represents an administratively defined container for reusable instances of
CIM_PolicyRule, CIM_PolicyAction, or CIM_PolicyCondition. This class does not introduce any additional
properties beyond those in its superclass AdminDomain.

Even if an instance of CIM_PolicyRule and CIM_PolicyCondition is not associated to an instance of
CIM_ReusablePolicyContainer through CIM_ReusablePolicy, the instance of CIM_PolicyRule or
CIM_PolicyCondition may be aggregated into one or more instances of CIM_PolicyRule.

Each instance of this class shall use the NameFormat value "ReusablePolicyContainer".

8 Methods

This section details the requirements for supporting intrinsic operations and extrinsic methods for the CIM
elements defined by this profile.

8.1 CIM_PolicyRoleCollection. ActivatePolicySet()

The mandatory method CIM_PolicyRoleCollection.ActivatePolicySet() takes as input a reference to a
CIM_ManagedElement. The CIM_ManagedElement shall be a member of the CIM_PolicyRoleCollection,
associated through an instance of ElementinPolicyRoleCollection. The result of this method, if it is
successfully executed, is that the aggregated CIM_PolicySets are deployed and enforced for the
referenced element. This is reflected by the instantiation of the CIM_PolicySetAppliesToElement
association between the referenced element and each instance of CIM_PolicySet.

8.2 CIM_PolicyRoleCollection. DeactivatePolicySet()

The mandatory method CIM_PolicyRoleCollection. DeactivatePolicySet() takes as input a reference to a
CIM_ManagedElement. The CIM_ManagedElement shall be a member of the CIM_PolicyRoleCollection,
associated through an instance of ElementinPolicyRoleCollection. The result of this method, if it is
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successfully executed, is that the aggregated CIM_PolicySets are not enforced for the referenced
element. This is reflected by the removal of the CIM_PolicySetAppliesToElement association instance, if
one exists, between the referenced element and each collected CIM_PolicySet.

8.3  Profile Conventions for Operations

Support for operations for each profile class (including associations) is specified in the following
subclauses. Each subclause includes either the statement QAll operations are supported as described by
DSP0200 version 1.20or a table listing all the operations that are not supported by this profile or where
the profile requires behavior other than that described by DSP0200 version 1.2.

The default list of operations is as follows:
¥  Getlnstance

Enumeratelnstances

EnumeratelnstanceNames

Associators

AssociatorNames

References

K K K K K K

ReferenceNames

A compliant implementation shall support all the operations in the default list for each class, unless the
MRequirementOcolumn states something other than Mandatory.
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726 8.4 CIM_QueryCondition

727  All operations in the default list in section 8.3 are supported as described by DSP0200 version 1.2.

728 8.5 CIM_MethodAction

729  All operations in the default list in section 8.3 are supported as described by DSP0200 version 1.2.

730 8.6 CIM_PolicyRule

731  All operations in the default list in section 8.3 are supported as described by DSP0200 version 1.2.

732 8.7 CIM_PolicyCondition

733  All operations in the default list in section 8.3 are supported as described by DSP0200 version 1.2.

734 8.8 CIM_PolicyAction

735  All operations in the default list in section 8.3 are supported as described by DSP0200 version 1.2.

736 8.9 CIM_PolicySetAppliesToElement

737 Table 2 lists operations that either have special requirements beyond those from DSP0200 version 1.2 or
738 shall not be supported.

739 Table 2 BOperations: CIM_PolicySetAppliesToElement
Operation Requirement Messages
Enumeratelnstances Unspecified None
EnumeratelnstanceNames Unspecified None
Associators Unspecified None
AssociatorNames Unspecified None
References Unspecified None
ReferenceNames Unspecified None

740 8.10 CIM_PolicyConditioninPolicyRule

741 Table 3 lists operations that either have special requirements beyond those from DSP0200 version 1.2 or
742 shall not be supported.

743 Table 3 BOperations: CIM_PolicyConditionInPolicyRule
Operation Requirement Messages
Enumeratelnstances Unspecified None
EnumeratelnstanceNames Unspecified None
Associators Unspecified None
AssociatorNames Unspecified None
References Unspecified None
ReferenceNames Unspecified None
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8.11 CIM_PolicyActioninPolicyRule

Table 4 lists operations that either have special requirements beyond those from DSP0200 version 1.2 or
shall not be supported.

Table 4 BOperations: CIM_PolicyActioninPolicyRule

Operation Requirement Messages
Enumeratelnstances Unspecified None
EnumeratelnstanceNames Unspecified None
Associators Unspecified None
AssociatorNames Unspecified None
References Unspecified None
ReferenceNames Unspecified None

8.12 CIM_CompoundPolicyAction

All operations in the default list in section 8.3 are supported as described by DSP0200 version 1.2.

8.13 CIM_CompoundPolicyCondition

All operations in the default list in section 8.3 are supported as described by DSP0200 version 1.2.

8.14 CIM_ElementinPolicyRoleCollection

Table 5 lists operations that either have special requirements beyond those from DSP0200 version 1.2 or
shall not be supported.

Table 5 BOperations: CIM_ElementinPolicyRoleCollection

Operation Requirement Messages
Enumeratelnstances Unspecified None
EnumeratelnstanceNames Unspecified None
Associators Unspecified None
AssociatorNames Unspecified None
References Unspecified None
ReferenceNames Unspecified None

8.15 CIM_PolicyActioninPolicyAction

Table 6llists operations that either have special requirements beyond those from DSP0200 version 1.2 or
shall not be supported.

Table 6 BOperations: CIM_PolicyActioninPolicyAction

Operation Requirement Messages
Enumeratelnstances Unspecified None
EnumeratelnstanceNames Unspecified None
Associators Unspecified None
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AssociatorNames Unspecified None
References Unspecified None
ReferenceNames Unspecified None

8.16 CIM_PolicyConditioninPolicyCondition

Table 7 lists operations that either have special requirements beyond those from DSP0200 version 1.2 or

shall not be supported.

Table 7 BOperations: CIM_PolicyConditionInPolicyCondition

Operation Requirement Messages
Enumeratelnstances Unspecified None
EnumeratelnstanceNames Unspecified None
Associators Unspecified None
AssociatorNames Unspecified None
References Unspecified None
ReferenceNames Unspecified None

8.17 CIM_PolicyRoleCollection

All operations in the default list in section 8.3 are supported as described by DSP0200 version 1.2.

8.18 CIM_PolicyRoleCollectioninSystem

Table 8 lists operations that either have special requirements beyond those from DSP0200 version 1.2 or

shall not be supported.

Table 8 BOperations: CIM_PolicyRoleCollectionInSystem

Operation Requirement Messages
Enumeratelnstances Unspecified None
EnumeratelnstanceNames Unspecified None
Associators Unspecified None
AssociatorNames Unspecified None
References Unspecified None
ReferenceNames Unspecified None
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Table 9 lists operations that either have special requirements beyond those from DSP0200 version 1.2 or

shall not be supported.

Table 9 BOperations: CIM_PolicyRulelnSystem

Operation Requirement Messages
Enumeratelnstances Unspecified None
EnumeratelnstanceNames Unspecified None
Associators Unspecified None
AssociatorNames Unspecified None
References Unspecified None
ReferenceNames Unspecified None

8.20 CIM_PolicySetComponent

Table 10 lists operations that either have special requirements beyond those from DSP0200 version 1.2

or shall not be supported.

Table 10 bOperations: CIM_PolicySetComponent

Operation Requirement Messages
Enumeratelnstances Unspecified None
EnumeratelnstanceNames Unspecified None
Associators Unspecified None
AssociatorNames Unspecified None
References Unspecified None
ReferenceNames Unspecified None

8.21 CIM_PolicySetinRoleCollection

Table 11 lists operations that either have special requirements beyond those from DSP0200 version 1.2

or shall not be supported.

Table 11 b Operations: CIM_PolicySetinRoleCollection

Operation Requirement Messages
Enumeratelnstances Unspecified None
EnumeratelnstanceNames Unspecified None
Associators Unspecified None
AssociatorNames Unspecified None
References Unspecified None
ReferenceNames Unspecified None
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8.22 CIM_PolicySetValidityPeriod

Table 12lists operations that either have special requirements beyond those from DSP0200 version 1.2 or
shall not be supported.

Table 12 BOperations: CIM_PolicySetValidityPeriod

Operation Requirement Messages
Enumeratelnstances Unspecified None
EnumeratelnstanceNames Unspecified None
Associators Unspecified None
AssociatorNames Unspecified None
References Unspecified None
ReferenceNames Unspecified None

8.23 CIM_PolicyTimePeriodCondition

All operations in the default list in section 8.3 are supported as described by DSP0200 version 1.2.

8.24 CIM_ReusablePolicy

Table 13 lists operations that either have special requirements beyond those from DSP0200 version 1.2
or shall not be supported.

Table 13 bOperations: CIM_ReusablePolicy

Operation Requirement Messages
Enumeratelnstances Unspecified None
EnumeratelnstanceNames Unspecified None
Associators Unspecified None
AssociatorNames Unspecified None
References Unspecified None
ReferenceNames Unspecified None

8.25 CIM_ReusablePolicyContainer

All operations in the default list in section 8.3 are supported as described by DSP0200 version 1.2.

9 Use Cases

This section contains object diagrams and use cases for the Policy Profile.

9.1 Object Diagrams

Figure 2 and Figure 3 represent possible policy definitions in a specialized policy profile. The two
approaches represented are the Blackbox approach in which the specialized profile defines a policy
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804 algorithm, policy name, and policy registered profile. Figure 3 represents taking the definition a step
805 further and defines the actual CQL or CIM-SPL statements that represent the policy algorithm.

806 9.2 Blackbox Policy Object Diagram

807 Figure 2 is an example of a Blackbox definition of CIM_PolicyRule in which the rule represents a policy
808 algorithm that has been defined in a specialized policy profile but does not have specific CQL or CIM-SPL
809 defined.

fanl: Fan

HealthState : 10 (Warning)
OperationalStatus : Degraded

PolicySetAppliesToElement

PolicyRule
PolicyRuleName : HealthState Propagation

ElementConformsToProfile

RegisteredProfile

RegisteredName : Health Propagation Policy Profile
RegisteredVersion : 1.0.0

810

811 Figure 2 BBlackbox Health Propagation Policy Diagram
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9.3 Propagate HealthState to OperationalStatus

Figure 3 is an example of the CIM_PolicyRule, CIM_PolicyCondition, CIM_PolicyAction, and

CIM_RegisteredProfile classes instantiated according to a specialized whitebox policy profile that defines

policy for Health State to OperationalStatus propagation within a class.

fanl: Fan

HealthState : 10 (Warning)
OperationalStatus : Degraded

PolicySetAppliesToElement

QueryCondition

PolicyRuleCreationClassName : HealthPropagationPolicyRule
PolicyRuleName : HealthState Propagation
PolicyConditionName : HealthStateChangeCondition

Query : Gselect ObjectPath(im) as "ref", HealthState as PartHS,
PartComponent, GroupComponent, group.OperationalStatus as GroupOS
from CIM_InstModification im, Component ¢, EnabledManagedElement group
where Sourcelnstance ISA CIM_ManagedElement

and Sourcelnstance.HealthState <> PreviousInstance.HealthState
and c.PartComponent = im.ref

and ObjectPath(group) = ref O

PolicyRule

PolicyRuleName : HealthState Propagation

PolicyConditionInPoIicyRuIe—/

ElementConformsToProfile

PolicyActioninPolicyRule ‘

MethodAction

PolicyRuleCreationClassName : HealthPropagationPolicyRule

RegisteredProfile

PolicyRuleName : HealthState Propagation
PolicyConditionName : HealthStateChangeCondition

RegisteredName : Health Propagation Policy
RegisteredVersion : 1.0.0

Query : Gselect null||Modifylnstance as MethodName,
ref, {#OK} AS OperationalStatus
from QueryCondition qc

where QueryResultName = "Health Change 1"
and HealthState >= 0
and HealthState <=5
select null||Modifylnstance as MethodName,
ref, {(#{DEGRADED} AS OperationalStatus
from QueryCondition qc
where QueryResultName = "Health Change 1"
and HealthState >= 6
and HealthState <= 15
select null||Modifylnstance as MethodName,
ref, {(#fERROR} AS OperationalStatus
from QueryCondition qc
where QueryResultName = "Health Change 1"

and HealthState >= 15 O

Figure 3 BHealth Propagation Policy Object Diagram

10 CIM Elements

Table 14 shows the requirements for the CIM Elements in this profile. Instances of the following CIM

Elements shall be implemented as described in Table 14. Sections 7 (Omplementation() and 8
(MethodsOQ may impose additional requirements on these elements.

Table 14 BCIM Elements: Policy Profile

Element Name Requirement Description

Classes

CIM_QueryCondition Optional See section 7.1 and 10.1
CIM_MethodAction Optional See section 7.2 and 10.2
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Element Name

Requirement

Description

CIM_PolicyRule Mandatory See section 7.14 and 10.3.
CIM_PolicyCondition Optional See section 7.9 and 10.4.
CIM_PolicyAction Optional See section 7.6 and 10.5.
CIM_PolicySetAppliesToElement Optional See section 7.16 and 10.6
CIM_PolicyConditionIinPolicyRule Optional See section 7.11 and 10.7
CIM_PolicyActioninPolicyRule Optional See section 7.8 and 10.8
CIM_CompoundPolicyAction Optional See section 7.1 and 10.9
CIM_CompoundPolicyCondition Optional See section 7.4 and 10.10
CIM_ElementinPolicyRoleCollection Optional See section 7.5 and 10.11
CIM_PolicyActioninPolicyAction Optional See section 7.7 and 10.12
CIM_PolicyConditionIinPolicyCondition Optional See section 7.10 and 10.13
CIM_PolicyRoleCollection Optional See section 7.12 and 10.14
CIM_PolicyRoleCollectionInSystem Conditional See section 7.13 and 10.15
CIM_PolicyRulelnSystem Mandatory See section 7.15 and 10.16
CIM_PolicySetComponent Optional See section 7.17 and 10.17
CIM_PolicySetinRoleCollection Optional See section 7.18 and 10.18
CIM_PolicySetValidityPeriod Optional See section 7.19 and 10.19
CIM_PolicyTimePeriodCondition Optional See section 7.20and 10.20
CIM_ReusablePolicy Optional See section 7.21 and 10.21
CIM_ReusablePolicyContainer Optional See section 7.22and 10.22

Indications

No Indications defined in this version
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10.1 CIM_QueryCondition

CIM_QueryCondition defines the criteria for generating a set of query results that are accessible to other
QueryConditions or MethodActions of the same PolicyRule. Table 15 contains the requirements for
elements of this class.

Table 15 B Class: CIM_QueryCondition

Properties Requirement Notes

SystemCreatonClassName Mandatory Key

SystemName Mandatory Key

CreationClassName Mandatory Key

PolicyRuleName Mandatory Key

PolicyRuleCreationClassName Mandatory Key

PolicyConditionName Mandatory Key

QueryResultName Mandatory This property shall be treated as a class

name in a query statement.

Query

Mandatory

This property shall be a query expression
that may be evaluated and that defines the
query results that may be generated.

QueryLanguage

Mandatory

This property shall be the language
defined by DSP0200. The language shall
be the one in which the query string is
expressed.

Trigger

This property shall be a Boolean condition
and there shall be no more than one
QueryCondition with this property = true
associated with a particular Policy.

10.2 CIM_MethodAction

CIM_ MethodAction is a CIM_PolicyAction that MAY invoke methods as defined by a query. Table 16
contains the requirements for elements of this class.

Table 16 bClass: CIM_MethodAction

Properties Requirement Notes

SystemCreatonClassName Mandatory Key

SystemName Mandatory Key

CreationClassName Mandatory Key

PolicyRuleName Mandatory Key

PolicyRuleCreationClassName Mandatory Key

PolicyActionName Mandatory Key

InstMethodCallName Mandatory This property shall be treated as a class
name in a query statement.

Query Mandatory This property shall be a query
expression that defines the method to
invoke and its input parameters.
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Properties Requirement Notes

QueryLanguage Mandatory This property shall be the language
defined by DSP0200. The language shall
be the one in which the query string is
expressed.

10.3 CIM_PolicyRule

CIM_PolicyRule represents the policy rule applied to the associated CIM_ManagedElement class. Table
17 contains the requirements for elements of this class.

Table 17 BClass: CIM_PolicyRule

Properties Requirement Notes

SystemCreatonClassName Mandatory Key

SystemName Mandatory Key

CreationClassName Mandatory Key

PolicyRuleName Mandatory Key

PolicyDecisionStrategy Conditional See section 7.14.3

ElementName Mandatory This property shall be formatted as a free-
form string of variable length (pattern O*Q.

10.4 CIM_PolicyCondition

CIM_PolicyCondition represents a specific condition defined in CQL or CIM-SPL for triggering a related
CIM_PolicyAction. Table 18 contains the requirements for elements of this class.

Table 18 BClass: CIM_PolicyCondition

Properties Requirement Notes

SystemCreationClassName Mandatory Key

CreationClassName Mandatory Key

SystemName Mandatory Key

PolicyRuleCreationClassName Mandatory Key

PolicyRuleName Mandatory Key

PolicyConditionName Mandatory Key

ElementName Mandatory This property shall be formatted as a free-
form string of variable length (pattern O*Q.
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841 10.5 CIM_PolicyAction

842 CIM_PolicyAction represents a specific action defined in CQL or CIM-SPL to be invoked when a specific
843 policy condition is triggered. Table 19 contains the requirements for elements of this class.

844 Table 19 BClass: CIM_PolicyAction

Properties Requirement Notes

SystemCreationClassName Mandatory Key

CreationClassName Mandatory Key

SystemName Mandatory Key

PolicyRuleCreationClassName Mandatory Key

PolicyRuleName Mandatory Key

PolicyActionName Mandatory Key

ElementName Mandatory This property shall be formatted as a free-
form string of variable length (pattern O*Q.

845 10.6 CIM_PolicySetAppliesToElement
846

847 CIM_PolicySetAppliesToElement associates the CIM_PolicySet instance with the CIM_ManagedElement
848 instance whose state is evaluated by policy conditions and may be affected by the successful execution
849 of policy actions. The managed element may be an aggregation point for several other managed element.
850 In this role, the existence of this association to this aggregation point represents the set of instances

851 affected and evaluated by the polic