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Copyright notice
Copyright © 2012 Distributed Management Task Force, Inc. (DMTF). All rights reserved.

DMTF is a not-for-profit association of industry members dedicated to promoting enterprise and systems
management and interoperability. Members and non-members may reproduce DMTF specifications and
documents, provided that correct attribution is given. As DMTF specifications may be revised from time to
time, the particular version and release date should always be noted.

Implementation of certain elements of this standard or proposed standard may be subject to third party
patent rights, including provisional patent rights (herein "patent rights"). DMTF makes no representations
to users of the standard as to the existence of such rights, and is not responsible to recognize, disclose,
or identify any or all such third party patent right, owners or claimants, nor for any incomplete or
inaccurate identification or disclosure of such rights, owners or claimants. DMTF shall have no liability to
any party, in any manner or circumstance, under any legal theory whatsoever, for failure to recognize,
disclose, or identify any such third party patent rights, or for such party’s reliance on the standard or
incorporation thereof in its product, protocols or testing procedures. DMTF shall have no liability to any
party implementing such standard, whether such implementation is foreseeable or not, nor to any patent
owner or claimant, and shall have no liability or responsibility for costs or losses incurred if a standard is
withdrawn or modified after publication, and shall be indemnified and held harmless by any party
implementing the standard from any and all claims of infringement by a patent owner for such
implementations.

For information about patents held by third-parties which have notified the DMTF that, in their opinion,
such patent may relate to or impact implementations of DMTF standards, visit
http://www.dmtf.org/about/policies/disclosures.php.
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Foreword

The CDM Implementation Requirements (DSP0255) was prepared by the Diagnostics Working Group of
the DMTF.

DMTF is a not-for-profit association of industry members dedicated to promoting enterprise and systems
management and interoperability. For information about the DMTF, see http://www.dmtf.org.
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Introduction

This specification describes the conformance requirements for implementing the Common Diagnostic
Model (CDM) version 2.0.0.

Document conventions

Typographical conventions

The following typographical conventions are used in this document:
. Document titles are marked in italics.

e Important terms that are used for the first time are marked in italics.

ABNF usage conventions

Format definitions in this document are specified using ABNF (see REC5234), with the following
deviations:

e Literal strings are to be interpreted as case-sensitive Unicode characters, as opposed to the
definition in REC5234 that interprets literal strings as case-insensitive US-ASCII characters.

Version 2.0.0 DMTF Standard 5



87

88

89
90

91

92
93
94
95

96
97

98
99

100
101

102
103

104
105

106
107

108
109

110
111

112
113

114
115

116
117

118
119

120
121

122
123

CDM Implementation Requirements DSP0255

CDM Implementation Requirements

1 Scope

This document describes the requirements for implementing the Diagnostics Profile version 2.0.0. This
document does not define the implementation requirements directly.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated or
versioned references, only the edition cited (including any corrigenda or DMTF update versions) applies.
For references without a date or version, the latest published edition of the referenced document
(including any corrigenda or DMTF update versions) applies.

DMTF DSP0004, CIM Infrastructure Specification 2.6,
http://www.dmtf.org/standards/published documents/DSP0004 2.6.pdf

DMTF DSP0200, CIM Operations over HTTP 1.2,
http://www.dmtf.org/sites/default/files/standards/documents/DSP200.html|

DMTF DSP0200, CIM Operations over HTTP 1.3,
http://dmtf.org/sites/default/files/standards/documents/DSP0200 1.3.1.pdf

DMTF DSP0201, Representation of CIM using XML 2.2,
http://www.dmtf.org/sites/default/files/standards/documents/DSP201.html|

DMTF DSP0201, Representation of CIM using XML 2.3,
http://dmtf.org/sites/default/files/standards/documents/DSP0201 2.3.1.pdf

DMTF DSP0203, CIM-XML DTD 2.2,
http://dmtf.org/sites/default/files/standards/documents/cim.dtd

DMTF DSP0203, CIM-XML DTD 2.3,
http://dmtf.org/documents/wbem/xml-document-type-definition-231

DMTF DSP0205, WBEM Discovery Using SLP 1.0,
http://dmtf.org/sites/default/files/standards/documents/DSP0205 1.0.0.pdf

DMTF DSP0206, WBEM SLP Template 1.0,
http://dmtf.org/sites/default/files/standards/documents/wbem.1.0.en

DMTF DSP0226, Web Services for Management (WS-Management) 1.1,
http://dmtf.org/sites/default/files/standards/documents/DSP0226 _1.1.pdf

DMTF DSP0227, WS-Management CIM Binding Specification 1.2,
http://dmtf.org/sites/default/files/standards/documents/DSP0227 1.2.0.pdf

DMTF DSP0230, WS-CIM Mapping Specification 1.1,
http://dmtf.org/sites/default/files/standards/documents/DSP0230 1.1.0.pdf

DMTF DSP1001, Management Profile Specification Usage Guide 1.0,
http://dmtf.org/sites/default/files/standards/documents/DSP1001 1.0.1.pdf

DMTF DSP1002, Diagnostics Profile 2.0,
http://dmtf.org/sites/default/files/standards/documents/DSP1002 2.0.0.pdf
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DMTF DSP1033, Profile Registration Profile 1.0,
http://dmtf.org/sites/default/files/standards/documents/DSP1033 1.0.0.pdf

DMTF DSP1104, FC HBA Profile 1.0,
http://dmtf.org/sites/default/files/standards/documents/DSP1104 1.0.0.pdf

DMTF DSP1105, CPU Diagnostics Profile 1.0,
http://dmtf.org/sites/default/files/standards/documents/DSP1105 1.0.1.pdf

DMTF DSP1107, Ethernet NIC Diagnostics Profile 1.0,
http://dmtf.org/sites/default/files/standards/documents/DSP1107 1.0.0.pdf

DMTF DSP1110, Optical Drive Diagnostics Profile 1.0,
http://dmtf.org/sites/default/files/standards/documents/DSP1110 1.0.0.pdf

DMTF DSP1113, Disk Drive Diagnostics Profile 1.0,
http://dmtf.org/sites/default/files/standards/documents/DSP1113 1.0.0.pdf

DMTF DSP1114, RAID Controller Diagnostics Profile 1.0,
http://dmtf.org/sites/default/files/standards/documents/DSP1114 1.0.0.pdf

IETF RFC5234, ABNF: Augmented BNF for Syntax Specifications, January 2008,
http://tools.ietf.org/html/rfc5234

ISO/IEC Directives, Part 2, Rules for the structure and drafting of International Standards,
http://isotc.iso.org/livelink/livelink.exe?func=I1&objld=4230456&objAction=browse&sort=subtype

3 Terms and definitions

In this document, some terms have a specific meaning beyond the normal English meaning. Those terms
are defined in this clause.

The terms "shall" ("required"), "shall not," "should" ("recommended"), "should not" ("not recommended"),
"may," "need not" ("not required"), "can" and "cannot” in this document are to be interpreted as described
in ISO/IEC Directives, Part 2, Annex H. The terms in parenthesis are alternatives for the preceding term,
for use in exceptional cases when the preceding term cannot be used for linguistic reasons. Note that
ISO/IEC Directives, Part 2, Annex H specifies additional alternatives. Occurrences of such additional
alternatives shall be interpreted in their normal English meaning.

The terms "clause," "subclause," "paragraph," and "annex" in this document are to be interpreted as
described in ISO/IEC Directives, Part 2, Clause 5.

The terms "normative" and "informative" in this document are to be interpreted as described in ISO/IEC
Directives, Part 2, Clause 3. In this document, clauses, subclauses, or annexes labeled "(informative)" do
not contain normative content. Notes and examples are always informative elements.

The terms defined in DSP0004, DSP0200, and DSP1001 apply to this document.

4 Symbols and abbreviated terms
The following symbols and abbreviations are used in this document.

3.1
CDM
Common Diagnostic Profile

3.2

Version 2.0.0 DMTF Standard 7
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CIM
Common Information Model

4.1
CPU
Central Processor Unit

3.3
FC
Fibre Channel

3.4
HBA
Host Bus Adapter

35
HTTP
Hyper Text Transport Protocol

4.1
NIC
Network Interface Card

4.2
RAID
Redundant Array of Independent Disks

3.6
SLP
Service Location Protocol

3.7
URI
Uniform Resource Identifier

4.3
WBEM
Web-Based Enterprise Management

3.8
WS
Web Services
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5 Mandatory profiles and specifications

A CDM-compliant implementation shall implement the profiles in Table 1. When a profile is implemented,
the requirements for that profile shall be met.

Table 1 — Mandatory profiles and specifications

Name Number Version | Description
Diagnostics DSP1002 2.0
Profile Registration DSP1033 1.0

6 Optional profiles

A CDM-conformant implementation shall implement at least one of the optional profiles in Table 2. When
a profile is implemented, the requirements for that profile shall be met.

Table 2 — Optional profiles

Name Number Version | Description
FC HBA Diagnostics DSP1104 1.0
CPU Diagnostics DSP1105 1.0
Ethernet NIC Diagnostics DSP1107 1.0
Optical Drive Diagnostics DSP1110 1.0
Disk Drive Diagnostics DSP1113 1.0
RAID Controller Diagnostics DSP1114 1.0

7 Protocol implementation requirements

A CDM-conformant implementation shall use a CIM-based data model for representing managed
resources and services. Additionally, the implementation shall support at least one of the following
protocols to expose the CIM-based data:

e CIM-XML

e WS-Management

The following sections describe the mandatory specifications and any additional requirements for each
protocol.

7.1 CIM-XML

A CDM-compliant implementation that supports CIM-XML shall support either the CIM-XML 1.2.0 or the
CIM-XML1.3.0. The CIM-XML 1.3.0 is preferred.

Version 2.0.0 DMTF Standard 9
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7.1.1 CIM-XML 1.3.0

Table 3 — CIM-XML 1.3.0 specifications

Name Number Version | Description
CIM Operations over HTTP DSP0200 1.3
Representation of CIM Using XML DSP0201 2.3
CIM-XML DTD DSP0203 2.3

7.1.2 CIM-XML 1.2.0

Table 4 — CIM-XML 1.2.0 specifications

Name Number Version | Description
CIM Operations over HTTP DSP0200 1.2
Representation of CIM Using XML DSP0201 2.2
CIM-XML DTD DSP0203 2.2

7.2 WS-Management

Table 5 — WS-Management 1.0.0 specifications

Name Number [ Version [ Description
WS-Management Specification DSP0226 (1.0
WS-Management — CIM Binding Specification DSP0227 (1.0
WS-CIM Mapping Specification DSP0230 | 1.0

7.3 Transport protocol

A CDM-conformant implementation shall use HTTPS 1.1 for the transport protocol.

8 Security implementation requirements

A CDM-conformant implementation has no additional security requirements beyond those specified by
the protocols.

9 Discovery requirements

Discovery is required for CDM version 2.0.0. A CDM-conformant implementation shall implement the
following discovery mechanisms:

e SLP
If WS-Management is implemented, a CDM conformant implementation shall implement the following:

o WS-Managementldentify

9.1 SLP

Table 6 defines the specifications for discovery using SLP.

10 DMTF Standard Version 2.0.0
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Table 6 — WBEM discovery using SLP specifications

Name Number Version | Description

WBEM Discovery Using SLP DSP0205 1.0.0

WBEM SLP Template DSP0206 1.0.0

9.2 WS-Management ldentify

A CDM-compliant implementation that supports the WS-Management protocol shall support the Identify
method on each CDM access port that it supports. The WS-Management Identify method is defined in

clause 11 of DSP0226.

Table 7 defines the IdentifyResponse payload requirements for a CDM-conformant implementation.

Table 7 — WS-Management IdentifyResponse payload elements

wsmid:SecurityProfileName

Element Requirement | Notes

wsmid:ldentifyResponse Mandatory The body of the response

wsmid:ldentifyResponse/wsmid:ProtocolVersion Mandatory The URI identifying DSP02261.0.0
http://schemas.dmtf.org/wbem/wsma
n/l/wsman.xsd

wsmid:ldentifyResponse/wsmid:ProductVendor Optional The vendor

wsmid:ldentifyResponse/wsmid:ProductVersion Optional The version

wsmid:ldentifyResponse/wsmid:InitiativeSupport Mandatory At least one entry of ilnitiativeSupport
shall exist with the following attribute

wsmid:ldentifyResponse/wsmid:InitiativeSupport/ws values:

mid:InitiativeName InitativeN = “CDM’

wsmid:ldentifyResponse/wsmid:Initiative Support/ws nitativelName =

mid:InitiativeVersion InitiativeVersion = “2.0.0”

wsmid:ldentifyResponse/wsmid:SecurityProfiles/ Mandatory The string identifying the security profile

supported, which shall be one of the
following:

Class A:
“HTTP_DIGEST”:

http://schemas.dmtf.org/wbem/wsman/1
/wsman/secprofile/http/digest

Class B:
“HTTP_TLS_1":

http://schemas.dmtf.org/wbem/wsman/1
/wsman/secprofile/https/digest”

‘HTTP_TLS_2™:

http://schemas.dmtf.org/wbem/wsman/
1/wsman/secprofile/https/basic”

‘HTTP_IPSEC”:

http://schemas.dmtf.org/wbem/wsman/1
/wsman/secprofile/http/digest/ipsec

Version 2.0.0
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240 9.2.1 wsmid:ldentify security implementation requirements

241 A CDM-conformant implementation may support wsmid:ldentify without authentication. wsmid:ldentify is
242 defined in Rule R11.4 of DSP0226. If supported, the URI suffix should be "/wsman-anon/identify.”

12 DMTF Standard Version 2.0.0
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ANNEX A

(informative)
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