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1 Introduction

This document presents an LDAPv3 [2, 3, 6] schema for the DMTF CIM User 2.5 Model
[1]. This mapping follows the methodology used for the Core Mapping document [4]
except as noted below in that abstract CIM classes are mapped to abstract LDAP classes.
Concrete CIM classes are mapped to structural and auxiliary LDAP classes. CIM
associations are mapped using a combination of auxiliary classes and structural LDAP
classes.

The content, naming and structure rules provided here are suggestions and may be
modified as needed to support a particular directory structure. In addition, the attribute
and object class descriptive fields are provided for human clarity. Directory
administrators do not need to subclass/instantiate everything in this schema verbatim.
They are free to choose the subset that meets their particular needs. In particular, this
means:

e Ifyour directory implementation does not support content, naming or structure
rules, comment them out.

e Ifyour directory implementation does not support description fields of greater
than some length, those may be commented out.

e If your directory implementation requires a certain ordering of classes and
attributes (e.g. to avoid forward references) feel free to re-order as necessary.

e Ifyour directory implementation and application can make use of substring
matching, feel free to add substring matching clauses as appropriate.

While this document discusses X.509 certificates, it does not address any interworking
between directory object classes as described in X.509 and the classes in this mapping.
This is a topic for future work. This document is a product of the DMTF User & Security
and LDAP Mapping WGs.

2 LDAP Mapping Considerations

2.1 Existing LDAP classes and attributes

As the CIM User Model is actually a mapping of existing LDAP classes, these CIM
classes should revert back to the source LDAP classes when mapping back to LDAP.
The following table states the mapping between CIM and LDAP classes along with the
reference for the definition of that particular LDAP class.



CIM class LDAP class

CIM_Person, inetOrgPerson [5] and
CIM_OtherPersonInformation dlm1PersonInfoAuxClass
CIM_ Group,

CIM OtherGrouplnformation groupOfNames [6]
CIM_Organization, organization [6] and
CIM_OtherOrganizationInformation dlm1OrganizationInfoAuxClass

CIM_OrgUnit,

CIM_OtherOrgUnitInformation organizationalUnit [6]

CIM:Role, organizationalRole [6] and
CIM_OtherRoleInformation dlm1RolelnfoAuxClass
CIM_Account account [7]

In addition the following table states the mapping between CIM properties and LDAP
attributes along with the reference for the definition of those particular LDAP attributes.

URL LabeledURI [5]

If these attributes and classes are not native to a directory implementation, they can be
found within the referenced documents [5, 6, 7]. This document does not redefine them.
Although many of the source LDAP classes and attributes originate in X.500, they are not
identical. When they differ, or are not present in an X.500 implementation, the alias,

X.500 originating name, or definition that most closely resembles the definition in [6]
should be used.

The hierarchy of classes from which these CIM classes derive does not directly
correspond to the superior classes of the source LDAP. Therefore, the conceptual
abstract classes CIM_UserEntity, CIM_OrganizationalEntity and CIM_ Collection are not
mapped. The mapped attributes from CIM_ManagedElement, dimCaption and
dlmDescription, are included in an auxiliary class, dim1CimLDAPInfoAuxClass. This
allows properties from CIM originating instances to be fully mapped back into their
LDAP entries.

By convention, the CIM property Name, although a key property, does not have to be
mapped onto a source LDAP class when it serves as a DN hint to the LDAP object. Also,
the non-mapped attribute orderedCimKeys may not be needed for CIM classes of LDAP
origin, as the RDN may already be defined. Nevertheless, these attributes are available
via dim1CimLDAPInfoAuxClass that is defined with the abstract class
dlm1ManagedElement as its superior. The propagated key properties SystemName and
SystemCreationClassName from CIM_Account are not required when weakly associated
instances are mapped as subordinate LDAP entries.

Finally, the attributes member (from groupOfNames) and roleOccupant (from
organizationalRole) are captured in CIM's MemberofCollection association attached to



CIM_Group and CIM_Role. Thus, when converting to LDAP, associations of this type
should be examined to appropriately populate these attributes.

2.1.1 dlm1PersonInfoAuxClass

To support mapping of those properties of CIM_Person and

CIM_ OtherPersonInformation that are not part of the inetOrgPerson class, and to support
directory installations that do not use inetOrgPerson, the following auxiliary class is
defined to allow CIM_Person and CIM_OtherPersonInformation properties to be
mapped.

(1.3.6.1.4.1.412.100.4.1.1.1 NAME 'dlmlPersonInfoAuxClass'

DESC 'This auxiliary class allows CIM Person properties to be
mapped to directory installations that may or may not use
inetOrgPerson'

SUP top AUXILIARY

MAY ( objectClass $ audio $ businessCategory $ carLicense $

commonName $ countryName $ departmentNumber $ description $

destinationIndicator $ displayName $ employeeNumber $

employeeType $ facsimileTelephoneNumber $ generationQualifier $

givenName $ homeFax $ homePhone $ homePostalAddress $

initials $ internationaliSDNNumber $ JPEGPhoto $ labeledURI $
localityName $ mail $ manager $ middleName $ mobile $
organizationName $ organizationalStatus $ otherMailbox $ ou $

pager $ personalTitle $ photo $ physicalDeliveryOfficeName $

postalAddress $ postalCode $ postOfficeBox $

preferredDeliveryMethod $ preferredLanguage $

registeredAddress $ roomNumber $ secretary $ seeAlso $

stateOrProvince $ street $ surname $ telephoneNumber $

teletexTerminalldentifier $ telexNumber $ thumbnaillLogo $

thumbnailPhoto $ title $ userID $ uniqueldentifier $

userCertificate $ userPassword $ userPKCS12 $

userSMIMECertificate $ x121Address $ x500Uniqueldentifier )
)

2.1.2 dlm1OrganizationInfoAuxClass

To support mapping of those properties of CIM_Organization and
CIM_OtherOrganizationInformation that are not part of the organization class, and to
support directory installations that do not use organization, the following auxiliary class
is defined to allow CIM_Organization and CIM_OtherOrganizationInformation
properties to be mapped.

(1.3.6.1.4.1.412.100.4.1.1.2 NAME 'dlmlOrganizationInfoAuxClass'

DESC 'This auxiliary class allows CIM Organization properties to be
mapped to directory installations that may or may not use
organization.'

SUP top AUXILIARY

MAY ( objectClass $ businessCategory $ description $

destinationIndicator $ facsimileTelephoneNumber $

internationaliSDNNumber $ labeledURI $ localityName $ mail $

manager $ organizationName $ otherMailbox $

physicalDeliveryOfficeName $ postalAddress $ postalCode $

postOfficeBox $ preferredDeliveryMethod $ registeredAddress $



searchGuide $ seeAlso $ stateOrProvince $ street $
telephoneNumber $ teletexTerminalldentifier $ telexNumber $
thumbnaillogo $ uniqueldentifier $ userPassword $ x121Address )

)
2.1.3 dim1RoleInfoAuxClass

To support mapping of those properties of CIM_Role and CIM_ OtherRolelnformation
that are not part of the organizationalRole class, and to support directory installations that
do not use organizationalRole, the following auxiliary class is defined to allow
CIM_Role and CIM_ OtherRolelnformation properties to be mapped.

(1.3.6.1.4.1.412.100.4.1.1.3 NAME 'dlmlRoleInfoAuxClass'

DESC 'This auxiliary class allows CIM Role properties to be
mapped to directory installations that may or may not use
organizationalRole.'

SUP top AUXILIARY

MAY ( objectClass $ businessCategory $ cn $ description $

destinationIndicator $ facsimileTelephoneNumber $

internationaliSDNNumber $ ou $ physicalDeliveryOfficeName $

postalAddress $ postalCode $ postOfficeBox $

preferredDeliveryMethod $ registeredAddress $ seeAlso $

stateOrProvince $ street $ telephoneNumber $

teletexTerminalIdentifier $ telexNumber $ x121Address )

)
2.1.4 dim1CimLDAPInfoAuxClass

To support mapping of those properties that originate in CIM classes that correspond to
native LDAP objects, but do not exist in their attribute sets, the following auxiliary class
is defined to allow those properties to be mapped. These attributes may be useful if
complete bi-directional mapping is needed.

(1.3.6.1.4.1.412.100.4.1.1.139 NAME 'dlmlCimLDAPInfoAuxClass'
DESC 'This auxiliary class allows CIM properties to be
mapped to directory entries that are the basis for their
corresponding CIM classes.’
SUP top dlmlManagedElement
MAY ( objectClass $ dlmCreationClassName $ dlmName )
)

2.2 Mapping Associations

For ease of reference, the following text has been copied from 2.6.2 of the Core Mapping
document:

There are three distinct models used for mapping non-abstract associations in this
document. Each has its own conventions for how such associations are not only mapped,
but also implemented in the directory. The following sections discuss these conventions.
Since all associations have referential properties, the term “additional properties” in the
remainder of this section refers to non-referential properties. The approach in Section
2.2.3 may also be used to map associations with no additional properties and 1-to-1 or 1-
to-many associations with additional properties if necessary.



2.2.1 No Additional Properties

If a non-abstract association has no additional properties, then it is mapped as an
auxiliary class that contains both referential properties as optional DN attributes. This
class is attached to all structural objects that participate in the association, with the proper
attribute being populated for that particular structural object. An example of this type of
association is CIM_HostedService.

Class A Class B
instance 1 instance 1
Association 1 Aux Association 1 Aux
Ref A ~———=Ref A
Ref B P Ref B
One-to-One
Class B
instance 1

Association 1 Aux

vyRef A
Ref B[]
Class A Class B
——

instance 1 / instance 2

Association 1 Aux Association 1 Aux
Ref A =Ref A
Ref B[] p Ref B[]

N

Class B
instance 3

Association 1 Aux
' Ref A
Ref B[]

One-to-many



Class A Class B

instance 1 instance 1
Association 1 Aux Association 1 Aux
Ref A[] yRef A[]

Ref B[] Ref B[]

Class A Class B

instance 2 instance 2

Association 1 Association 1 Aux
Ref A[] g—Ref A[]
RefB[] - Ref B[]

Many-to-Many

2.2.2 Additional Properties, 1-to-1 or 1-to-many

If a non-abstract association has additional properties, then the mapping is determined by
the cardinality of the referential properties. In the case of a 1-to-1 or 1-to-many
cardinality, the association is mapped as an auxiliary class with all properties mapped as
optional attributes. The auxiliary class is attached to all structural objects participating in
the association, with the referential attribute set appropriately. The additional properties
are set for the auxiliary class that is attached to the many side of a 1-to-many association.

Class A Class B

instance 1 instance 1
Association 1 Aux Association 1 Aux
Ref A —Ref A

Ref B p Ref B

Property _n

One-to-one with properties



Class B
instance 1

Association 1 Aux
yRef A

Ref B[]
Property _n

Class A Class B
instance 1 instance 2

Association 1 Association 1 Aux
Ref A @—Ref A

Ref B[] p Ref B [ ]
Property n

Class B
instance 3

Association 1 Aux
MRef A

Ref B[]
Property _n

One-to-many with properties
2.2.3 Additional Properties, many-to-many

For a non-abstract association with additional properties and a many-to-many cardinality,
the most flexible mapping is to use a structural LDAP class that contains all properties of
the association as optional attributes. Since this is a separate object in the directory,
helper auxiliary classes are provided that are attached to the structural objects in the
directory participating in the association. These helper classes contain a single optional
attribute that points to the particular instance of the association that this object
participates in. There is an instance of the structural class for every instance of the
association. An example of this type of association is CIM_ServiceServiceDependency.



Association 1

Instance 1

hRef A
Class A Ref B Class B
instance 1 Property_x instance 1

Association 1 Aux

Association 1 Aux

RefAssociation 1 [] Association 1 RefAssociation 1]
Instance 2
Ref B

Class A Property_n _Class B

instance 2 instance 2

Association 1 Association 1 Aux

RefAssociation 1 []43 Instance 3 / rRefAssociation 1 []
rRef A /
Ref B

Property_n

Association 1 Aux

AN TN

Many-to-many with properties
This approach may also be used to map associations with no additional properties and 1-
to-1 or 1-to-many associations with additional properties if necessary.

3 Class Definitions

For efficiency in the LDAP representation, associations are specified as a combination of
auxiliary classes and DIT structure rules. Attribute definitions for each class are
presented with the object class. Other definitions are also provided when necessary.

While this approach was chosen to minimize the number of DN pointers stored in the
schema, some pointer dereferencing may be necessary.

3.1 SecurityService

This class provides a super-class for security services. Being abstract, it cannot be
instantiated in a directory.

(1.3.6.1.4.1.412.100.4.1.1.4 NAME 'dlmlSecurityService'
DESC 'SecurityService ...'
SUP dlmlService ABSTRACT

)

3.2 AccountManagementService Classes

These classes handle mapping of AccountManagementService, which creates, manages,
and destroys account entries on behalf of other SecurityServices.

(1.3.6.1.4.1.412.100.4.1.1.5 NAME 'dlmlAccountManagementService'
DESC 'AccountManagementService creates, manages, and if
necessary destroys Accounts on behalf of other
SecurityServices.'
SUP dlmlSecurityService ABSTRACT



(1.3.6.1.4.1.412.100.4.1.1.6 NAME
'dlmlAccountManagementServiceAuxClass'
DESC 'AccountManagementService creates, manages, and if
necessary destroys Accounts on behalf of other
SecurityServices.'
SUP dlmlAccountManagementService AUXILIARY

(1.3.6.1.4.1.412.100.4.1.1.7 NAME
'dlmlAccountManagementServiceInstance'
DESC 'AccountManagementService creates, manages, and if
necessary destroys Accounts on behalf of other
SecurityServices.'
SUP dlmlAccountManagementService

(1.3.6.1.4.1.412.100.4.3.1.1 NAME
'dlmlAccountManagementServiceInstanceNameForml'
OC dlmlAccountManagementServicelInstance
MUST ( orderedCimKeys )

( <user-sr-1 NAME
'dlmlAccountManagementServiceInstanceStructureRulel'
Form dlmlAccountManagementServiceInstanceNameForml

)

The following content rule specifies the auxiliary classes that may be attached to
dlm1AccountManagementServicelnstance.

(1.3.6.1.4.1.412.100.4.1.1.7 NAME
'dlmlAccountManagementServiceInstanceContentRule'

DESC 'Aux classes that can attach to
dlmlAccountManagementServicelInstance.'

AUX ( dlmlManagesAccountAuxClass $
dlmlManagesAccountOnSystemAuxClass $
dlmlSecurityServiceUsesAccountAuxClass $
dlmlServiceUsesSecurityServiceHelperAuxClass $
dlmlSecurityServiceForSystemAuxClass $
dlmlServiceAccessBySAPAuxClass $
dlmlProvidesServiceToElementAuxClass $
dlmlServiceServiceDependencyHelperAuxClass $
dlmlServiceSAPDependencyAuxClass $
dlmlLogicalIldentityAuxClass $
dlmlSynchronizedHelperAuxClass $
dlmlElementConfigurationAuxClass $
dlmlElementSettingAuxClass $
dlmlDefaultSettingAuxClass $ dlmlDependencyAuxClass $
dlmlElementAsUserAuxClass $
dlmlAuthenticationTargetAuxClass $
dlmlAuthorizationSubjectAuxClass $
dlmlAuthorizationTargetAuxClass $
dlmlServiceComponentAuxClass $
dlmlCollectedMSEsAuxClass $ dlmlComponentAuxClass $



dlmlSystemComponentAuxClass $

dlmlMemberOfCollectionAuxClass $

dlmlMemberPrincipalHelperAuxClass )
)

3.3 AuthenticationService Classes

These classes map AuthenticationService, which verifies the identity of users.

Subclasses of this superclass include providing credentials to users and verification of the
validity of a credential. An account entry for a particular UserAccess entry is used to
store the persistent state information that is kept across verifications of credentials.

(1.3.6.1.4.1.412.100.4.1.1.8 NAME 'dlmlAuthenticationService'
DESC 'AuthenticationService verifies users" identities
through some means. These services are decomposed
into a subclass that provides credentials to users and
a subclass that provides for the verification of the
validity of a credential and, perhaps, the
appropriateness of its use for access to target
resources. The persistent state information used from
one such verification to another is maintained in an
Account for that Users Access on that
AuthenticationService.'
SUP dlmlSecurityService ABSTRACT

(1.3.6.1.4.1.412.100.4.1.1.9 NAME
'dlmlAuthenticationServiceAuxClass'

DESC 'AuthenticationService verifies users" identities
through some means. These services are decomposed
into a subclass that provides credentials to users and

a subclass that provides for the verification of the
validity of a credential and, perhaps, the
appropriateness of its use for access to target
resources. The persistent state information used from
one such verification to another is maintained in an
Account for that Users Access on that
AuthenticationService.'

SUP dlmlAuthenticationService AUXILIARY

(1.3.6.1.4.1.412.100.4.1.1.10 NAME
'dlmlAuthenticationServicelInstance'

DESC 'AuthenticationService verifies users" identities
through some means. These services are decomposed
into a subclass that provides credentials to users and

a subclass that provides for the verification of the
validity of a credential and, perhaps, the
appropriateness of its use for access to target
resources. The persistent state information used from
one such verification to another is maintained in an
Account for that Users Access on that
AuthenticationService.'

SUP dlmlAuthenticationService



( <.3.6.1.4.1.412.100.4.3.1.2 NAME
'dlmlAuthenticationServiceInstanceNameForml'
OC dlmlAuthenticationServiceInstance
MUST ( orderedCimKeys )
)

( <user-sr-2 NAME 'dlmlAuthenticationServicelInstanceStructureRulel'
Form dlmlAuthenticationServiceInstanceNameForml

)

The following content rule specifies the auxiliary classes that may be attached to
dlm1AuthenticationServicelnstance.

(1.3.6.1.4.1.412.100.4.1.1.10 NAME
'dlmlAuthenticationServiceInstanceContentRule'

DESC 'Aux classes that can attach to
dlmlAuthenticationServicelInstance.'

AUX ( dlmlAuthenticateForUseAuxClass $
dlmlSecurityServiceUsesAccountAuxClass $
dlmlServiceUsesSecurityServiceHelperAuxClass $
dlmlSecurityServiceForSystemAuxClass $
dlmlServiceAccessBySAPAuxClass $
dlmlProvidesServiceToElementAuxClass $
dlmlServiceServiceDependencyHelperAuxClass $
dlmlServiceSAPDependencyAuxClass $
dlmlLogicalIldentityAuxClass $
dlmlSynchronizedHelperAuxClass $
dlmlElementConfigurationAuxClass $
dlmlElementSettingAuxClass $
dlmlDefaultSettingAuxClass $ dlmlDependencyAuxClass $
dlmlElementAsUserAuxClass $
dlmlAuthenticationTargetAuxClass $
dlmlAuthorizationSubjectAuxClass $
dlmlAuthorizationTargetAuxClass $
dlmlServiceComponentAuxClass $
dlmlCollectedMSEsAuxClass $ dlmlComponentAuxClass $
dlmlSystemComponentAuxClass $
dlmlMemberOfCollectionAuxClass $
dlmlMemberPrincipalHelperAuxClass )

)

3.4 VerificationService Classes

These classes map VertificationService, the subclass of AuthenticationService that
verifies a credential for use. Optionally, it may also verify whether the credential is
appropriate for accessing a particular target resource.

(1.3.6.1.4.1.412.100.4.1.1.11 NAME 'dlmlVerificationService'
DESC 'VerificationService is the authentication service
that verifies a credential for use and may also verify
the appropriateness of a particular credential in
conjunction with a particular target resource.'
SUP dlmlAuthenticationService ABSTRACT
)

(1.3.6.1.4.1.412.100.4.1.1.12 NAME 'dlmlVerificationServiceAuxClass'



DESC 'VerificationService is the authentication service
that verifies a credential for use and may also verify
the appropriateness of a particular credential in
conjunction with a particular target resource.'

SUP dlmlVerificationService AUXILIARY

(1.3.6.1.4.1.412.100.4.1.1.13 NAME 'dlmlVerificationServiceInstance'
DESC 'VerificationService is the authentication service
that verifies a credential for use and may also verify
the appropriateness of a particular credential in
conjunction with a particular target resource.'
SUP dlmlVerificationService

(1.3.6.1.4.1.412.100.4.3.1.3 NAME
'dlmlVerificationServiceInstanceNameForml'
OC dlmlVerificationServicelInstance
MUST ( orderedCimKeys )

( <user-sr-3 NAME 'dlmlVerificationServiceInstanceStructureRulel'
Form dlmlVerificationServiceInstanceNameForml

The following content rule specifies the auxiliary classes that may be attached to
dlm1 VerificationServicelnstance.

(1.3.6.1.4.1.412.100.4.1.1.13 NAME
'dlmlVerificationServicelInstanceContentRule'

DESC 'Aux classes that can attach to
dlmlVerificationServicelInstance.'

AUX ( dlmlAuthenticateForUseAuxClass $
dlmlSecurityServiceUsesAccountAuxClass $
dlmlServiceUsesSecurityServiceHelperAuxClass $
dlmlSecurityServiceForSystemAuxClass $
dlmlServiceAccessBySAPAuxClass $
dlmlProvidesServiceToElementAuxClass $
dlmlServiceServiceDependencyHelperAuxClass $
dlmlServiceSAPDependencyAuxClass $
dlmlLogicalldentityAuxClass $
dlmlSynchronizedHelperAuxClass $
dlmlElementConfigurationAuxClass $
dlmlElementSettingAuxClass $
dlmlDefaultSettingAuxClass $ dlmlDependencyAuxClass $
dlmlElementAsUserAuxClass $
dlmlAuthenticationTargetAuxClass $
dlmlAuthorizationSubjectAuxClass $
dlmlAuthorizationTargetAuxClass $
dlmlServiceComponentAuxClass $
dlmlCollectedMSEsAuxClass $ dlmlComponentAuxClass $
dlmlSystemComponentAuxClass $
dlmlMemberOfCollectionAuxClass $
dlmlMemberPrincipalHelperAuxClass )



3.5 CredentialManagementService Classes

These classes map CredentialManagementServices. Entries of these classes model a
service that issues credentials and manages the credential lifecycle.

(1.3.6.1.4.1.412.100.4.1.1.14 NAME 'dlmlCredentialManagementService'
DESC 'CredentialManagementService issues credentials
and manages the credential lifecycle.'
SUP dlmlAuthenticationService ABSTRACT
)

(1.3.6.1.4.1.412.100.4.1.1.15 NAME
'dlmlCredentialManagementServiceAuxClass'
DESC 'CredentialManagementService issues credentials
and manages the credential lifecycle.'
SUP dlmlCredentialManagementService AUXILIARY

)

(1.3.6.1.4.1.412.100.4.1.1.16 NAME
'dlmlCredentialManagementServiceInstance'
DESC 'CredentialManagementService issues credentials
and manages the credential lifecycle.'
SUP dlmlCredentialManagementService

)

(1.3.6.1.4.1.412.100.4.3.1.4 NAME
'dlmlCredentialManagementServiceInstanceNameForml'
OC dlmlCredentialManagementServicelInstance
MUST ( orderedCimKeys )
)

( <user-sr-4 NAME
'dlmlCredentialManagementServicelInstanceStructureRulel'
Form dlmlCredentialManagementServiceInstanceNameForml

)

The following content rule specifies the auxiliary classes that may be attached to
dlm1CredentialManagementServicelnstance.

(1.3.6.1.4.1.412.100.4.1.1.16 NAME
'dlmlCredentialManagementServiceInstanceContentRule'
DESC 'Aux classes that can attach to
dlmlCredentialManagementServicelInstance.'
AUX ( dlmlTrustHierarchyAuxClass $
dlmlManagedCredentialAuxClass $
dlmlRequireCredentialsFromAuxClass $
dlmlAuthenticateForUseAuxClass $
dlmlSecurityServiceUsesAccountAuxClass $
dlmlServiceUsesSecurityServiceHelperAuxClass $
dlmlSecurityServiceForSystemAuxClass $
dlmlServiceAccessBySAPAuxClass $
dlmlProvidesServiceToElementAuxClass $
dlmlServiceServiceDependencyHelperAuxClass $
dlmlServiceSAPDependencyRAuxClass $
dlmlLogicalIdentityAuxClass $
dlmlSynchronizedHelperAuxClass $



dlmlElementConfigurationAuxClass $
dlmlElementSettingAuxClass $
dlmlDefaultSettingAuxClass $ dlmlDependencyAuxClass $
dlmlElementAsUserAuxClass $
dlmlAuthenticationTargetAuxClass $
dlmlAuthorizationSubjectAuxClass $
dlmlAuthorizationTargetAuxClass $
dlmlServiceComponentAuxClass $
dlmlCollectedMSEsAuxClass $ dlmlComponentAuxClass $
dlmlSystemComponentAuxClass $
dlmlMemberOfCollectionAuxClass $
dlmlMemberPrincipalHelperAuxClass )

3.6 CertificateAuthority Classes

These classes map CertificateAuthority. Entries of this class model credential
management services that issues and cryptographically signs certificates. Thus these
services provide the trusted third-party intermediary in establishing trust relationship.
The service authenticates the holder of the private key that is related to the certificate's
public key. The authenticate entity is modeled by entries of the UsersAccess class.

(

1.3.6.1.4.1.412.100.4.2.1 NAME 'dlmCADistinguishedName'

DESC 'Certificates refer to their issuing CA by its
Distinguished Name (as defined in X.501).'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 SINGLE-VALUE

EQUALITY distinguishedNameMatch

1.3.6.1.4.1.412.100.4.2.2 NAME 'dlmCAPolicyStatement'

DESC 'The CAPolicyStatement describes what care is
taken by the CertificateAuthority when signing a new
certificate. The CAPolicyStatment may be a
dot-delimited ASN.1 OID string which identifies to the
formal policy statement.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 SINGLE-VALUE

EQUALITY caseIgnoreMatch

1.3.6.1.4.1.412.100.4.2.3 NAME 'dlmCRL'

DESC 'A CRL, or CertificateRevocationList, is a list of
certificates which the CertificateAuthority has revoked
and which are not yet expired. Revocation is necessary
when the private key associated with the public key of

a certificate is lost or compromised, or when the
person for whom the certificate is signed no longer is
entitled to use the certificate.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.15

EQUALITY caselgnoreMatch

1.3.6.1.4.1.412.100.4.2.4 NAME 'dlmCRLDistributionPoint'
DESC 'Certificate Revocation Lists may be available
from a number of distribution points.
CRLDistributionPoint array values provide URIs for



those distribution points.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
EQUALITY caseIgnoreMatch

(1.3.6.1.4.1.412.100.4.2.5 NAME 'dlmCRLRefreshFrequency'
DESC 'The frequency, expressed in hours, at which the
CA will update its Certificate Revocation List. Zero
implies that the refresh frequency is unknown. The
value is considered to be Hours.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27 SINGLE-VALUE
EQUALITY integerMatch

(1.3.6.1.4.1.412.100.4.2.6 NAME 'dlmMaxChainLength'

DESC 'The maximum number of certificates in a
certificate chain permitted for credentials issued by
this certificate authority or it"s subordinate CAs.
The MaxChainLength of a superior CA in the trust
hierarchy should be greater than this value and the
MaxChainLength of a subordinate CA in the trust
hierarchy should be less than this value.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.27 SINGLE-VALUE

EQUALITY integerMatch

(1.3.6.1.4.1.412.100.4.1.1.17 NAME 'dlmlCertificateAuthority'
DESC 'A Certificate Authority (CA) 1is a credential
management service that issues and cryptographically
signs certificates thus acting as an trusted
third-party intermediary in establishing trust
relationships. The CA authenticates the holder of the
private key related to the certificate"s public key;
the authenticated entity is represented by the
UsersAccess class.'
SUP dlmlCredentialManagementService ABSTRACT
MAY ( dlmCADistinguishedName $ dlmCAPolicyStatement $
dImCRL $ dlmCRLDistributionPoint $
dlmCRLRefreshFrequency $ dlmMaxChainLength )
)

(1.3.6.1.4.1.412.100.4.1.1.18 NAME
'dlmlCertificateAuthorityAuxClass'

DESC 'A Certificate Authority (CA) is a credential
management service that issues and cryptographically
signs certificates thus acting as an trusted
third-party intermediary in establishing trust
relationships. The CA authenticates the holder of the
private key related to the certificate"s public key;
the authenticated entity is represented by the
UsersAccess class.'

SUP dlmlCertificateAuthority AUXILIARY

)

(1.3.6.1.4.1.412.100.4.1.1.19 NAME
'dlmlCertificateAuthorityInstance'
DESC 'A Certificate Authority (CA) is a credential



management service that issues and cryptographically
signs certificates thus acting as an trusted
third-party intermediary in establishing trust
relationships. The CA authenticates the holder of the
private key related to the certificate"s public key;
the authenticated entity is represented by the
UsersAccess class.'
SUP dlmlCertificateAuthority
)

(1.3.6.1.4.1.412.100.4.3.1.5 NAME
'dlmlCertificateAuthorityInstanceNameForml'
OC dlmlCertificateAuthorityInstance
MUST ( orderedCimKeys )
)

( <user-sr-5 NAME 'dlmlCertificateAuthorityInstanceStructureRulel'’
Form dlmlCertificateAuthorityInstanceNameForml

)

The following content rule specifies the auxiliary classes that may be attached to
dIm]1CertificateAuthorityInstance.

(1.3.6.1.4.1.412.100.4.1.1.19 NAME
'dlmlCertificateAuthorityInstanceContentRule'

DESC 'Aux classes that can attach to
dlmlCertificateAuthorityInstance.'

AUX ( dlmlCAHasPublicCertificateAuxClass $
dlmlTrustHierarchyAuxClass $
dlmlManagedCredentialAuxClass $
dlmlRequireCredentialsFromAuxClass $
dlmlAuthenticateForUseAuxClass $
dlmlSecurityServiceUsesAccountAuxClass $
dlmlServiceUsesSecurityServiceHelperAuxClass $
dlmlSecurityServiceForSystemAuxClass $
dlmlServiceAccessBySAPAuxClass $
dlmlProvidesServiceToElementAuxClass $
dlmlServiceServiceDependencyHelperAuxClass $
dlmlServiceSAPDependencyAuxClass $
dlmlLogicalIldentityAuxClass $
dlmlSynchronizedHelperAuxClass $
dlmlElementConfigurationAuxClass $
dlmlElementSettingAuxClass $
dlmlDefaultSettingAuxClass $ dlmlDependencyAuxClass $
dlmlElementAsUserAuxClass $
dlmlAuthenticationTargetAuxClass $
dlmlAuthorizationSubjectAuxClass $
dlmlAuthorizationTargetAuxClass $
dlmlServiceComponentAuxClass $
dlmlCollectedMSEsAuxClass $ dlmlComponentAuxClass $
dlmlSystemComponentAuxClass $
dlmlMemberOfCollectionAuxClass $
dlmlMemberPrincipalHelperAuxClass )



3.7 KerberosKeyDistributionCenter Classes

Entries of these classes model Kerberos key distribution centers.

(1.3.6.1.4.1.412.100.4.2.7 NAME 'dlmProtocol'
DESC 'The version of Kerberos supported by this
service. Values are 0="v4", 1="v5", 2="DCE", 3="MsS".'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27
EQUALITY integerMatch
)

(1.3.6.1.4.1.412.100.4.1.1.20 NAME
'dlmlKerberosKeyDistributionCenter'
DESC 'KerberosKeyDistributionCenter ...'
SUP dlmlCredentialManagementService ABSTRACT
MAY ( dlmName $ dlmProtocol )
)

(1.3.6.1.4.1.412.100.4.1.1.21 NAME
'dlmlKerberosKeyDistributionCenterAuxClass'
DESC 'KerberosKeyDistributionCenter ...'
SUP dlmlKerberosKeyDistributionCenter AUXILIARY
MAY ( dlmName $ dlmProtocol )
)

(1.3.6.1.4.1.412.100.4.1.1.22 NAME
'dlmlKerberosKeyDistributionCenterInstance'
DESC 'KerberosKeyDistributionCenter ...'
SUP dlmlKerberosKeyDistributionCenter
MAY ( dlmName $ dlmProtocol )
)

(1.3.6.1.4.1.412.100.4.3.1.6 NAME
'dlmlKerberosKeyDistributionCenterInstanceNameForml'
OC dlmlKerberosKeyDistributionCenterInstance
MUST ( orderedCimKeys )
)

( <user-sr-6 NAME
'dlmlKerberosKeyDistributionCenterInstanceStructureRulel'
Form dlmlKerberosKeyDistributionCenterInstanceNameForml

)

The following content rule specifies the auxiliary classes that may be attached to
dlm1KerberosKeyDistributionCenterInstance.

(1.3.6.1.4.1.412.100.4.1.1.22 NAME
'dlmlKerberosKeyDistributionCenterInstanceContentRule'
DESC 'Aux classes that can attach to
dlmlKerberosKeyDistributionCenterInstance.'
AUX ( dlmlTrustHierarchyAuxClass $
dlmlManagedCredentialAuxClass $
dlmlRequireCredentialsFromAuxClass $
dlmlAuthenticateForUseAuxClass $
dlmlSecurityServiceUsesAccountAuxClass $
dlmlServiceUsesSecurityServiceHelperAuxClass $



dlmlSecurityServiceForSystemAuxClass $
dlmlServiceAccessBySAPAuxClass $
dlmlProvidesServiceToElementAuxClass $
dlmlServiceServiceDependencyHelperAuxClass $
dlmlServiceSAPDependencyAuxClass $
dlmlLogicalIldentityAuxClass $
dlmlSynchronizedHelperAuxClass $
dlmlElementConfigurationAuxClass $
dlmlElementSettingAuxClass $
dlmlDefaultSettingAuxClass $ dlmlDependencyAuxClass $
dlmlElementAsUserAuxClass $
dlmlAuthenticationTargetAuxClass $
dlmlAuthorizationSubjectAuxClass $
dlmlAuthorizationTargetAuxClass $
dlmlServiceComponentAuxClass $
dlmlCollectedMSEsAuxClass $ dlmlComponentAuxClass $
dlmlSystemComponentAuxClass $
dlmlMemberOfCollectionAuxClass $
dlmlMemberPrincipalHelperAuxClass )

)

3.8 Notarylnstance Classes

Entries of this subclass of CredentialManagementService model services that compare
the biometric characteristics of a person with the known characteristics associated with a
UserAccess entry. It then determines if the person is the UserAccess entry. As
examples, consider a bank teller who compares a picture ID with the person trying to
cash a check, or a biometric login service that uses voice recognition to identify a user.

(1.3.6.1.4.1.412.100.4.2.8 NAME 'dlmCharterExpired'

DESC 'CharterExpired documents when the Notary is no
longer authorized, by whoever gave it responsibility,
to perform its service.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.24 SINGLE-VALUE

EQUALITY generalizedTimeMatch

(1.3.6.1.4.1.412.100.4.2.9 NAME 'dlmCharterIssued'

DESC 'CharterIssued documents when the Notary is first
authorized, by whoever gave it responsibility, to
perform its service.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.24 SINGLE-VALUE

EQUALITY generalizedTimeMatch

(1.3.6.1.4.1.412.100.4.2.10 NAME 'dlmComparitors'

DESC 'The types of biometric information which this
Notary can compare. Values are 0="N/A", 1="Other",
2="Facial", 3="Retina", 4="Mark", 5="Finger",
6="Voice", 7="DNA-RNA", 8="EEG".'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.27 SINGLE-VALUE

EQUALITY integerMatch

(1.3.6.1.4.1.412.100.4.2.11 NAME 'dlmSealProtocol'
DESC 'The SealProtocol is how the decision of the



Notary is recorded for future use by parties who will
rely on its decision. For instance, a drivers licence
frequently includes tamper-resistent coatings and
markings to protect the recorded decision that a
driver, having various biometric characteristics of
height, weight, hair and eye color, using a particular
name, has features represented in a photograph of their
face.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 SINGLE-VALUE

EQUALITY caselgnoreMatch

1.3.6.1.4.1.412.100.4.1.1.23 NAME 'dlmlNotary'

DESC 'Notary is an AuthenticationService (credential
management service) which compares the biometric
characteristics of a person with the known
characteristics of an Users Access, and determines
whether the person is the UsersAccess. An example is
a bank teller who compares a picture ID with the
person trying to cash a check, or a biometric login
service that uses voice recognition to identify a
user.'

SUP dlmlCredentialManagementService ABSTRACT

MAY ( dlmCharterExpired $ dlmCharterIssued $
dlmComparitors $ dlmSealProtocol )

1.3.6.1.4.1.412.100.4.1.1.24 NAME 'dlmlNotaryAuxClass'

DESC 'Notary is an AuthenticationService (credential
management service) which compares the biometric
characteristics of a person with the known
characteristics of an Users Access, and determines
whether the person is the UsersAccess. An example is
a bank teller who compares a picture ID with the
person trying to cash a check, or a biometric login
service that uses voice recognition to identify a
user.'

SUP dlmlNotary AUXILIARY

MAY ( dlmCharterExpired $ dlmCharterIssued $
dlmComparitors $ dlmSealProtocol )

1.3.6.1.4.1.412.100.4.1.1.25 NAME 'dlmlNotaryInstance'

DESC 'Notary is an AuthenticationService (credential
management service) which compares the biometric
characteristics of a person with the known
characteristics of an Users Access, and determines
whether the person is the UsersAccess. An example is
a bank teller who compares a picture ID with the
person trying to cash a check, or a biometric login
service that uses voice recognition to identify a
user.'

SUP dlmlNotary

MAY ( dlmCharterExpired $ dlmCharterIssued $
dlmComparitors $ dlmSealProtocol )



(

)

(

)

1.3.6.1.4.1.412.100.4.3.1.7 NAME 'dlmlNotaryInstanceNameForml'
OC dlmlNotaryInstance

MUST

( orderedCimKeys )

<user-sr-7 NAME 'dlmlNotaryInstanceStructureRulel'
Form dlmlNotaryInstanceNameForml

The following content rule specifies the auxiliary classes that may be attached to
dlm1NotaryInstance.

(

)

1.3.6.1.4.1.412.100.4.1.1.25 NAME 'dlmlNotaryInstanceContentRule'

DESC

AUX

(

'Aux classes that can attach to
dlmlNotaryInstance.'
dlmlNotaryVerifiesBiometricAuxClass $
dlmlTrustHierarchyAuxClass $
dlmlManagedCredentialAuxClass $
dlmlRequireCredentialsFromAuxClass $
dlmlAuthenticateForUseAuxClass $
dlmlSecurityServiceUsesAccountAuxClass $
dlmlServiceUsesSecurityServiceHelperAuxClass $
dlmlSecurityServiceForSystemAuxClass $
dlmlServiceAccessBySAPAuxClass $
dlmlProvidesServiceToElementAuxClass $
dlmlServiceServiceDependencyHelperAuxClass $
dlmlServiceSAPDependencyRAuxClass $
dlmlLogicalIdentityAuxClass $
dlmlSynchronizedHelperAuxClass $
dlmlElementConfigurationAuxClass $
dlmlElementSettingAuxClass $
dlmlDefaultSettingAuxClass $ dlmlDependencyAuxClass $
dlmlElementAsUserAuxClass $
dlmlAuthenticationTargetAuxClass $
dlmlAuthorizationSubjectAuxClass $
dlmlAuthorizationTargetAuxClass $
dlmlServiceComponentAuxClass $
dlmlCollectedMSEsAuxClass $ dlmlComponentAuxClass $
dlmlSystemComponentAuxClass $
dlmlMemberOfCollectionAuxClass $
dlmlMemberPrincipalHelperAuxClass )

3.9 LocalCredentialManagementService Classes

This subclass of CredentialManagementService models those services that provides local
system management of credentials that the local system uses.

(

1.3.6.1.4.1.412.100.4.1.1.26 NAME
'dlmlLocalCredentialManagementService'

DESC

'LocalCredentialManagementService is a credential
management service that provides local system
management of credentials used by the local system.'

SUP dlmlCredentialManagementService ABSTRACT



(1.3.6.1.4.1.412.100.4.1.1.27 NAME
'dlmlLocalCredentialManagementServiceAuxClass'

DESC 'LocalCredentialManagementService is a credential
management service that provides local system
management of credentials used by the local system.

SUP dlmlLocalCredentialManagementService AUXILIARY

(1.3.6.1.4.1.412.100.4.1.1.28 NAME
'dlmlLocalCredentialManagementServicelInstance'

DESC 'LocalCredentialManagementService is a credential
management service that provides local system
management of credentials used by the local system.

SUP dlmlLocalCredentialManagementService

(1.3.6.1.4.1.412.100.4.3.1.8 NAME
'dlmlLocalCredentialManagementServiceInstanceNameForml'
OC dlmlLocalCredentialManagementServiceInstance
MUST ( orderedCimKeys )

( <user-sr-8 NAME
'dlmlLocalCredentialManagementServiceInstanceStructureRulel'
Form dlmlLocalCredentialManagementServiceInstanceNameForml

)

The following content rule specifies the auxiliary classes that may be attached to
dlm1LocalCredenialManagementServicelnstance.

(1.3.6.1.4.1.412.100.4.1.1.28 NAME
'dlmlLocalCredentialManagementServiceInstanceContentRule'’
DESC 'Aux classes that can attach to
dlmlLocalCredentialManagementServiceInstance.'
AUX ( dlmlTrustHierarchyAuxClass $
dlmlManagedCredentialAuxClass $
dlmlRequireCredentialsFromAuxClass $
dlmlAuthenticateForUseAuxClass $
dlmlSecurityServiceUsesAccountAuxClass $
dlmlServiceUsesSecurityServiceHelperAuxClass $
dlmlSecurityServiceForSystemAuxClass $
dlmlServiceAccessBySAPAuxClass $
dlmlProvidesServiceToElementAuxClass $
dlmlServiceServiceDependencyHelperAuxClass $
dlmlServiceSAPDependencyAuxClass $
dlmlLogicalIldentityAuxClass $
dlmlSynchronizedHelperAuxClass $
dlmlElementConfigurationAuxClass $
dlmlElementSettingAuxClass $
dlmlDefaultSettingAuxClass $ dlmlDependencyAuxClass $
dlmlElementAsUserAuxClass $
dlmlAuthenticationTargetAuxClass $
dlmlAuthorizationSubjectAuxClass $
dlmlAuthorizationTargetAuxClass $
dlmlServiceComponentAuxClass $
dlmlCollectedMSEsAuxClass $ dlmlComponentAuxClass $



dlmlSystemComponentAuxClass $

dlmlMemberOfCollectionAuxClass $

dlmlMemberPrincipalHelperAuxClass )
)

3.10 SharedSecretService Classes

Entries of these classes model a service that determines if messages received from the

Principal with whom a secret is shared. Examples are a login service that proves identity

based on knowledge of the shared secret, or a transport integrity service (like Kerberos)
that includes a MAC (message authentication code) that proves each message in the
stream came from someone who has knowledge of the shared secret session key.

(1.3.6.1.4.1.412.100.4.2.12 NAME 'dlmAlgorithm'
DESC 'The Algorithm used to convey the shared secret,
such as HMAC-MD5, or PLAINTEXT.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15{256} SINGLE-VALUE
EQUALITY caseIgnoreMatch

(1.3.6.1.4.1.412.100.4.1.1.29 NAME 'dlmlSharedSecretService'
DESC 'SharedSecretService is a service which ascertains
whether messages received are from the Principal with
whom a secret is shared. Examples include a login
service that proves identity on the basis of knowledge
of the shared secret, or a transport integrity service
(like Kerberos provides) that includes a message
authenticity code that proves each message in the
messsage stream came from someone who knows the shared
secret session key.'
SUP dlmlLocalCredentialManagementService ABSTRACT
MAY ( dlmAlgorithm $ dlmProtocol )

(1.3.6.1.4.1.412.100.4.1.1.30 NAME 'dlmlSharedSecretServiceAuxClass'

DESC 'SharedSecretService is a service which ascertains
whether messages received are from the Principal with
whom a secret is shared. Examples include a login
service that proves identity on the basis of knowledge
of the shared secret, or a transport integrity service
(like Kerberos provides) that includes a message
authenticity code that proves each message in the
messsage stream came from someone who knows the shared
secret session key.'
SUP dlmlSharedSecretService AUXILIARY
)

(1.3.6.1.4.1.412.100.4.1.1.31 NAME 'dlmlSharedSecretServiceInstance'

DESC 'SharedSecretService is a service which ascertains
whether messages received are from the Principal with
whom a secret is shared. Examples include a login
service that proves identity on the basis of knowledge
of the shared secret, or a transport integrity service
(like Kerberos provides) that includes a message
authenticity code that proves each message in the
messsage stream came from someone who knows the shared



secret session key.'
SUP dlmlSharedSecretService

)

(1.3.6.1.4.1.412.100.4.3.1.9 NAME
'dlmlSharedSecretServicelInstanceNameForml'
OC dlmlSharedSecretServiceInstance
MUST ( orderedCimKeys )
)

( <user-sr-9 NAME 'dlmlSharedSecretServicelInstanceStructureRulel'
Form dlmlSharedSecretServiceInstanceNameForml

)

The following content rule specifies the auxiliary classes that may be attached to
dlm1SharedSecretServicelnstance.

(1.3.6.1.4.1.412.100.4.1.1.31 NAME
'dlmlSharedSecretServicelInstanceContentRule’

DESC 'Aux classes that can attach to
dlmlSharedSecretServicelnstance.'

AUX ( dlmlTrustHierarchyAuxClass $
dlmlManagedCredentialAuxClass $
dlmlRequireCredentialsFromAuxClass $
dlmlAuthenticateForUseAuxClass $
dlmlSecurityServiceUsesAccountAuxClass $
dlmlServiceUsesSecurityServiceHelperAuxClass $
dlmlSecurityServiceForSystemAuxClass $
dlmlServiceAccessBySAPAuxClass $
dlmlProvidesServiceToElementAuxClass $
dlmlServiceServiceDependencyHelperAuxClass $
dlmlServiceSAPDependencyRAuxClass $
dlmlLogicalIdentityAuxClass $
dlmlSynchronizedHelperAuxClass $
dlmlElementConfigurationAuxClass $
dlmlElementSettingAuxClass $
dlmlDefaultSettingAuxClass $ dlmlDependencyAuxClass $
dlmlElementAsUserAuxClass $
dlmlAuthenticationTargetAuxClass $
dlmlAuthorizationSubjectAuxClass $
dlmlAuthorizationTargetAuxClass $
dlmlServiceComponentAuxClass $
dlmlCollectedMSEsAuxClass $ dlmlComponentAuxClass $
dlmlSystemComponentAuxClass $
dlmlMemberOfCollectionAuxClass $
dlmlMemberPrincipalHelperAuxClass )

)

3.11 PublicKeyManagementService Classes
This subclass of LocalCredentialManagementService models a service that provides local

system management of public keys used by the local system.

(1.3.6.1.4.1.412.100.4.1.1.32 NAME 'dlmlPublicKeyManagementService'
DESC 'PublicKeyManagementService is a credential
management service that provides local system



management of public keys used by the local system.'
SUP dlmlLocalCredentialManagementService ABSTRACT

)

(1.3.6.1.4.1.412.100.4.1.1.33 NAME
'dlmlPublicKeyManagementServiceAuxClass'

DESC 'PublicKeyManagementService is a credential
management service that provides local system
management of public keys used by the local system.'

SUP dlmlPublicKeyManagementService AUXILIARY

)

(1.3.6.1.4.1.412.100.4.1.1.34 NAME
'dlmlPublicKeyManagementServiceInstance'

DESC 'PublicKeyManagementService is a credential
management service that provides local system
management of public keys used by the local system.'

SUP dlmlPublicKeyManagementService

)

(1.3.6.1.4.1.412.100.4.3.1.10 NAME
'dlmlPublicKeyManagementServiceInstanceNameForml'
OC dlmlPublicKeyManagementServiceInstance
MUST ( orderedCimKeys )
)

( <user-sr-10 NAME
'dlmlPublicKeyManagementServiceInstanceStructureRulel'
Form dlmlPublicKeyManagementServiceInstanceNameForml

)

The following content rule specifies the auxiliary classes that may be attached to
dlm1PublicKeyManagementServicelnstance.

(1.3.6.1.4.1.412.100.4.1.1.34 NAME
'dlmlPublicKeyManagementServiceInstanceContentRule'

DESC 'Aux classes that can attach to
dlmlPublicKeyManagementServicelInstance.'

AUX ( dlmlTrustHierarchyAuxClass $
dlmlManagedCredentialAuxClass $
dlmlRequireCredentialsFromAuxClass $
dlmlAuthenticateForUseAuxClass $
dlmlSecurityServiceUsesAccountAuxClass $
dlmlServiceUsesSecurityServiceHelperAuxClass $
dlmlSecurityServiceForSystemAuxClass $
dlmlServiceAccessBySAPAuxClass $
dlmlProvidesServiceToElementAuxClass $
dlmlServiceServiceDependencyHelperAuxClass $
dlmlServiceSAPDependencyAuxClass $
dlmlLogicalIdentityAuxClass $
dlmlSynchronizedHelperAuxClass $
dlmlElementConfigurationAuxClass $
dlmlElementSettingAuxClass $
dlmlDefaultSettingAuxClass $ dlmlDependencyAuxClass $
dlmlElementAsUserAuxClass $
dlmlAuthenticationTargetAuxClass $



dlmlAuthorizationSubjectAuxClass $
dlmlAuthorizationTargetAuxClass $
dlmlServiceComponentAuxClass $
dlmlCollectedMSEsAuxClass $ dlmlComponentAuxClass $
dlmlSystemComponentAuxClass $
dlmlMemberOfCollectionAuxClass $
dlmlMemberPrincipalHelperAuxClass )

)

3.12 AuthorizationService Classes

This subclass of SecurityService models a service that determine whether a user, that by
association with an Account entry used by entries of this subclass, is permitted access to a
set of resources.

(1.3.6.1.4.1.412.100.4.1.1.35 NAME 'dlmlAuthorizationService'
DESC 'AuthorizationService determines whether a user,
by association with an Account used by the
AuthorizationService, is permitted access a resource
or set of resources.'
SUP dlmlSecurityService ABSTRACT
)

(1.3.6.1.4.1.412.100.4.1.1.36 NAME
'dlmlAuthorizationServiceAuxClass'
DESC 'AuthorizationService determines whether a user,
by association with an Account used by the
AuthorizationService, is permitted access a resource
or set of resources.'
SUP dlmlAuthorizationService AUXILIARY
)

(1.3.6.1.4.1.412.100.4.1.1.37 NAME
'dlmlAuthorizationServiceInstance'
DESC 'AuthorizationService determines whether a user,
by association with an Account used by the
AuthorizationService, is permitted access a resource
or set of resources.'
SUP dlmlAuthorizationService

)

(1.3.6.1.4.1.412.100.4.3.1.11 NAME
'dlmlAuthorizationServiceInstanceNameForml'
OC dlmlAuthorizationServiceInstance
MUST ( orderedCimKeys )
)

( <user-sr-11 NAME 'dlmlAuthorizationServicelInstanceStructureRulel'
Form dlmlAuthorizationServicelInstanceNameForml

)

The following content rule specifies the auxiliary classes that may be attached to
dlm1AuthorizationServicelnstance.

(1.3.6.1.4.1.412.100.4.1.1.37 NAME
'dlmlAuthorizationServiceInstanceContentRule'



DESC 'Aux classes that can attach to
dlmlAuthorizationServicelInstance.'

AUX ( dlmlAuthorizedUseAuxClass $
dlmlSecurityServiceUsesAccountAuxClass $
dlmlServiceUsesSecurityServiceHelperAuxClass $
dlmlSecurityServiceForSystemAuxClass $
dlmlServiceAccessBySAPAuxClass $
dlmlProvidesServiceToElementAuxClass $
dlmlServiceServiceDependencyHelperAuxClass $
dlmlServiceSAPDependencyAuxClass $
dlmlLogicalIldentityAuxClass $
dlmlSynchronizedHelperAuxClass $
dlmlElementConfigurationAuxClass $
dlmlElementSettingAuxClass $
dlmlDefaultSettingAuxClass $ dlmlDependencyAuxClass $
dlmlElementAsUserAuxClass $
dlmlAuthenticationTargetAuxClass $
dlmlAuthorizationSubjectAuxClass $
dlmlAuthorizationTargetAuxClass $
dlmlServiceComponentAuxClass $
dlmlCollectedMSEsAuxClass $ dlmlComponentAuxClass $
dlmlSystemComponentAuxClass $
dlmlMemberOfCollectionAuxClass $
dlmlMemberPrincipalHelperAuxClass )

)

3.13 CredentialManagementSAP

This subclass of ServiceAccessPoint models the ability to utilize or invoke a entry of
class CredentialManagementService.

(1.3.6.1.4.1.412.100.4.1.1.38 NAME 'dlmlCredentialManagementSAP'
DESC 'CredentialManagementSAP represents the ability to
utilize or invoke a CredentialManagementService.'
SUP dlmlServiceAccessPoint ABSTRACT
MAY ( labeledURI )
)

(1.3.6.1.4.1.412.100.4.1.1.39 NAME
'dlmlCredentialManagementSAPAuxClass'
DESC 'CredentialManagementSAP represents the ability to
utilize or invoke a CredentialManagementService.'
SUP dlmlCredentialManagementSAP AUXILIARY
)

(1.3.6.1.4.1.412.100.4.1.1.40 NAME
'dlmlCredentialManagementSAPInstance’
DESC 'CredentialManagementSAP represents the ability to
utilize or invoke a CredentialManagementService.'
SUP dlmlCredentialManagementSAP
)

(1.3.6.1.4.1.412.100.4.3.1.12 NAME
'dlmlCredentialManagementSAPInstanceNameForml'
OC dlmlCredentialManagementSAPInstance
MUST ( orderedCimKeys )



( <user-sr-12 NAME
'dlmlCredentialManagementSAPInstanceStructureRulel'’
Form dlmlCredentialManagementSAPInstanceNameForml

)

The following content rule specifies the auxiliary classes that may be attached to
dlm1CredentialManagementSAPInstance.

(1.3.6.1.4.1.412.100.4.1.1.40 NAME
'dlmlCredentialManagementSAPInstanceContentRule’

DESC 'Aux classes that can attach to
dlmlCredentialManagementSAPInstance. '

AUX ( dlmlServiceAccessBySAPAuxClass $
dlmlServiceSAPDependencyAuxClass $
dlmlSAPSAPDependencyAuxClass $
dlmlLogicalIldentityAuxClass $
dlmlSynchronizedHelperAuxClass $
dlmlElementConfigurationAuxClass $
dlmlElementSettingAuxClass $
dlmlDefaultSettingAuxClass $ dlmlDependencyAuxClass $
dlmlProvidesServiceToElementAuxClass $
dlmlElementAsUserAuxClass $
dlmlAuthenticationTargetAuxClass $
dlmlAuthorizationSubjectAuxClass $
dlmlAuthorizationTargetAuxClass $
dlmlCollectedMSEsAuxClass $ dlmlComponentAuxClass $
dlmlSystemComponentAuxClass $
dlmlMemberOfCollectionAuxClass $
dlmlMemberPrincipalHelperAuxClass )

)
3.14 AuthenticationRequirement Classes

This subclass of LogicalElement models the authentication requirements (captured in the
associations from these entries) for access to system resources. As an example, the
entries for the authentication service for a particular set of target resources may require
that credentials be issued by specific entries of CredentialManagementService.

(1.3.6.1.4.1.412.100.4.2.14 NAME 'dlmSecurityClassification'
DESC 'The SecurityClassification property specifies a
named level of security associated with the
AuthenticationRequirement, e.g., "Confidential", "Top
Secret", etc.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 SINGLE-VALUE
EQUALITY caseIgnoreMatch

(1.3.6.1.4.1.412.100.4.1.1.41 NAME 'dlmlAuthenticationRequirement'

DESC 'AuthenticationRequirement provides, through its
associations, the authentication requirements for
access to system resources. For a particular set of
target resources, the AuthenticationService may
require that credentials be issued by a specific
CredentialManagementService. The
AuthenticationRequirement class is weak to the system



(e.g., Computer System or Administrative Domain) for
which the requirements apply.'

SUP dlmlLogicalElement ABSTRACT

MAY ( dlmCreationClassName $ dlmName $
dlmSecurityClassification )

(1.3.6.1.4.1.412.100.4.1.1.42 NAME
'dlmlAuthenticationRequirementAuxClass'

DESC 'AuthenticationRequirement provides, through its
associations, the authentication requirements for
access to system resources. For a particular set of
target resources, the AuthenticationService may
require that credentials be issued by a specific
CredentialManagementService. The
AuthenticationRequirement class is weak to the system
(e.g., Computer System or Administrative Domain) for
which the requirements apply.'

SUP dlmlAuthenticationRequirement AUXILIARY

(1.3.6.1.4.1.412.100.4.1.1.43 NAME
'dlmlAuthenticationRequirementInstance’

DESC 'AuthenticationRequirement provides, through its
associations, the authentication requirements for
access to system resources. For a particular set of
target resources, the AuthenticationService may
require that credentials be issued by a specific
CredentialManagementService. The
AuthenticationRequirement class is weak to the system
(e.g., Computer System or Administrative Domain) for
which the requirements apply.'

SUP dlmlAuthenticationRequirement

(1.3.6.1.4.1.412.100.4.3.1.13 NAME
'dlmlAuthenticationRequirementInstanceNameForml'
OC dlmlAuthenticationRequirementInstance
MUST ( orderedCimKeys )

( <user-sr-13 NAME
'dlmlAuthenticationRequirementInstanceStructureRulel'’
Form dlmlAuthenticationRequirementInstanceNameForml

)
The following content rule specifies the auxiliary classes that may be attached to

dIm1 AuthenticationRequirementInstance.

(1.3.6.1.4.1.412.100.4.1.1.43 NAME
'dlmlAuthenticationRequirementInstanceContentRule’

DESC 'Aux classes that can attach to
dlmlAuthenticationRequirementInstance.'

AUX ( dlmlAuthenticateForUseAuxClass $
dlmlRequireCredentialsFromAuxClass $
dlmlAuthenticationTargetAuxClass $
dlmlLogicalIldentityAuxClass $



dlmlSynchronizedHelperAuxClass $
dlmlElementConfigurationAuxClass $
dlmlElementSettingAuxClass $
dlmlDefaultSettingAuxClass $ dlmlDependencyAuxClass $
dlmlProvidesServiceToElementAuxClass $
dlmlElementAsUserAuxClass $
dlmlAuthorizationSubjectAuxClass $
dlmlAuthorizationTargetAuxClass $
dlmlCollectedMSEsAuxClass $ dlmlComponentAuxClass $
dlmlSystemComponentAuxClass $
dlmlMemberOfCollectionAuxClass $
dlmlMemberPrincipalHelperAuxClass )

)

3.15 AccessControllnformation Classes

These subclasses of LogicalElement provide the specification of the access rights granted
to a set of subject users to a set of target resources through its attributes and associations.

(1.3.6.1.4.1.412.100.4.2.15 NAME 'dlmAccessQualifier'

DESC 'The AccessQualifier property is an array of
string values may be used to further qualify the type
of access for which the corresponding permission
applies. For example, it may be used to specify a set
of parameters that are permitted or denied in
conjunction with the corresponding AccessType entry
point name.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.15

EQUALITY caselgnoreMatch

(1.3.6.1.4.1.412.100.4.2.16 NAME 'dlmAccessType'
DESC 'The AccessType property is an array of string
values that specifies the type of access for which the
corresponding permission applies. For example, it can
be used to specify a generic access such as
"Read-only", "Read/Write", etc. for file or record
access control or it can be used to specifiy an entry
point name for service access control.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
EQUALITY caseIgnoreMatch

(1.3.6.1.4.1.412.100.4.2.17 NAME 'dlmPermission'
DESC 'The Permission property is an array of string
values indicating the permission that applies to the
corrsponding AccessType and AccessQualifier array

values. The values may be extended in subclasses to
provide more specific access controls. Value Mappings
are "Unknown", "Allow", "Deny", "Manage".'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
EQUALITY caseIgnoreMatch

(1.3.6.1.4.1.412.100.4.1.1.44 NAME 'dlmlAccessControlInformation'
DESC 'AccessControlInformation provides, through its
properties and its associations, the specification of



the access rights granted to a set of subject users to
a set of target resources. The AccessControlInformation
class is weak to the system (e.g., Computer System or
Administrative Domain) for which the access controls
apply."'
SUP dlmlLogicalElement ABSTRACT
MAY ( dlmAccessQualifier $ dlmAccessType $
dlmCreationClassName $ dlmName $ dlmPermission $
dlmSecurityClassification )

(1.3.6.1.4.1.412.100.4.1.1.45 NAME
'dlmlAccessControlInformationAuxClass'

DESC 'AccessControlInformation provides, through its
properties and its associations, the specification of
the access rights granted to a set of subject users to

a set of target resources. The AccessControlInformation
class is weak to the system (e.g., Computer System or
Administrative Domain) for which the access controls
apply."

SUP dlmlAccessControlInformation AUXILIARY

(1.3.6.1.4.1.412.100.4.1.1.46 NAME
'dlmlAccessControlInformationInstance'’

DESC 'AccessControlInformation provides, through its
properties and its associations, the specification of
the access rights granted to a set of subject users to

a set of target resources. The AccessControlInformation
class is weak to the system (e.g., Computer System or
Administrative Domain) for which the access controls
apply.'

SUP dlmlAccessControlInformation

(1.3.6.1.4.1.412.100.4.3.1.14 NAME
'dlmlAccessControlInformationInstanceNameForml'
OC dlmlAccessControlInformationInstance
MUST ( orderedCimKeys )

( <user-sr-14 NAME
'dlmlAccessControlInformationInstanceStructureRulel'
Form dlmlAccessControlInformationInstanceNameForml

)
The following content rule specifies the auxiliary classes that may be attached to

dlm1AccessControllnformationInstance.

(1.3.6.1.4.1.412.100.4.1.1.46 NAME
'dlmlAccessControlInformationInstanceContentRule'
DESC 'Aux classes that can attach to
dlmlAccessControlInformationInstance.'
AUX ( dlmlAuthorizedUseAuxClass $
dlmlAuthorizationSubjectAuxClass $
dlmlAuthorizationTargetAuxClass $
dlmlLogicalIldentityAuxClass $



dlmlSynchronizedHelperAuxClass $
dlmlElementConfigurationAuxClass $
dlmlElementSettingAuxClass $
dlmlDefaultSettingAuxClass $ dlmlDependencyAuxClass $
dlmlProvidesServiceToElementAuxClass $
dlmlElementAsUserAuxClass $
dlmlAuthenticationTargetAuxClass $
dlmlCollectedMSEsAuxClass $ dlmlComponentAuxClass $
dlmlSystemComponentAuxClass $
dlmlMemberOfCollectionAuxClass $
dlmlMemberPrincipalHelperAuxClass )

)

3.16 OrganizationalEntity

This abstract subclass of ManagedElement provides a superclass for all classes that fit
into an organizational structure.

(1.3.6.1.4.1.412.100.4.1.1.47 NAME 'dlmlOrganizationalEntity'
DESC 'OrganizationalEntity is an abstract class from
which classes that fit into an organizational
structure are derived.'
SUP dlmlManagedElement ABSTRACT
)

3.17 UserEntity

This abstract subclass of OrganizationalEntity models users.

(1.3.6.1.4.1.412.100.4.1.1.48 NAME 'dlmlUserEntity'
DESC 'UserEntity is an abstract class that represents
users.'
SUP dlmlOrganizationalEntity ABSTRACT
)

3.18 UsersAccess Classes

Entries of these subclasses of UserEntity model system users that are permitted access to
system resources. The ElementAsUser classes are used to specify the ManagedElement
entries (which may be people, services, service access points or collections thereof). This
class differs from Account in that Account represents the user's relationship to a system
from the perspective of the system's security services, this class represents the
relationships independent of a particular system or service.

(1.3.6.1.4.1.412.100.4.2.18 NAME 'dlmBiometric'
DESC 'Biometric information used to identify a person.

The property value is left null or set to "N/A" for
non-human user or a user not using biometric
information for authentication. Values are 0="N/A",
1="0Other", 2="Facial", 3="Retina", 4="Mark",
5="Finger", 6="Voice", 7="DNA-RNA", 8="EEG".'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.27
EQUALITY integerMatch
)

(1.3.6.1.4.1.412.100.4.2.19 NAME 'dlmElementID'



DESC 'The ElementID property uniquely specifies the
ManagedElement object instance that is the user
represented by the UsersAccess object instance. The
ElementID is formatted similarly to a model path
except that the property-value pairs are ordered in
alphabetical order (US ASCII lexical order).'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 SINGLE-VALUE

EQUALITY caseIgnoreMatch

(1.3.6.1.4.1.412.100.4.1.1.49 NAME 'dlmlUsersAccess'
DESC 'The UsersAccess object class is used to specify a
system user that permitted access to system resources.
The ManagedElement that has access to system resources
(represented in the model in the ElementAsUser
association) may be a person, a service, a service
access point or any collection thereof. Whereas the
Account class represents the user"s relationship to a
system from the perspective of the security services
of the system, the UserAccess class represents the
relationships to the systems independent of a
particular system or service.'
SUP dlmlUserEntity ABSTRACT
MAY ( dlmBiometric $ dlmCreationClassName $
dlmElementID $ dlmName )

(1.3.6.1.4.1.412.100.4.1.1.50 NAME 'dlmlUsersAccessAuxClass'
DESC 'The UsersAccess object class 1s used to specify a
system user that permitted access to system resources.
The ManagedElement that has access to system resources
(represented in the model in the ElementAsUser
association) may be a person, a service, a service
access point or any collection thereof. Whereas the
Account class represents the user"s relationship to a
system from the perspective of the security services
of the system, the UserAccess class represents the
relationships to the systems independent of a
particular system or service.'
SUP dlmlUsersAccess AUXILIARY

(1.3.6.1.4.1.412.100.4.1.1.51 NAME 'dlmlUsersAccessInstance'
DESC 'The UsersAccess object class is used to specify a
system user that permitted access to system resources.
The ManagedElement that has access to system resources
(represented in the model in the ElementAsUser
association) may be a person, a service, a service
access point or any collection thereof. Whereas the
Account class represents the user"s relationship to a
system from the perspective of the security services
of the system, the UserAccess class represents the
relationships to the systems independent of a
particular system or service.'
SUP dlmlUsersAccess



(1.3.6.1.4.1.412.100.4.3.1.15 NAME
'dlmlUsersAccessInstanceNameForml'
OC dlmlUsersAccessInstance
MUST ( orderedCimKeys )
)

( <user-sr-15 NAME 'dlmlUsersAccessInstanceStructureRulel'
Form dlmlUsersAccessInstanceNameForml

)

The following content rule specifies the auxiliary classes that may be attached to
dlm1UsersAccessInstance.

(1.3.6.1.4.1.412.100.4.1.1.51 NAME
'dlmlUsersAccessInstanceContentRule’
DESC 'Aux classes that can attach to
dlmlUsersAccessInstance.'’
AUX ( dlmlElementAsUserAuxClass $
dlmlUsersAccountAuxClass $ dlmlUsersCredentialAuxClass
$ dlmlPublicPrivateKeyPairHelperAuxClass $
dlmlNotaryVerifiesBiometricAuxClass $
dlmlSystemAdministratorAuxClass $
dlmlDependencyAuxClass $
dlmlProvidesServiceToElementAuxClass $
dlmlAuthenticationTargetAuxClass $
dlmlAuthorizationSubjectAuxClass $
dlmlAuthorizationTargetAuxClass $
dlmlOrgStructureAuxClass $
dlmlCollectionInOrganizationAuxClass $
dlmlMemberOfCollectionAuxClass $
dlmlMemberPrincipalHelperAuxClass )
)

3.19 Credential

This abstract subclass of ManagedElement defines those materials, information or other
data that are used to prove the identity of a UserAccess entry to a particular
SecurityService. In general, this is shared information or material that is used to identify
and authenticate in the process of accessing an Account. This material may be used both
for initial identification or on an ongoing basis (for example, to prove that each message
or communication came from the UserAccess entry associated with the credential).

(1.3.6.1.4.1.412.100.4.1.1.52 NAME 'dlmlCredential'
DESC 'Subclasses of Credential define materials,

information, or other data which are used to prove the
identity of a UsersAccess to a particular
SecurityService. Generally, there may be some shared
information, or credential material which is used to
identify and authenticate ones self in the process of
gaining access to, or permission to use, an Account.
Such credential material may be used to authenticate a

users access identity initially, as done by a
AuthenticationService (see later), and additionally on

an ongoing basis during the course of a connection or
other security association, as proof that each



received message or communication came from the owning
user access of that credential material.'
SUP dlmlManagedElement ABSTRACT
)

3.20 PublicKeyCertificate Classes

These subclasses of Credential model public key certificates that a cryptographically
signed by a trusted CertificateAuthority and issued to an authenticated entity (called the
Subject in the certificate) which is represented by a UsersAccess entity. The public key
in the certificate is cryptographically related to a private key held by the Subject. An
example is the ITU/CCITT X.509 standard for public key certificates.

(1.3.6.1.4.1.412.100.4.2.20 NAME 'dlmAltSubject'
DESC 'Alternate subject identifier for the Certificate.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15{256} SINGLE-VALUE
EQUALITY caselgnoreMatch

(1.3.6.1.4.1.412.100.4.2.21 NAME 'dlmPublicKey'
DESC 'The DER-encoded raw public key.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.40
EQUALITY octetStringMatch

(1.3.6.1.4.1.412.100.4.2.22 NAME 'dlmSubject'
DESC 'Certificate subject identifier.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15{256} SINGLE-VALUE
EQUALITY caseIgnoreMatch

(1.3.6.1.4.1.412.100.4.1.1.53 NAME 'dlmlPublicKeyCertificate'
DESC 'A Public Key Certificate is a credential that is
cryptographically signed by a trusted Certificate
Authority (CA) and issued to an authenticated entity
(e.g., human user, service,etc.) called the Subject in
the certificate and represented by the UsersAccess
class. The public key in the certificate is
cryptographically related to a private key that is to
be held and kept private by the authenticated Subject.
The certificate and its related private key can then
be used for establishing trust relationships and
securing communications with the Subject. Refer to
the ITU/CCITT X.509 standard as an example of such
certificates.’
SUP dlmlCredential ABSTRACT
MAY ( dlmAltSubject $ dlmPublicKey $ dlmSubject )

)

(1.3.6.1.4.1.412.100.4.1.1.54 NAME
'dlmlPublicKeyCertificateAuxClass'
DESC 'A Public Key Certificate is a credential that is
cryptographically signed by a trusted Certificate
Authority (CA) and issued to an authenticated entity
(e.g., human user, service,etc.) called the Subject in
the certificate and represented by the UsersAccess



class. The public key in the certificate is
cryptographically related to a private key that is to
be held and kept private by the authenticated Subject.
The certificate and its related private key can then
be used for establishing trust relationships and
securing communications with the Subject. Refer to
the ITU/CCITT X.509 standard as an example of such
certificates.'
SUP dlmlPublicKeyCertificate AUXILIARY
)

(1.3.6.1.4.1.412.100.4.1.1.55 NAME
'dlmlPublicKeyCertificatelInstance'

DESC 'A Public Key Certificate is a credential that is
cryptographically signed by a trusted Certificate
Authority (CA) and issued to an authenticated entity
(e.g., human user, service,etc.) called the Subject in

the certificate and represented by the UsersAccess
class. The public key in the certificate is
cryptographically related to a private key that is to
be held and kept private by the authenticated Subject.
The certificate and its related private key can then
be used for establishing trust relationships and
securing communications with the Subject. Refer to
the ITU/CCITT X.509 standard as an example of such
certificates.'

SUP dlmlPublicKeyCertificate

)

(1.3.6.1.4.1.412.100.4.3.1.16 NAME
'dlmlPublicKeyCertificateInstanceNameForml'
OC dlmlPublicKeyCertificateInstance
MUST ( orderedCimKeys )
)

( <user-sr-16 NAME 'dlmlPublicKeyCertificateInstanceStructureRulel'
Form dlmlPublicKeyCertificateInstanceNameForml

)

The following content rule specifies the auxiliary classes that may be attached to
dlm1UsersAccessInstance.

(1.3.6.1.4.1.412.100.4.1.1.55 NAME
'dlmlPublicKeyCertificateInstanceContentRule'

DESC 'Aux classes that can attach to
dlmlPublicKeyCertificateInstance.'

AUX ( dlmlPublicPrivateKeyPairHelperAuxClass $
dlmlCAHasPublicCertificateAuxClass $
dlmlUsersCredentialAuxClass $
dlmlManagedCredentialAuxClass $
dlmlDependencyAuxClass $
dlmlProvidesServiceToElementAuxClass $
dlmlElementAsUserAuxClass $
dlmlAuthenticationTargetAuxClass $
dlmlAuthorizationSubjectAuxClass $
dlmlAuthorizationTargetAuxClass $



dlmlMemberOfCollectionAuxClass $
dlmlMemberPrincipalHelperAuxClass )
)

3.21 UnsignedPublicKey Classes

These classes model an unsigned public key certificate that is accepted because of a
direct trust relationship rather than via a Certificate Authority.

(1.3.6.1.4.1.412.100.4.2.23 NAME 'dlmPeerIdentity'
DESC 'The Identity of the Peer with whom a direct trust
relationship exists. The public key may be used for
security functions with the Peer.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15{256} SINGLE-VALUE
EQUALITY caselgnoreMatch

(1.3.6.1.4.1.412.100.4.2.24 NAME 'dlmPeerIdentityType'

DESC 'PeerIdentityType is used to describe the type of
the PeerIdentity. The currently defined values are
used for IKE identities. Values are 0="Other",
1="IPV4 ADDR", 2="FQDN", 3="USER FQDN",
4="1IPvV4 ADDR SUBNET", 5="IPV6 ADDR",
6="IPV6 ADDR SUBNET", 7="IPV4 ADDR RANGE",
8="IPV6 ADDR RANGE", 9="DER ASN1l DN",
10="DER ASNl GN", 11="KEY ID".'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.27 SINGLE-VALUE

EQUALITY integerMatch

(1.3.6.1.4.1.412.100.4.1.1.56 NAME 'dlmlUnsignedPublicKey'

DESC 'A UnsignedPublicKey represents an unsigned public
key credential. The local UsersAccess (or subclass
thereof) accepts the public key as authentic because
of a direct trust relationship rather than via a
third-party Certificate Authority.'

SUP dlmlCredential ABSTRACT

MAY ( dlmPeerIdentity $ dlmPeerIdentityType $
dlmPublicKey )

(1.3.6.1.4.1.412.100.4.1.1.57 NAME 'dlmlUnsignedPublicKeyAuxClass'
DESC 'A UnsignedPublicKey represents an unsigned public
key credential. The local UsersAccess (or subclass
thereof) accepts the public key as authentic because
of a direct trust relationship rather than via a
third-party Certificate Authority.'
SUP dlmlUnsignedPublicKey AUXILIARY

(1.3.6.1.4.1.412.100.4.1.1.58 NAME 'dlmlUnsignedPublicKeyInstance'
DESC 'A UnsignedPublicKey represents an unsigned public
key credential. The local UsersAccess (or subclass
thereof) accepts the public key as authentic because
of a direct trust relationship rather than via a
third-party Certificate Authority.'
SUP dlmlUnsignedPublicKey



)

(1.3.6.1.4.1.412.100.4.3.1.17 NAME
'dlmlUnsignedPublicKeyInstanceNameForml'
OC dlmlUnsignedPublicKeyInstance
MUST ( orderedCimKeys )
)

( <user-sr-17 NAME 'dlmlUnsignedPublicKeyInstanceStructureRulel'
Form dlmlUnsignedPublicKeyInstanceNameForml

)

The following content rule specifies the auxiliary classes that may be attached to
dlm1UnsignedPublicKeylInstance.

(1.3.6.1.4.1.412.100.4.1.1.58 NAME
'dlmlUnsignedPublicKeyInstanceContentRule'
DESC 'Aux classes that can attach to
dlmlUnsignedPublicKeyInstance.'
AUX ( dlmlUsersCredentialAuxClass $
dlmlManagedCredentialAuxClass $ dlmlDependencyAuxClass
$ dlmlProvidesServiceToElementAuxClass $
dlmlElementAsUserAuxClass $
dlmlAuthenticationTargetAuxClass $
dlmlAuthorizationSubjectAuxClass $
dlmlAuthorizationTargetAuxClass $
dlmlMemberOfCollectionAuxClass $
dlmlMemberPrincipalHelperAuxClass )

)
3.22 KerberosTicket Classes

These classes model the credentials issued by a particular Kerberos Key Distribution
Center. The credentials are issued to a particular UserAccess entry as a result of
successful authentication. This class is a superclass for the two types of ticket that a
KDC may issue: a TicketGranting ticket, which is used to protect and authenticate
communications between the UserAccess entry and the KDC, and a Session ticket which
the KDC issues to two UsersAccess entries to allow them to communicate with each
other.

(1.3.6.1.4.1.412.100.4.2.25 NAME 'dlmAccessesService'
DESC 'The name of the service for which this ticket is
used.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15{256} SINGLE-VALUE
EQUALITY caseIgnoreMatch

(1.3.6.1.4.1.412.100.4.2.26 NAME 'dlmRemoteID'
DESC 'RemoteID is the name by which the user is known
at the KDC security service.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15{256} SINGLE-VALUE
EQUALITY caseIgnoreMatch
)

(1.3.6.1.4.1.412.100.4.2.27 NAME 'dlmTicketType'



DESC 'The Type of KerberosTicket is used to indicate
whether the ticket in question was issued by the
Kerberos Key Distribution Center (KDC) to support
ongoing communication between the Users Access and the
KDC ("TicketGranting\ Values are 0="Session",
1="TicketGranting".'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27 SINGLE-VALUE
EQUALITY integerMatch

(1.3.6.1.4.1.412.100.4.1.1.59 NAME 'dlmlKerberosTicket'
DESC 'A KerberosTicket represents a credential issued
by a particular Kerberos Key Distribution Center (KDC)
to a particular UsersAccess as the result of a
successful authentication process. There are two
types of tickets that a KDC may issue to a Users
Access - a TicketGranting ticket, which is used to
protect and authenticate communications between the
Users Access and the KDC, and a Session ticket, which
the KDC issues to two Users Access to allow them to
communicate with each other. '
SUP dlmlCredential ABSTRACT
MAY ( dlmAccessesService $ dlmRemoteID $ dlmTicketType )

(1.3.6.1.4.1.412.100.4.1.1.60 NAME 'dlmlKerberosTicketAuxClass'
DESC 'A KerberosTicket represents a credential issued
by a particular Kerberos Key Distribution Center (KDC)
to a particular UsersAccess as the result of a
successful authentication process. There are two
types of tickets that a KDC may issue to a Users
Access - a TicketGranting ticket, which is used to
protect and authenticate communications between the
Users Access and the KDC, and a Session ticket, which
the KDC issues to two Users Access to allow them to
communicate with each other. '
SUP dlmlKerberosTicket AUXILIARY

(1.3.6.1.4.1.412.100.4.1.1.61 NAME 'dlmlKerberosTicketInstance'
DESC 'A KerberosTicket represents a credential issued
by a particular Kerberos Key Distribution Center (KDC)
to a particular UsersAccess as the result of a
successful authentication process. There are two
types of tickets that a KDC may issue to a Users
Access - a TicketGranting ticket, which is used to
protect and authenticate communications between the
Users Access and the KDC, and a Session ticket, which
the KDC issues to two Users Access to allow them to
communicate with each other. '
SUP dlmlKerberosTicket

(1.3.6.1.4.1.412.100.4.3.1.18 NAME
'dlmlKerberosTicketInstanceNameForml'
OC dlmlKerberosTicketInstance
MUST ( orderedCimKeys )



)

( <user-sr-18 NAME 'dlmlKerberosTicketInstanceStructureRulel'
Form dlmlKerberosTicketInstanceNameForml

)

The following content rule specifies the auxiliary classes that may be attached to
dlm1KerberosTicketInstance.

(1.3.6.1.4.1.412.100.4.1.1.61 NAME
'dlmlKerberosTicketInstanceContentRule'
DESC 'Aux classes that can attach to
dlmlKerberosTicketInstance.'
AUX ( dlmlUsersCredentialAuxClass $
dlmlManagedCredentialAuxClass $ dlmlDependencyAuxClass
$ dlmlProvidesServiceToElementAuxClass $
dlmlElementAsUserAuxClass $
dlmlAuthenticationTargetAuxClass $
dlmlAuthorizationSubjectAuxClass $
dlmlAuthorizationTargetAuxClass $
dlmlMemberOfCollectionAuxClass $
dlmlMemberPrincipalHelperAuxClass )
)

3.23 SharedSecret Classes

These classes model the shared secret between UserAccess entries and SharedSecret
security service entries. Secrets may be in the form of a password used for initial
authentication or as part of a message authentication code. It is important to note that
these entries represent not just the password, but the password used with a particular
security service.

(1.3.6.1.4.1.412.100.4.2.28 NAME 'dlmAlgorithm'

DESC 'algorithm names the transformation algorithm, if
any, used to protect passwords before use in the
protocol. For instance, Kerberos doesn"t store
passwords as the shared secret, but rather, a hash of
the password.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 SINGLE-VALUE

EQUALITY caseIgnoreMatch

(1.3.6.1.4.1.412.100.4.2.29 NAME 'dlmProtocol'
DESC 'protocol names the protocol with which the
SharedSecret is used.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 SINGLE-VALUE
EQUALITY caselgnoreMatch

(1.3.6.1.4.1.412.100.4.2.30 NAME 'dlmSecret'
DESC 'secret is the secret known by the Users Access.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 SINGLE-VALUE
EQUALITY caseIgnoreMatch

)

(1.3.6.1.4.1.412.100.4.1.1.62 NAME 'dlmlSharedSecret'



DESC 'SharedSecret is the secret shared between a Users
Access and a particular SharedSecret security service.
Secrets may be in the form of a password used for

initial authentication, or as with a session key, used
as part of a message authentication code to verify that
a message originated by the pricinpal with whom the
secret is shared. It is important to note that
SharedSecret is not just the password, but rather is
the password used with a particular security service.'

SUP dlmlCredential ABSTRACT

MAY ( dlmRemoteID $ dlmalgorithm $ dlmprotocol $
dlmsecret )

(1.3.6.1.4.1.412.100.4.1.1.63 NAME 'dlmlSharedSecretAuxClass'
DESC 'SharedSecret is the secret shared between a Users
Access and a particular SharedSecret security service.
Secrets may be in the form of a password used for
initial authentication, or as with a session key, used
as part of a message authentication code to verify that
a message originated by the pricinpal with whom the
secret is shared. It is important to note that
SharedSecret is not just the password, but rather is
the password used with a particular security service.'
SUP dlmlSharedSecret AUXILIARY

(1.3.6.1.4.1.412.100.4.1.1.64 NAME 'dlmlSharedSecretInstance'
DESC 'SharedSecret is the secret shared between a Users
Access and a particular SharedSecret security service.
Secrets may be in the form of a password used for
initial authentication, or as with a session key, used
as part of a message authentication code to verify that
a message originated by the pricinpal with whom the
secret is shared. It is important to note that
SharedSecret is not just the password, but rather is

the password used with a particular security service.'
SUP dlmlSharedSecret

(1.3.6.1.4.1.412.100.4.3.1.19 NAME
'dlmlSharedSecretInstanceNameForml'
OC dlmlSharedSecretInstance
MUST ( orderedCimKeys )

( <user-sr-19 NAME 'dlmlSharedSecretInstanceStructureRulel'
Form dlmlSharedSecretInstanceNameForml

The following content rule specifies the auxiliary classes that may be attached to
dlm1SharedSecretInstance.

(1.3.6.1.4.1.412.100.4.1.1.64 NAME
'dlmlSharedSecretInstanceContentRule'
DESC 'Aux classes that can attach to



dlmlSharedSecretInstance.'
AUX ( dlmlUsersCredentialAuxClass $

dlmlManagedCredentialAuxClass $ dlmlDependencyAuxClass
$ dlmlProvidesServiceToElementAuxClass $
dlmlElementAsUserAuxClass $
dlmlAuthenticationTargetAuxClass $
dlmlAuthorizationSubjectAuxClass $
dlmlAuthorizationTargetAuxClass $
dlmlMemberOfCollectionAuxClass $
dlmlMemberPrincipalHelperAuxClass )

)

3.24 NamedSharedIKESecret Classes

These classes indirectly model shared secret credentials. Attribute are used to store the
secret and the name as used by a shared secret service to reference the secret.

(1.3.6.1.4.1.412.100.4.2.31 NAME 'dlmLocallIdentity'
DESC 'The local Identity with whom the direct trust
relationship exists.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15{256} SINGLE-VALUE
EQUALITY caseIgnoreMatch

(1.3.6.1.4.1.412.100.4.2.32 NAME 'dlmLocallIdentityType'
DESC 'LocalIdentityType is used to describe the type of
the Localldentity. Values are 1="IPV4 ADDR", 2="FQDN",
3="USER FQDN", 4="IPV4 ADDR SUBNET", 5="IPV6 ADDR",
6="IPV6 ADDR SUBNET", 7="IPV4 ADDR RANGE",
8="IPV6 ADDR RANGE", 9="DER ASN1 DN",
10="DER ASNl GN", 11="KEY ID".'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27 SINGLE-VALUE
EQUALITY integerMatch

(1.3.6.1.4.1.412.100.4.2.33 NAME 'dlmSharedSecretName'
DESC 'SharedSecretName is an indirect reference to a
shared secret. The SecretService does not expose the
actual secret but rather provides access to the secret
via a name.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 SINGLE-VALUE
EQUALITY caseIgnoreMatch

(1.3.6.1.4.1.412.100.4.1.1.65 NAME 'dlmlNamedSharedIKESecret'
DESC 'NamedSharedIKESecret indirectly represents a

shared secret credential. The local identity,
IKEIdentity, and the remote peer identity share the
secret that is named by the SharedSecretName. The

SharedSecretName is used SharedSecretService to
reference the secret.'

SUP dlmlCredential ABSTRACT

MAY ( dlmLocalldentity $ dlmLocallIdentityType $
dlmPeerIdentity $ dlmPeerIdentityType $
dlmSharedSecretName )



(1.3.6.1.4.1.412.100.4.1.1.66 NAME
'dlmlNamedSharedIKESecretAuxClass'
DESC 'NamedSharedIKESecret indirectly represents a

shared secret credential. The local identity,
IKEIdentity, and the remote peer identity share the
secret that is named by the SharedSecretName. The

SharedSecretName is used SharedSecretService to
reference the secret.'
SUP dlmlNamedSharedIKESecret AUXILIARY

)

(1.3.6.1.4.1.412.100.4.1.1.67 NAME
'dlmlNamedSharedIKESecretInstance'
DESC 'NamedSharedIKESecret indirectly represents a

shared secret credential. The local identity,
IKEIdentity, and the remote peer identity share the
secret that is named by the SharedSecretName. The

SharedSecretName is used SharedSecretService to
reference the secret.'
SUP dlmlNamedSharedIKESecret
)

(1.3.6.1.4.1.412.100.4.3.1.20 NAME
'dlmlNamedSharedIKESecretInstanceNameForml'
OC dlmlNamedSharedIKESecretInstance
MUST ( orderedCimKeys )
)

( <user-sr-20 NAME 'dlmlNamedSharedIKESecretInstanceStructureRulel'
Form dlmlNamedSharedIKESecretInstanceNameForml

)

The following content rule specifies the auxiliary classes that may be attached to
dlm1NamedSharedIKESecretInstance.

(1.3.6.1.4.1.412.100.4.1.1.67 NAME
'dlmlNamedSharedIKESecretInstanceContentRule'
DESC 'Aux classes that can attach to
dlmlNamedSharedIKESecretInstance.'
AUX ( dlmlUsersCredentialAuxClass $
dlmlManagedCredentialAuxClass $ dlmlDependencyAuxClass
$ dlmlProvidesServiceToElementAuxClass $
dlmlElementAsUserAuxClass $
dlmlAuthenticationTargetAuxClass $
dlmlAuthorizationSubjectAuxClass $
dlmlAuthorizationTargetAuxClass $
dlmlMemberOfCollectionAuxClass $
dlmlMemberPrincipalHelperAuxClass )

)

3.25 ServiceUsesSecurityService Classes

These classes associate a Service entry with the SecurityService entry it uses.
(1.3.6.1.4.1.412.100.4.1.1.68 NAME 'dlmlServiceUsesSecurityService'

DESC 'This relationship associates a Services with the
Security Service it uses.'



SUP dlmlServiceServiceDependency ABSTRACT
)

(1.3.6.1.4.1.412.100.4.2.34 NAME
'dlmServiceUsesSecurityServiceAntecedentRef'
DESC ' The wvalue of this attribute points to an entry of class
dlmlSecurityService.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 SINGLE-VALUE
EQUALITY distinguishedNameMatch
)

(1.3.6.1.4.1.412.100.4.2.35 NAME
'dlmServiceUsesSecurityServiceDependentRef’
DESC ' The value of this attribute points to an entry of class
dlmlService.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 SINGLE-VALUE
EQUALITY distinguishedNameMatch
)

(1.3.6.1.4.1.412.100.4.1.1.69 NAME
'dlmlServiceUsesSecurityServiceInstance'
DESC 'This relationship associates a Services with the
Security Service it uses.'
SUP dlmlServicUsesSecurityService
MAY ( dlmServiceUsesSecurityServiceAntecedentRef $
dlmServiceUsesSecurityServiceDependentRef )

)

(1.3.6.1.4.1.412.100.4.3.1.21 NAME
'dlmlServiceUsesSecurityServicelInstanceNameForml'
OC dlmlServiceUsesSecurityServicelInstance
MUST ( orderedCimKeys )
)

( <user-sr-21 NAME
'dlmlServiceUsesSecurityServiceInstanceStructureRulel'
Form dlmlServiceUsesSecurityServiceInstanceNameForml

)

(1.3.6.1.4.1.412.100.4.2.36 NAME
'dlmServiceUsesSecurityServiceHelperRef'
DESC 'Pointer to ServiceUsesSecurityServiceInstance.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch
)

(1.3.6.1.4.1.412.100.4.1.1.70 NAME
'dlmlServiceUsesSecurityServiceHelperAuxClass'
DESC 'Helper class for finding
ServiceUsesSecurityService.'
SUP top AUXILIARY
MAY ( dlmServiceUsesSecurityServiceHelperRef )



3.26 SecurityServiceForSystem Classes

These classes associate a System entry and the SecurityService entry that provides the
services for that System entry.

(1.3.6.1.4.1.412.100.4.1.1.71 NAME 'dlmlSecurityServiceForSystem'
DESC 'The SecurityServiceForSystem provides the
association between a System and a SecurityService
that provides services for that system.'
SUP dlmlProvidesServiceToElement ABSTRACT

)

(1.3.6.1.4.1.412.100.4.2.37 NAME
'dlmSecurityServiceForSystemAntecedentRef'
DESC 'The SecurityService that provides services for
the system. Values of this attribute point to entries of
class dlmlSecurityService.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 SINGLE-VALUE
EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.2.38 NAME
'dlmSecurityServiceForSystemDependentRef'

DESC 'The system that is dependent on the security
service. Values of this attribute point to entries
of class dlmlSystem.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12

EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.1.1.72 NAME
'dlmlSecurityServiceForSystemAuxClass'

DESC 'The SecurityServiceForSystem provides the
association between a System and a SecurityService
that provides services for that system.'

SUP dlmlSecurityServiceForSystem AUXILIARY

MAY ( dlmSecurityServiceForSystemAntecedentRef $
dlmSecurityServiceForSystemDependentRef )

)
3.27 ManagesAccountOnSystem Classes

These classes associate a System entry with the AccountManagementService entry that
manages accounts for that system.

(1.3.6.1.4.1.412.100.4.1.1.73 NAME 'dlmlManagesAccountOnSystem'
DESC 'The ManagesAccountOnSystem provides the
association between a System and the
AccountManagementService that manages accounts for
that system.'
SUP dlmlSecurityServiceForSystem ABSTRACT

)

(1.3.6.1.4.1.412.100.4.2.39 NAME
'dlmManagesAccountOnSystemAntecedentRef"'
DESC 'An AccountManagementService that manages accounts



for the system. Values of this attribute point to
entries of class dlmlAccountManagementService.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch
)

(1.3.6.1.4.1.412.100.4.2.40 NAME
'dlmManagesAccountOnSystemDependentRef’
DESC 'The system that is dependent on the
AccountManagementService. Values of this attribute
Point to entry(s) of class dlmlSystem.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch
)

(1.3.6.1.4.1.412.100.4.1.1.74 NAME
'dlmlManagesAccountOnSystemAuxClass'

DESC 'The ManagesAccountOnSystem provides the
association between a System and the
AccountManagementService that manages accounts for
that system.'

SUP dlmlManagesAccountOnSystem AUXILIARY

MAY ( dlmManagesAccountOnSystemAntecedentRef $
dlmManagesAccountOnSystemDependentRef )

)

3.28 ElementAsUser Classes

These classes associate a ManagedElement entry with the UsersAccess entry to a
particular system. Typically the ManagedElement entry is a Collection, Person, Service
or ServiceAccessPoint. Other ManagedElement entries would have Services that have
the association to a UsersAccess entry.

(1.3.6.1.4.1.412.100.4.1.1.75 NAME 'dlmlElementAsUser'
DESC 'ElementAsUser is an association used to establish
the "ownership" of UsersAccess object instances. That
is, the ManagedElement may have UsersAccess to systems
and, therefore, be "users" on those systems.
UsersAccess instances must have an "owning"
ManagedElement. Typically, the ManagedElements will
be limited to Collection, Person, Service and
ServiceAccessPoint. Other non-human ManagedElements
that might be thought of as having UsersAccess (e.g.,
a device or system) have services that have the
UsersAccess.'
SUP dlmlDependency ABSTRACT

(1.3.6.1.4.1.412.100.4.2.41 NAME 'dlmElementAsUserAntecedentRef'
DESC 'The ManagedElement that has UsersAccess. The value
of this attribute points to an entry of class
dlmlManagedElement.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 SINGLE-VALUE
EQUALITY distinguishedNameMatch



(1.3.6.1.4.1.412.100.4.2.42 NAME 'dlmElementAsUserDependentRef'
DESC 'The "owned" UsersAccess. Values of this
attribute point to entries of class dlmlUsersAccess.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch

(1.3.6.1.4.1.412.100.4.1.1.76 NAME 'dlmlElementAsUserAuxClass'
DESC 'ElementAsUser 1is an association used to establish
the "ownership" of UsersAccess object instances. That
is, the ManagedElement may have UsersAccess to systems
and, therefore, be "users" on those systems.
UsersAccess instances must have an "owning"
ManagedElement. Typically, the ManagedElements will
be limited to Collection, Person, Service and
ServiceAccessPoint. Other non-human ManagedElements
that might be thought of as having UsersAccess (e.g.,
a device or system) have services that have the
UsersAccess.'
SUP dlmlElementAsUser AUXILIARY
MAY ( dlmElementAsUserAntecedentRef $
dlmElementAsUserDependentRef )
)

3.29 SystemAdministrator Classes

These classes identify a particular UserEntity entry as a system administrator of a
particular System entry.

(1.3.6.1.4.1.412.100.4.1.1.77 NAME 'dlmlSystemAdministrator'
DESC 'SystemAdministrator is an association used to
identify the UserEntity as a system administrator of a
System.'
SUP dlmlDependency ABSTRACT
)

(1.3.6.1.4.1.412.100.4.2.43 NAME
'dlmSystemAdministratorAntecedentRef'
DESC 'The administered system. Values of this
attribute points to entries of class dlmlSystem.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch
)

(1.3.6.1.4.1.412.100.4.2.44 NAME
'dlmSystemAdministratorDependentRef’

DESC 'The UserEntity that provides the admininstrative
function for the associated system. Values of this
attribute points to entries of class dlmlUserEntity.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12

EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.1.1.78 NAME 'dlmlSystemAdministratorAuxClass'
DESC 'SystemAdministrator is an association used to
identify the UserEntity as a system administrator of a
System.'



SUP dlmlSystemAdministrator AUXILIARY
MAY ( dlmSystemAdministratorAntecedentRef $
dlmSystemAdministratorDependentRef )

)
3.30 SystemAdministratorGroup Classes

These classes identify a Group entry that has system administrator priviledges for a
System entry.

(1.3.6.1.4.1.412.100.4.1.1.79 NAME 'dlmlSystemAdministratorGroup'
DESC 'SystemAdministratorGroup is an association used
to identify a Group that has system administrator
responsibilities for a System. '
SUP dlmlDependency ABSTRACT
)

(1.3.6.1.4.1.412.100.4.2.45 NAME
'dlmSystemAdministratorGroupAntecedentRef’
DESC 'The administered system. Values of this
attribute point to entries of class dlmlSystem.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.2.46 NAME
'dlmSystemAdministratorGroupDependentRef'
DESC 'The Group of administrators. Values of this
attribute point to entries of class groupOfNames.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.1.1.80 NAME
'dlmlSystemAdministratorGroupAuxClass'

DESC 'SystemAdministratorGroup is an association used
to identify a Group that has system administrator
responsibilities for a System. '

SUP dlmlSystemAdministratorGroup AUXILIARY

MAY ( dlmSystemAdministratorGroupAntecedentRef $
dlmSystemAdministratorGroupDependentRef )

)
3.31 SystemAdministratorRole Classes

These classes identify the system administrator Role entry with a particular System entry.

(1.3.6.1.4.1.412.100.4.1.1.81 NAME 'dlmlSystemAdministratorRole'
DESC 'SystemAdministratorRole is an association used to
identify a system administrator Role for a System.'
SUP dlmlDependency ABSTRACT
)

(1.3.6.1.4.1.412.100.4.2.47 NAME
'dlmSystemAdministratorRoleAntecedentRef'
DESC 'The administered system. Values of this
attribute point to entries of class dlmlSystem.'



SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch
)

(1.3.6.1.4.1.412.100.4.2.48 NAME
'dlmSystemAdministratorRoleDependentRef'

DESC 'The system administration role. Values of this
attribute point to entries of class
organizationalRole.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12

EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.1.1.82 NAME
'dlmlSystemAdministratorRoleAuxClass'
DESC 'SystemAdministratorRole is an association used to
identify a system administrator Role for a System.'
SUP dlmlSystemAdministratorRole AUXILIARY
MAY ( dlmSystemAdministratorRoleAntecedentRef $
dlmSystemAdministratorRoleDependentRef )
)

3.32 UserAccount Classes

These classes associated UsersAccess entries with the Account entries that can interact
with.

(1.3.6.1.4.1.412.100.4.1.1.83 NAME 'dlmlUsersAccount'
DESC 'This relationship associates UsersAccess with the
Accounts with which they"re able to interact.'
SUP dlmlDependency ABSTRACT

(1.3.6.1.4.1.412.100.4.2.49 NAME 'dlmUsersAccountAntecedentRef'
DESC 'The user"s Account. Values of this attribute
Point to entries of class account.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch

(1.3.6.1.4.1.412.100.4.2.50 NAME 'dlmUsersAccountDependentRef'
DESC 'The User as identified by their UsersAccess
instance. Values of this attribute point to
entries of class dlmlUsersAccess.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch

(1.3.6.1.4.1.412.100.4.1.1.84 NAME 'dlmlUsersAccountAuxClass'
DESC 'This relationship associates UsersAccess with the
Accounts with which they"re able to interact.'
SUP dlmlUsersAccount AUXILIARY
MAY ( dlmUsersAccountAntecedentRef $
dlmUsersAccountDependentRef )



3.33 SecurityServiceUsesAccount Classes

The classes associate SecurityService entries with the Account entries they use.

(1.3.6.1.4.1.412.100.4.1.1.85 NAME 'dlmlSecurityServiceUsesAccount'
DESC 'This relationship associates SecurityService
instances to the Accounts they use in the course of
their work.'
SUP dlmlDependency ABSTRACT
)

(1.3.6.1.4.1.412.100.4.2.51 NAME
'dlmSecurityServiceUsesAccountAntecedentRef’
DESC ' Values of this attribute point to entries of
class account.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.2.52 NAME
'dlmSecurityServiceUsesAccountDependentRef’
DESC ' Values of this attribute point to entries of
class dlmlSecurityService.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.1.1.86 NAME
'dlmlSecurityServiceUsesAccountAuxClass'

DESC 'This relationship associates SecurityService
instances to the Accounts they use in the course of
their work.'

SUP dlmlSecurityServiceUsesAccount AUXILIARY

MAY ( dlmSecurityServiceUsesAccountAntecedentRef $
dlmSecurityServiceUsesAccountDependentRef )

)
3.34 ManagesAccount Classes

These classes associate AccountManagement entries to the Account entries they are
responsible for.

(1.3.6.1.4.1.412.100.4.1.1.87 NAME 'dlmlManagesAccount'
DESC 'This relationship associates the
AccountManagement security service to the Accounts for
which it is responsible.'’
SUP dlmlDependency ABSTRACT

(1.3.6.1.4.1.412.100.4.2.53 NAME 'dlmManagesAccountAntecedentRef'
DESC ' Values of this attribute point to entries of
class dlmlAccountManagementService.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch



(

)

1.3.6.1.4.1.412.100.4.2.54 NAME 'dlmManagesAccountDependentRef'
DESC ' Values of this attribute point to entries of
class account.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch

1.3.6.1.4.1.412.100.4.1.1.88 NAME 'dlmlManagesAccountAuxClass'
DESC 'This relationship associates the
AccountManagement security service to the Accounts for
which it is responsible.'’
SUP dlmlManagesAccount AUXILIARY
MAY ( dlmManagesAccountAntecedentRef $
dlmManagesAccountDependentRef )

3.35 TrustHierarchy Classes

These classes model the trust hierarchy between two CredentialManagementService
entries.

(

1.3.6.1.4.1.412.100.4.1.1.89 NAME 'dlmlTrustHierarchy'

DESC 'TrustHierarchy is an association between two
CredentialManagementService instances that establishes
the trust hierarchy between them.'

SUP dlmlDependency ABSTRACT

1.3.6.1.4.1.412.100.4.2.55 NAME 'dlmTrustHierarchyAntecedentRef'
DESC 'The superior CredentialManagementService from
which the dependent service gets its authority.
The value of this attribute points to an entry of class
dlmlCredentialManagementService.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 SINGLE-VALUE
EQUALITY distinguishedNameMatch

1.3.6.1.4.1.412.100.4.2.56 NAME 'dlmTrustHierarchyDependentRef'
DESC 'The subordinate CredentialManagementService.
Value of this attribute point to entries of class
dlmlCredentialManagementService.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch

1.3.6.1.4.1.412.100.4.1.1.90 NAME 'dlmlTrustHierarchyAuxClass'

DESC 'TrustHierarchy is an association between two
CredentialManagementService instances that establishes
the trust hierarchy between them.'

SUP dlmlTrustHierarchy AUXILIARY

MAY ( dlmTrustHierarchyAntecedentRef $
dlmTrustHierarchyDependentRef )



3.36 UsersCredential Classes

These classes establish the credentials that may be used by a UserAccess entry to access a
system or set of systems.

(1.3.6.1.4.1.412.100.4.1.1.91 NAME 'dlmlUsersCredential'
DESC 'UsersCredential is an association used to
establish the credentials that may be used for a
UsersAccess to a system or set of systems. '
SUP dlmlDependency ABSTRACT

(1.3.6.1.4.1.412.100.4.2.57 NAME 'dlmUsersCredentialAntecedentRef'
DESC 'The issued credential that may be used. Values
of this attribute point to entries of class
dlmlCredential.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch

(1.3.6.1.4.1.412.100.4.2.58 NAME 'dlmUsersCredentialDependentRef'
DESC 'The UsersAccess that has use of a credential.
Values of this attribute point to entries of class
dlmlUsersAccess.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch

(1.3.6.1.4.1.412.100.4.1.1.92 NAME 'dlmlUsersCredentialAuxClass'
DESC 'UsersCredential is an association used to
establish the credentials that may be used for a
UsersAccess to a system or set of systems. '
SUP dlmlUsersCredential AUXILIARY
MAY ( dlmUsersCredentialAntecedentRef $
dlmUsersCredentialDependentRef )
)

3.37 PublicPrivateKeyPair Classes

These classes associate a PublicKeyCertificate entry with a public key with the Prinicpal
entry that holds the private key used with the public key. For security reasons, the private
key is not modeled. It could be accessible via key recovery services, which are
considered outside the scope of this mapping.

(1.3.6.1.4.1.412.100.4.2.59 NAME 'dlmRepository'
DESC 'The repository in which the certificate is backed
up.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 SINGLE-VALUE
EQUALITY caselgnoreMatch

(1.3.6.1.4.1.412.100.4.2.60 NAME 'dlmUse'
DESC 'The Certificate may be used for signature only or
for confidentiality as well as signature Values are
0="SignOnly", 1="ConfidentialityOrSignature".'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27 SINGLE-VALUE



EQUALITY integerMatch

(1.3.6.1.4.1.412.100.4.1.1.93 NAME 'dlmlPublicPrivateKeyPair'
DESC 'This relationship associates a
PublicKeyCertificate with the Principal who has the
PrivateKey used with the PublicKey. The PrivateKey is
not modeled, since it is not a data element that ever
SHOULD be accessible via management applications,
other than key recovery services, which are outside
our scope.'
SUP dlmlUsersCredential ABSTRACT
MAY ( dlmRepository $ dlmUse )
)

(1.3.6.1.4.1.412.100.4.2.61 NAME
'dlmPublicPrivateKeyPairAntecedentRef'
DESC 'The value of this attribute points to an entry of
class dlmlPublicKeyCertificate.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 SINGLE-VALUE
EQUALITY distinguishedNameMatch
)

(1.3.6.1.4.1.412.100.4.2.62 NAME
'dlmPublicPrivateKeyPairDependentRef'
DESC 'The value of this attribute points to an entry of
class dlmlUsersAccess.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 SINGLE-VALUE
EQUALITY distinguishedNameMatch
)

(1.3.6.1.4.1.412.100.4.1.1.94 NAME
'dlmlPublicPrivateKeyPairInstance'
DESC 'This relationship associates a
PublicKeyCertificate with the Principal who has the
PrivateKey used with the PublicKey. The PrivateKey is
not modeled, since it is not a data element that ever
SHOULD be accessible via management applications,
other than key recovery services, which are outside
our scope.'
SUP dlmlPublicPrivateKeyPair
MAY ( dlmPublicPrivateKeyPairAntecedentRef $
dlmPublicPrivateKeyPairDependentRef )
)

(1.3.6.1.4.1.412.100.4.3.1.22 NAME
'dlmlPublicPrivateKeyPairInstanceNameForml'
OC dlmlPublicPrivateKeyPairInstance
MUST ( orderedCimKeys )
)

( <user-sr-22 NAME 'dlmlPublicPrivateKeyPairInstanceStructureRulel'
Form dlmlPublicPrivateKeyPairInstanceNameForml

)

(1.3.6.1.4.1.412.100.4.2.63 NAME 'dlmPublicPrivateKeyPairHelperRef'
DESC 'Pointer to PublicPrivateKeyPairInstance.'



SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.1.1.95 NAME
'dlmlPublicPrivateKeyPairHelperAuxClass'
DESC 'Helper class for finding PublicPrivateKeyPair.'
SUP top AUXILIARY
MAY ( dlmPublicPrivateKeyPairHelperRef )

)
3.38 CAHasPublicCertificate Classes

These classes associates a CertificateAuthority entry with certificates that have been
issued by other Cas. As such, it is an optimization of the CA having a UsersAccess entry
that is associated to a certificate to capture the LDAP-based CA implementations.

(1.3.6.1.4.1.412.100.4.1.1.96 NAME 'dlmlCAHasPublicCertificate'

DESC 'A CertificateAuthority may have certificates
issued by other CAs. This association is essentially
an optimization of the CA having a UsersAccess
instance with an association to a certificate thus
mapping more closely to LDAP-based certificate
authority implementations.'

SUP dlmlDependency ABSTRACT

)

(1.3.6.1.4.1.412.100.4.2.64 NAME
'dlmCAHasPublicCertificateAntecedentRef’

DESC 'The Certificate used by the CA. The value of this
attribute points to an entry of class
dlmlPublicKeyCertificate.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 SINGLE-VALUE

EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.2.65 NAME
'dlmCAHasPublicCertificateDependentRef'

DESC 'The CA that uses a Certificate. Values of this
attribute point to entries of class
dlmlCertificateAuthority."'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12

EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.1.1.97 NAME
'dlmlCAHasPublicCertificateAuxClass'

DESC 'A CertificateAuthority may have certificates
issued by other CAs. This association is essentially
an optimization of the CA having a UsersAccess
instance with an association to a certificate thus
mapping more closely to LDAP-based certificate
authority implementations.'

SUP dlmlCAHasPublicCertificate AUXILIARY

MAY ( dlmCAHasPublicCertificateAntecedentRef $
dlmCAHasPublicCertificateDependentRef )



3.39 ManagedCredential Classes

These classes associate a CredentialManagementService entry with the Credential entries
it manages.

(1.3.6.1.4.1.412.100.4.1.1.98 NAME 'dlmlManagedCredential'
DESC 'This relationship associates a
CredentialManagementService with the Credential it
manages. '
SUP dlmlDependency ABSTRACT

(1.3.6.1.4.1.412.100.4.2.66 NAME 'dlmManagedCredentialAntecedentRef'
DESC 'The credential management service. The value of
this attribute points to an entry of class
dlmlCredentialManagementService. '
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 SINGLE-VALUE
EQUALITY distinguishedNameMatch

(1.3.6.1.4.1.412.100.4.2.67 NAME 'dlmManagedCredentialDependentRef'
DESC 'The managed credential. The values of this
attribute point to entries of class dlmlCredential.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch

(1.3.6.1.4.1.412.100.4.1.1.99 NAME 'dlmlManagedCredentialAuxClass'
DESC 'This relationship associates a
CredentialManagementService with the Credential it
manages.'
SUP dlmlManagedCredential AUXILIARY
MAY ( dlmManagedCredentialAntecedentRef $
dlmManagedCredentialDependentRef )
)

3.40 CASignsPublicKeyCertificate Classes

These classes associated a CertificateAuthority entry with the certificates that it signs.

(1.3.6.1.4.1.412.100.4.2.68 NAME 'dlmSignature'
DESC '"!
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27
EQUALITY integerMatch

)

(1.3.6.1.4.1.412.100.4.1.1.100 NAME
'dlmlCASignsPublicKeyCertificate'
DESC 'This relationship associates a
CertificateAuthority with the certificates it signs.'
SUP dlmlManagedCredential ABSTRACT
MAY ( dlmSignature )
)

(1.3.6.1.4.1.412.100.4.2.69 NAME
'dlmCASignsPublicKeyCertificateAntecedentRef'



DESC 'The CA which signed the certificate. The wvalue of
this attribute points to an entry of class
dlmlCertificateAuthority."'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 SINGLE-VALUE

EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.2.70 NAME
'dlmCASignsPublicKeyCertificateDependentRef'

DESC 'The certificate issued by the CA. Values of
this attribute point to entries of class
dlmlPublicKeyCertificate.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12

EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.1.1.101 NAME
'dlmlCASignsPublicKeyCertificateAuxClass'

DESC 'This relationship associates a
CertificateAuthority with the certificates it signs.'

SUP dlmlCASignsPublicKeyCertificate AUXILIARY
MAY ( dlmCASignsPublicKeyCertificateAntecedentRef $
dlmCASignsPublicKeyCertificateDependentRef )

)
3.41 LocallyManagedPublicKey Classes
These classes model the relationship between a PublicKeyManagementService entry and
an UnsignedPublicKey entry.

(1.3.6.1.4.1.412.100.4.1.1.102 NAME 'dlmlLocallyManagedPublicKey'
DESC 'LocallyManagedPublicKey association provides the
relationship between a PublicKeyManagementService and
an UnsignedPublicKey.'
SUP dlmlManagedCredential ABSTRACT

)

(1.3.6.1.4.1.412.100.4.2.71 NAME
'dlmLocallyManagedPublicKeyAntecedentRef'
DESC 'The PublicKeyManagementService that manages an
unsigned public key. The value of this attribute points
to an entry of class dlmlPublicKeyManagementService.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 SINGLE-VALUE

EQUALITY distinguishedNameMatch
)

(1.3.6.1.4.1.412.100.4.2.72 NAME
'dlmLocallyManagedPublicKeyDependentRef'

DESC 'An unsigned public key. Values of this
attribute point to entryies of class
dlmlUnsignedPublicKey.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12

EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.1.1.103 NAME
'dlmlLocallyManagedPublicKeyAuxClass'



DESC 'LocallyManagedPublicKey association provides the
relationship between a PublicKeyManagementService and
an UnsignedPublicKey.'

SUP dlmlLocallyManagedPublicKey AUXILIARY

MAY ( dlmLocallyManagedPublicKeyAntecedentRef $
dlmLocallyManagedPublicKeyDependentRef )

)
3.42 SharedSecretIsShared Classes

These classes associate a SharedSecretService entry with the SecretKey entry it verifies.

( (1.3.6.1.4.1.412.100.4.1.1.104 NAME 'dlmlSharedSecretIsShared'
DESC 'This relationship associates a
SharedSecretService with the SecretKey it verifies.'
SUP dlmlManagedCredential ABSTRACT

)

(1.3.6.1.4.1.412.100.4.2.73 NAME
'dlmSharedSecretIsSharedAntecedentRef"’

DESC 'The credential management service. The value of
this attribute points to an entry of class
dlmlSharedSecretService.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 SINGLE-VALUE

EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.2.74 NAME
'dlmSharedSecretIsSharedDependentRef’
DESC 'The managed credential. Values of this
attribute point to entries of class dlmlSharedSecret.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.1.1.105 NAME
'dlmlSharedSecretIsSharedAuxClass'
DESC 'This relationship associates a
SharedSecretService with the SecretKey it verifies.'
SUP dlmlSharedSecretIsShared AUXILIARY
MAY ( dlmSharedSecretIsSharedAntecedentRef $
dlmSharedSecretIsSharedDependentRef )

)
3.43 IKESecretIsNamed Classes

These classes model the relationship between a SharedSecretService entry and a
NamedSharedIKESecret entry.

(1.3.6.1.4.1.412.100.4.1.1.106 NAME 'dlmlIKESecretIsNamed'
DESC 'IKESecretIsNamed association provides the
relationship between a SharedSecretService and a
NamedSharedIKESecret.'
SUP dlmlManagedCredential ABSTRACT

)

(1.3.6.1.4.1.412.100.4.2.75 NAME 'dlmIKESecretIsNamedAntecedentRef'



DESC 'The SharedSecretService that manages a
NamedSharedIKESecret. The value of this attribute
points to an entry of class dlmlSharedSecretService.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 SINGLE-VALUE

EQUALITY distinguishedNameMatch

(1.3.6.1.4.1.412.100.4.2.76 NAME 'dlmIKESecretIsNamedDependentRef'
DESC 'The managed NamedSharedIKESecret. Values of
this attribute point to entries of class
dlmlNamedSharedIKESecret.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch

(1.3.6.1.4.1.412.100.4.1.1.107 NAME 'dlmlIKESecretIsNamedAuxClass'
DESC 'IKESecretIsNamed association provides the
relationship between a SharedSecretService and a
NamedSharedIKESecret.'
SUP dlmlIKESecretIsNamed AUXILIARY
MAY ( dlmIKESecretIsNamedAntecedentRef $
dlmIKESecretIsNamedDependentRef )
)

3.44 KDClIssuesKerberosTicket Classes

These classes model the relationship between a KDC entry and the Kerberos tickets it
issues.

(1.3.6.1.4.1.412.100.4.1.1.108 NAME 'dlmlKDCIssuesKerberosTicket'
DESC 'The KDC issues and owns Kerberos tickets. This
association captures the relationship between the KDC
and its issued tickets.'
SUP dlmlManagedCredential ABSTRACT
)

(1.3.6.1.4.1.412.100.4.2.77 NAME
'dlmKDCIssuesKerberosTicketAntecedentRef'

DESC 'The issuing KDC. The value of this attribute
points to an entry of class
dlmlKerberosKeyDistributionCenter.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 SINGLE-VALUE

EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.2.78 NAME
'dlmKDCIssuesKerberosTicketDependentRef'

DESC 'The managed credential. The values of this
attribute point to entries of class
dlmlKerberosTicket.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12

EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.1.1.109 NAME
'dlmlKDCIssuesKerberosTicketAuxClass'
DESC 'The KDC issues and owns Kerberos tickets. This



association captures the relationship between the KDC
and its issued tickets.'

SUP dlmlKDCIssuesKerberosTicket AUXILIARY

MAY ( dlmKDCIssuesKerberosTicketAntecedentRef $
dlmKDCIssuesKerberosTicketDependentRef )

)
3.45 NotaryVerifiesBiometric Classes

These classes show the relationship between a Notary entry and the UserAccess entry
whose biometric information is verified.

(1.3.6.1.4.1.412.100.4.1.1.110 NAME 'dlmlNotaryVerifiesBiometric'
DESC 'This relationship associates a Notary service
with the Users Access whose biometric information is
verified.'
SUP dlmlDependency ABSTRACT

)

(1.3.6.1.4.1.412.100.4.2.79 NAME
'dlmNotaryVerifiesBiometricAntecedentRef'

DESC 'The Notary service that verifies biometric
information . Values of this attribute point to
entries of class dlmlNotary.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12

EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.2.80 NAME
'dlmNotaryVerifiesBiometricDependentRef'

DESC 'The UsersAccess that represents a person using
biometric information for authentication. Values of
this attribute point to entries of class
dlmlUsersAccess.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12

EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.1.1.111 NAME
'dlmlNotaryVerifiesBiometricAuxClass'

DESC 'This relationship associates a Notary service
with the Users Access whose biometric information is
verified.'

SUP dlmlNotaryVerifiesBiometric AUXILIARY

MAY ( dlmNotaryVerifiesBiometricAntecedentRef $
dlmNotaryVerifiesBiometricDependentRef )

)
3.46 HostedAuthenticationRequirement Classes

These classes provide the namespace scoping for AuthenticationRequirement entries.

(1.3.6.1.4.1.412.100.4.1.1.112 NAME
'dlmlHostedAuthenticationRequirement'
DESC 'HostedAuthenticationRequirement is an association
used to provide the namespace scoping of
AuthenticationRequirement. The hosted requirements



may or may not apply to resources on the hosting
system.'
SUP dlmlDependency ABSTRACT
)

(1.3.6.1.4.1.412.100.4.2.81 NAME
'dlmHostedAuthenticationRequirementAntecedentRef’
DESC 'The hosting system. The value of this attribute
points to an entry of class dlmlSystem.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 SINGLE-VALUE
EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.2.82 NAME
'dlmHostedAuthenticationRequirementDependentRef’

DESC 'The hosted AuthenticationRequirement. Values of
this attribute points to entries of class
dlmlAuthenticationRequirement.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12

EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.1.1.113 NAME
'dlmlHostedAuthenticationRequirementAuxClass'
DESC 'HostedAuthenticationRequirement is an association
used to provide the namespace scoping of

AuthenticationRequirement. The hosted requirements
may or may not apply to resources on the hosting
system.'

SUP dlmlHostedAuthenticationRequirement AUXILIARY
MAY ( dlmHostedAuthenticationRequirementAntecedentRef $
dlmHostedAuthenticationRequirementDependentRef )
)

3.47 AuthenticateForUse Classes

These classes model the relationship between an AuthenticationService entry and the
AuthenticationRequirement entry it requires to function.

(1.3.6.1.4.1.412.100.4.1.1.114 NAME 'dlmlAuthenticateForUse'
DESC 'AuthenticateForUse is an association used to
provide an AuthenticationService with the
AuthenticationRequirement it needs to do its job.'
SUP dlmlDependency ABSTRACT
)

(1.3.6.1.4.1.412.100.4.2.83 NAME
'dlmAuthenticateForUseAntecedentRef’

DESC 'AuthenticationRequirement for use. Values of
this attribute point to entries of class
dlmlAuthenticationRequirement.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12

EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.2.84 NAME 'dlmAuthenticateForUseDependentRef'
DESC 'AuthenticationService that uses the requirements.



Values of this attribute point to entries of class
dlmlAuthenticationService.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12

EQUALITY distinguishedNameMatch

(1.3.6.1.4.1.412.100.4.1.1.115 NAME 'dlmlAuthenticateForUseAuxClass'
DESC 'AuthenticateForUse is an association used to
provide an AuthenticationService with the
AuthenticationRequirement it needs to do its job.'
SUP dlmlAuthenticateForUse AUXILIARY
MAY ( dlmAuthenticateForUseAntecedentRef $
dlmAuthenticateForUseDependentRef )
)

3.48 RequireCredentialsFrom Classes

These classes model the requirement of a user having credentials from a particular
CredentialManagementService entry.

(1.3.6.1.4.1.412.100.4.1.1.116 NAME 'dlmlRequireCredentialsFrom'
DESC 'RequireCredentialsFrom is an association used to
require that credentials are issued by particular
Credential Management Services in order to
authenticate a user.'
SUP dlmlDependency ABSTRACT

)

(1.3.6.1.4.1.412.100.4.2.85 NAME
'dlmRequireCredentialsFromAntecedentRef'

DESC 'CredentialManagementService from which
credentials are accepted for the associated
AuthenticationRequirement. Values of this attribute
Point to entries of class
dlmlCredentialManagementService.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12

EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.2.86 NAME
'dlmRequireCredentialsFromDependentRef’

DESC 'AuthenticationRequirement that limit acceptable
credentials. Values of this attribute point to
entries of class dlmlAuthenticationRequirement.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12

EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.1.1.117 NAME
'dlmlRequireCredentialsFromAuxClass'

DESC 'RequireCredentialsFrom is an association used to
require that credentials are issued by particular
Credential Management Services in order to
authenticate a user.'

SUP dlmlRequireCredentialsFrom AUXILIARY

MAY ( dlmRequireCredentialsFromAntecedentRef $
dlmRequireCredentialsFromDependentRef )



)
3.49 AuthenticationTarget Classes

These classes associate a particular resource or set of resources (a ManagedElement
entry) with a AuthenticationRequirement entry.

(1.3.6.1.4.1.412.100.4.1.1.118 NAME 'dlmlAuthenticationTarget'
DESC 'AuthenticationTarget is an association used to
apply authentication requirements for access to
specific resources. For example, a shared secret may
be sufficient for access to unclassified resources,
but for confidential resources, a stronger
authentication may be required.'
SUP dlmlDependency ABSTRACT
)

(1.3.6.1.4.1.412.100.4.2.87 NAME
'dlmAuthenticationTargetAntecedentRef'

DESC 'AuthenticationRequirement that apply to specific
resources. Values of this attribute point to
entries of class dlmlAuthenticationRequirement.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12

EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.2.88 NAME
'dlmAuthenticationTargetDependentRef'
DESC 'Target resources that may be in a Collection or
an individual ManagedElement. These resources are
protected by the AuthenticationRequirement. Values
of this attribute point to entries of class
dlmlManagedElement.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch
)

(1.3.6.1.4.1.412.100.4.1.1.119 NAME
'dlmlAuthenticationTargetAuxClass'

DESC 'AuthenticationTarget is an association used to
apply authentication requirements for access to
specific resources. For example, a shared secret may
be sufficient for access to unclassified resources,
but for confidential resources, a stronger
authentication may be required.'

SUP dlmlAuthenticationTarget AUXILIARY

MAY ( dlmAuthenticationTargetAntecedentRef $
dlmAuthenticationTargetDependentRef )

)

3.50 Hosted ACI Classes

These classes provide namespace coping for AccessControllnformation entries.

(1.3.6.1.4.1.412.100.4.1.1.120 NAME 'dlmlHostedACTI'
DESC 'HostedACI is an association used to provide the
namespace scoping of AccessControlInformation. The



hosted ACI may or may not apply to resources on the
hosting system.'
SUP dlmlDependency ABSTRACT

(1.3.6.1.4.1.412.100.4.2.89 NAME 'dlmHostedACIAntecedentRef'
DESC 'The hosting system. Value of this attribute
points to an entry of class dlmlSystem.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 SINGLE-VALUE
EQUALITY distinguishedNameMatch

(1.3.6.1.4.1.412.100.4.2.90 NAME 'dlmHostedACIDependentRef'
DESC 'The hosted AccessControlInformation. Values of
this attribute point to entries of class
dlmlAccessControlInformation.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch

(1.3.6.1.4.1.412.100.4.1.1.121 NAME 'dlmlHostedACIAuxClass'
DESC 'HostedACI is an association used to provide the
namespace scoping of AccessControlInformation. The
hosted ACI may or may not apply to resources on the
hosting system.'
SUP dlmlHostedACI AUXILIARY
MAY ( dlmHostedACIAntecedentRef $
dlmHostedACIDependentRef )
)

3.51 AuthenticationUse Classes

These classes provide an AuthoriationService entry with a link to the
AccessControlInformation entry it requires.

(1.3.6.1.4.1.412.100.4.1.1.122 NAME 'dlmlAuthorizedUse'
DESC 'AuthorizedUse is an association used to provide
an AuthorizationService with the
AccessControlInformation it needs to do its job.'
SUP dlmlDependency ABSTRACT

(1.3.6.1.4.1.412.100.4.2.91 NAME 'dlmAuthorizedUseAntecedentRef'
DESC 'AccessControlInformation. Values of this
attribute point to entries of class
dlmlAccessControlInformation.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch

(1.3.6.1.4.1.412.100.4.2.92 NAME 'dlmAuthorizedUseDependentRef'
DESC 'AuthorizationService that uses an ACI. Values
of this attribute point to entries of class
dlmlAuthorizationService.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch



(1.3.6.1.4.1.412.100.4.1.1.123 NAME 'dlmlAuthorizedUseAuxClass'
DESC 'AuthorizedUse is an association used to provide
an AuthorizationService with the
AccessControlInformation it needs to do its job.'
SUP dlmlAuthorizedUse AUXILIARY
MAY ( dlmAuthorizedUseAntecedentRef $
dlmAuthorizedUseDependentRef )

)
3.52 AuthorizationSubject Classes

These classes apply authorization decisions to specific ManagedElement entries.

(1.3.6.1.4.1.412.100.4.1.1.124 NAME 'dlmlAuthorizationSubject'
DESC 'AuthorizationSubject is an association used to
apply authorization decisions to specific subjects
(i.e., users). The subjects may be identified
directly or they may be aggregated into a collection
that may, in turn, use the MemberPrincipal association
to provide further indirection in the specification of
the subject set.'
SUP dlmlDependency ABSTRACT

)

(1.3.6.1.4.1.412.100.4.2.93 NAME
'dlmAuthorizationSubjectAntecedentRef'

DESC 'AccessControlInformation that applies to a
subject set. Values of this attribute point to
entries of class dlmlAccessControlInformation.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12

EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.2.94 NAME
'dlmAuthorizationSubjectDependentRef'

DESC 'The subject set may be specified as a collection
or as a set of associations to ManagedElements that
represent users. Values of this attribute point to
entries of class dlmlManagedElement.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12

EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.1.1.125 NAME
'dlmlAuthorizationSubjectAuxClass'
DESC 'AuthorizationSubject is an association used to
apply authorization decisions to specific subjects
(i.e., users). The subjects may be identified
directly or they may be aggregated into a collection
that may, in turn, use the MemberPrincipal association
to provide further indirection in the specification of
the subject set.'
SUP dlmlAuthorizationSubject AUXILIARY
MAY ( dlmAuthorizationSubjectAntecedentRef $
dlmAuthorizationSubjectDependentRef )



3.53 AuthorizationTarget Classes

These classes apply authorization decisions to a set of target resources (a
ManagedElement entry).

(1.3.6.1.4.1.412.100.4.1.1.126 NAME 'dlmlAuthorizationTarget'
DESC 'AuthorizationTarget is an association used to
apply authorization decisions to specific target
resources. The target resources may be aggregated
into a collection or may be represented as a set of
associations to ManagedElements.'
SUP dlmlDependency ABSTRACT
)

(1.3.6.1.4.1.412.100.4.2.95 NAME
'dlmAuthorizationTargetAntecedentRef'

DESC 'AccessControlInformation that applies to the
target set. Values of this attribute point to
entries of class dlmlAccessControlInformation.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12

EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.2.96 NAME
'dlmAuthorizationTargetDependentRef’
DESC 'The target set of resources may be specified as a
collection or as a set of associations to
ManagedElements that represent target resources.
Values of this attribute point to entries of class
dlmlManagedElement.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch
)

(1.3.6.1.4.1.412.100.4.1.1.127 NAME
'dlmlAuthorizationTargetAuxClass'

DESC 'AuthorizationTarget is an association used to
apply authorization decisions to specific target
resources. The target resources may be aggregated
into a collection or may be represented as a set of
associations to ManagedElements.'

SUP dlmlAuthorizationTarget AUXILIARY

MAY ( dlmAuthorizationTargetAntecedentRef $
dlmAuthorizationTargetDependentRef )

)

3.54 MemberPrincipal Classes

These classes model the aggregation of membership of principals that are in a
Collection.

(1.3.6.1.4.1.412.100.4.2.97 NAME 'dlmUserAccessBy'
DESC 'A MemberPrincipal may be identifed in several
ways that may be either direct or indirect membership
in the collection. - A "UsersAccess" membership
directly identifies the user by the UsersAccess



object instance. - An "Account" membership directly
identifies the user by the Account object class
instance. - A "UsingElement" membership indirectly
identifies the user by the ManagedElement object
instance that has ElementAsUser associations to
UsersAccess object instances. Hence, all
UsersAccess instances are indirectly included in
the collection. Values are 1="UsersAccess",
2="Account", 3="UsingElement", 4
="CredentialManagementService".'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.27 SINGLE-VALUE

EQUALITY integerMatch

1.3.6.1.4.1.412.100.4.1.1.128 NAME 'dlmlMemberPrincipal'
DESC 'MemberPrincipal is an aggregation used to
establish membership of principals (i.e., users) in a
Collection. That membership can be established either
directly or indirectly as indicated in the
UsersAccessBy property. For example, a user may be
identified directly by their userid (i.e., Account
object instance) or the user may be identified
indirectly by realm from which a ticket was issued
(i.e., CredentialManagementService object instance).
The latter case is useful, for example, for specifying
that only users identified by an internal credential
service are permitted to access very sensitive
information.'
SUP dlmlMemberOfCollection ABSTRACT
MAY ( dlmUserAccessBy )

1.3.6.1.4.1.412.100.4.2.98 NAME 'dlmMemberPrincipalCollectionRef'
DESC 'The value of this attribute points to an entry of
class dlmlCollection.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 SINGLE-VALUE
EQUALITY distinguishedNameMatch

1.3.6.1.4.1.412.100.4.2.99 NAME 'dlmMemberPrincipalMemberRef'

DESC 'The value of this attribute points to an entry of
class dlmlManagedElement.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 SINGLE-VALUE

EQUALITY distinguishedNameMatch

1.3.6.1.4.1.412.100.4.1.1.129 NAME 'dlmlMemberPrincipalInstance'
DESC 'MemberPrincipal is an aggregation used to
establish membership of principals (i.e., users) in a
Collection. That membership can be established either
directly or indirectly as indicated in the
UsersAccessBy property. For example, a user may be
identified directly by their userid (i.e., Account
object instance) or the user may be identified
indirectly by realm from which a ticket was issued
(i.e., CredentialManagementService object instance).
The latter case is useful, for example, for specifying



that only users identified by an internal credential
service are permitted to access very sensitive
information.'
SUP dlmlMemberPrincipal
MAY ( dlmMemberPrincipalCollectionRef $
dlmMemberPrincipalMemberRef )

)

(1.3.6.1.4.1.412.100.4.3.1.23 NAME
'dlmlMemberPrincipalInstanceNameForml'
OC dlmlMemberPrincipalInstance
MUST ( orderedCimKeys )

)

( <user-sr-23 NAME 'dlmlMemberPrincipalInstanceStructureRulel'
Form dlmlMemberPrincipalInstanceNameForml

)

(1.3.6.1.4.1.412.100.4.2.100 NAME 'dlmMemberPrincipalHelperRef'
DESC 'Pointer to MemberPrincipallnstance.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.1.1.130 NAME
'dlmlMemberPrincipalHelperAuxClass'
DESC 'Helper class for finding MemberPrincipal.'
SUP top AUXILIARY
MAY ( dlmMemberPrincipalHelperRef )

)
3.55 AccountOnSystem Classes

These classes aggregates Account entries and scope the uniqueness of Account names.

(1.3.6.1.4.1.412.100.4.1.1.131 NAME 'dlmlAccountOnSystem'
DESC 'A system (e.g., ApplicationSystem,
ComputerSystem, AdminDomain) aggregates Accounts and
scopes the uniqueness of the Account names (i.e.,
userids) .’
SUP dlmlSystemComponent ABSTRACT
)

(1.3.6.1.4.1.412.100.4.2.101 NAME
'dlmAccountOnSystemGroupComponentRef'
DESC 'The aggregating system also provides name scoping
for the Account. The value of this attribute points to
an entry of class dlmlSystem.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 SINGLE-VALUE
EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.2.102 NAME
'dlmAccountOnSystemPartComponentRef’
DESC 'The subordinate Account. Values of this
attribute point to entries of class account.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12



EQUALITY distinguishedNameMatch

(1.3.6.1.4.1.412.100.4.1.1.132 NAME 'dlmlAccountOnSystemAuxClass'
DESC 'A system (e.g., ApplicationSystem,
ComputerSystem, AdminDomain) aggregates Accounts and
scopes the uniqueness of the Account names (i.e.,
userids) .’
SUP dlmlAccountOnSystem AUXILIARY
MAY ( dlmAccountOnSystemGroupComponentRef $
dlmAccountOnSystemPartComponentRef )
)

3.56 OrgStructure Classes

These classes establish the parent-child relationship between Organizational Entity entries
and may be used as an alternative to DIT-containment.

(1.3.6.1.4.1.412.100.4.1.1.133 NAME 'dlmlOrgStructure'

DESC 'OrgStructure is an association used to establish
parent-child relationships between
OrganizationalEntity instances. This is used to
capture organizational relationships between object
instances such as those that are imported from an
LDAP-accessible directory.'

SUP top ABSTRACT

(1.3.6.1.4.1.412.100.4.2.103 NAME 'dlmOrgStructureChildRef'
DESC 'The organizational child in this association,
i.e., the sub-unit or other owned object instance.
Values of this attribute points to entries of class
dlmlOrganizationalEntity.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch

(1.3.6.1.4.1.412.100.4.2.104 NAME 'dlmOrgStructureParentRef'
DESC 'The organizational parent in this association.
The value of this attribute points to an entry of class
dlmlOrganizationalEntity."'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 SINGLE-VALUE
EQUALITY distinguishedNameMatch

(1.3.6.1.4.1.412.100.4.1.1.134 NAME 'dlmlOrgStructureAuxClass'

DESC 'OrgStructure is an association used to establish
parent-child relationships between
OrganizationalEntity instances. This is used to
capture organizational relationships between object
instances such as those that are imported from an
LDAP-accessible directory.'

SUP dlmlOrgStructure AUXILIARY

MAY ( dlmOrgStructureChildRef $
dlmOrgStructureParentRef )



3.57 CollectionInOrganization Classes

These classes establish a parent-child relationship between a collection entry and its
"owning" OrganizaitonalEntity entry and may be used as an alternative to DIT-
containment.

(1.3.6.1.4.1.412.100.4.1.1.135 NAME 'dlmlCollectionInOrganization'
DESC 'CollectionInOrganization is an association used
to establish a parent-child relationship between a
collection and an "owning" OrganizationalEntity. A
single collection should not have both a
CollectionInOrganization and a CollectionInSystem
association.'
SUP top ABSTRACT
)

(1.3.6.1.4.1.412.100.4.2.105 NAME
'dlmCollectionInOrganizationChildRef’
DESC 'The collection. Values of this attribute points
to entries of class dlmlCollection.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch
)

(1.3.6.1.4.1.412.100.4.2.106 NAME
'dlmCollectionInOrganizationParentRef’

DESC 'The parent organization responsible for the
collection. The value of this attribute points to
an entry of class dlmOrganizationalEntity.'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 SINGLE-VALUE

EQUALITY distinguishedNameMatch

)

(1.3.6.1.4.1.412.100.4.1.1.136 NAME
'dlmlCollectionInOrganizationAuxClass'

DESC 'CollectionInOrganization is an association used
to establish a parent-child relationship between a
collection and an "owning" OrganizationalEntity. A
single collection should not have both a
CollectionInOrganization and a CollectionInSystem
association.'

SUP dlmlCollectionInOrganization AUXILIARY

MAY ( dlmCollectionInOrganizationChildRef $
dlmCollectionInOrganizationParentRef )

)
3.58 CollectionInSystem Classes

These classes establish a parent-child relationship between a Collection entry and its
"owning" System entry and may be used as an alternative to DIT-containment.

(1.3.6.1.4.1.412.100.4.1.1.137 NAME 'dlmlCollectionInSystem'
DESC 'CollectionInSystem is an association used to
establish a parent-child relationship between a
collection and an "owning" System such as an
AdminDomain or ComputerSystem. A single collection



should not have both a CollectionInOrganization and a
CollectionInSystem association.'
SUP top ABSTRACT

(1.3.6.1.4.1.412.100.4.2.107 NAME 'dlmCollectionInSystemChildRef'
DESC 'The collection. Values of this attribute point to
entries of class dlmlCollection.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
EQUALITY distinguishedNameMatch

(1.3.6.1.4.1.412.100.4.2.108 NAME 'dlmCollectionInSystemParentRef'
DESC 'The parent system responsible for the collection.
The value of this attribute points to an entry of
class dlmSystem.'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 SINGLE-VALUE
EQUALITY distinguishedNameMatch

(1.3.6.1.4.1.412.100.4.1.1.138 NAME 'dlmlCollectionInSystemAuxClass'
DESC 'CollectionInSystem is an association used to
establish a parent-child relationship between a
collection and an "owning" System such as an
AdminDomain or ComputerSystem. A single collection
should not have both a CollectionInOrganization and a
CollectionInSystem association.'
SUP dlmlCollectionInSystem AUXILIARY
MAY ( dlmCollectionInSystemChildRef $
dlmCollectionInSystemParentRef )
)
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A. Structure Rule definitions

To aid the reader in mapping what structure rules have been defined and referenced, the
following table lists sections and documents where they have been defined.

Structural RDN .
Rule Class Attribute Section
181:-e1r- dlm1AccountManagementServicelnstanceStructureRulel orderedCimKeys [3.2
zlrs_ezr- dlm1AuthenticationServicelnstanceStructureRulel orderedCimKeys 3.3
181:-e3r- dlm1 VerificationServicelnstanceStructureRulel orderedCimKeys |3.4
zlrs_e4r- dlm1CredentialManagementServicelnstanceStructureRulel orderedCimKeys 3.5
181:-e5r- dlm1 Certificate AuthorityInstanceStructureRulel orderedCimKeys||3.6
zlrs_e6r- dlm1KerberosKeyDistributionCenterInstanceStructureRule1 orderedCimKeys 3.7
181:-e7r- dlm1NotaryInstanceStructureRulel orderedCimKeys [3.8
zlrs_egr- dlm1LocalCredentialManagementServicelnstanceStructureRulel orderedCimKeys 3.9
181:3- dlm1SharedSecretServicelnstanceStructureRulel orderedCimKeys |3.10
user-| dlm1PublicKeyManagementServicelnstanceStructureRulel
Sr- orderedCimKeys | 3.11
10
user-||dlm1AuthorizationServicelnstanceStructureRulel
Sr- orderedCimKeys||3.12
11
user-||dlm1CredentialManagementS APInstanceStructureRulel
Sr- orderedCimKeys | 3.13
12
user- || dlm1AuthenticationRequirementInstanceStructureRule1
Sr- orderedCimKeys | 3.14
13
user-||dlm1AccessControlInformationInstanceStructureRule1
Sr- orderedCimKeys | 3.15
14
user-||dlm1UsersAccessInstanceStructureRulel orderedCimKeys|/3.18




SI-

15

user-||dlm1PublicKeyCertificateInstanceStructureRulel

Sr- orderedCimKeys||3.20

16

user-||dlm1UnsignedPublicKeyInstanceStructureRulel

Sr- orderedCimKeys|3.21

17

user-||dlm1KerberosTicketInstanceStructureRulel

Sr- orderedCimKeys |3.22

18

user-||dlm1SharedSecretInstanceStructureRulel

Sr- orderedCimKeys | 3.23

19

user-||dlm1NamedSharedIKESecretInstanceStructureRulel

ST- orderedCimKeys||3.24

20

user-||dlm1ServiceUsesSecurityServicelnstanceStructureRulel

Sr- orderedCimKeys | 3.25

21

user-||dlm1PublicPrivateKeyPairInstanceStructureRule1

Sr- orderedCimKeys |3.37

22

user-||dlm1MemberPrincipallnstanceStructureRulel

Sr- orderedCimKeys | 3.54

23

B. OID Assignments

The following three tables provides the summary of OID assignments made in this

document

B.1 Object Classes
OID Object Class Section
1.3.6.1.4.1.412.100.4.1.1.1 ||dlm1PersonInfoAuxClass 2.1.1
1.3.6.1.4.1.412.100.4.1.1.2 ||dlm1OrganizationInfoAuxClass 2.1.2
1.3.6.1.4.1.412.100.4.1.1.3 | dIm1RoleInfoAuxClass 2.1.3
1.3.6.1.4.1.412.100.4.1.1.139 | dlm1 CimLDAPInfoAuxClass 2.1.4
1.3.6.1.4.1.412.100.4.1.1.4 || dlm1SecurityService 3.1
1.3.6.1.4.1.412.100.4.1.1.5 ||dlm1AccountManagementService 3.2
1.3.6.1.4.1.412.100.4.1.1.6 dlmlAccountManaéementServiceAuxClass 3.2




1.3.6.1.4.1.412.100.4.1.1.7 | dlm1AccountManagementServicelnstance 3.2
1.3.6.1.4.1.412.100.4.1.1.8 |dIm1AuthenticationService 3.3
1.3.6.1.4.1.412.100.4.1.1.9 | dIm1AuthenticationServiceAuxClass 33
1.3.6.1.4.1.412.100.4.1.1.10 || dlm1AuthenticationServicelnstance 33
1.3.6.1.4.1.412.100.4.1.1.11 | dIm1VerificationService 3.4
1.3.6.1.4.1.412.100.4.1.1.12 || dlm1VerificationServiceAuxClass 3.4
1.3.6.1.4.1.412.100.4.1.1.13 || dIm1 VerificationServicelnstance 3.4
1.3.6.1.4.1.412.100.4.1.1.14 | dlm1CredentialManagementService 3.5
1.3.6.1.4.1.412.100.4.1.1.15 || dlm1 CredentialManaéementServiceAuxClass 3.5
1.3.6.1.4.1.412.100.4.1.1.16 ||dlm1 CredentialManaéementServicelnstance 3.5
1.3.6.1.4.1.412.100.4.1.1.17 dlmlCertiﬁcateAutho_rity 3.6
1.3.6.1.4.1.412.100.4.1.1.18 || dlm1CertificateAuthorityAuxClass 3.6
1.3.6.1.4.1.412.100.4.1.1.19 | dlm1CertificateAuthoritylnstance 3.6
1.3.6.1.4.1.412.100.4.1.1.20 | dlm1KerberosKeyDistributionCenter 3.7
1.3.6.1.4.1.412.100.4.1.1.21 | dlmI1KerberosKeyDistributionCenterAuxClass 3.7
1.3.6.1.4.1.412.100.4.1.1.22 || dlm1KerberosKeyDistributionCenterInstance 3.7
1.3.6.1.4.1.412.100.4.1.1.23 ||dlm1Notary 3.8
1.3.6.1.4.1.412.100.4.1.1.24 | dlm1NotaryAuxClass 3.8
1.3.6.1.4.1.412.100.4.1.1.25 || dlm1Notarylnstance 3.8
1.3.6.1.4.1.412.100.4.1.1.26 dlmlLocalCredentialManagementService 3.9

1.3.6.1.4.1.412.100.4.1.1.27

dlm1LocalCredentialManagementServiceAuxClass

3.9

1.3.6.1.4.1.412.100.4.1.1.28 dlmlLocalCredentialManaéementServicelnstance 3.9

1.3.6.1.4.1.412.100.4.1.1.29 |/dIm1SharedSecretService 3.10
1.3.6.1.4.1.412.100.4.1.1.30 ||dlm1SharedSecretServiceAuxClass 3.10
1.3.6.1.4.1.412.100.4.1.1.31 ||dlm1SharedSecretServicelnstance 3.10
1.3.6.1.4.1.412.100.4.1.1.32 || dlm1PublicKeyManagementService 3.11
1.3.6.1.4.1.412.100.4.1.1.33 dlmlPublicKeyManaéementServiceAuxClass 3.11
1.3.6.1.4.1.412.100.4.1.1.34 dlmlPublicKeyManaéementServiceInstance 3.11
1.3.6.1.4.1.412.100.4.1.1.35 | dlm1AuthorizationService 3.12
1.3.6.1.4.1.412.100.4.1.1.36 | dlm1AuthorizationServiceAuxClass 3.12
1.3.6.1.4.1.412.100.4.1.1.37 ||dlm1AuthorizationServicelnstance 3.12
1.3.6.1.4.1.412.100.4.1.1.38 ||dIm1CredentialManagementSAP 3.13
1.3.6.1.4.1.412.100.4.1.1.39 dlmlCredentialManaéementSAPAuxClass 3.13
1.3.6.1.4.1.412.100.4.1.1.40 dlmlCredentialManaéementSAPInstance 3.13
1.3.6.1.4.1.412.100.4.1.1.41 dlmlAuthenticationR-equirement 3.14
1.3.6.1.4.1.412.100.4.1.1.42 ||dIlm1AuthenticationRequirementAuxClass 3.14
1.3.6.1.4.1.412.100.4.1.1.43 || dIlm1AuthenticationRequirementInstance 3.14
1.3.6.1.4.1.412.100.4.1.1.44 || dIlm1AccessControllnformation 3.15




1.3.6.1.4.1.412.100.4.1.1.45 || dIlm1AccessControlInformationAuxClass 3.15
1.3.6.1.4.1.412.100.4.1.1.46 | dlm1AccessControllnformationInstance 3.15
1.3.6.1.4.1.412.100.4.1.1.47 || dlm1Organizational Entity 3.16
1.3.6.1.4.1.412.100.4.1.1.48 dlmlUsErEntity 3.17
1.3.6.1.4.1.412.100.4.1.1.49 | dlm1UsersAccess 3.18
1.3.6.1.4.1.412.100.4.1.1.50 ||dIm1UsersAccessAuxClass 3.18
1.3.6.1.4.1.412.100.4.1.1.51 || dlm1UsersAccessInstance 3.18
1.3.6.1.4.1.412.100.4.1.1.52 || dlm1Credential 3.19
1.3.6.1.4.1.412.100.4.1.1.53 | dlm1PublicKeyCertificate 3.20
1.3.6.1.4.1.412.100.4.1.1.54 || dlm1PublicKeyCertificateAuxClass 3.20
1.3.6.1.4.1.412.100.4.1.1.55 || dIm1PublicKeyCertificateInstance 3.20
1.3.6.1.4.1.412.100.4.1.1.56 | dlm1UnsignedPublicKey 3.21
1.3.6.1.4.1.412.100.4.1.1.57 dlmlUnsig_g,nedPublicKeyAuxCIass 3.21
1.3.6.1.4.1.412.100.4.1.1.58 dlm1UnsiénedPublicKeyInstance 3.21
1.3.6.1.4.1.412.100.4.1.1.59 |/dlm1KerberosTicket 3.22
1.3.6.1.4.1.412.100.4.1.1.60 | dImI1KerberosTicketAuxClass 3.22
1.3.6.1.4.1.412.100.4.1.1.61 | dImI1KerberosTicketInstance 3.22
1.3.6.1.4.1.412.100.4.1.1.62 | dlm1SharedSecret 3.23
1.3.6.1.4.1.412.100.4.1.1.63 ||dIlm1SharedSecretAuxClass 3.23
1.3.6.1.4.1.412.100.4.1.1.64 || dlm1SharedSecretInstance 3.23
1.3.6.1.4.1.412.100.4.1.1.65 | dlm1NamedSharedIKESecret 3.24
1.3.6.1.4.1.412.100.4.1.1.66 | dlm1NamedSharedIKESecretAuxClass 3.24
1.3.6.1.4.1.412.100.4.1.1.67 || dlm1NamedSharedIKESecretInstance 3.24
1.3.6.1.4.1.412.100.4.1.1.68 || dlm1ServiceUsesSecurityService 3.25
1.3.6.1.4.1.412.100.4.1.1.69 | dlm1ServiceUsesSecurityServicelnstance 3.25
1.3.6.1.4.1.412.100.4.1.1.70 || dlm1ServiceUsesSecurityServiceHelperAuxClass |3.25
1.3.6.1.4.1.412.100.4.1.1.71 || dlm1SecurityServiceForSystem 3.26
1.3.6.1.4.1.412.100.4.1.1.72 ||dlm1SecurityServiceForSystemAuxClass 3.26
1.3.6.1.4.1.412.100.4.1.1.73 ||dlm1ManagesAccountOnSystem 3.27
1.3.6.1.4.1.412.100.4.1.1.74 dlm1ManaéesAccountOnSystemAuxClass 3.27
1.3.6.1.4.1.412.100.4.1.1.75 [dIm1ElementAsUser 3.28
1.3.6.1.4.1.412.100.4.1.1.76 ||dlm1ElementAsUserAuxClass 3.28
1.3.6.1.4.1.412.100.4.1.1.77 ||dlm1SystemAdministrator 3.29
1.3.6.1.4.1.412.100.4.1.1.78 ||dlm1SystemAdministratorAuxClass 3.29
1.3.6.1.4.1.412.100.4.1.1.79 ||dlm1SystemAdministratorGroup 3.30
1.3.6.1.4.1.412.100.4.1.1.80 ||dlm1SystemAdministratorGroupAuxClass 3.30
1.3.6.1.4.1.412.100.4.1.1.81 ||dlm1SystemAdministratorRole 3.31
1.3.6.1.4.1.412.100.4.1.1.82 ||dlm1SystemAdministratorRoleAuxClass 3.31




1.3.6.1.4.1.412.100.4.1.1.83 ||dlm1UsersAccount 3.32
1.3.6.1.4.1.412.100.4.1.1.84 ||dlm1UsersAccountAuxClass 3.32
1.3.6.1.4.1.412.100.4.1.1.85 || dIlm1SecurityServiceUsesAccount 3.33
1.3.6.1.4.1.412.100.4.1.1.86 | dIm1SecurityServiceUsesAccountAuxClass 3.33
1.3.6.1.4.1.412.100.4.1.1.87 ||dlm1ManagesAccount 3.34
1.3.6.1.4.1.412.100.4.1.1.88 dlmlManaéesAccountAuxClass 3.34
1.3.6.1.4.1.412.100.4.1.1.89 dlmlTrust}_Iierarchy 3.35
1.3.6.1.4.1.412.100.4.1.1.90 | dImITrustHierarchyAuxClass 3.35
1.3.6.1.4.1.412.100.4.1.1.91 ||dlm1UsersCredential 3.36
1.3.6.1.4.1.412.100.4.1.1.92 ||dlm1UsersCredential AuxClass 3.36
1.3.6.1.4.1.412.100.4.1.1.93 || dlm1PublicPrivateKeyPair 3.37
1.3.6.1.4.1.412.100.4.1.1.94 || dlm1PublicPrivateKeyPairlnstance 3.37
1.3.6.1.4.1.412.100.4.1.1.95 | dIlm1PublicPrivateKeyPairHelperAuxClass 3.37
1.3.6.1.4.1.412.100.4.1.1.96 | dlm1CAHasPublicCertificate 3.38
1.3.6.1.4.1.412.100.4.1.1.97 ||dlm1CAHasPublicCertificateAuxClass 3.38
1.3.6.1.4.1.412.100.4.1.1.98 | dlm1ManagedCredential 3.39
1.3.6.1.4.1.412.100.4.1.1.99 dlmlManaéedCredentialAuxClass 3.39
1.3.6.1.4.1.412.100.4.1.1.100 dlmlCASiénsPublicKeyCertiﬁcate 3.40
1.3.6.1.4.1.412.100.4.1.1.101 | dIm1 CASiénsPublicKeyCertiﬁcateAuxClass 3.40
1.3.6.1.4.1.412.100.4.1.1.102 dlmlLocalTyManagedPublicKey 3.41
1.3.6.1.4.1.412.100.4.1.1.103 dlmlLocallyManaéedPublicKeyAuxClass 3.41
1.3.6.1.4.1.412.100.4.1.1.104) dlm1 SharedSecretIsShared 342
1.3.6.1.4.1.412.100.4.1.1.105||dlm1SharedSecretlsShared AuxClass 342
1.3.6.1.4.1.412.100.4.1.1.106 || dim 1 IKESecretIsNamed 3.43
1.3.6.1.4.1.412.100.4.1.1.107||dlm 1 IKESecretlsNamed AuxClass 3.43
1.3.6.1.4.1.412.100.4.1.1.108 || dlm 1 KDClssuesKerberosTicket 3.44
1.3.6.1.4.1.412.100.4.1.1.109|dim1 KDClssuesKerberosTicketAuxClass 3.44
1.3.6.1.4.1.412.100.4.1.1.110}|dlm1NotaryVerifiesBiometric 3.45
1.3.6.1.4.1.412.100.4.1.1.111 |dlm1NotaryVerifiesBiometricAuxClass 3.45
1.3.6.1.4.1.412.100.4.1.1.112||dlm1HostedAuthenticationRequirement 3.46
1.3.6.1.4.1.412.100.4.1.1.113|dlm1HostedAuthenticationRequirementAuxClass ||3.46
1.3.6.1.4.1.412.100.4.1.1.114||dlm1 AuthenticateForUse 3.47
1.3.6.1.4.1.412.100.4.1.1.115||dlm1 AuthenticateForUseAuxClass 3.47
1.3.6.1.4.1.412.100.4.1.1.116/|dlm1RequireCredentialsFrom 3.48
1.3.6.1.4.1.412.100.4.1.1.117|dlm1RequireCredentialsFromAuxClass 3.48
1.3.6.1.4.1.412.100.4.1.1.118}|dlm1 AuthenticationTarget 3.49
1.3.6.1.4.1.412.100.4.1.1.119 dlmlAuthenticationTaréetAuxClass 3.49
1.3.6.1.4.1.412.100.4.1.1.120||dlm1Hosted ACI ) 3.50




1.3.6.1.4.1.412.100.4.1.1.121 | dlm1HostedACIAuxClass 3.50
1.3.6.1.4.1.412.100.4.1.1.122 || dlm1 AuthorizedUse 3.51
1.3.6.1.4.1.412.100.4.1.1.123 || dlm1 AuthorizedUseAuxClass 3.51
1.3.6.1.4.1.412.100.4.1.1.124 | dlm1 AuthorizationSubject 3.52
1.3.6.1.4.1.412.100.4.1.1.125 || dlm1 AuthorizationSubjectAuxClass 3.52
1.3.6.1.4.1.412.100.4.1.1.126 | dIm1 AuthorizationTarget 3.53
1.3.6.1.4.1.412.100.4.1.1.127 dlm1AuthorizationTaréetAuxClass 3.53
1.3.6.1.4.1.412.100.4.1.1.128 dlmlMemberPrincipal_ 3.54
1.3.6.1.4.1.412.100.4.1.1.129| dlm1MemberPrincipallnstance 3.54
1.3.6.1.4.1.412.100.4.1.1.130|dlm1 MemberPrincipalHelperAuxClass 3.54
1.3.6.1.4.1.412.100.4.1.1.131 | dIm1 AccountOnSystem 3.55
1.3.6.1.4.1.412.100.4.1.1.132 | dIm1 AccountOnSystemAuxClass 3.55
1.3.6.1.4.1.412.100.4.1.1.133 || dlm1OrgStructure 3.56
1.3.6.1.4.1.412.100.4.1.1.134 dlmlOréStructureAuxClass 3.56
1.3.6.1.4.1.412.100.4.1.1.135 dlmlCoTlectionInOrganization 3.57
1.3.6.1.4.1.412.100.4.1.1.136 || dIm1 C0llectionInOréanizationAuxClass 3.57
1.3.6.1.4.1.412.100.4.1.1.137 dlmlCollectionInSygtem 3.58
1.3.6.1.4.1.412.100.4.1.1.138 || dlm1CollectionInSystemAuxClass 3.58
B.2 Attributes

OID Attribute Section
1.3.6.1.4.1.412.100.4.2.1 ||dImCADistinguishedName 3.6
1.3.6.1.4.1.412.100.4.2.2 dlmCAPolicy-Statement 3.6
1.3.6.1.4.1.412.100.4.2.3 ||diImCRL 3.6
1.3.6.1.4.1.412.100.4.2.4 ||dImCRLDistributionPoint 3.6
1.3.6.1.4.1.412.100.4.2.5 ||diImCRLRefreshFrequency 3.6
1.3.6.1.4.1.412.100.4.2.6 ||diImMaxChainLength 3.6
1.3.6.1.4.1.412.100.4.2.7 || dlmProtocol ) 3.7
1.3.6.1.4.1.412.100.4.2.8 ||dlmCharterExpired 3.8
1.3.6.1.4.1.412.100.4.2.9 ||dlmCharterlssued 3.8
1.3.6.1.4.1.412.100.4.2.10 ||dlmComparitors 3.8
1.3.6.1.4.1.412.100.4.2.11 ||dlmSealProtocol 3.8
1.3.6.1.4.1.412.100.4.2.12 ||dlmAlgorithm 3.10
1.3.6.1.4.1.412.100.4.2.13 || dImURL 3.13
1.3.6.1.4.1.412.100.4.2.14 ||dlmSecurityClassification 3.14
1.3.6.1.4.1.412.100.4.2.15 ||dlmAccessQualifier 3.15
1.3.6.1.4.1.412.100.4.2.16 ||dlmAccessType 3.15




1.3.6.1.4.1.412.100.4.2.17 ||dlmPermission 3.15
1.3.6.1.4.1.412.100.4.2.18 | dlmBiometric 3.18
1.3.6.1.4.1.412.100.4.2.19 | dlmElementID 3.18
1.3.6.1.4.1.412.100.4.2.20 ||dlmAltSubject 3.20
1.3.6.1.4.1.412.100.4.2.21 ||dlmPublicKey 3.20
1.3.6.1.4.1.412.100.4.2.22 || dlmSubject 3.20
1.3.6.1.4.1.412.100.4.2.23 ||dlmPeerldentity 3.21
1.3.6.1.4.1.412.100.4.2.24 || dlmPeerldentityType 3.21
1.3.6.1.4.1.412.100.4.2.25 | dlmAccessesService 3.22
1.3.6.1.4.1.412.100.4.2.26 || dlmRemotelD 3.22
1.3.6.1.4.1.412.100.4.2.27 ||dlmTicketType 3.22
1.3.6.1.4.1.412.100.4.2.28 || dlmAlgorithm 3.23
1.3.6.1.4.1.412.100.4.2.29 |[dimProtocol 3.23
1.3.6.1.4.1.412.100.4.2.30 | dlmSecret 3.23
1.3.6.1.4.1.412.100.4.2.31 | dlmLocalldentity 3.24
1.3.6.1.4.1.412.100.4.2.32 || dlmLocalldentityType 3.24
1.3.6.1.4.1.412.100.4.2.33 ||dlmSharedSecretName 3.24
1.3.6.1.4.1.412.100.4.2.34 ||dlmServiceUsesSecurityServiceAntecedentRef 3.25
1.3.6.1.4.1.412.100.4.2.35 ||dlmServiceUsesSecurityServiceDependentRef 3.25
1.3.6.1.4.1.412.100.4.2.36 ||dlmServiceUsesSecurityServiceHelperRef 3.25
1.3.6.1.4.1.412.100.4.2.37 ||dlmSecurityServiceForSystemAntecedentRef 3.26
1.3.6.1.4.1.412.100.4.2.38 ||dlmSecurityServiceForSystemDependentRef 3.26
1.3.6.1.4.1.412.100.4.2.39 ||dlmManagesAccountOnSystemAntecedentRef 3.27
1.3.6.1.4.1.412.100.4.2.40 dlmManag_;esAccountOnSystemDependentRef 3.27
1.3.6.1.4.1.412.100.4.2.41 |[dimElementAsUserAntecedentRef 3.28
1.3.6.1.4.1.412.100.4.2.42 ||dlmElementAsUserDependentRef 3.28
1.3.6.1.4.1.412.100.4.2.43 ||dimSystemAdministratorAntecedentRef 3.29
1.3.6.1.4.1.412.100.4.2.44 || dlmSystemAdministratorDependentRef 3.29
1.3.6.1.4.1.412.100.4.2.45 ||dlmSystemAdministratorGroupAntecedentRef 3.30
1.3.6.1.4.1.412.100.4.2.46 ||dimSystemAdministratorGroupDependentRef 3.30
1.3.6.1.4.1.412.100.4.2.47 ||dlmSystemAdministratorRoleAntecedentRef 3.31
1.3.6.1.4.1.412.100.4.2.48 || dlmSystemAdministratorRoleDependentRef 3.31
1.3.6.1.4.1.412.100.4.2.49 ||dimUsersAccountAntecedentRef 3.32
1.3.6.1.4.1.412.100.4.2.50 ||dlmUsersAccountDependentRef 3.32
1.3.6.1.4.1.412.100.4.2.51 ||dlmSecurityServiceUsesAccountAntecedentRef 3.33
1.3.6.1.4.1.412.100.4.2.52 ||dlmSecurityServiceUsesAccountDependentRef 3.33
1.3.6.1.4.1.412.100.4.2.53 ||dilmManagesAccountAntecedentRef 3.34
1.3.6.1.4.1.412.100.4.2.54 dlmManazEgesAccountDependentRef 3.34




1.3.6.1.4.1.412.100.4.2.55 ||dlmTrustHierarchyAntecedentRef 3.35
1.3.6.1.4.1.412.100.4.2.56 ||dlmTrustHierarchyDependentRef 3.35
1.3.6.1.4.1.412.100.4.2.57 ||dlmUsersCredential AntecedentRef 3.36
1.3.6.1.4.1.412.100.4.2.58 ||dlmUsersCredentialDependentRef 3.36
1.3.6.1.4.1.412.100.4.2.59 ||dlmRepository 3.37
1.3.6.1.4.1.412.100.4.2.60 ||dlmUse 3.37
1.3.6.1.4.1.412.100.4.2.61 ||dlmPublicPrivateKeyPairAntecedentRef 3.37
1.3.6.1.4.1.412.100.4.2.62 ||dlmPublicPrivateKeyPairDependentRef 3.37
1.3.6.1.4.1.412.100.4.2.63 ||dlmPublicPrivateKeyPairHelperRef 3.37
1.3.6.1.4.1.412.100.4.2.64 | dImCAHasPublicCertificateAntecedentRef 3.38
1.3.6.1.4.1.412.100.4.2.65 ||dImCAHasPublicCertificateDependentRef 3.38
1.3.6.1.4.1.412.100.4.2.66 ||dlmManagedCredential AntecedentRef 3.39
1.3.6.1.4.1.412.100.4.2.67 dlmManaéedCredentialDependentRef 3.39
1.3.6.1.4.1.412.100.4.2.68 dlmSignat_ure 3.40
1.3.6.1.4.1.412.100.4.2.69 dlmCASignsPublicKeyCertiﬁcateAntecedentRef 3.40
1.3.6.1.4.1.412.100.4.2.70 dlmCASiénsPublicKeyCertiﬁcateDependentRef 3.40
1.3.6.1.4.1.412.100.4.2.71 dlmLocalTyManagedPublicKeyAntecedentRef 3.41
1.3.6.1.4.1.412.100.4.2.72 dlmLocallyManaéedPublicKeyDependentRef 3.41
1.3.6.1.4.1.412.100.4.2.73 |[dimSharedSecretlsSharedAntecedentRef 3.42
1.3.6.1.4.1.412.100.4.2.74 ||dlmSharedSecretlsSharedDependentRef 3.42
1.3.6.1.4.1.412.100.4.2.75 ||dImIKESecretlsNamedAntecedentRef 3.43
1.3.6.1.4.1.412.100.4.2.76 ||dImIKESecretlsNamedDependentRef 3.43
1.3.6.1.4.1.412.100.4.2.77 || dImKDClssuesKerberosTicketAntecedentRef 3.44
1.3.6.1.4.1.412.100.4.2.78 ||dImKDClssuesKerberosTicketDependentRef 3.44
1.3.6.1.4.1.412.100.4.2.79 ||dlmNotaryVerifiesBiometricAntecedentRef 3.45
1.3.6.1.4.1.412.100.4.2.80 ||dlmNotaryVerifiesBiometricDependentRef 3.45
1.3.6.1.4.1.412.100.4.2.81 ||dimHostedAuthenticationRequirementAntecedentRef]|3.46
1.3.6.1.4.1.412.100.4.2.82 ||dimHostedAuthenticationRequirementDependentRef ||3.46
1.3.6.1.4.1.412.100.4.2.83 ||dlmAuthenticateForUseAntecedentRef 3.47
1.3.6.1.4.1.412.100.4.2.84 ||dlmAuthenticateForUseDependentRef 3.47
1.3.6.1.4.1.412.100.4.2.85 ||dlmRequireCredentialsFromAntecedentRef 3.48
1.3.6.1.4.1.412.100.4.2.86 ||dlmRequireCredentialsFromDependentRef 3.48
1.3.6.1.4.1.412.100.4.2.87 ||dlmAuthenticationTargetAntecedentRef 3.49
1.3.6.1.4.1.412.100.4.2.88 dlmAuthenticationTaréetDependentRef 3.49
1.3.6.1.4.1.412.100.4.2.89 ||dlmHostedACIAntecedentRef 3.50
1.3.6.1.4.1.412.100.4.2.90 ||dimHostedACIDependentRef 3.50
1.3.6.1.4.1.412.100.4.2.91 ||dlmAuthorizedUseAntecedentRef 3.51
1.3.6.1.4.1.412.100.4.2.92 ||dlmAuthorizedUseDependentRef 3.51




1.3.6.1.4.1.412.100.4.2.93 ||dlmAuthorizationSubjectAntecedentRef 3.52
1.3.6.1.4.1.412.100.4.2.94 ||dlmAuthorizationSubjectDependentRef 3.52
1.3.6.1.4.1.412.100.4.2.95 ||dlmAuthorizationTargetAntecedentRef 3.53
1.3.6.1.4.1.412.100.4.2.96 dlmAuthorizationTaréetDependentRef 3.53
1.3.6.1.4.1.412.100.4.2.97 ||dlmUserAccessBy ) 3.54
1.3.6.1.4.1.412.100.4.2.98 ||dImMemberPrincipalCollectionRef 3.54
1.3.6.1.4.1.412.100.4.2.99 ||dlImMemberPrincipalMemberRef 3.54
1.3.6.1.4.1.412.100.4.2.100 || dimMemberPrincipalHelperRef 3.54
1.3.6.1.4.1.412.100.4.2.101 ||dlmAccountOnSystemGroupComponentRef 3.55
1.3.6.1.4.1.412.100.4.2.102 || dlmAccountOnSystemPartComponentRef 3.55
1.3.6.1.4.1.412.100.4.2.103 || dimOrgStructureChildRef 3.56
1.3.6.1.4.1.412.100.4.2.104 dlmOréStructureParentRef 3.56
1.3.6.1.4.1.412.100.4.2.105 dlmCoTlectionInOrganizationChildRef 3.57
1.3.6.1.4.1.412.100.4.2.106 dlmCo11ectionInOréanizationParentRef 3.57
1.3.6.1.4.1.412.100.4.2.107 dlmCollectionInSygtemChildRef 3.58
1.3.6.1.4.1.412.100.4.2.108||dImCollectionInSystemParentRef 3.58

B.3 Nameforms

OID Nameform Section
1.3.6.1.4.1.412.100.4.3.1.1 ||dlmlAccountManagementServicelnstanceNameForm1 3.2
1.3.6.1.4.1.412.100.4.3.1.2 || dlm1 AuthenticationServiceInstanceNameForm |1 33
1.3.6.1.4.1.412.100.4.3.1.3 || dlm1 VerificationServicelnstanceNameForm1 34
1.3.6.1.4.1.412.100.4.3.1.4 ||dlmICredentialManagementServicelnstanceNameForm1 3.5
1.3.6.1.4.1.412.100.4.3.1.5 | dIml CertiﬁcateAutho-rityInstanceNameForm1 3.6
1.3.6.1.4.1.412.100.4.3.1.6 | dlmlKerberosKeyDistributionCenterInstanceNameForm1 3.7
1.3.6.1.4.1.412.100.4.3.1.7 ||dlmINotaryInstanceNameForml 3.8
1.3.6.1.4.1.412.100.4.3.1.8 || dlm1LocalCredentialManagementServicelnstanceNameForm1 | 3.9
1.3.6.1.4.1.412.100.4.3.1.9 | dlm1SharedSecretServiceInstanceNameForm | 3.10
1.3.6.1.4.1.412.100.4.3.1.10(| dlm1PublicKeyManagementServicelnstanceNameForm1 3.11
1.3.6.1.4.1.412.100.4.3.1.11| dlm1 AuthorizationServiceInstanceNameForm1 3.12
1.3.6.1.4.1.412.100.4.3.1.12|dlm1CredentialManagementS APInstanceNameForm1 3.13
1.3.6.1.4.1.412.100.4.3.1.13 dlmlAuthenticationR-equirementInstanceNameForm1 3.14
1.3.6.1.4.1.412.100.4.3.1.14 || dlm1 AccessControlInformationInstanceNameForm1 3.15
1.3.6.1.4.1.412.100.4.3.1.15||dIm1UsersAccessInstanceNameForm1 3.18
1.3.6.1.4.1.412.100.4.3.1.16||dlm1PublicKeyCertificateInstanceNameForm1 3.20
1.3.6.1.4.1.412.100.4.3.1.17|dlm1UnsignedPublicKeyInstanceNameForm1 3.21
1.3.6.1.4.1.412.100.4.3.1.18| dlm 1 Kerberos TicketInstanceNameForm 3.22




1.3.6.1.4.1.412.100.4.3.1.19||dlm1SharedSecretInstanceNameForm 1 3.23
1.3.6.1.4.1.412.100.4.3.1.20||dlm1NamedSharedIKESecretInstanceNameForm1 3.24
1.3.6.1.4.1.412.100.4.3.1.21||dlm1ServiceUsesSecurityServicelnstanceNameForm 1 3.25
1.3.6.1.4.1.412.100.4.3.1.22||dlm1PublicPrivateKeyPairInstanceNameForm1 3.37
1.3.6.1.4.1.412.100.4.3.1.23||dlm1MemberPrincipallnstanceNameForm1 3.54




