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**
Collection
(Abstract)

*

*

OtherPersonInformation

CreationClassName: string [Key]
Name: string [Key]  //dn
ObjectClass: String [ ]
Audio: string[ ] //octetstring
BusinessCategory : string[ ]
CarLicense: string[ ]
CommonName: string[ ]
CountryName:  string[ ]
DepartmentNumber: string[ ]
Descriptions: string[ ]
DestinationIndicator: string[ ]
DisplayName:  string[ ]
EmployeeNumber: string
EmployeeType: string[ ]
FacsimileTelephoneNumber: string[ ]
GenerationQualifier:string[ ]
GivenName: string[ ]
HomeFax: string[ ]
HomePhone: string[ ]
HomePostalAddress: string[ ]
Initials: string[ ]
InternationaliSDNNumber: string[ ]
JpegPhoto: string[ ] //octetstring
LabeledURI: string[ ]
LocalityName:  string[ ]
Mail:string[ ]
Manager: string[ ] //dn
MiddleName: string[ ]
Mobile: string[ ]
OrganizationName: string[ ]
OrganizationalStatus: string[ ]
OtherMailbox: string[ ]
OU: string[ ]
Pager: string[ ]
PersonalTitle: string[ ]
Photo: string[ ] //octetstring
PhysicalDeliveryOfficeName: string[ ]
PostalAddress: string[ ]
PostalCode: string[ ]
PostOfficeBox : string[ ]
PreferredDeliveryMethod: string
PreferredLanguage:  string
RegisteredAddress : string[ ]
RoomNumber: string[ ]

OtherOrganizationInformation

CreationClassName: string [Key]
Name: string [Key]  //dn
ObjectClass: String [ ]
BusinessCategory : string[ ]
Descriptions: string[ ]
DestinationIndicator: string[ ]
FacsimileTelephoneNumber: string[ ]
InternationaliSDNNumber: string[ ]
LabeledURI: string [ ]
LocalityName:  string[ ]
Mail: string[ ]
Manager: string[ ] //dn
OrganizationName: string[ ]
OtherMailbox: string[ ]
PhysicalDeliveryOfficeName: string[ ]
PostalAddress: string[ ]
PostalCode: string[ ]
PostOfficeBox : string[ ]
PreferredDeliveryMethod: string
RegisteredAddress:string[ ]
SearchGuide: string[ ]
SeeAlso: string[ ] //dn
StateOrProvince: string[ ]
Street: string[ ]
TelephoneNumber: string[ ]
TeletexTerminalIdentifier: string[ ]
TelexNumber: string[ ]
ThumbnailLogo: string[ ] //octetstring
UniqueIdentifier: string[ ]
UserPassword: string[ ] //oc tetstring
X121Address: string[ ]

OtherOrgUnitInf ormation

CreationClassName: string [Key]
Name: string [Key]  //dn
ObjectClass: String [ ]
BusinessCategory : string[ ]
Descriptions: string[ ]
DestinationIndicator: string[ ]
FacsimileTelephoneNumber: string[ ]
InternationaliSDNNumber: string[ ]
LocalityName:  string[ ]
OU: string[ ]
PhysicalDeliveryOfficeName: string[ ]
PostalAddress: string[ ]
PostalCode: string[ ]
PostOfficeBox : string[ ]
PreferredDeliveryMethod: string
SearchGuide: string[ ]
SeeAlso: string[ ] //dn
StateOrProvince: string[ ]
Street: string[ ]
TelephoneNumber: string[ ]
TeletexTerminalIdentifier: string[ ]
TelexNumber: string[ ]
UserPassword: string[ ] //octetstring
X121Address: string[ ]

0,1
MoreOrgInfo

0,1
MoreOrgUnitInfo



Dependency

MemberOfCollection

SystemAdministrator

0
,
1 *

OrgStructure

UsersCredential

**

*

*

*

*
*

MemberPrincipal
UsersAccessBy: uint16 (enum)

*

*
*

Person

CreationClassName: string [Key]
Name: string [Key] //dn
BusinessCategory: string
CommonName: string REQD
EmployeeNumber: string
EmployeeType: string
FacsimileTelephoneNumber: string
HomePhone: string
HomePostalAddress: string[ ]
JpegPhoto: uint8[ ] //octetstring
LocalityName: string
Mail:string
Manager: string //dn
Mobile: string
OU: string
Pager: string
PostalAddress: string[ ]
PostalCode: string
PreferredLanguage:  string
Secretary: string //dn
StateOrProvince: string
Surname: string REQD
TelephoneNumber: string

Organizat ion

CreationClassName: string [Key]
Name: string [Key]  //dn
BusinessCategory: string
FacsimileTelephoneNumber: string
LocalityName: string
Mail: string
OrganizationName: string REQD
PostalAddress: string[ ]
PostalCode: string
StateOrProvince: string
TelephoneNumber: string

OrgUnit

CreationClassName: string [Key]
Name: string [Key]  //dn
BusinessCategory: string
FacsimileTelephoneNumber: string
LocalityName: string
OU: string REQD
PostalAddress: string[ ]
PostalCode: string
StateOrProvince: string
TelephoneNumber: string

CreationClassName: string [Key]
Name: string [Key]
ElementID: string [Key]
Biometric: uint16 (enum)

UsersAccess

UserEntity
(Abstract)

OrganizationalEntity
(Abstract)

ElementAsUser

Caption: string
Description:  string

ManagedElement
(abstract)

*

*
*

CollectionInOrganization
0,1

1

Inheritance
Association

Association with Weak  reference
Aggregat ion
Aggregation with Weak reference
equivalent to: 0..n*

w

w

CollectionInSystem

1 1



Component

Object classes
as instances of Metaclass CLASS

*
AccountMaps

ToAccount

SecurityService
ForSystem

**

UsersAccount

*
*w

1

*

*

*

*

1

1

*

*

Service
Uses

Security
Service

*

*
*

*

SystemComponent

ManagedSystemElement

LogicalElement

System Service ServiceAccessPoint Account

CreationClassName: string [key]
Name: string[key]
Userid: string
ObjectClass: String [ ]
Descriptions: string[ ]
Host: string[ ]
LocalityName:  string[ ]
OrganizationName: string[ ]
OU: string[ ]
SeeAlso: string[ ] //dn
UserCertificate: string[ ] //octetstring
UserPassword: string[ ] //octetstring

SecurityService

ServiceService
Dependency**0,1

*
*

CredentialManagementSAP

URL: string



Antecedent: ref ManagedElement
Dependent: ref ManagedElement

Dependency(f rom Core)

Inheritance of Association classes as instances of Metaclass ASSOCIATION
(see corresponding lines on the left side)

Antecedent: ref ManagedElement
Dependent: ref UsersAccess

ElementAsUser

Antecedent: ref System
Dependent: ref  UserEntity

SystemAdministrator

Antecedent: ref Account
Dependent: ref UsersAccess

UsersAccount

Antecedent: ref Account
Dependent: ref Account

AccountMapsToAccount

Antecedent: ref Account
Dependent: ref SecurityService

SecurityServiceUsesAccount

Antecedent: ref AccountManagementService
Dependent: ref Account

ManagesAccount

Antecedent: ref Credential
Dependent: ref UsersAccess

UsersCredential

Antecedent: ref PublicKeyCertificate
Dependent: ref UsersAccess
Use: uint16 (Enum)
NonRepudiation: Boolean
BackedUp: Boolean
Repository: String

PublicPrivateKeyPair

Antecedent: ref Service
Dependent:  ref Service
TypeOfDependency: uint16
RestartService:  boolean

ServiceServiceDependency (From Core)

Antecedent: ref SecurityService
Dependent: ref Service

ServiceUsesSecurityService

Antecedent: ref System
Dependent: ref Group

SystemAdministratorGroup

Antecedent: ref Organization
Dependent: ref OtherOrganizationInformation

MoreOrganizationInfo

Antecedent: ref OrgUnit
Dependent: ref OtherOrgUnitInformation

MoreOrgUnitInfo

Antecedent: ref Person
Dependent: ref OtherPersonInformation

MorePersonInfo

Antecedent: ref Group
Dependent: ref OtherGroupInformation

MoreGroupInfo

Antecedent: ref Role
Dependent: ref OtherRoleInformation

MoreRoleInfo

Antecedent: ref CredentialManagementService
Dependent: ref CredentialManagementService

TrustHierarchy



CreationClassName: string [Key]
Name: string [Key]  //dn
BusinessCategory: string
CommonName: string REQD

Group

CreationClassName: string [Key]
Name: string [Key]  //dn
BusinessCategory: string
CommonName: string REQD

Role

* *

RoomNumber: string[ ]
Secretary: string[ ] //dn
SeeAlso: string[ ] //dn
StateOrProvince: string[ ]
Street: string[ ]
Surname: string[ ]
TelephoneNumber: string[ ]
TeletexTerminalIdentifier: string[ ]
TelexNumber: string[ ]
ThumbnailLogo: string[ ] //octetstring
ThumbnailPhoto: string[ ] //octetstring
Title: string[ ]
UserID: string[ ]
UniqueIdentifier: string[ ]
UserCertificate: string[ ] //octetstring
UserPassword: string[ ] //octetstring
UserPKCS12: string[ ] //octetstring
UserSMIMECertificate: string[ ] //octetstring
X121Address: string[ ]
X500UniqueIdentifier: string[ ] //octetstring

CreationClassName: string [Key]
Name: string [Key]  //dn
ObjectClass: String [ ]
BusinessCategory : string[ ]
CommonName: string[ ]
Descriptions: string[ ]
OrganizationName: string[ ]
OU: string[ ]
Owner: string[ ]  //dn
SeeAlso: string[ ]  //dn

OtherGroupInformation

CreationClassName: string [Key]
Name: string [Key]  //dn
ObjectClass: String [ ]
BusinessCategory : string[ ]
CommonName: string[ ]
Descriptions: string[ ]
DestinationIndicator: string[ ]
FacsimileTelephoneNumber: string[ ]
InternationaliSDNNumber: string[ ]
OU: string[ ]
PhysicalDeliveryOfficeName: string[ ]
PostalAddress: string[ ]
PostalCode: string[ ]
PostOfficeBox : string[ ]
PreferredDeliveryMethod: string
RegisteredAddress:string[ ]
SeeAlso: string[ ] //dn
StateOrProvince: string[ ]
Street: string[ ]
TelephoneNumber: string[ ]
TeletexTerminalIdentifier: string[ ]
TelexNumber: string[ ]
X121Address: string[ ]

OtherRoleInformation

MoreGroupInfo
10,1

MoreRoleInfo

1

0,1

MorePersonInfo
0,1



Notary
Verifies

BioMetric

AuthorizedUse

*
*

*

*

Authorizat ion
Target

Authorizat ion
Subject

*w *w

HostedACI

*

*

*

TelephoneNumber: string
Title: string

AuthorizationService

CreationClassName: string [Key]
Name: string [Key]
SecurityClassification: string
AccessType: string[ ]
AccessQualifier: string[ ]
Permission: string[ ]

AccessControlInformation

CreationClassName: string [Key]
Name: string [Key]
SecurityClassification: string

AuthenticationRequirement

SystemAdministratorRole

SystemAdministratorGroup

AuthenticationTarget

PublicPrivateKeyPair
  use: {signOnly, confidentialityOrSignature}
  nonRepudiation: boolean
  backedUp: boolean
  repository : string

1



AccountOnSystem

SecurityServiceUsesAccount

AuthenticateForUse

RequireCredentialsFrom

*

*

**

HostedAuthentication
Requirement

*

ManagedCredential 1

*

ManagesAccount

*

ManagesAccountOnSystem

*

*

Credent ial
(Abstract)

SecurityService
(Abstract)

CredentialManagement
Service

AccountManagement
Service

Authentication
Service

VerificationService

NamedSharedIKESecret

PeerIdentityType: uint16 [Key]
PeerIdentity: string [Key]
LocalIdentityType:  uint16 [Key]
LocalIdentity: string [Key]
SharedSecretName:  string

IKESecret
IsNamed

UnsignedPublicKey

PeerIdentityType: uint16
PeerIdentity: string [Key]
PublicKey: uint8[ ]

LocallyManaged
PublicKey

PublicKey
ManagementService

SharedSecret
IsShared

CASignsPublicKeyCertificate
  serialNumber: string
  signature: uint8[ ] //octetstring
  expiration: datetime
  CRLDistributionPoint:string

KDCIssuesKerberosTicket

CAHas
Public

Certificate

*w *w*w

1

0,1

1

1

*

SharedSecretService

Algorithm: string
Protocol: string

Notary

Comparitors: uint16[  ] (enum)
SealProtocol: string
CharterIssued: datetime
CharterExpires: datetime

CertificateAuthority

CAPolicyStatement: string
CRL: string[ ] //octetstring
CRLDistributionPoint : string[ ]
CADistinguishedName: string
MaxChainLength:  uint8
CRLRefreshFrequency:uint16

SharedSecret

RemoteID: string [key]
Secret: string
Algorithm: string
Protocol: string

KerberosTicket

AccessesService: string [Key]
RemoteID: string [key]
Issued: datetime
Expires: datetime
TicketType: uint16 (enum)

PublicKeyCertificate

Subject: string [key]
AltSubject: string
PublicKey: uint8[ ]

Kerberos Key Distribution
Center

Protocol:uint16 (enum)

*w

1

LocalCredentialManagementService

*w

1

*
0..1

TrustHierarchy

*

*



Antecedent: refAuthenticationRequirements
Dependent: ref AuthenticationService

AuthenticateForUse

Antecedent: ref CredentialManagementService
Dependent: ref AuthenticationRequirements

RequireCredentialsFrom

Antecedent: ref AuthenticationRequirements
Dependent: ref ManagedElement

AuthenticationTarget

Antecedent: ref SecurityService
Dependent: ref System

SecurityServiceForSystem

Antecedent: refAccessCont rolInformation
Dependent: ref AuthorizationService

AuthorizedUse

Antecedent: ref AccessCont rolInformation
Dependent: ref ManagedElement

AuthorizationSubject

Antecedent: ref AccessCont rolInformation
Dependent: ref ManagedElement

AuthorizationTarget

Antecedent: ref AccountManagementService
Dependent: ref System

ManagesAccountOnSystem

ProvidesServiceToElement

Antecedent: ref Service
Dependent: ref ManagedSystemElement

Antecedent: ref System
Dependent: ref AccessCont rolInformation

HostedACI

Antecedent: ref Notary
Dependent: ref UsersAccess

NotaryVerifiesBiometric

Antecedent: ref PublicKeyCertificate
Dependent: ref Certif icateAuthority

CAHasPublicCertificate

Antecedent: ref Certif icateAuthority
Dependent: ref PublicKeyCertificate
SerialNumber: string
Signature: uint8[ ] //octetstring
Expiration: datetime
CRLDistributionPoint: string

CASignsPublicKeyCertificate

Antecedent: ref KerberosKeyDistributionCenter
Dependent: ref KerberosTicket

KDCIssuesKerberosTicket

Antecedent: ref SharedSecretService
Dependent: ref SharedSecret

SharedSecretIsShared

Antecedent: ref CredentialManagementService
Dependent: ref Credential

ManagedCredential

Antecedent: ref System
Dependent: ref Role

SystemAdministratorRole

Parent: ref OrganizationalEntity
Child: ref OrganizationalEntity

OrgStructure

Parent: ref OrganizationalEntity
Child: ref Collection

CollectionInOrganization

Parent: ref System
Child: ref Collection

CollectionInSystem

SystemComponent (from Core)

GroupComponent: ref System
PartComponent: ref ManagedSystemElement

AccountOnSystem

GroupComponent: ref System
PartComponent: ref Account

MemberOfCollection (from Core)

Collection: ref Collection
Member: ref ManagedElement

MemberPrincipal

Collection: ref Collection
Member: ref ManagedElement
UserAccessBy: uint16 [enum]

{UsersAccess,
Account,
 UsingElement,
CredentialManagementService}

HostedAuthenticationRequirement

Antecedent: ref System
Dependent: ref AuthenticationRequirement

Antecedent: ref PublicKeyManagementService
Dependent: ref UnsignedPublicKey

LocallyManagedPublicKey

Antecedent: ref SharedSecretService
Dependent: ref NamedSharedIKESecret

IKESecretIsNamed


