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OtherPersoninfamation

OtherOrganizationInfamation

CreationClassName: string [Key]
Name: string [Key] //dn
ObjectClass: Sting[]

Audio: string[ ] //octetstring
BusinessCategory : sting[ ]
CarLicense: sting[]
CommonName: sting[]
CountryName: sting[]
DepartmentNumber: string[]
Descriptions: sting[]
DestinationIndicator: string[]
DisplayName: sting[]
EmployeeNumber: string
EmployeeType: sting[]
FacsimileTelephoneNumber: sting[]
GenerationQualifier:sting[ ]
GivenName: string[]
HomeFax: sting[]
HomePhone: string[]
HomePostalAddress: string[]
Initials: string[]
InternationaliSDNNumber: string[ ]
JpegPhoto: string[ ] //octetstring
LabeledURI: sting[]
LocalityName: sting[]
Mail:string[]

Manager: string[] //dn
MiddleName: string[]

Mobile: string[]
OrganizationName: string[]
OrganizationalStatus: sting[]
OtherMailbox: string[]

OU: string[]

Pager: string[]

PersonalTitle: string[]

Photo: string[ ] //octetstring
PhysicalDeliveryOfficeName: string[ ]
PostalAddress: sting[]
PostalCode: sting[]
PostOfficeBox: string[ ]
PreferredDeliveryMet hod: sting
PreferredLanguage: sting
RegisteredAddress : sting[]

CreationClassName: string [Key]
Name: string [Key] //dn
ObjectClass: Sting[]
BusinessCategory: sting[ ]
Descriptions: sting[]
DestinationIndicator: sting[]
FacsimileTelephoneNumber: stiing[ ]
InternationaliSDNNumber: string[ ]
LabeledURI: string[]
LocalityName: sting[]

Mail: string[]

Manager: string[]//dn
OrganizationName: sting[]
OtherMailbox: string[]
PhysicalDeliveryOfficeName: string[ ]
PostalAddress: sting[]
PostalCode: sting[]
PostOfficeBox: string[ ]
PreferredDeliveryMet hod: sting
RegisteredAddress:string[]
SearchGuide: string[]

SeeAlso: string[]//dn
StateOrProvince: sting[]

Street: string[]

TelephoneNumber: string[]
TeletexTerminalldentifier: sting[]
TelexNumber: string[]
ThumbnailLogo: string[ ] //octetstring
Uniqueldentifier: sting[]
UserPassword: string[ ] //oc tetstring
X121Address: string[]

OtherOrgUnitInf omation

CreationClassName: string [Key]
Name: string [Key] //dn
ObjectClass: Sting[]
BusinessCategory : sting[]
Descriptions: string[]
DestinationIndicator: string[]
FacsimileTelephoneNumber: sting[]
InternationaliSDNNumber: string[ ]
LocalityName: string[]

OU: string(]
PhysicalDeliveryOfficeName: string[]
PostalAddress: sting[]
PostalCode: sting[]
PostOfficeBox: string[]
PreferredDeliveryMet hod: sting
SearchGuide: string[]

SeeAlso: string[] //dn
StateOrProvince: sting[]

Street: string[]

TelephoneNumber: string[]
TeletexTerminalldentifier: sting[]
TelexNumber: string[]
UserPassword: string[ ] //octetstring
X121Address: string[]
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MemberOfCollection
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UsersAccessBYy: uintl6 (enum)
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OrgUnit

Organization

CreationClassName: string [Key]
Name: string [Key] //dn
BusinessCategory: string
FacsimileTelephoneNumber: sting
LocalityName: stiing

OU: string REQD

PostalAddress: sting[]
PostalCode: sting
StateOrProvince: sting
TelephoneNumber: sting

CreationClassName: string [Key]
Name: string [Key] //dn
BusinessCategory: string
FacsimileTelephoneNumber: string
LocalityName: sting

Mail: string

OrganizationName: string REQD
PostalAddress: sting[]
PostalCode: sting
StateOrProvince: sting
TelephoneNumber: sting

UserEntity
(Abstract)

A

Person

CreationClassName: string [Key]
Name: string [Key] /[dn
BusinessCategory: string
CommonName: stiing REQD
EmployeeNumber: sting
EmployeeType: sting
FacsimileTelephoneNumber: string
HomePhone: sting
HomePostalAddress: sting[]
JpegPhoto: uint8[ ] //octetsting
LocalityName: string
Mail:string

Manager: string/ldn

Mobile: string

OU: sting

Pager: string

PostalAddress: sting[]
PostalCode: sting
PreferredLanguage: sting
Secretary: string /ldn
StateOrProvince: sting
Surname: string REQD

TalanhnanaNiimhar: cinn

*

UsersAccess

CreationClassName: string [Key]
Name: string [Key]

ElementID: string [Key]
Biometric: uint16 (enum)
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SystemAdministrator

UsersCredential




Object classes
as instances of Metaclass CLASS

Comporernt
*
ManagedSystem Element [
X
LogicalElement
SystemComponent
ServiceService AccountMaps
% 10,1 r»eependenw ToAccout %
System Service * ServiceAccessPoint Account
X * % | CreationClassName: string [key]
- Name: stringlkey]
X o * Userid: sting
ObjectClass: Sting[]
1 Descriptions: sting[]
Host: string[]
1 ¥()1 A A LocalityName: string[]
OrganizationName: sting[]
X |OU: string[]
UsersAc court SeeAlso: string[] //dn
; ; Service UserCertificate: string[ ]/foctetstring
Security Service A .
ForSystem Uses_ CredentialManagementSAP UserPassword: string[ ] //octetstring
Security —
Service | YRL: sting
X *w ¥
CAanmiivitus Cannns *




Inheritance of Association classes as instances of Metaclass ASSOCIATION

(see corresponding lines on the left side)

Dependency(from Core)

Antecedent: ref ManagedElement
Dependent: ref ManagedEement

A

UsersCredential

ElementAsUser

Antecedent: ref Credential
Dependent: ref UsersAccess

Antecedent: ref ManagedBement
Dependent: ref UsersAccess

?

MoreOrganizationinfo

Antecedent: ref Organization
Dependent: ref OtherOrganizationinformation

PublicPrivateKeyPair

UsersAc count

Antecedent: ref PublicKeyCertificate
Dependent: ref UsersAccess

Use: uintl6 (Enum)
NonRepudiation: Bodean
BackedUp: Bookean

Repository: Sting

Antecedent: ref Account
Dependent: ref UsersAccess

MoreOrgUnitinfo

Antecedent: ref OrgUnit
Dependent: ref OtherOrgUnitinformation

AccountMapsToAc count

MorePersoninfo

Antecedent: ref Account

ServiceServiceDependency (From Core)

Dependent: ref Account

Antecedent: ref Person
Dependent: ref OtherPersoninformation

Antecedent: ref Service
Dependent: ref Service
TypeOfDependency: uintl6
RestartService: bookean

SecurityServiceUsesAccount

MoreGrouplnfo

Antecedent: ref Account

?

Dependent: ref Sec urityService

Antecedent: ref Group
Dependent: ref OtherGroupinformation

ServiceUsesSecurityService

ManagesAccourt

Antecedent: ref Sec urityService
Dependent: ref Service

MoreRolelnfo

Antecedent: ref AccountManagementService
Dependent: ref Account

Antecedent: ref Role
Dependent: ref OtherRolelnformation

SystemAdministratorGroup

SystemAdministrator

Antecedent: ref System
Dependent: ref Group

TrustHierarchy

Antecedent: ref System
Dependent: ref UserEntiy

Antecedent: ref CredentialManagementService
Dependent: ref CredentialManagementService




RoomNumber: sting[]

Secretary: string[]//dn

SeeAlso: string[]//dn
StateOrProvince: sting[]

Street: string[]

Surname: string[]
TelephoneNumber: string[]
TeletexTerminalldentifier: string[]
TelexNumber: string[]
ThumbnailLogo: string[ ] //octetsting

ThumbnailPhoto: string[ ] //octetstring

Title: string[]

UserlID: sting[]

Uniqueldentifier: sting[]
UserCertificate: string[ ]/octetstring
UserPassword: string[ ] //octetstring
UserPKCS12: string[ ] //octetstring

UserSMIMECertificate: string[ ] /octetstring

X121Address: string[]

X500Uniqueldentifier: string[ ] /octetstring

MorePersoninfo
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OtherGrouplnfamation

CreationClassName: string [Key]
Name: string [Key] //dn
ObjectClass: Sting[]
BusinessCategory: sting[ ]
CommonName: string[]
Descriptions: sting[]
OrganizationName: sting[]

OU: string[]

Owner: string[] //dn

SeeAlso: string[] //dn

MoreGrouplnfo

|1

OtherRolelnfamation

CreationClassName: string [Key]
Name: string [Key] //dn
ObjectClass: Sting[]
BusinessCategory : sting[]
CommonName: string[]
Descriptions: sting[]
DestinationIndicator: sting[]
FacsimileTelephoneNumber: stiing[ ]
InternationaliSDNNumber: sting[]
OU: string[]
PhysicalDeliveryOfficeName: string[ ]
PostalAddress: sting[]
PostalCode: sting[]
PostOfficeBox: sting[ ]
PreferredDeliveryMet hod: sting
RegisteredAddress:stiing[]
SeeAlso: string[]//dn
StateOrProvince: sting[]

Street: string[]
TelephoneNumber: string[]
TeletexTerminalldentifier: sting[]
TelexNumber: string[]
X121Address: string[]

Group

Role

CreationClassName: string [Key]
Name: string [Key] //dn
BusinessCategory: string
CommonName: string REQD

CreationClassName: string [Key]
Name: string [Key] //dn
BusinessCategory: string
CommonName: string REQD
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Authorization X |AccessType: sting[]
Subject ——— AccessQualifier: sting[]
Permission: string[]

ILeiepnonenurmmoer. surny
Title: string
| 1
™M
HostedACl
Notary AuthorizationService
Verifies
BioMetric
X
Authorization l_
Target
*w *w *
AccessControllnformation AuthenticationRequirement
AuthorizedUse
CreationClassName: string [Key] CreationClassName: string [Key]
Name: string [Key] * x | Name: string [Key]
SecurityClassification: sting '— AuthenticationTarget ——{ SecurityClassification: sting

PublicPrivateKeyPair

use: {signOnly, confidentialityOrSignature}

nonRepudiation: boolean
backedUp: bodean
repository : sting

SystemAdministratorRole

SystemAdministratorGroup




Security Service -1
L %] Abstac)
* SecurityServiceUsesAccount
A AdcountOnSystem
HostedAuthentication
Requirement ManagesAccount OnSystem ManagesAccout
AY
| *
Autgent?caﬂon AccountManagement
ervice i
AuthenticateForUse Service *
*
n.1
TrustHierarchy
* | CredentialManagement VerificationService
X Service
RequireCredentialsFrom
ManagedCredental S 1 ?
* *
Credentia CertificateAuthority LocalCredentialManagementService Notary Kerberos Key Distributon
(Abstract) Center
CAPolicyStatement: string Comparitors: uint16[ ] (enum) Protocol:uint16 (enum)
CRL: string[ ] //octetstring SealProtocol: sting
CRLDistributionPoint: sting[ ] + Charterlssued: datetime
CADistinguishedNam e: sting [ 1 CharterExpires: datetime 1
MaxChainLength: uint8 " -
0,1 CRLRefreshFrequencyuintlé Publickey ) SharedSecretService
ManagementService ¥
1 Algorithm: s.tring
CAHas Protocol: sting
Public
Certificate ! ! L KDClssuesKerberosTicket
CASignsPublicKeyCertificate
serialNumber: sting . LocallyManaged SharedSec ret IKESec ret
signature: uint8|[ ] //octetstring Publickey IsShared IsNamed
expiration: datetime
CRLDistributionPointsting
* *w | *w *w *w *w
PublicKeyCertificate UnsignedPublickey SharedSec ret NamedSharedIKE Secret KerberosTicket
x

- - Pee
Subject: string [key]

AltSubject: sting
PublicKey: uintg[]

Peerldentity: string [Key]
PublicKey: uintg[]

rldentity Type: uintl6

RemotelD: string [key]
Secret: sting
Algorithm: sting
Protocol: sting

Peerldentity: string [Key]

Localldentity: string [Key]

SharedSecretName: sting

PeerldentityType: uintl6 [Key]

LocalldentityType: uintl6 [Key]

AccessesService: stiing [Key]
RemotelD: string [key]
Issued: datetime

Expires: datetime
TicketType: uint16 (enum)




SystemAdministratorRole

Antecedent: ref System
Dependent: ref Role

HostedAuthenticationReqguirement

Antecedent: ref System
Dependent: ref AuthenticationRequirement

AuthenticateForUse

Antecedent: refAuthenticationRequirements
Dependent: ref AuthenticationService

ProvidesService ToEement

Antecedent: ref Service
Dependent: ref ManagedSystemElement

A

RequireCredentialsFrom

SecurityServiceForSystem

Antecedent: ref CredentialManagementService
Dependent: ref AuthenticationReguirements

Antecedent: ref Sec urityService
Dependent: ref System

A

AuthenticationTarget

ManagesAccount OnSystem

Antecedent: ref AuthenticationRequirements
Dependent: ref ManagedElement

Antecedent: ref AccountManagementService
Dependent: ref System

HostedACI

ManagedCredental

Antecedent: ref System
Dependent: ref AccessCont rolinformation

Antecedent: ref CredentialManagementService
Dependent: ref Credental

AuthorizedUse

Antecedent: refAccessCont rolinformation
Dependent: ref AuthorizationService

AuthorizationSubject

Antecedent: ref AccessCont rolinformation
Dependent: ref ManagedBement

AuthorizationTarget

Antecedent: ref AccessCont rolinformation
Dependent: ref ManagedBement

NotaryVerifies Biometic

Antecedent: ref Notary
Dependent: ref UsersAccess

A

CAHasPublicCertificate

Antecedent: ref PublicKeyCertificate
Dependent: ref Certif icateAuthority

OrgStructure

Parent: ref OrganizationalEntty
Child: ref OrganizationalEntty

CollectioninOrganization

Parent: ref OrganizationalEntty
Child: ref Colection

CollectionInSystem

Parent: ref System
Child: ref Colection

MemberOfCollection (from Core)

CASignsPublicKeyCertificate

Collection: ref Collection
Member: ref ManagedEement

Antecedent: ref CertificateAuthority
Dependent: ref PublicKeyCertificate
SerialNumber: sting

Signature: uint8[ ] //octetstring
Expiration: datetime
CRLDistributionPoint: string

f

MemberPrincipal

LocallyManagedPublickey

Antecedent: ref PublicKeyManagementService
Dependent: ref UnsignedPublickey

Collection: ref Collection
Member: ref ManagedElement
UserAccessBy: uintl6 [enum]
{UsersAccess,
Account,
UsingElement,
CredentialManagementService}

SharedSecretlsShared

Antecedent: ref SharedSecretService
Dependent: ref SharedSecret

SystemComponent (from Core)

GroupComponent: ref System
PartComponent: ref ManagedSystemElement

IKESecretlsNamed

?

Antecedent: ref SharedSecretService
Dependent: ref NamedSharedIKESecret

AccountOnSystem

KDClssuesKerberosTicket

GroupComponent: ref System
PartComponent: ref Account

Antecedent: ref KerberosKeyDistributonCenter
Dependent: ref KerberosTicket




