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4 Inheritance

Association
— W Association with WEAK reference
—— > Aggregation
-W———— Aggregation with WEAK reference
——<e Composition Aggregation
% Equivalentto: 0..n

ManagedElement

(See Core Model)

A

Collection

(See Core Model)

OrganizationalEntity

(See User Model
(Organization))

Role

(See User Model
(Group and Roles))

Group

(See User Model
(Group and Roles))

A

Organization

(See User Model
(Organization))

OrgUnit

(See User Model
(Organization))

UserEntity

(See User Model
(Person)

A

UserContact

(See User Model
(Person)

CIM_User.vsd:

Title : User Schema 2.26.0

Author : WBEM Infrastructure & Protocols WG
Date :June 22, 2010

OtherOrganizationinformatio

(See User Model
(Organization))

OtherOrgUnitInformation

(See User Model
(Organization))

OtherPersoninformation

(See User Model
(Organization))

OtherRolelnformation

(See User Model
(Group and Roles))

OtherGrouplnformation

Person

(See User Model
(Person)

(See User Model
(Group and Roles))
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CIM_User.vsd:

Title : User Schema 2.26.0
ManagedElement Author : WBEM Infrastructure & Protocols WG
(See Core Model) Date :June 22, 2010
Credential Privilege ’
Identity SecuritySensitivity ManagedSystemElement Collection
(See User Model (See User Model (See User Model
(Credential)) (Authorization)) (Identity)) Eiﬁfhgjf;tm;’e' (See Core Model) (See Core Model)
A f

AuthorizedPrivilege

(See User Model
(Authorization))

!

SignedCredential {E}

(See User Model (PublicKey))

UnsignedCredential {E}

(See User Model (PublicKey))

SharedCredential {E}

(See User Model (SharedSecret))

KerberosCredential {E}

(See User Model (Kerberos))

NamedCredential {E}

(See User Model (SharedSecret))

StorageHardwarelD

Remoteldentity

(See User Model

(Identity))

(See User Model
(Identity))

A

GatewayPathID

(See User Model

(Identity))

LogicalElement

(See Core Model)

!

Account

(See User Model
(Account)

AccountGroup (E)

InstancelD: string {key]
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Title : User Schema 2.26.0
: Author : WBEM Infrastructure & Protocols WG
EnabledLogicalElement Date - June 22. 2010

(See Core Model)

T

Service

ServiceAccessPoint

(See Core Model)
(See Core Model)

7 :

SecurityService

CredentialManagementSAP

(Authentication Services))

T (See User Model

AuthorizationService AuthenticationService
(See Us_er Model _ (See User Model
(Authorization Services)) (Authentication Services))

I WT \

PrivilegeManagementService denti .
(See User Model CredentialManagementService VerificationService IdentityManagementService
(Authorization Services)) (See User Model (See User Model Eiﬁ?hgr?t?éal\t/ilggeslervices))

(Authentication Services)) (Authentication Services))
T A
AccountManagementService
(See User Model
— - — - - (AccountManagementService))
CertificateAuthority Notary KerberosKeyDistributionCenter LocalCredentialManagementService
(See User Model (See User Model (See User Model (See User Model
Publicke Authentication Kerberos icati i
( ) (Auth ( ) (Authentication Services)) StorageHardwarelDMananagementService
Services) A
(See User Model (Identity))
SharedSecretService
(See User Model
(SharedSecret)) - )
OrgEntityManagementService {E}

PublicKkeyManagementService

(See User Model
(PublicKey))
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OtherOrganizationInformation

CreationClassName: string {key}
Name: string {key}

ObjectClass: String [ ]
BusinessCategory: string[ ]
Descriptions: string[ ]
DestinationIndicator: string[ ]
FacsimileTelephoneNumber: string[ ]
InternationaliSDNNumber: string][ ]
LabeledURI: string [ ]
LocalityName: string[ ]

Mail: string[ ]

Manager: string[ ]
OrganizationName: string[ ]
OtherMailbox: string][ ]
PhysicalDeliveryOfficeName: string[ ]
PostalAddress: string[ ]
PostalCode: string[ ]

PostOfficeBox: string[ ]
PreferredDeliveryMethod: string
RegisteredAddress:string[ ]
SearchGuide: string[ ]

SeeAlso: string[ ]

StateOrProvince: string[ ]

Street: string[ ]

TelephoneNumber: string[ ]
TeletexTerminalldentifier: string][ ]
TelexNumber: string[ ]
ThumbnailLogo: string[ ] {octetstring}
Uniqueldentifier: string[ ]
UserPassword: string[ ] {octetstring}
X121Address: string[ ]

CIM_User.vsd:

Title : User Schema 2.26.0

Author : WBEM Infrastructure & Protocols WG

Date :June 22, 2010

ManagedElement
(See Core Model)
OrganizationalEntity Collection OtherOrgUnitinformation
* (See Core Model) CreationClassName: strin
: string {key}
OrgStructure 5 N1 * Name: string {key}
" - ObjectClass: String [ ]
. ) BusinessCategory: string[ ]
Collectionin Descriptions: string[ ]
Organization DestinationIndicator: string[ ]
FacsimileTelephoneNumber: string[ ]
InternationaliSDNNumber: string][ ]
LocalityName: string[ ]
OU: string[ ]
PhysicalDeliveryOfficeName: string[ ]
Organization OrgUnit PostalAddress: string[ ]

CreationClassName: string {Key}
Name: string {Key}
BusinessCategory: string
FacsimileTelephoneNumber: string
LocalityName: string

Mail: string

OrganizationName: string {Req'd}
PostalAddress: string[ ]
PostalCode: string
StateOrProvince: string
TelephoneNumber: string

CreationClassName: string {key}
Name: string {key}
BusinessCategory: string
FacsimileTelephoneNumber: string
LocalityName: string

OU: string {Req'd}

PostalAddress: string[ ]
PostalCode: string
StateOrProvince: string
TelephoneNumber: string

0.1

MoreOrganizationinfo

1 1

PostalCode: string[ ]
PostOfficeBox: string[ ]
PreferredDeliveryMethod: string
SearchGuide: string[ ]

SeeAlso: string[ ]
StateOrProvince: string[ ]

Street: string[ ]
TelephoneNumber: string[ ]
TeletexTerminalldentifier: string][ ]
TelexNumber: string][ ]
UserPassword: string[ ] {octetstring}
X121Address: string[ ]

MoreOrgUnitinfo———————

0.1
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ManagedElement
(See Core Model)

T

CIM_User.vsd:

: WBEM Infrastructure & Protocols WG

Title : User Schema 2.26.0
Author
Date :June 22, 2010

CollectionIn
System

—
Collection 0.1
OrganizationalEntity OrgStructure
(See Core Model) *
*
*
0.1
CollectionInOrganization4]
UserEntity
UserContact OtherPersoninformation
ManagedSystemElement * CreationClassName: string {key} CreationClassName: string {key}

(See Core Model)

A

LogicalElement

(See Core Model)

A

EnabledLogicalElement

(See Core Model)

A

System

(See Core Model)

il
SystemAdministrator——

Name: string {key}
GivenName: string
Surname: string {Req'd}
Mail:string

UserlD: string
LocalityName: string
PostalAddress: string[ ]
StateOrProvince: string
PostalCode: string
TelephoneNumber: string

Person

BusinessCategory: string
CommonName: string {Req'd}
EmployeeNumber: string
EmployeeType: string
FacsimileTelephoneNumber: string
HomePhone: string
HomePostalAddress: string[ ]
JpegPhoto: uint8[ ] {octetstring}
Manager: string

Mobile: string

OU: string

Pager: string
PreferredLanguage: string
Secretary: string

Title: string

Name: string {key}
ObjectClass: String [ ]

Audio: string[ ] {octetstring}
BusinessCategory: string[ ]
CarlLicense: string[ ]
CommonName: string[ ]
CountryName: string[ ]
DepartmentNumber: string[ ]
Descriptions: string[ ]
Destinationindicator: string[ ]
DisplayName: string][ ]
EmployeeNumber: string
EmployeeType: string|[ ]
FacsimileTelephoneNumber: string[ ]
GenerationQualifier:string[ ]
GivenName: string[ ]
HomeFax: string[ ]
HomePhone: string[ ]
HomePostalAddress: string|[ ]
Initials: string[ ]
InternationaliSDNNumber: string[ ]
JpegPhoto: string[ ] {octetstring}
LabeledURI: string[ ]
LocalityName: string[ ]
Mail:string[ ]

Manager: string[ ]
MiddleName: string[ ]

Mobile: string[ ]
OrganizationName: string[ ]
OrganizationalStatus: string|[ ]
OtherMailbox: string[ ]

OU: string[ ]

Pager: string[ ]

PersonalTitle: string][ ]

Photo: string[ ] {octetstring}
PhysicalDeliveryOfficeName: string[ ]
PostalAddress: string[ ]

PostalCode: string[ ]

PostOfficeBox: string[ ]
PreferredDeliveryMethod: string
PreferredLanguage: string
RegisteredAddress : string|[ ]
RoomNumber: string[ ]

Secretary: string[ ]

SeeAlso: string[ ]

StateOrProvince: string|[ ]

Street: string[ ]

Surname: string[ ]
TelephoneNumber: string|[ ]
TeletexTerminalldentifier: string[ ]
TelexNumber: string[ ]
ThumbnailLogo: string[ ] {octetstring}
ThumbnailPhoto: string[ ] {octetstring}
Title: string[ ]

UserlD: string][ ]

Uniqueldentifier: string][ ]
UserCertificate: string[ ] {octetstring}
UserPassword: string[ ] {octetstring}
UserPKCS12: string[ ] {octetstring}
UserSMIMECertificate: string[ ] {octetstring}
X121Address: string[ ]
X500Uniqueldentifier: string[ ] {octetstring}

1

0.1

MorePersoninfo
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Title : User Schema 2.26.0
Author : WBEM Infrastructure & Protocols WG
Date :June 22, 2010
ManagedElement
RoleLimitedToTarget *
(See Core Model)
OtherRolelnformation Collection OtherGrouplnformation ManagedSystemElement
CreationClassName: string {key} (See Core Model) CreationClassName: string {key} (See Core Model)
Name: string {key} Name: string {key}
ObjectClass: String [ ] + ObjectClass: String [ ] +
BusinessCategory: string[ ] * BusinessCategory: string[ ] LogicalElement
CommonName: string[ ] CommonName: string[ ]
Descriptions: string[ ] Role Group Descriptions: string] ] (See Core Model)
E:(?;lir;?itlg)?;?:[ﬁ?r?gﬁ:1nbge[r]' string[ ] CreationClassName: string {key} CreationClassName: string {key} 88?&7:&0 ]n Name: string[ ] +
InternationaliSDNNumber: st'ring[] Name: string {key} Name: string {key} Owﬁer: string[ ] )
OU: string[ ] BusinessCategory: string BusinessCategory: string SeeAlso: string[ ] EnabledLogicalElement
Phy.sicalDeliveryOfficeName: string[ ] CommonName_: s_tring_{Req'd} CommonName: string {Req'd} ’ (See Core Model)
PostalAddress: string] ] RoleCharacteristics: uint16 { ] {enum} o1l

PostalCode: string[ ] 1 * * 1 +
PostOfficeBox: string[ ]
PreferredDeliveryMethod: string
RegisteredAddress:string[ ]
SeeAlso: string[ ]
StateOrProvince: string[ ] * *
Street: string[ ]
TelephoneNumber: string][ ]
TeletexTerminalldentifier: string][ ]
TelexNumber: string[ ]
X121Address: string][ ]

System

MoreGrouplinfo (See Core Model)

SystemAdministratorGroup

£MoreRoIeInfo

SystemAdministratorRole
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ManagedElement

(See Core Model)

A

ManagedSystemElement

(See Core Model)

A

LogicalElement

(See Core Model)

A

EnabledLogicalElement

(See Core Model)

A

CIM_User.vsd:

: User Schema 2.26.0
: WBEM Infrastructure & Protocols WG
:June 22, 2010

Title
Author
Date

Service

System

ServiceAccessPoint

SecurityService

(See User Model (Overview Security))

$

* . . )
——ServiceUsesSecurityService—

(See Core Model)

(See Core Model)

(See Core Model)

*

SecurityServiceForSystem

*

A

CredentialManagementSAP

URL: string

AuthenticationService

*

AccountManagementService

(See User Model (Account))

\ 0.1

Trust

StorageHardwarelDMananagementService

VerificationService

CredentialManagementService

Hierarchy

CertificateManagementService {E}

(See User Model (Identity))

P (See User Model (PublicKey 2))

$

KeyBasedCredentialManagementService {E}

Notary

(See User Model (Publickey 2))

CertificateAuthority

LocalCredentialManagementService

SealProtocol: string

Comparitors: uint16[ ] {enum}

Charterlssued: datetime
CharterExpires: datetime

(See User Model (PublicKey 1))

(See User Model (Kerberos))

A

PublickeyManagementService

SharedSecretService

(See User Model (PublicKey 2))

(See User Model
(SharedSecret))

KerberosKeyDistributionCenter
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ManagedElement
(See Core Model)

A

ManagedSystemElement

(See Core Model)

A

LogicalElement

(See Core Model)

#

EnabledLogicalElement

(See Core Model)

A

% C |
Service System

(See Core Model) (See Core Model)

ServiceUsesSecurityService T *

SecurityServiceForSystem

*
SecurityService

(See User Model (Overview Security))

A

AuthorizationService

CIM_User.vsd:

Title : User Schema 2.26.0

Author : WBEM Infrastructure & Protocols WG
Date :June 22, 2010

PrivilegeManagementService

RoleBaseAuthorizationService

ChangeAccess(
[IN] Subject: ref ManagedElement {required},
[IN] Target: ref ManagedElement {required},
[IN] PrivilegePolicies: ref PrivilegePropagationRules [ ],
[IN, OUT] Privileges: string[ ] {embeddedobject]);
uint32 {enum}

ShowAccess(
[IN] Subject: ref ManagedElement,
[IN] Target: ref ManagedElement,
[OUT] OutSubjects: ref ManagedElement([],
[OUT] OutTargets: ref ManagedElement][],
[OUT] Privileges: string[ ] {embeddedobject]);
uint32 {enum}

AssignAccess(
[IN] Subject: ref ManagedElement {required},
[IN] PrivilegeGranted : boolean,
[IN] Activities: uint16[ ] {enum},
[IN] ActivityQuiElementCapabilities
[IN] QualifierFormats: uint16[ ] {enum},
[IN] Target: ref ManagedElement {required},
[IN, OUT] Privilege: ref AuthorizedPrivilege):
uint32 {enum}

RemoveAccess(
[IN] Subject: ref ManagedElement,
[IN] Privilege: ref AuthorizedPrivilege,
[IN] Target: ref ManagedElment): uint32 {enum}

ElementCapabilities

CreateRole(
[IN] RoleTemplate: string {EmbeddedInstance},
[IN] System: ref System,
[IN] Privileges: string [ ] {Required, EmbeddedInstance},
[IN] RoleLimitedToTargets: ref ManagedElement[],
[IN] OwningSystem: ref System,
[IN, OUT] Role: ref Role);
uint32 {enum}
DeleteRole(
[IN] Role: ref Role);
uint32 {enum}
ModifyRole(
[IN] Privileges: string [ ] {Required, EmbeddedInstance},
[IN] RoleLimitedToTargets: ref ManagedElement[],
[IN] Role: ref Role);
uint32 {enum}
AssignRoles(
[IN] Identity: ref Identity,
[IN] Roles: ref Role[]);
uint32 {enum}
ShowRoles(
[IN] Subject: ref Identity,
[IN] Target: ref ManagedElement,
[OUT] Roles: string[] {EmbeddedInstance},
[OUT] Privileges: string[] {fEmbeddedinstance});
uint32 {enum}

1“*

PrivilegeManagementCapabilities

SharedPrivilegeSupported: boolean
ActivitiesSupported: uint16[] {enum}
ActivityQualifiersSupported: string[]
QualifierFormatsSupported: uint16[] {enum}
SupportedMethods: uint16[] {enum}

ElementCapabilities

0.1

RoleBasedManagementCapabilties

SupportedMethods: uint16[] {enum}
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ManagedElement
(See Core Model)

A

ManagedSystemElement

(See Core Model)

A

LogicalElement

(See Core Model)

A

EnabledLogicalElement

(See Core Model)

A

T

AccountManagementService

CreateAccount(
[IN] System: ref ComputerSystem {required},
[IN] AccountTemplate: string {required,
embeddedinstance},
[OUT] Account: ref Account],
[OUT] Identities: ref Identity][]);
uint32 {enum}

Service System
(See Core Model) (See Core Model)
* *
SecurityService *—Sen/iceUsesSecurityService—
* SecurityServiceForSystem

CIM_User.vsd:

Title : User Schema 2.26.0

Author : WBEM Infrastructure & Protocols WG
Date :June 22, 2010

AccountManagementCapabilities

OperationsSupported: uint16[]
OtherSupportedUserPasswordEncryptionAlgorithms: string [ ]
\ SupportedUserPasswordEncryptionAlgorithms: uint16 [ ]
ElementCapabilities UserPasswordEncryptionSalt: string
\ MaximumAccountsSupported: uintl6 {E}

AccountSettingData {E}

PasswordHistoryDepth: uint16
MaximumPasswordExpiration: datetime

{

SettingsDefineCapabilities

ComplexPasswordRulesEnforced: uint16[]
InactivityTimeout: datetime
MaximumsSuccessivelLoginFailures uint16
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ManagedElement

CIM_User.vsd:

Title
Author
Date

: User Schema 2.26.0

: WBEM Infrastructure & Protocols WG

:June 22, 2010

ElementSecuritySensitivity

(See Core Model)

A

*

SecuritySensitivity

SecurityLevel: string

InstancelD: string {override, key}

SecurityCategories: string [ ] {E}
LabelExpiration: datetime {99991231115959.999999-720, E}

Privilege

AuthorizedTarget

InstancelD: string {key}

PrivilegeGranted: boolean (True)

Activities: uint16 [ ]

ActivityQualifiers: string [ ]

QualifierFormats: uint16 [ ]
RepresentsAuthorizationRights: boolean (False)

?

AuthorizedPrivilege

AuthorizedSubject




Page 11-34: Identity

Concreteldentity

* *

CIM_User.vsd:

Title : User Schema 2.26.0

Author : WBEM Infrastructure & Protocols WG

Date :June 22, 2010

* | ManagedElement | %

PolicySetApplies
ToElement

——ElementinRoleCollection

f *‘—IdentityContext

+ | (See Core Model) | 0..1

Assignedldentity

Collection

(See Core Model)

Policy

ManagedSystemElement

(See Policy Model)

(See Core Model)

T

A

SystemSpecificCollection

(See Core Model)

ﬁ

PolicyRoleCollection

(See Policy Model)

*

PolicySetInRoleCollection

*

LogicalElement

(See Core Model)

PolicySet

% | (See Policy Model)

PolicyRule

(See Policy Model)

AuthenticationRule

(See Policy Model)

A

Account

(See User Model
(Account)

*

Identity

InstancelD: string {key}

CurrentlyAuthenticated: boolean (False)

A

-

Remoteldentity (E)

IPNetworkldentity

NameFormat: uintl6
Name: uint8[]
OtherNameFormat: string

EnabledLogicalElement

(See Core Model)

A

Service

IdentityType: uint16 {required}
IdentityValue: string {required}

(See Core Model)

A

SecurityService

(See User Model
(Overview Security))

A

AuthenticationService
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IdentityContext

Assignedldentity

Storage Identity

Concreteldentity
%

% | ManagedElement

*

(See Core Model)

*

0.1 +

* *

ElementSettingData

]

‘ *

ManagedSystemElement

SettingData

(See Core Model)

(See Core Model)

*

A

LogicalElement

StorageClientSettingData

ClientTypes: uint16[] {enum}
OtherClientTypeDescriptions: string[]

(See Core Model)
\

Account

(See User Model
(Account)

Identity

InstancelD: string {key}
CurrentlyAuthenticated: boolean (False)

T

StorageHardwarelD

StoragelD: string
IDType: uintl6
OtherIDType: string

?

GatewayPathlD

GatewaylD: string
GatewayIDType: uintl6
GatewayOtherIDType: string

EnabledLogicalElement

(See Core Model)

A

Service *

CIM_User.vsd:

Title : User Schema 2.26.0
Author : WBEM Infrastructure & Protocols WG
Date :June 22, 2010

StorageHardwarelDMananagementService

(See Core Model)

A

SecurityService

(See User Model
(Overview Security))

A

AuthenticationService

A

IdentityManagementService

CreateStorageHardwarelD(

[IN] ElementName : string,

[IN] StoragelD : string,

[IN] IDType : uintl6 {enum},

[IN] OtherlDType : string,

[IN] Setting : ref StorageClientSettingData,

[OUT] HardwarelD : ref StorageHardwarelD) : uint32 {enum}
DeleteStorageHardwarelD(

[IN] HardwarelD : ref StorageHardwarelD) : uint32 {enum}
CreateGatewayPathID(

[IN] ElementName : string,

[IN] StoragelD : string

[IN] IDType : uintl6 {enum},

[IN] OtherIDType : string,

[IN] GatewayID : string,

[IN] GatewayIDType : uintl6 {enumy},

[IN] OtherGatewayIDType : string

[OUT] NewGatewayPathlID : ref GatewayPathID) : uint32 {enum}
CreateHardwarelDCollection(

[IN] ElementName : string,

[ IN] HardwarelDs : string[],

[OUT] Collection : ref SystemSpecificCollection): uint32 {enum}
AddHardwarelDsToCollection(

[IN] HardwarelDs : string[],

[IN] Collection : ref SystemSpecificCollection): uint32 {enum}
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Concreteldentity

*

ManagedElement

(See Core Model)

?

ManagedSystemElement

(See Core Model)

A

LogicalElement

(See Core Model)

f

EnabledLogicalElement

(See Core Model)
A

CIM_User.vsd:

Title
Author
Date

Identity

(See User Model (Identity))

System
(See Core Model)

1

Service
(See Core Model)

r

SecurityService

(See User Model
(Overview Security))

Account

SecurityServiceUsesAccount
f *
IdentityManagementService
AccountManagementService
*
ManagesAccount

SystemCreationClassName: string {key}
SystemName: string{key}
CreationClassName: string {key}

Name: string{key}

UserlD: string

ObjectClass: String [ ]

Descriptions: string[ ]

Host: string[ ]

LocalityName: string[ ]

OrganizationName: string[ ]

OU: string[ ]

SeeAlso: string[ ]

UserCertificate: string[ ] {octetstring}
UserPassword: string[ ] {octetstring}
PasswordHistoryDepth: uint16 {E}
PasswordExpiration: datetime {E}
ComplexPasswordRulesEnforced: uint16[] {E}
InactivityTimeout: datetime {E}
MaximumsSuccessiveLoginFailures uintl16 {E}
LastLogin: datetime {E}

UserPasswordEncryptionAlgorithm: uint16 {enum}
OtherUserPasswordEncryptionAlgorithm: string

: User Schema 2.26.0
: WBEM Infrastructure & Protocols WG
:June 22, 2010

*

AccountMapsToAccount

AccountOnSystem

——ElementCapabilities—

0.1

AccountCapabilities {E}

PasswordHistory: uint16
MaximumPasswordAge : datetime
DisableOnlnactivity: boolean
ComplexPasswordRulesEnforced: uint16[]

)k

SettingsDefineCapabilities

*

AccountSettingData

PasswordHistoryDepth: uint16
MaximumPasswordExpiration: datetime
ComplexPasswordRulesEnforced: uint16[]
InactivityTimeout: datetime
MaximumSuccessivelLoginFailures uint16




Page 14-34: Credential CIM_User.vsd:

Collection
(See Core Model)

CredentialStore (E)

InstancelD: string
Usage: uint16 {enum}

ManagedElement

I

Keystore (E)

Usage : uint16

CredentialContext

(See Core Model)

Credential

Issued: datetime
Expires: datetime
ValidFrom: datetime (E)

Fingerprintimage {E}

CapturingType: uint16 {enum}
DPI: uint32

Grayscale: uint32

ImageFormat: uintl6 {enum}
InstancelD: string {override, key)
OtherlmageFormat: string
Image: uint8[] {OctetString}

A

FingerprintTemplate {E}

InstancelD: string {override, key}
OtherTemplateFormat: string
TemplateFormat: uint16 {enum}
Template: uint8[] {OctetString}

ManagedSystemElement

Title : User Schema 2.26.0
Author : WBEM Infrastructure & Protocols WG
Date :June 22, 2010

(See Core Model)

f

LogicalElement

(See Core Model)

f

EnabledLogicalElement

(See Core Model)

f

Service *

ServiceAffectsElement
(From Core)

(See Core Model)

A

SecurityService

(See User Model
(Overview Security))

f

AuthenticationService

(See User Model
(Authentication Services))

CredentialManagementCapabilities {E}

MaxSpeed: uint64
OtherPortType: string

0.1

CredentialManagementService

% | Trust

PortType: uint16 {Enum}
RequestedSpeed: uint64
Speed: uint64

(See User Model
(Authentication Services))

Hierarch - .
y UsageRestriction: uintl6 {Enum}

ElementCapabilities
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Title : User Schema 2.26.0
Author : WBEM Infrastructure & Protocols WG
Date :June 22, 2010

ManagedElement
(See Core Model)

*

Credential ManagedSystemElement
(See User Model (See Core Model)
(Credential)) +

LogicalElement

(See Core Model)
KerberosCredential (E) ?

InstancelD: string {key} .
AccessesService: string EnabledLogicalElement

RemotelD: string
TicketType: uint16 {enum} (See Core Model)

: f
Service
(See Core Model)

f

SecurityService

(See User Model
(Overview Security))

$

AuthenticationService

ServiceAffectsElement (See User Model
(Authentication Services))

0.1

- — % | Trust
CredentialManagementService Hierarchy

(See User Model
(Authentication Services))

+

KerberosKeyDistributionCenter

Protocol: uint16 {enum}
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ManagedElement
(See Core Model)

?

CIM_User.vsd:

Title : User Schema 2.26.0

Author : WBEM Infrastructure & Protocols WG
Date :June 22, 2010

Credential

(See User Model

(Credential))
| |
UnsignedCredential (E) SignedCredential (E)

InstancelD: strin_g {key} InstancelD: string {key}
Peerldentity: string IssuerName: string
PeerldentityType: uint16 Signature: uint8[]
PublicKey: uint16[] SignatureAlgorithm: uint16
PublickeyEncoding: uint16 {enum} OtherSignatureAlgorithm: string
OtherPublicKeyEncoding: string SignatureAlgorithmOID: string

* ? *

X509Infrastructure (E)

Version : string
TBSCertificate: uint8[]
MD5Fingerprints: uint8[]
SHAZ1Fingerprints: uint8[]
FingerprintDigestAlgorithms:
uint16[]

Fingerprints: string[]
IssuerName: string
NextUpdate: datetime
SerialNumbers: string[]
EncodedCRL: uint8[]

X509Certificate (E)
ServiceAffectsElement

Subject: string

AltSubject: string

PublicKey: uint8[]
PublicKeySize : uint16
IsValid: uint16
ServiceAffectsElement | serialINumber: uints[]
PublicKeyAlgorithm: uint16
KeyUsage: uint16
ExtendedKeyUsage: string
PathLengthConstraint : uint16

ManagedSystemElement

(See Core Model)

I

LogicalElement

(See Core Model)

f

EnabledLogicalElement

(See Core Model)

A

Service
(See Core Model)

+

SecurityService

(See User Model
(Overview Security))

A

AuthenticationService

(See User Model
(Authentication Services))

iy

CredentialManagementService

Trust

(See User Model
(Authentication Services))

Hierarchy

CertificateManagementService {E}

(See PublicKey 2)

MaxChainLength: uint8

LocalCredentialManagementService

(See User Model
(Authentication Services))

EncodedCertificate: uint8[] CIM_X509CRL {E} f

ExtensionlID: string[] ~ * \

ExtensionValue: string Expires: datetime {override} CertificateAuthority

IsCritical: boolean(] Issued: datetime {override}

IssuerUniquelD: string NextUpdate: datetime CAPolicyStatement: string

SubjectUniquelD: string EncodedCRL: string[] {OctetString} CRL: string[ ] {octetstring}

TrustedRootCertificate: boolean SerialNumbers: string[] {OctetString} CRLDistributionPoint: string[ ]
CADistinguishedName: string
CRLRefreshFrequency:uint16

3

PublickeyManagementService
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CredentialManagementService
(See User Model (PublickKey 2)) |«

CIM_User.vsd:

Title : User Schema 2.26.0

Author : WBEM Infrastructure & Protocols WG
Date :June 22, 2010

CertificateManagementService {E}

CreateCertificateSigningRequest(

[IN] Subject: string[], [IN] AltSubject: string[],

[IN] PublicKeyAlgorithm: uint16, [IN] PublicKeySize: uint16,
[IN] PublicPrivateKeyPair: ref CIM_UnsignedCredential,
[IN] ExtendedKeyUsage: string, [IN] OutputFormat: uint16,[
OUT] Job: ref CIM_ConcreteJob, [OUT] CSR: string([]

): uint32 {enum}

CreateSelfSignedCertificate(

[IN] Subject: string[], [IN] AltSubject: string[],

[IN] PublicKeyAlgorithm: uint16, [IN] PublicKeySize, uint16,

[IN] PublicPrivateKeyPair: ref CIM_UnsignedCredential, [IN] Keystore: ref CIM_Keystore,
[IN] CredentialContext: ref CIM_ManagedElement, [IN] Usage: uintl16,

[OUT] Job: CIM_ConcreteJob, [OUT] SelfSignedCertificate: ref CIM_X509Certificate

): uint32 {enum}

ImportEncodedCertificates(

[IN] EncodedCertificates: string[], [IN] Format: uint16,

[IN] Keystore: ref CIM_Keystore, [IN] CredentialContext: ref CIM_ManagedElement,
[IN] Usage: uintl16[], [OUT] Job: ref CIM_ConcreteJob,

[OUT] NewCertificates: ref CIM_X509Certificate]]

): uint32 {enum}

ImportCertificates(

[IN] InputCertificates: string[], [IN] Keystore: ref CIM_Keystore,

[IN] CredentialContext: ref CIM_ManagedElement, [IN] Usage: uint16]],

[OUT] Job: ref CIM_ConcreteJob, [OUT] NewCertificates: ref CIM_X509Certificate[]
): uint32 {enum}

ExportEncodedCertificates(

[IN] CertificatesToExport: ref CIM_X509Certificate[], [IN] Format: uint16,
[OUT] Job: ref CIM_ConcreteJob[], [OUT] EncodedCertificates: string[]
): uint32 {enum}

ApplyCRL(

[IN] EncodedCRL: string[], [

OUT] NewCertificate: ref CIM_X509CRL, [IN] Format: uint16,

[IN] Keystore: ref CIM_Keystore, [IN] CredentialContext: ref CIM_ManagedElement,
[OUT] Job: ref CIM_ConcreteJob, [OUT] AppliedCRL: ref CIM_X509CRL

): uint32 {enum}

Capabilities
(See Core Model)

CertificateManagementCapabilities {E}

0..1 | AsymmetricKeyGeneration: boolean

AssymetricKeyGeneration: boolean
InputFormatsSupported: uint16[] {enum}
KeyAlgorithmSupported: uint16[] {enum}
OutputFormatsSupported: uint16[] {enum}
SupportedMethods: uint16[] {enum}

ElementCapabilities

KeyBasedCredentialManagementService {E}

CreateKeystore(

[IN]JKeystore: string,
[IN]JKeystoreUtilizers: ref CIM_Service,
[OUT] Job: ref CIM_ConcreteJob,

[IN] NewKeystore: ref CIM_Keystore,
[IN] OwningSystem: REF CIM_System
): uint32 {enum}

ImportPublicPrivateKeyPair(

[IN] Usage: uint16,

[IN] PrivateKey: string[],

[IN] PublicKey: string[],

[IN] CredentialContext ref CIM_ManagedElement,
[OUT] Job: ref CIM_ConcreteJob,

[IN] Keystore ref CIM_Keystore,

[OUT] PPKPCredential ref CIM_UnsignedCredential
): uint32 {enum}
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ManagedElement

(See Core Model)

?

Credential

(See User Model
(Credential))

SharedCredential (E)

InstancelD: string {key}
RemotelD: string
Secret: string
Algorithm: string
Protocol: string

ServiceAffectsElement

NamedCredential (E)

InstancelD: string {key}
Localldentity: string
LocalldentityType: uint16
Peerldentity: string
PeerldentityType: uint16
SharedSecretName: string

*

ServiceAffectsElement

ManagedSystemElement

(See Core Model)

A

LogicalElement

(See Core Model)

A

EnabledLogicalElement

(See Core Model)

A

Service
(See Core Model)

A

SecurityService

(See User Model
(Overview Security))

A

AuthenticationService

(See User Model
(Authentication Services))

CIM_User.vsd:

Title
Author
Date

T L.

CredentialManagementService | %

(See User Model
(Authentication Services))

A

LocalCredentialManagementService

(See User Model
(Authentication Services))

A

*

SharedSecretService

Algorithm: string
Protocol : string

: User Schema 2.26.0

: WBEM Infrastructure & Protocols WG

:June 22, 2010

Trust
Hierarchy
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CIM_User.vsd:

Title : User Schema 2.26.0

Author : WBEM Infrastructure & Protocols WG
Date :June 22, 2010

Dependency(from Core)

Antecedent: ref ManagedElement {*}
Dependent: ref ManagedElement {*}

MoreGrouplnfo

Antecedent: ref Group {1}
Dependent: ref OtherGrouplnformation {0..1}

A

MoreOrganizationinfo

Antecedent: ref Organization {1}
Dependent: ref OtherOrganizationinformation {0..1}

MoreOrgUnitinfo

Antecedent: ref OrgUnit {1}
Dependent: ref OtherOrgUnitinformation {0..1}

SystemAdministrator

MorePersoninfo

Antecedent: ref Person {1}
Dependent: ref OtherPersoninformation {0..1}

Antecedent: ref System {*}
Dependent: ref UserEntity {*}

SystemAdministratorGroup

MoreRolelnfo

Antecedent: ref Role {1}
Dependent: ref OtherRolelnformation {0..1}

Antecedent: ref System {*}
Dependent: ref Group {*}

SystemAdministratorRole

Antecedent: ref System {*}
Dependent: ref Role {*}
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CIM_User.vsd:

Title
Author

Dependency(from Core)

Antecedent: ref ManagedElement {*}
Dependent: ref ManagedElement {*}

AccountMapsToAccount

Antecedent: ref Account {*}
Dependent: ref Account {*}

ManagesAccount

Antecedent: ref AccountManagementService {*}
Dependent: ref Account {*}

SecurityServiceUsesAccount

Antecedent: ref Account {*}
Dependent: ref SecurityService {*}

AssociatedPrivilege

Subject: ref ManagedElement {key, *}
Target: ref ManagedElement {key, *}
PrivilegeGranted: boolean
RepresentsAuthorizationRights: boolean
UseKey: string

Activities: uint16[] {enum}
ActivityQualifiers: string[]
QualifierFormats: uint16[] {enum}

4

OpagueManagementDataOwner

AuthorizedSubject

Privilege: ref AuthorizedPrivilege {*}
PrivilegeElement: ref ManagedElement {*}

AuthorizedTarget

Privilege: ref AuthorizedPrivilege {*}
TargetElement: ref ManagedElement {*}

Date

: User Schema 2.26.0
: WBEM Infrastructure & Protocols WG
:June 22, 2010

A IdentityContext
ElementinContext: ref Identity {*}
ElementProvidingContext: ref ManagedElement {*}
ProvidesServiceToElement
I — Antecedent: ref Service {*} - ’
Dependent: ref ManagedSystemElement {*} Assignedidentity
y IdentifyingInfo: ref Identity {*}
ManagedElement: ref ManagedElement {0..1}
SecurityServiceForSystem
Antecedent: ref SecurityService {*}
Dependent: ref System {*}
ElementSecuritySensitivity
ManagesAccountOnSystem {D} ManagedElement: ref ManagedElement {*}
Antecedent: ref AccountManagementService {*} SecurityLevel: ref SecuritySensitivity {*}
—— Dependent: ref System {*}
ServiceServiceDependency (From Core) IdentitySecurityClearance {E}
Antecedent: ref Service {*} Identity: ref Identity {*}
Dependent: ref Service {*} SecurityLevel: ref SecuritySensitivity {*}
TypeOfDependency: uintlé {enum}
RestartService: boolean
ServiceUsesSecurityService
Antecedent: ref SecurityService {*}
Dependent: ref Service {*}
Logicalldentity
SystemElement: ref ManagedElement {key, *}
SameElement: ref ManagedElement {key, *}
A
Accountldentity {D}
RoleLimitedToTarget

DefiningRole: ref Role {key, *}
TargetElement: ref ManagedElement {key, *}

SystemElement: ref Account {key, *}
SameElement: ref Identity {key, *}

Concreteldentity

SystemElement: ref Account {key, *}
SameElement: ref Identity {key, *}
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Title : User Schema 2.26.0
Author : WBEM Infrastructure & Protocols WG
Date :June 22, 2010

Dependency(from Core)

Antecedent: ref ManagedElement {*}
Dependent: ref ManagedElement {*}

4

CAHasPublicCertificate

Antecedent: ref PublicKeyCertificate {*}
Dependent: ref CertificateAuthority {*}

TrustHierarchy

Antecedent: ref CredentialManagementService {0..1}
Dependent: ref CredentialManagementService {*}

CredentialContext {E}

ElementinContext: ref Credential {key, *}
ElementProvidingContext: ref ManagedElement {key, *}
Usage: uint16
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CollectionInOrganization

Parent: ref OrganizationalEntity {0..1}
Child: ref Collection {*}

CollectionInSystem

Parent: ref System {0..1}
Child: ref Collection {*}

MemberOfCollection (from Core)

Collection: ref Collection {*}
Member: ref ManagedElement {*}

OrgStructure

Parent: ref OrganizationalEntity {0..1}
Child: ref OrganizationalEntity {*}

SystemComponent (from Core)

GroupComponent: ref System {*}

PartComponent: ref ManagedSystemElement {*}

AccountOnSystem

GroupComponent: ref System {1}
PartComponent: ref Account {weak, *}

CIM_User.vsd:

Title
Author
Date

: User Schema 2.26.0
: WBEM Infrastructure & Protocols WG
:June 22, 2010
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CIM_User.vsd:

Title : User Schema 2.26.0
Author : WBEM Infrastructure & Protocols WG
Date :June 22, 2010
ManagedElement *—AuthorizationSubject {}——m
(See Core Model) *—AuthorizationTarget {o}—————
ManagedSystemElement
(See Core Model)
LogicalElement
(See Core Model)
\ \ * *

EnabledLogicalElement

(See Core Model)

| ! |

System Service
(See Core Model) (See Core Model)
| f
SecurityService

(See User Model
(Overview Security))

?

AccessControllnformation {D}

Name: string {key}

Permission: string[ ]

CreationClassName: string {key}

SecurityClassification: string
AccessType: string[ ]
AccessQualifier: string[ ]

AuthorizationService

(See User Model
(Authorization Services))

% AuthorizedUse {D}—

HostedACI {D}

w %
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*

ManagedElement

AuthenticationTarget{D} (See Core Model)

A

ManagedSystemElement

(See Core Model)

A

LogicalElement

(See Core Model)

A

AuthenticationRequirement {D}

CreationClassName: string {key}
Name: string {key}
SecurityClassification: string

*

* w%k

HostedAuthenticationRequirement {D}

EnabledLogicalElement

(See Core Model)

*ﬁ

Service

System
(See Core Model)

(See Core Model)

1 1%

$

SecurityService

ManagesAccountOnSystem {D}

(See User Model
(Overview Security))

*

AccountManagementService

A

(See User Model (Account))

AuthenticationService

AuthenticateForUse {D}

(See User Model
(Authentication Services))

+

CredentialManagementService

RequiresCredentialsFrom {D}4X (See User Model

(Authentication Services))

CIM_User.vsd:

Title
Author
Date

: User Schema 2.26.0
: WBEM Infrastructure & Protocols WG
:June 22, 2010
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1 ManagedElement

(See Core Model)

* A

Credential

(See User Model
(Credential))

ElementAsUser {D}

*
LUsersCredentiaI {DhH f

PublicKeyCertificate {D}

CreationClassName: string {key}

SystemName: string {key}
Name: string {key}

ServiceName: string {key}
ElementlID: string {key}

Biometric: uintl6 {enum}
SupportedMethods: uint16[]
QualifierFormatsSupported: uint16[]

OrganizationalEntity

(See User Model
(Organization))

UserEntity

(See User Model
(Organization))

A

SystemCreationClassName: string {key}

ServiceCreationClassName: string {key}

ManagedSystemElement

(See Core Model)

Accountldentity {D} T

LogicalElement

(See Core Model)

Account

(See User Model
(Account))

*

*

UsersAccess {D}

*
PublicPrivateKeyPair{D}——

CreationClassName: string {key}
Name: string {key}

ElementID: string {key}
Biometric: uintl6 {enum}

——UsersAccount {D}—

MemberOfCollection (from Core)

Collection: ref Collection {*}
Member: ref ManagedElement {*}

T

MemberPrincipal {D}

Collection: ref Collection {*}
Member: ref ManagedElement {*}
UserAccessBy: uintl6 {enum}

NotaryVerifiesBiometric {D}

.

CIM_User.vsd:

Title : User Schema 2.26.0
Author

Date :June 22, 2010

EnabledLogicalElement

(See Core Model)

Service
(See Core Model)

f

SecurityService

(See User Model
(Overview Security))

$

AuthenticationService

(See User Model
(Authentication Services))

f

CredentialManagementService

(See User Model
(Authentication Services))

f

Notary

(See User Model
(Authentication Services))

: WBEM Infrastructure & Protocols WG
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Credential

(See User Model
(Credential))

A

SharedSecret {D}

RemotelD: string {key}

w %

Secret: string
Algorithm: string
Protocol: string

NamedSharedIKESecret {D}

Localldentity: string {key}

LocalldentityType: uint16 {key, enum}

Peerldentity: string {key}
PeerldentityType: uint16 {key}
SharedSecretName: string

UnsignedPublicKey {D}

Peerldentity: string {key}
PeerldentityType: uint16 {enum}
PublicKey: uint8[ ] {octetstring}

w %

SharedSecretlsShared {D}

w %

CIM_User.vsd:

Title : User Schema 2.26.0

Author

: WBEM Infrastructure & Protocols WG

Date :June 22, 2010

0.1

CredentialManagementService

(See User Model
(Authentication Services))

F'y

LocalCredentialManagementService

(See User Model
(Authentication Services))

IKESecretlsNamed {D}
\

SharedSecretService

PublicKeyCertificate {D}

LocallyManagedPublicKey {D}

Algorithm: string
Protocol : string

LocalCredentialManagementService

(See User Model
(Authentication Services))

PublickeyManagementService

Subject: string {key}
AltSubject: string
PublicKey: uint8[ ] {octetstring}

|
CAHasPublicCertificate

]

CertificateAuthority

KerberosTicket {D}

AccessesService: string {key}
RemotelD: string {key}
TicketType: uintl6 {enum}

w %

CASignsPublicKeyCertificate {D}

|
KDClssuesKerberosTicket {D}
\

CAPolicyStatement: string
CRL: string[ ] {octetstring}
CRLDistributionPoint: string[ ]
CADistinguishedName: string
CRLRefreshFrequency:uint16
MaxChainLength: uint8

KerberosKeyDistributionCenter

Protocol: uint16 {enum}

Trust
Hierarchy
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CIM_User.vsd:

Title : User Schema 2.26.0

Author : WBEM Infrastructure & Protocols WG
Date :June 22, 2010

Dependency(from Core)

Antecedent: ref ManagedElement {*}
Dependent: ref ManagedElement {*}

A

AuthorizedUse {D}

Antecedent: refAccessControlinformation {*}
Dependent: ref AuthorizationService {*}

NotaryVerifiesBiometric {D}

AuthorizationSubject {D}

Antecedent: ref AccessControlinformation {*}
Dependent: ref ManagedElement {*}

Antecedent: ref Notary {*}
Dependent: ref UsersAccess {*}

ElementAsUser {D}

AuthorizationTarget {D}

Antecedent: ref AccessControlinformation {*}
Dependent: ref ManagedElement {*}

Antecedent: ref ManagedElement {1}
Dependent: ref UsersAccess {*}

UsersCredential {D}

UsersAccount {D}

Antecedent: ref Account {*}
Dependent: ref UsersAccess {*}

HostedDependency(from Core)

Antecedent: ref ManagedSystemElement {0..1}
Dependent: ref ManagedElement {*}

HostedACI {D}

Antecedent: ref Credential {*}
Dependent: ref UsersAccess {*}

A

PublicPrivateKeyPair {D}

Antecedent: ref PublicKeyCertificate {*}
Dependent: ref UsersAccess {*}

Use: uint16 (Enum)

NonRepudiation: Boolean

BackedUp: Boolean

Repository: String

AuthenticateForUse {D}

Antecedent: ref System {1}
Dependent: ref AccessControlinformation {W,*}

HostedAuthenticationRequirement {D}

Antecedent: refAuthenticationRequirements {*}
Dependent: ref AuthenticationService {*}

AuthenticationTarget {D}

Antecedent: ref System {1}
Dependent: ref AuthenticationRequirement {W,*}

Antecedent: ref AuthenticationRequirements {*}
Dependent: ref ManagedElement {*}

RequireCredentialsFrom {D}

Antecedent: ref CredentialManagementService {*}
Dependent: ref AuthenticationRequirements {*}
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Dependency(from Core)

Antecedent: ref ManagedElement {*}
Dependent: ref ManagedElement {*}

l

ManagedCredential {D}

Antecedent: ref CredentialManagementService {0..1}
Dependent: ref Credential {*}

CASignsPublicKeyCertificate {D}

Antecedent: ref CertificateAuthority {1}
Dependent: ref PublicKeyCertificate {W, *}
SerialNumber: string

Signature: uint8[ ] {octetstring}

Expires: datetime {D}
CRLDistributionPoint: string

IKESecretlsNamed {D}

Antecedent: ref SharedSecretService {1}
Dependent: ref NamedSharedIKESecret {W, *}

KDClssuesKerberosTicket {D}

Antecedent: ref KerberosKeyDistributionCenter{1}
Dependent: ref KerberosTicket {W, *}

LocallyManagedPublicKey {D}

Antecedent: ref PublicKeyManagementService {1}
Dependent: ref UnsignedPublicKey {W, *}

SharedSecretlsShared {D}

Antecedent: ref SharedSecretService {1}
Dependent: ref SharedSecret {W, *}

CIM_User.vsd:

Title : User Schema 2.26.0

Author : WBEM Infrastructure & Protocols WG
Date :June 22, 2010
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Title : User Schema 2.26.0
Author : WBEM Infrastructure & Protocols WG
Date :June 22, 2010

Version 2.9 Preliminary

* DMTFCRO01222: Add CredentialContext

* DMTFCRO01302: Add RoleLimitedToTarget

* DMTFCRO01342: Add Privilege.QualifierFormats.SCSI Command
Add Privilege.RepresentsAuthorizationRights
Add PrivilegeManagementService.ChangeAccess()
Add PrivilegeManagementService.ShowAccess()

* DMTFCRO01380 Clarification of CredentialContext
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Title : User Schema 2.26.0
Author : WBEM Infrastructure & Protocols WG
Date :June 22, 2010

Version 2.10:
CIM_AccountGroup
<change cr="DMTFCR01083" type = "new"> Add PrivilegeManagementCapabilities </change>
<change cr="DMTFCRO01501" type = "new"> Create AccountGroup and Define relationship to ChangeAccess, ShowAccess, Roles, and authorizationPolicy. </change>
CIM_Accountldentity
<change cr="DMTFCRO01503" type = "deprecate"> Deprecate
Accountldentity, SecurityServiceForSystem, ManagesAccountOnSystem, and ServiceUsesSecurityService </change>
CIM_CollectionInSystem
<change cr="DMTFCRO01502" type = "deprecate"> Deprecated CollectionInSystem in favor of OwningCollectionElement </change>
<change cr="DMTFCRO01145" type = "deprecate"> Deprecated CollectionInSystem in favor of HostedCollection </change>
CIM_Credential
<change cr="DMTFCRO01514" type = "change"> Fix description of timestamp in Credential </change>
CIM_CredentialContex
<change cr="CIMCoreCR00750" type = "change"> Clarification of CredentialContext </change>
<change cr="DMTFCRO01379" type = "new"> Add Credential Context </change>
<change cr="DMTFCRO01222" type = "new"> Define a CredentialContext association </change>
CIM_GatewayPathID
<change cr="DMTFCR01299" type = "change"> Add iSCSI support to the enum of ID Types used for SCSI LUN Masking </change>
CIM_Group
<change cr="DMTFCRO01515" type = "change"> Clarify inteeded use for LDAP, not general </change>
CIM_ldentityContext
<change cr="DMTFCR01380" type = "change"> Clarify IdentityContext cardinalities </change>
CIM_ManagesAccountOnSystem
<change cr="DMTFCRO01503" type = "deprecate"> Deprecate Accountldentity, SecurityServiceForSystem, ManagesAccountOnSystem, and ServiceUsesSecurityService
</change>
CIM_Privilege
<change cr="DMTFCRO01547" type = "change"> Fix enumeration conflict generated by DMTFCR01442 </change>
<change cr="DMTFCR01342" type = "change"> Change and Show Access Rights </change>
PrivilegeManagementCapabilities
<change cr="DMTFCR01083" type = "new"> Add PrivilegeManagementCapabilities </change>
CIM_PrivilegeManagementService
<change cr="DMTFCRO01547" type = "change"> Fix enumeration conflict generated by DMTFCR01442 </change>
<change cr="DMTFCR01342" type = "change"> Change and Show Access Rights </change>
<change cr="DMTFCRO01083" type = "change"> Add PrivilegeManagementCapabilities </change>
CIM_PrivilegePropagationRule
<change cr="DMTFCR01342" type = "new"> Change and Show Access Rights </change>
CIM_SecurityServiceForSystem
<change cr="DMTFCRO01503" type = "deprecate"> Deprecate Accountldentity, SecurityServiceForSystem, ManagesAccountOnSystem, and ServiceUsesSecurityService
</change>
CIM_ServiceUsesSecurityService
<change cr="DMTFCRO01503" type = "deprecate"> Deprecate Accountldentity, SecurityServiceForSystem, ManagesAccountOnSystem,and ServiceUsesSecurityService
</change>
CIM_StorageHardwarelD
<change cr="DMTFCR01299" type = "change"> Add iSCSI support to the enum of ID Types used for SCSI LUN Masking </change>
CIM_StorageHardwarelDManagementService
<change cr="DMTFCRO01299" type = "change"> Add iSCSI support to the enum of ID Types used for SCSI LUN Masking </change
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Version 2.13:
Change:
CIM_StorageHardwarelD
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Title : User Schema 2.26.0

AuithAr s \AMDLCN Infractriintiira O Dratarnnle \AIC
Version 2.14:
Change:
CIM_Account

CIM_Assignedldentity
CIM_StorageHardwarelDManagementService
CIM_RoleBasedAuthorizationService
CIM_Role

New:

CIM_AccountCapabilities
CIM_AccountManagementCapabilities
CIM_AccountSettingData
CIM_ElementSecuritySensitivity
CIM_ldentityManagementService
CIM_ldentitySecurityClearance
CIM_OrgEntityManagementService
CIM_PrivilegeManagementCapabilities
CIM_SecuritySensitivity
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Version 2.15:
New:
CIM_RoleBasedManagementCapabilities
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Title : User Schema 2.26.0
Author : WBEM Infrastructure & Protocols WG
Date :June 22, 2010

Version 2.16:

Change:
CIM_AccountManagementService
New:

CIM_Remoteldentity
CIM_KerberosCredential
CIM_NamedCredential
CIM_SharedCredential
CIM_SignedCredential
CIM_UnsignedCredential

Deprecated:
CIM_CASignsPublicKeyCertificate
CIM_IKESecretlsNamed
CIM_KDClssuesKerberosTicket
CIM_KerberosTicket
CIM_LocallyManagedPublicKey
CIM_ManagedCredential
CIM_NamedSharedIKESecret
CIM_PublicKeyCertificate
CIM_SharedSecretlsShared
CIM_UnsignedPublicKey
CIM_SharedSecret
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